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Solution Summary

Cisco AnyConnect leverages Cisco ASAto provide RSA SecurlD Access authentication. Cisco ASA
integrates with RSA SecurID Access via RADIUS or native UDP agent integration.

Cisco AnyConnect for Windows supports RSAtoken automation which enhances the end user
experience. This feature allows AnyConnect to retrieve Passcodes and Tokencodes from tokens
installed in the RSA Software Token application. AnyConnect willthen'listen’ for SecurlD prompts

and programmatically retrieve Tokencodes and Passcodes from the software token behind the
scenes.

RSA SecurID Access Features
Cisco AnyConnect

Authentication Manager Methods

RSA SecurlD Yes
On Demand Authentication Yes
Risk-Based Authentication No
Cloud Authentication Service Methods

Authenticate App Yes
FIDO Token No

Identity Assurance

Collect Device Assurance and User Behavior

Software Token Automation

Windows Yes
Mac No
Android No
i0S No
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Partner Product Configuration

Before You Begin

This section provides instructions for configuring the Cisco AnyConnect client to work with RSA
SecurlD Access. This documentis not intended to suggest optimum installations or configurations.

Itis assumed that the reader has both working knowledge of all productsinvolved, and the ability to

perform the tasks outlined in this section. Administrators should have access to the product
documentation for all productsin orderto install the required components.

All Cisco components must be installed and working prior to the integration. Perform the necessary
teststo confirm that thisis true before proceeding.

Integration Summary

Configuring RSA SecurlD Access Authentication

e Desktop
e Mobile

Configuring RSA SecurlD Software Token Automation

e Desktop (Windows only)
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Configuring Cisco AnyConnect

When configuring Cisco AnyConnect for use with RSA SecurlD Access Cloud Authentication Service

via RADIUS, you will need to increase the AuthenticationTimeout value. The defaultvalue of 12
seconds does not provide sufficient time for the end user to complete out of band challenges.

The following example changes the authentication timeout to 120 seconds.

<ClientInitialization> ) ) )
. <AuthenticationTimeout>120</AuthenticationTimeout>
</ClientInitialization>

Desktop

RSA SecurlD Authenticationis configured onthe VPN server via RADIUS or Native RSA SecurlD agent
integration. No additional configuration on the AnyConnect clientis required.

Enterthe hostnameorIP address of your VPN serverin the VPN: text field and click Connect.

& Cisco AnyConnect Secure Mobility Client

dy to connect.,

[ 10.100.52.219 =l Connect I

So— gl
This copy of Windows is not genuine

BT wDEGRE o

READY



Cisco Systems, Inc.

AnyConnect Secure Mobility Client alialn

CIsCO

Mobile

RSA SecurlD Authenticationis configured onthe VPN server via RADIUS or Native RSA Secur|D agent
integration. No additional configuration on the AnyConnect client is required.

1. Tap Add VPN Connection...

iPad & 10:18 AM

i Aonnect Secure Mobility Client

Graphs

Bytes Received

Choose a connectio
475 Bytes

380 Bytes
285 Bytes

190 Bytes

2. Entera Description and Server Address foryour VPN serverand tap Save.

10:19 AM

Cancel Add VPN Connection

RSA ASA 5500

3. Slide the AnyConnect VPN switch to start the connectiontoyour VPN server.

iPad & 10:19 AM

o Ronnect Secure Mobility Client

Graphs
Bytes Received

Choose a connection

380 Bytes

285 Bytes
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Configuring RSA Software Token Automation

Desktop - Windows
To enable RSA Software Token Automation:

1. Installthe 32-bit RSA Software Token with Automation application on the same system as Cisco
AnyConnect.

Import RSA Software Token(s) into the RSA Software Token Application.
Restart the Cisco AnyConnect client ifit is currently running.

wnN

l. Important: You must install the 32 bit version of RSA Software
Token in order to enable the software token automation feature.

The defaultintegration behavioristo prompt for“PIN or Passcode” when the software token is
available. The user can authenticate using either a hardware token or an installed software token.
The integration can be configured to use only a hardware token (prompt for Passcode) oronly a
software token (prompt for PIN) by modifying the AnyConnect Client Profile on the Cisco ASAserver.

To modify the AnyConnect Client Profile:

1. Openthe Cisco ASDM administrative console.
2. Browse to Configuration>Network (Client) Access >AnyConnect Client Profile and click
Add or Edit.
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3. Under Preferences(Part 1), locatethe RSA SecurlD Integration menu and makeyour
selection.

_
[} AnyConnect Client Profile Editor - =)

I Profile: RSA

. VPN
; &"} Preferences (Part 1)
< Preferences (Part 2)

" Preferences (Part 1)

=T F | L |

5l Backup Servers
=n Certificate Matching R5A Secure ID Integration [] User Controllable

.. £ i
— CErt.IﬁEtE. Enrolment Automatic
-[E Mobille Policy SoftwareToken :
: Server List Windol - dwareToken

SingleLocalLogon -

Windows VPN Establishment
.LoczIUsersDnlv

Clear SmartCard PIN User Controllable

IP Protocol Supported

0K H Cancel ” Help l

e Automatic - Prompts the user for ‘PIN or Passcode’ and allows for authentication using either a

hardware or software token.
e SoftwareToken - Prompts the user for ‘PIN' and allows for authentication using a software token only.

e HardwareToken - Prompts the user for‘Passcode’ and allows for authentication using a hardware
token only.
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Screens
Desktop - Windows
Software Token PIN Prompt:
{9 Cisco AnyConnect | 10,100.51.98 (5w
Awaiting user input,
Group: [RS.ﬁ. v]
Usernarme: p_waranowski
PIM: skokok]
[ oK l [ Cancel
Loginscreen:
'S Cisco AnyConnect | 10,100.51.98 (3w
Auwaiting user input,
roup: [RS.&. v]
Usernarme: p_twaranowski
Passcode: |
[ K l [ Cancel
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User-defined New PIN:

£'$ Cisco AnyConnect | 10,100.51.98 (25w
e PIM: ke
Yerify PIN: k|

Authentication Message

Yau must enter a new alphanurneric PIN from 4 -
to & characters bo continue.

Continue l [ Cancel

System-generated New PIN:

£'$ Cisco AnyConnect | 10,100.51.98 (3w

Answer: |

Authentication Message

Are you satisfied with system generated PIN
ROMZ¥TRS 7 {vin):

[ Continue l[ Cancel

Next Tokencode:

£'$ Cisco AnyConnect | 10,100.51.98 (25w

Token code: |

Authentication Message

Enter the next card code bo complete -
authentication.

Continue l [ Cancel
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Desktop - Mac OS
Login screen:
Cisco AnyConnect | 10.100.51.98
% Awaiting user input.
Croup: | RSA v
Username: Ip_waraﬂﬂWSki I
Passcnde:l| |
| Cancel | [ oK ]
User-defined New PIN:
Cisco AnyConnect | 10.100.51.98
New PIN: |
Verify PIN: | '
You must enter a new alphanumeric PIN from 4 to 8
characters to continue.
| Cancel | | Continue |
Y RSA
READY
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System-generated New PIN:
AnyConnect dfrarfn
SN N) ‘Secure Mobility Client cllsclo
VPN
A new PIN has been generated for you: K8ludFb4.
OK
Next Tokencode:
Cisco AnyConnect | 10.100.51.58
Token code: ||
Enter the next card code to complete authentication.
| Cancel | [ Continue ]
Y RSA
READY
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Mobile - iOS (iPad)
Login screen:
10:45 AM
Cancel Authentication
Enter a username and passcode
User-defined New PIN:
12:52 PM
Cancel Authentication “Continue ]
— RSA
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System-generated New PIN:

Authentication

omplete authentication.

AnyConnect

A new PIN has been generated for
you: WNIJPI.

OK

afren]n
CISCO

Next Tokencode:

Cancel

1:00 PM

Authentication

Enter the next card code to complete authentication.

-13-
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Mobile - Android
Login screen:
AnyConnect
Awaiting user input.
Group
RSA
Username
waranowski
Cancel
User-defined New PIN:
AnyConnect
New PIN
Verify PIN
hanumeric PIN
— RSA
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System-generated New PIN:
AnyConnect
A new PIN has been generated for you: 0aMd9c.
Next Tokencode:
AnyConnect
Token code
Enter the card code to complete
authentication
Cancel OK
— RSA
READY
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Certification Checklist for RSA SecurlD Access

Cloud Authentication Service

Certification Environment Details:

RSA Authentication Manager 8.2, Virtual Appliance

RSA Software Token 5.0 (32bit w/ automation), Windows 7 64bit

RSA Remote Access Client (RAC) 3.6, Windows 7 64bit

Cisco ASA 9.5(2), Virtual Appliance

Cisco AnyConnect for Windows 4.2.0439, Windows 7 Enterprise 64bit
Cisco AnyConnect for Mac4.2.0439, 10.11 El Capitan

Cisco AnyConnect for Android 4.0.05057, Android 7.0

Cisco AnyConnect foriOS 4.0.05055, iOS 10.0.2

= Pass /. = Fail N/A=Non-Available Function

RADIUS Date Tested: April 3, 2017

Windows 0S X Android iOS Other

RSA SecurlD N/A
LDAP Password N/A
Authenticate Approve N/A
Authenticate Tokencode N/A

=Pass .* = Fail N/A=Non-Available Function

READY

-16 -



Cisco Systems, Inc.

AnyConnect Secure Mobility Client alialn

CISCO
Certification Checklist for RSA SecurlD Access
RSA Authentication Manager
Certification Environment Details:
RSA Authentication Manager 8.2, Virtual Appliance
RSA Software Token 5.0 (32bit w/ automation), Windows 7 64bit
RSA Remote Access Client (RAC) 3.6, Windows 7 64bit
Cisco ASA 9.5(2), Virtual Appliance
Cisco AnyConnect for Windows 4.2.0439, Windows 7 Enterprise 64bit
Cisco AnyConnect for Mac4.2.0439, 10.11 El Capitan
Cisco AnyConnect for Android 4.0.05057, Android 7.0
Cisco AnyConnect foriOS 4.0.05055, iOS 10.0.2
RSA SecurlID Authentication Date Tested: October 20, 2016
Windows Mac Android ioS Other
REST N/A N/A N/A N/A N/A
UDP Agent N/A
TCP Agent N/A N/A N/A N/A N/A
RADIUS N/A
=Pass .*. = Fail N/A=Non-Available Function
Software Token Automation Date Tested: October 20*, 2016
Windows Mac Android ioS Other
REST N/A N/A N/A N/A N/A
UDP Agent N/A N/A N/A N/A
TCP Agent N/A N/A N/A N/A N/A
RADIUS N/A N/A N/A N/A
= Pass % = Fail N/A=Non-Available Function
READY
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