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TalentLMS is a SaaS elLearning platform. The platform offers tools for content creation and re-
purposing, test building, assignment management, reporting, internal messaging & discussions,
surveys, and others. It can also be used to sell courses online. TalentLMS also supports Auto
provisioning of users.

Before You Begin
e Acquire an administrator account to both RSA SecurID Access and TalentLMS.

The instructions in this guide use the following SP Login URL, ACS URL and Issuer ID (entity ID)
values:

SP Login URL https://www.talentims.com/login

ACS URL https://rsasso.talentlms.com/simplesaml/module.php/saml/sp/sami2-
acs.php/rsasso.talentims.com

Service Provider Issuer ID | rsasso.talentims.com

Procedure
1. Add the Application in RSA SecurID Access
2. Configure TalentLMS to Use RSA SecurID Access as an Identity Provider

Add the Application in RSA SecurID Access

Procedure
1. In the RSA SecurID Access Administration Console, click Applications > Application Catalog.
2. From the list of applications, click +Add TalentLMS.

~ TalentLMS
talentl SAML Direct
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https://en.wikipedia.org/wiki/Software_as_a_service
https://www.talentlms.com/login
https://rsasso.talentlms.com/simplesaml/module.php/saml/sp/saml2-acs.php/rsasso.talentlms.com
https://rsasso.talentlms.com/simplesaml/module.php/saml/sp/saml2-acs.php/rsasso.talentlms.com

3. On the Basic Information page, specify the application name and click Next Step.

nﬂ TalentLMS i cancel

. All fields are required (except where noted)
Add Connection

Type: TalentLMS Basic Information
Mame

1. Basic Information » TaleniLMS

2_Connection Profile Description {optional)

3. User Access

4_Portal Display

[ pisabled  ?

Cancel Next Step >

4. Navigate to Initiate SAML Workflow section.
a. In the Connection URL field, Specify url
https://<DOMAIN>.talentims.com/index/ssologin/service:saml
b. Choose SP-initiated.
c. Replace <DOMAIN> value with your organization account value.

[0 Note: The following SP-initiated configuration works for IDP-initiated connections as well.

Initiate SAML Workflow

Connection URL 7

https://<DOMAIN> talentims.com/index/ssologin/service:saml

© IDP-initiated @ SP-initiated

Binding Method for SAML Request

© Redirect
©® POST
[ signed 2
A No certificate loaded Choose File Generate Cert Bundle
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5. Scroll down to SAML Identity Provider (Issuer) section.

SAML Identity Provider (Issuer)

Identity Provider URL

https://portal 5305 pe-lab com/idPServiet?idp_id=o00me&7fixetam

Issuer Entity 1D

@ Default (idp_id): oOmETfixetam

o Owverride

SAML Response Signature
The identity router signs the SAML response with the private key, and the SP validates the signature with the corresponding certificate.

v private key Choose File Generate Cert Bundle

v cert.pem Choose File

Certificate valid until: Sun May
09 09:56:47 UTC 2021

Include Certificate in Outgoing Assertion

a. Make a note of Identity Provider URL field value, as it will be needed later to
configure the Service Provider configuration.

b. Select Default (idp_id) for value for the Issuer Entity ID. Make sure that same
Issuer ID is provided at SP-side SAML configuration.

c. Select Choose File and upload the private key.

Select Choose File to import the public signing certificate.

e. Select the checkbox for Include Certificate in Outgoing Assertion.

o
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6. Scroll down to the Service Provider section.

Service Provider

Assertion Consumer Service (ACS) URL 7

https://<DOMAIN= talentims comisimplesaml/module php/samlisp/sami2-acs. php/<DOMAIN= talentims.com

Audience (Service Provider Entity ID)  ?

<DOMAIN= talentims.com

a. In the Assertion Consumer Service (ACS) URL field, replace <DOMAIN> value with

your organization account value.

b. In the Audience (Service Provider Issuer ID) field, provide value as per received

from service provider. , replace <DOMAIN> value with your organization account value.
7. Scroll down to the User Identity section. Verify the settings are correct for your environment.
In this example the username to be presented in email format and the user account will be
validated against the User Store selected.

User ldentity =

MamelD
Icentifier Type Icientity Source Property 2

unspecified j AD20 j T j
I attribute Hunting 7 NamelD Attribute Hurting

8. Click on Show Advanced Configuration.
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9. In the Attribute Extension section, add TargetID, fnrame,Iname, Email. These are
mandatory provisioning attributes needs to be forwarded at the time of SSO.

Attribute Extension 2

Attribute Attribute Mame ldentity Source Property
Source Manage
[dentity So B TargetlD AD20 | rmail 2 P -
[dentity S0 L fname AD20 L givenklarne L & =]
[dentity S0 : Inarme ADZO : 5n L P -
[dentity So B Ermnail AD20 | rmail 2 P
& ADD

10.Click Next Step.
11.0n the User Access page, select Allow All Authenticated Users user policy from the
available options.

Access Policy

Select the access policy to determine which users are allowed to access the application.

* Allow All Authenticated Users

Select Custom Policy 7

No Access Allowed v

12.Click Next Step.

13.0n the Portal Display page, select Display in Portal.

14.Click Save and Finish.

15.Click Publish Changes. Your application is now enabled for SSO.

Publish Changes Status: €8 Changes Pending
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Configure TalentLMS to Use RSA SecurlID Access as an Identity Provider

Procedure

1.

Login to your TalentLMS domain as a super-admin and in Go to — Account & Settings — Users —

Single Sign-On(SSO). (https://www.talentims.com/login)

R. joshi | Administrator

coto - wessages - (NN -+

Users

b &

Add user

Categories

Add category

Branches
Add branch

A

User types

Add user type

Add notification

Events engine

Courses

N
20 50
]

Add course - Marketplace

Reports
Users - Courses - Branches - Groups -

Scorm - Tests - Surveys -

Assignments -

Infographic - Timeline - Custom

Import - Export

Import - Export

Account & Settings

+ Add automation Users » Themes - Certifications »
Gamification - E-commerce - Domain -

Subscription

R. joshi | Administrator

L uUsers

il Courses
Marketplace
Categories
Groups
Branches
Reports
Import - Export

OF & xliii W@

Events engine
Account & Settings @

Add user

Add course

iii @ )

:= Add category
2t ~dd group
/ Add branch 900

M Logins M Course completions

Goto

Home / Account & Settings

Basic settings Users

Signup

Default user type

Default group

Themes Certifications Gamification E-commerce
| Manually (from Admin) v |
Learner-Type v
Select a group i )

B Password settings
M Terms of Service
2 visible user format

®; Social options

& single Sign-On (550) EXTER) <=
or cancel

Domain

Subscription
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2. Following UI will be displayed.

550 integration type SAML2.0
Identity provider (1dP) 1pxq8lweks4gp Type: Azure AD
Certificate fingerprint £91619cf5{866983774d9f27f00ehad | By or paste your SAML certificate (PEM format)
Remote sign-in URL https: / /portal.sso5.pe-lab.com/ IdF
Remaote sign-out URL https: / fwww. talentlms. com/login
TargetedID TargetlD

First name fname

Last name Iname
Emai Email
Group Add assigned groups with each login

Sign SAML requests
Validate SAML requests

Enable SCIM w2 user provisioning

Save and check your configuration

Identity provider (IdP) configuration

e SSO integration type: Choose SAML2.0 from the drop-down list

o Identity provider (IdP): type the Identity Provider's (IdP) URL

e Certificate fingerprint: fill-in the SHA-1 SAML certificate fingerprint provided by your IdP.
Alternatively, you can download the SAML certificate in PEM format from your IdP, open it with
your favorite text editor, and transfer its contents in the text area that will appear when you
click on the “paste your SAML certificate (PEM format)” link. The SHA-1 SAML Certificate
fingerprint will be computed when you click on the Save button. Keep in mind that TalentLMS
will only work with RSA certificates. DSA certificates are not supported.

¢ Remote sign-in URL: fill-in the remote sign-in URL of your IdP. This is the URL where
TalentLMS will redirect your users for signing-in. (refer to page 3 step 5)

¢ Remote sign-out URL: fill-in the remote sign-out URL of your IdP. This is the URL that

TalentLMS will redirect your users when they sign-out.

TargetedID: Specify ‘TargetID’ as value, this value will be supplied from IDP.

First name: Specify ‘fName’ as value, this value will be supplied from IDP.

Last Name: Specify 'IName’ as value, this value will be supplied from IDP.

Email: Specify ‘Email’ as value, this value will be supplied from IDP.
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3. Click Save button

[[] Sign SAML requests
[[] validate SAML requests
[F] Enable SCIM v2 user provisioning

Save and check your configuration

Identity provider (IdP) configuration

The Entity ID is:
rsasso.talentlms.com

The Assertion Consumer Service (ACS) URL is:

https://rsasso.talentims.com/simplesaml/module.php/saml/sp/sami2-acs.php/rsasso.talentims.com

The Single Logout Service URL is:
https://rsasso.talentims.com/simplesaml/module.php/saml/sp/saml2-logout.php/rsasse.talentims.com

SP Metadata XML:

https://rsasso.talentims.com/simplesaml/module.php/saml/sp/metadata.php/rsasso.talentlms.com

SAML login screen SAML login page v

S=UCE or cancel

AA
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