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Solution Summary

Phantom is a community -powered security automation and orchestration solution. The Phantom
Platform integrates with existing security technologies, such as RSA Security Analytics, forming a
layer of connective tissue among individual  security products.

The RSA Security Analytics integration allows Phantom to work with Security Analytics Incident
Management to ingest incidents, as well as perform investigative actions, by retrieving lists of
incidents, alerts, events, and devices from RSA Security Analytics. These incidents and artifacts can
be leveraged in Phantom automation playbooks and used in orchestration use -cases.
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The RSA Security Analytics App is available within the Phantom Platform, and supports the following
actions on Security Analytics:

on poll - Ingest incidents from RSA Security Analytics

list incidents - List incidents within a time frame

list alerts - List alerts for an incident

list events - List events for an alert

list devices - List devices connected to RSA Security Analytics

restart service - Restart a service connected to RSA Security Analytics

test connectivity - Validate credentials and connection configuration of an asset
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Cp Phantom

The instructions in this document explain how to configure the RSA Security Analytics A pp on the
Phantom Platform to enable this integration. Once configured, all actions supported by this App will
be available within Phantom.

‘p Phantom Home

Learn v Apps v Playbooks Product Feedback

R f A RSA Security Analytics Publisher: Phantom W Certified
This App supports ingestion and investigative actions on RSA Security

Analytics

~ 7 Supported Actions

test connectivity - Validate the credentials provided for connectivity
on poll - Ingest incidents from RSA Security Analytics

restart service - Restart a service connected to RSA Security Analytics
listincidents - List incidents within a time frame

list alerts - List alerts for an incident

list events - List events for an alert

list devices - List devices connected to RSA Security Analytics

» 1 Associated Playbooks

version 1.0.26 DOWNLOAD

Release Notes
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Cp Phantom

Creating Incidents

This section reviews how incidents are created within RSA  Security Analytics. A later section of this
document shows the incident within Phantom after ingestion.

Bl? Note : The instructions below are provided as an example of how to
create an incident in NetWitness. There are other ways that incidents
are created in NetWitness, such as aggregation rules, that can be
leveraged as part of this integration. For more information on this

topic, please visit  https://community.rsa.com/docs/DOC  -74477.

Once the RSA Security Analytics App is configured on Phantom, these incidents can be ingested into
Phantom.

1.

In Security Analytics, select Investigation > Events

€D Dashboard S (0] RSA “Security Analytics

‘A @

(D Dashboard
@ Investigation > (® Navigate

, & Events

M Incidents
A Malware Analysis Shortcuts Available Services
>
Version Status Memor|
Hn B B
ot starte 1 Name ~ Address Type
10.6.0...  stopped Configure Live Add a Service Investigate a & SA-IPDBExtract.. 127.0.0. 1PDB Extractor
Connection Service
& SA-incidentMa.. 127.0.0.1 Incident Manag...
5@ I ﬁ I ﬁ & SA-MawareAn.. 127.00.1 Malware Analysis
() signOut Browse Live Setup Live Intel Manage Live & SA-ReportingE.. 127001 Reporting Engine
Resources Sharing Subscriptions & rsasa-broker-01.. 10.16.0.26 Broker
(3 “ # rsasaconcentra..  10.16.0.27 Concentrator
© © & rsasaesa01-B.. 1016022 Broker
View My Jobs View My & rsasaesa0l-E. 1016022 Event Stream A...
Notifications
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2. Onthe Investigate dialog, select an RSA service from which to view events (such as the Log
Decoder ser vice), then select Navigate .

Investigate
Services [MeGEaiLLH

¥ Default Service

Name ~ Address Type
rsa-sa-broker-01 - Broker 10.16.0.26 Broker
rsa-sa-concentrator-01 - Concentrator 10.16.0.27 Concentrator
rsa-sa-esa-01 - Broker 10.16.0.22 Broker
rsa-sa-logdecoder-01 - Log Decoder 10.16.0.29 Log Decoder
rsa-sa-packetdecoder-01 - Decoder 10.16.0.28 Decoder

Cancel Navigate

3. Within the listing of events, select one or more events to be included in a new incident. Next,
select Incident > Create New Incident

& rsa-sa-logdecoder-01 - Log Decoder Y Query B Profile EJ Source IP = Actions # Incidents - Search Evel
-
# Create New Incident
| M Add to Existing Incident

Event Time Event Type  Source IP Addres: Meta Summary

<> sessionid : 10685403

i# device.ip: 10.16.0.167

E medium: 32

i# device.type : unknown

# word : labes

i word : phant

# word : rhttp

i# word : verbo

& word : fff

+ show Additicnal Meta ﬁ View Details

¥ 2017-03-30T22:44:44 Log

<> sessionid : 10685404

# device.ip: 10.16.0.167

= medium: 32

{# device.type: unknown

i# word : labes

¥ word : phant

# word : rhttp

i# word : verbo

& word : fff

+ show Additional Meta S View Details

¥ 2017-03-30T22:44:44 Log
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4. Fillin the Create an Incident dialog, select Save, then select OK.

Create an Incident

Create An Alert From These 2 Events:
Alert Summary Investigation required
Severity 51 ¢
Name Demo Incident
Summary Incident fram two log-decader events
Assignee Administrator ~
Categories Save
Priority Critical v Incident created successfully,

Cancel OK

5. The Alert Trend by Sourceview appeatrs, listing the alert associated with the new incident,
along with the Incident ID (INC -2069 in this example).

Alert Trend by Source ~
= Delete

I pate created v Severity ~Name Source # of Even Host Summary User Summary Incident ID | Action

¥ 2017/07/03 22:29 51 Investigation required Security Analytics Investiga... 2 -unknown,10.16.0.167 INC-2069 &~

M1 mnacncrae anaaa . - lem mim e S A S, - e miem an e e - -

6. The Incident Trend by Priority view (Incidents > Queue ) lists the incident that was created.
Such incidents can be ingest ed by Phantom once the RSA Security Analytics App has been
configured.

A Incidents © | M-Queve  MAlerts  E3Remediation  “Configure & M @ RSAsecurity Analytics

My Incidents (2061) QENLTGES el

TIME RANGE . . .
All Data ~ Incident Trend by Priority

PRIORITY -
[ High (9)
[T Medium (12)

Low (8)

Critical (2032)

Date Created ~ Priority [} Name Status #Alerts  #Remediation  Breach  Action

2017/07/03 22:29 Critical INC-2069  Demo Incident Assigned 1 a &
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Partner Product Configuration

Before you Begin

This section provides instructions for configuring the Phantom Platform with RSA Security Analytics.
This document is not intended to suggest optimum installations or configurations.

It is assumed that the reader has both working knowledge of all produc ts involved, and the ability to
perform the tasks outlined in this section. Administrators should have access to the product
documentation for all products in order to install the required components.

All Phantom Platform components must be installed and w  orking prior to the integration. Perform
the necessary tests to confirm that this is true before proceeding.

! * Important: The configuration shown in this Implementation Guide is
for example and testing purposes only. It is not intended to be the optimal
setup for the device. It is recommended that customers make sure
Phantom is properly configured and secured before deploying to a
production environment. For more information, please refer to the
Phantom documentation or website.

Phantom Apps & Integra tion z Key Concepts

A Phantom App is designed to connect with a matching point product. An Asset is a specific
connection -configuration. By default, configuring an App on Phantom involves configuring an Asset
of that App. Complex deployments, such as mult iple instances of a point product, may involve
configuring multiple connections (i.e. multiple Assets). Thus, it is important to understand how
Phantom Apps are related to Assets:

Phantom App A module designed to communicate with a point product.
Examples:

1 RSA Security Analytics App

1 RSA Archer App

1 RSA NetWitness Logs & Packets App

Phantom Asset A unique product -connection, using the App for that product.
Multiple Assets can be configured for an App. Example multiple -
asset use-cases include:
1 Connecting to different instances of a product (such as
different sandboxes or different physical firewalls);
1 Connecting using different point -product accounts, each
account having different permissions;
1 Connecting on different ports, or at different polli  ng
frequencies.

In summary, an Asset is a unique -connection -configuration of an App. In some circumstances, you
may choose to configure multiple Assets for an App.
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Phantom Configuration z Locating the RSA Security Analytics App

1. After signing in to the Ph antom Platform, select Apps on the main navigation menu.

‘p Phantom ‘p Phantom

[l Reporting -~

Sign in to Phantom # Home

<  Sources »

Cases
Playbooks
Forgot Password? o
Administration
Wil Reporting

? Documentation

2. Enter 3security analyticsi in the search field t
Configure New Asset to access the Asset Configuration  settings.

0
tp Phantom n2 admin ~

o Apps v

Configured Apps (1) Unconfigured Apps (0) All Categories

RSA Security Analytics Publisher: Phantom  Version: 1.0.26 Documentation

R SA This App supports ingestion and investigative actions on RSA Security Analytics

» Tsupported actions
» 2configured assets

CONFIGURE NEW ASSET o

‘p Phantom

© Apps v~ Apps © RSASecurity Analytics

RSA Security Analytics
Publisher: Phantom

App Version: 1.0.26

Product Vendor: RSA

Description

This App supports ingestion and investigative actions on RSA Security Analytics

ASSET CONFIGURATION

RSA_Security_Analytics

Assetinfo  AssetSettings  IngestSettings  Approval Settings
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Phantom Configuration 7z RSA Secuity Analytics Asset Configuration

1. Onthe Asset Configuration page, select the Asset Info tab then enter an Asset Name and

Asset Description

ASSET CONFIGURATION

RSA_Security_Analytics
Asset Info Asset Settings Ingest Settings Approval Settings

Asset Name

RSA_Security_Analytics

Asset Description

RSA_SA
Product Vendor Product Name
RSA RSA Security Analytics

Tags (Optional, for use in Playbooks)

o f o

2. Select the Asset Settings tab, and enter the connection information for your instance of RSA
Security Analytics: URL, Username, Password, and Name of Incident Manager  (see
below).

ASSET CONFIGURATION

Asset Info Asset Settings Ingest Settings Approval Settings

URL

https://192.168.1.121
O Verify server certificate

Username
admin

Password

Poll last n days for 'Poll Now'
15
Poll last n days for first scheduled polling

10

Name of Incident Manager
SA - Incident Management
Maximum number of incidents to ingest for scheduled polling

100

RSA
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3. Note that the value for the Name of Incident Manager
the Name configured in RSA Security Analytics for the service type

Cp Phantom

field in the Asset must exactly match
Incident Management

which can be viewed in the Security Analytics Services list.

Services

+ |
Name
sa-sa-broker-01 - Broker
rsa-sa-concentrator-01 - Concentrator
rsa-sa-esa-01 - Broker
sa-sa-esa-01 - Event Stream Analysis
sa-sa-logdecoder-01 - Log Collector
sa-sa-logdecoder-01 - Log Decoder

rsa-sa-packetdecoder-01 - Decoder

Licensed

Host

sa-sa-broker-01

rsa-sa-concentrator-01

a-01

rs

rsa-sa-esa-01

rsa-sa-logdecoder-01

sa-sa-logdecoder-01

rsa-sa-packetdecoder-01

Type

Broker

Concentrator

Broker

Event Stream Analysis

Log Collector

Log Decoder

Decoder

SA - Incident Management

SA

Incident Management |

SA - IPDB Extractor

SA

IPDB Extractor

-
Y

Filter

Version

10.6.0.0.6993

10.6.0.0.6993

10.6.0.0.6993

10.6.0.0.1536-5

10.6.0.0.14466

10.6.0.0.6993

10.6.0.0.6993

10.6.0.0.1037

10.6.0.0.17259

Actions

&

- JRRE- JRRE- TR TARE- NRE- ANE - IRNE -

4. Select the Ingest Settings tab, and choose a label for data ingested from Security Analytics,
or select NEW ENTRY in the dropdown list to create a new label. By default, ingest from
Security Analytics is triggered through manual polling by a Phantom user. To configure

Phantom to poll RSA Security Analytics automatically, select

polling frequency if desired.

ASSET CONFIGURATION
RSA_Security_Analytics

Asset Info Asset Settings Ingest Settings

Approval Settings

Objects retrieved from a data source are given a label by which they are
organized and managed. Because Phantom can operate on unstructured
data, this label dictates which Playbooks and dashboard these objects
apply to. You can choose one of the defaults or specify your own.

Label to apply to objects from this source

RSA_SA_Incidents

To configure polling on this asset, select the checkbox below and specify
a polling interval.

() Enable polling
Polling interval (minutes)

30

-10 -

Enable Polling , and change the

RSA
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5. Select SAVEto save the asset configuration. Switch back to the  Asset Settings tab, then
select Test Connectivity to verify the asset settings.
Name of Incident Manager
SA - Incident Management
Maximum number of incidents to ingest for scheduled polling

10

»  Advanced
| estcomecny

6. The message Test Connectivity Successful  indicates that the asset has been correctly
configured. Select Close to finish asset -configuration. The Phantom integration with RSA
Security Analytics is now correctly configured and enabled.

%
Testing Connectivity

app 'RSA Security Analytics' started successfully. Execution parameters sent.
Loaded action execution configuration
Test Connectivity Successful

CLOSE

Phantom Configuration z Usage & Documentation

1. Phant &ohl/New feature can be used to ingest incidents on -demand from RSA Security
Analytics (SA). It can be found on the Asset Configuration screen, under the Ingest Settings
tab.

To configure polling on this asset, select the checkbox below and specify a
polling interval.

Polling interval (minutes) Starting ingestion ...

app 'RSA Security Analytics' started suceessfully. Execution parameters sent.

Loaded action execution configuration

Getting incident |Ds generated From: 2017-06-19T06:01:43Z To: 2017-07-04T06:01:43Z

EDIT POLL NOW . .
Successfully added containers: 1, Successfully added artifacts: 3

2. An earlier section in this guide explained how to create a Security Analytics inc  ident within
RSA Security Analytics. Phantom ingested that incident during a polling operation, and that
example incident appears in Phantom as shown below.

30

READY
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During ingestion, Phantom creates one container per incident. As seen below, the container
name inc ludes the SA Incident ID and Incident Name. The container contains one artifact for
the alert, and one artifact for each event included in the incident.

3. Several additional actions are supported by the RSA Security Analytics App, along with

incident inges tion.
on poll
list incidents
list alerts
list events
list devices
restart service

test connectivity

Ingest incidents from RSA Security Analytics

List incidents within a time frame

List alerts for an incident

List events for an alert

List devices connected to RSA Security Analytics
Restart a service connected to RSA Security Analytics

Validate credentials and connection configuration of an asset

RSA
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