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Solution Summary

Accompa is cloud-based Requirements Management software tool. It is widely used by Business Analysis,
Product Management, Engineering, IT teams etc. Accompa delivers a single sign on experience to the
user through SAML. This integration supports IdP initiated authentication flows.

RSA SecurID Access Features
Accompa

On Premise Methods
RSA SecurID

On Demand Authentication
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Identity Assurance
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Configuration Summary

All of the supported use cases of RSA SecurID Access with Accompa require both server-side and client-
side configuration changes. This section of the guide includes links to the appropriate sections for
configuring both sides for each use case.

RSA Cloud Authentication Service — Accompa can be integrated with RSA Cloud Authentication
Service in the following way:

SAML via RSA Identity Router (IdP)

Cloud Authentication Service — Identity Router IdP Configuration
Accompa SAML Configuration
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RSA SecurlID Access Server Side Configuration

RSA Cloud Authentication Service Configuration

SAML via RSA Identity Router (IdP)

To configure a SAML Service Provider in RSA Identity Router, you must deploy the connector for
Accompa in the RSA SecurID Access Console. During configuration of the IdP you will need some
information from the SP. This information includes (but is not limited to) Assertion Consumer Service
URL and Service Provider Entity ID.

Configure RSA Identity Router SAML IdP

Procedure
1. In the RSA SecurID Access Administration Console, click Applications > Application

Catalog.
2. From the list of applications, click +Add Accompa.

@ SAML DJEEC[ 0 Add
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3. On the Basic Information page, specify the application name and click Next Step.

& Accompa D [

. . Al fields are required (except where noted)
Edit Connection

Type: Accompa Basic Information
Name

1. Basic Information > Accompa

2. Connection Profile Description (optional)

3. User Access

4. Portal Display
Disabled ?

Cancel Next Step -

4. Navigate to Initiate SAML Workflow section.
a. In the Connection URL field, keep the field blank as the value is not required.
b. Choose IDP-initiated.

[0 Note: Accompa application only supports IdP-initiated SSO scenario as of now.

Initiate SAML Workflow

Connection URL 7

® |DP-initiated SP-initiated

Binding Method for SAML Request

A Mo certificate loaded Choose File Generate Cert Bundle
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5. Scroll down to SAML Identity Provider (Issuer) section.
SAML Identity Provider (Issuer)

Identity Provider URL 7

https://portal.ss05. pe-lab.com/IdPServlet?idp_id=6imt198ktjjg

Issuer Entity ID 7

® Default (idp_id): 6imt198Kktjjq

Override

SAML Response Signature  ?

The identity router signs the SAML response with the private key, and the SP validates the signature with the corresponding certificate.

v Private Key Loaded Choose File Generate Cert Bundle ?

v Certificate Loaded Choose File

CN=gslab.com, Valid Until:
08/09/2020

¢ Include Certificate in Outgoing Assertion

a. Make a note of Identity Provider URL field value, as it will be needed later to
configure the Service Provider configuration.

b. Select Default (idp_id) for value for the Issuer Entity ID. Make sure that same
Issuer ID is provided at SP-side SAML configuration.

c. Select Choose File and upload the private key.

Select Choose File to import the public signing certificate.

e. Select the checkbox for Include Certificate in Outgoing Assertion.

o
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6. Scroll down to the Service Provider section.

Service Provider

Assertion Consumer Service (ACS) URL 7

https:/fwww.accompa.com/samlsp/module. php/saml/sp/samli2-acs.php/saml-ss0-5p

Audience (Service Provider Entity ID) 7

https:/fwww.accompa.com/samlsp

a. In the Assertion Consumer Service (ACS) URL field, provide the value as per received.
b. In the Audience (Service Provider Issuer ID) field, provide the value as per received.
7. Scroll down to the User Identity section. Verify the settings are correct for your
environment. In this example the username to be presented in email format and the user
account will be validated against the User Store selected.

User Identity =

NamelD
Identifier Type Identity Source Property ?
unspecified v AD20 v mail v
Attribute Hunting 7 NamelD Attribute Hunting

8. Moving next, select Show Advanced Configuration. In the Attribute Extension section,
add email. These are mandatory provisioning attributes needs to be forwarded at the time
of SSO.

Attribute Extension 2

Attribute Source Attribute Name Identity Source Property Manage
Identity So v email AD20 v mail v Vs (—]
© ADD

9. Click Next Step.
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10. On the User Access page, select Allow All Authenticated Users user policy from the
available options.

Access Policy

Select the access policy to determine which users are allowed to access the application.

® Allow All Authenticated Users

Select Custom Policy 7

No Access Allowed v

11. Click Next Step.

12. On the Portal Display page, select Display in Portal.

13. Click Save and Finish.

14. Click Publish Changes. Your application is now enabled for SSO.

Publish Changes Status: @ Changes Pending
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Partner Product Configuration

Before You Begin

This section provides instructions for configuring the Accompa with RSA SecurID Access. This document
is not intended to suggest optimum installations or configurations.

It is assumed that the reader has both working knowledge of all products involved, and the ability to
perform the tasks outlined in this section. Administrators should have access to the product
documentation for all products in order to install the required components.

All Accompa components must be installed and working prior to the integration. Perform the necessary
tests to confirm that this is true before proceeding.
Accompa SAML Configuration

Procedure
1. Login to your Accompa application web account. (https://www.accompa.com/login.html)

2. Following UI will be displayed. Go to Settings = Configure SAML SSO.

Space: | Default @ @ o> | settings~ | Help+ | Logout
@ Xccompa |
Personal Settings
Edit My Account
Requirements

Change My Password
Personalize Accompa RSA. Hi Rohit! &

Baselines

AutoCapture | Space Settings

Manage My Subscriptions

This s the default space created for your Accompa system. Edit Company Profile
Customize Accompa
Security Controls
Add: i) View: \.& Search: "y

? Business Rules

Go

Requirement Requirements Setup Integration/AP|

2 Advanced Search Configure SSO

Configure SAML SSO @
Manage Users
Free Trial: Get Going - 19 days remaining - Convert to Paid Manage Data

Manage Billing

My Recent ltems Recent Discusslons I'm In &

You're not a part of any recent discussions. Learn more

) Galaxy

[] RE-1: Universe Analysis
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3. Following UI will be displayed. Navigate to Configure SAML SSO (Single Sign-On) section.

Settings:
Personal Settings

Edit My Account

Change My Password
Personalize Accompa
Manage My Subscriptions

Administration Settings

Company Profile
Customize Accompa
Business Rules
Security Controls
Setup Integration/API
Configure SSO

» Configure SAML SSO
Manage Users
Manage Data
Manage Billing

Configure SAML SSO (Single Sign-On)

Logged in to: RSA. Hi Rohit! @

Configure and manage your settings related to Single Sign-On (S0) from this page.
SSO enables your organization to use an existing directory of user names and passwords - such as Active Directory, LDAP, Okta, etc - for Accompa login. Leamn more

Accompa SSO Login URL
hitpsz/www.accompa. p .php

2-acs.php/saml-ssa-sp

Entity ID
hitps:/fwww.accompa.com/samisp

SAML Version: 2.0

SAML SSO Status: |Active ¥| @ @

o Restrictto S50 Onty: | USers mustlogin using SS0
® Users can login using SSO or Accompa login page

l:> @ Issuer: |f65ydzgwhb6f

 Identity Provider Certificate: | Choose File | No file chosen ¢

Current Certificate: CN=gslab.com
Request Signature Method: | RSA-SHAT ¥ ¢

° @ Identity Provider Login URL: |https://portal sso4.pe-lab.com/dPServiet?idp_id=f6Sydzgwhb&f
Q Identity Provider Logout URL:  hitps:/Awww.accompa.com/login.htmi

° Custom Ermor URL: | hitps://www.accompa.com/login.htmi

Save

SAML version supported by Accompa
Activate/deactivate SAML SSO for your company.

This restriction does NOT apply to "Administrator” users, in order to
prevent locking yourself out of Accompa

The Entity ID - a URL that uniquely identifies your SAML identity provider.
SAML assertions sent to Accompa must match this value exactly in the
attribute of SAML assertions

‘Your authentication certificate

Select the hashing algorithm for encrypted requests, either RSA-SHA1 or
RSA-SHA256

The URL where Accompa sends a SAML request to start the login
sequence.

The URL to direct the user to when they click the Logout link in Accompa.

Specify the URL of the page that the users are directed to if there's an
error during SAML login. It must be a publicly accessible page.

&

Make a note of Accompa SSO Login URL and Entity ID values.

These will be handy during IdP side SSO configurations.
Note : These values are generated after completion of SAML

configuration.

Select Users can login using SSO or Accompa login page radio

button for the Restrict to SSO Only field so that users will not be
locked out to login manually inside account in the scenarios of SSO

failures.

Issuer : Provide IdP issuer value here received from step 5b page 6.
Identity Provider Certificate : Provide public certificate of IDR refer
to step 5d page 6.

Request Signature Method : Choose appropriate signing mechanism
from available drop-down options.

Identity Provider Login URL : Enter the Identity Provider URL which
can be found in step 5a on page 3. It is of following format :
https://<Your Portal URL>?idp id=<Unique IdP ID>

Identity Provider Logout URL : Provide URL value where users will
get redirected after logging out from the account.

Custom Error URL : Provide URL value for landing page for the users
in case of SSO failure.

Click on the Save button to configure SAML settings.

4. Navigate to Settings > Manage Users.

5. Add user.
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