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Solution Summary

Enterprise risk management is a process, leveraging and promoting the alignment between Risk
Management, Governance and Enterprise Architecture activities.

The integration between all these disciplines and practices provides a powerful fra mework to map
and trace identified risks to enterprise artifacts modeled within the Enterprise Architecture,
supporting the overall strategy of any organization al strategy of any organization.

The RSA Archer GRCSuite provides a common foundation for manag ing policies, controls, risks,
assessments and deficiencies across organization lines of business.

The solution enables users to move content from a Business Process catalog in erwin EA  /BP, to RSA

Archer. It involves the use of both erwin EA /BP, and erwin Data Transformation (previously known as

erwin Collector). By use of DT mappings to pull data from erwin EA, the integration then creates and

pushes a CSV file to an FTP sie. The FTP site is made available to both RSA Archer and erwin DT,

where it can either be scheduled to be pulled, using R
DT using RSA Archer As web service. Both scenarios are

This solution is one of two potential scenarios integrating erwin EA/BP with RSA Archer. The other
scenario (not described in this guide) is the reverse transfer direction, and is useful to pull Risk data
from RSA Archer and visualize it in erwin EA/BP.

Partner Integration Overview

RSA Archer Solution Regulatory and Corporate Compliance
RSA Archer Use Case Business Asset Catalog

RSA Archer Applications Business Processes

Uses Custom Application No

Requires On -Demand License No

Mission,
Vision AND
CoRE
VaLues
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Solution Diagram
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Partner Product Configuration

Before You Begin

This section provides instructions for configuring  the erwinEA/BP and erwin DT (aka as erwin
Collector) with the RSA Archer GRC Platform. This document is not intended to suggest optimum
installations or configurations.

It is assumed that the reader has both working knowledge of all products involved, and the ability to

perform the tasks outlined in this section. Administrators should have access to the product
documentation for all produ cts in order to install the required components.

All erwin components must be installed and working prior to the integration. Perform the necessary
tests to confirm that this is true before proceeding.

I Important.  The integration described in this guid e is being provided
as a reference implementation for evaluation and testing purposes. It

may or may not meet the needs and use cases for your organization. If
additional customizations or enhancements are needed, it is

recommended that customers contact RSA Professional Services for
assistance.

erwinEA/BP & erwinDT Configuration

Load the Test Model into erwin EA
First prepare erwin EA, by loading the included model into your database.
1. Using Object Explorer , load the model from MDB
© o |v &

HOME TOOLS HELP
-k o Ha Fo
€
W Pni
MNew Model Import Collapse
New Model = | Model Tree | |+ As
From MDE
a;— From XML
Model « ObjectC
b B CA Crmmdmbine Cmmumle ks sl
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2. Ensure your Model File Name matches the zip filename. This will help the Workflows match

your model.

Import and Export

Help

- New model details X

New Model Details:

Name:®

| RSA_QOYO3PGY| }

File Name:
| QOYO3PGX ‘
*Mandatory Fields I
Cancel < Back

Configure an Input Adapter from erwin EA

1. Using erwin Data Transformation (aka Collector), ¢ hoose Workspace Configuration  from
the main screen .

1188

Fle Configuration Toos ?

Permanent (node-locked)

erwin

Data Transformation...

- ) ™
DATABASE =" WEB SERVICE © FILE & FOLDER g

ADAPTER ADAPTER ADAPTER

& 21

WORKSPACEB’% WORKFLOW ¥ ORGANIZE &
CONFIGURATION > CONFIGURATION & SCHEDULE
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2. Press Add and choose your erwin EA database server

3.

e

Model Configuration

Configuration

Exchange Connection:
forwn £4 [+]  [seuserver_rocaL |~
Userid for import/export operations: Password.
\ |2 -
Connect
Select Configuration Cor ion Parameters
‘ |v| Model Name:*
Configuration workflows ‘ | = ‘
Name Status d Model Script Name:™ ‘
Configuration name:* ‘
Configuration folder:* | D
Add J Delete I Save WF status J Save I Cancel J Exit J

Type a username and password to use to a ccess the EA model, then

e

Model Configuration

Configuration

Exchange Connection:

‘erwin EA

| - ‘ SQLSERVER_LOCAL

"|

Userid for import/export operations:
{admm

Password:

| o

| connect

Select Configuration

Configuration Parameters

Caloct 5 confiqurtion

I - | Model Name:*

Configuration

<Select a Model>

|~

Name Status

<Select a Model>
Id Admin Model
EA Foundation - Sample Model

RSA_QOYO3PGX

Configuration folder:*

Add ] Delete

Save WF status Save

Cancel

erwin

the data governance company

press Connect .
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4. Choose a folder to store the configuration, then press Save and Exit.

e Model Configuration

Configuration

Exchange Connection:

‘emiﬂ EA - | SQLSERVER_LOCAL =

Userid for import/export operations: Password:

‘admm | 2 ‘

[ connect |

Select Configuration Configuration P:
{ A I ‘v. Model Name:*=
|
[rsa_qovozpax ~|

Cor ion workflows

Name Status 1d Model Script Name:™

|aovosrax |

Configuration name:®
RSA_QOYO3PGX |
Configuration folder:*
|C:\Users\User\Da:uments\ermet _]

Add | pelete | Save WFstatus | Save | Cancel | Exit |

Configure a Workflow to read Processes from erwin EA and Write to an FTP
Location

1. Choose Import Workflow  from the Tools menu.

8000
Fle Configuration 2

Wi

# Reset WF/Sequences
Data Transformatic

& Reset Logs/Fies
&4 Backup DB
. Cloud Environment

s , ] -
DATABASE =* | WEB SERVICE ¢ FILE
ADAPTER ~ ADAPTER  /
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2. Choose the sample Workflow to Exporting Business Processes

i

Workflow Import Management

Import file:

|Z:‘|Sh aring\rsa\0OneDrive_1_25-10-2018WF_EXPORT_1664_20181022_1127031.zip | D

Workflow name:

|EA2RSA— Exporting Business Processes taxonomy

|v|

Workflow description:

Exit

erwin

vernance company

taxonomy

3. The sample Workflow will attempt to map to the model you loaded earlier. If your model is
different, you may need to map this manually.

oy
J :

r Export - Model Configuration

Workflow Import Management - EAZRSA - Exporting Business Processes taxonomy

ModelConﬁguration[ -5 Source Adapters [ @Targemdamer

Model Name

CO |erwin EA - RSA Integration Use Case

Model Scripthlame

|QDY03PGX

r Import - Model Configuration

@ Existing:

|RSA_QDYD3PGX

|v|

Model Mame:

Scriptiame:

|RSA_QDY[}3PGX

| |QDY[}3PGX

| (t\’) Unlink

o

Back Import

Exit

RSA
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Source Adapter tab, will look like this:

ﬁ Workflow Import Management - EAZRSA - Exporting Business Processes taxonomy

Model Configuration [ %li SouroeMapters[ @Targemdamer ‘

r Export - Source Adapters

Id Mame Type
CQ 77 |R5A_QDY[}3PGX (QOYO3PGX) Bxport |CM repository export| o

4

r Import - Source Adapters

(@ Existing:
|RSA_QDVD3PGX (QOY0O3PGX) Export | - |

Adapter Description: Adapter Type:
|RSA_ODYD3PGX (QOYO3PGX) Export - SOLS| |CM repository export | (r\’) Unlink
O Mew:

| | New ‘

Back Import Exit

er

Again, it should have automatically selected the adapter. However, if your Source is different,
you may need to map it manually.

win

vernance company
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4. Choose

the Target Adapter tab.

erwin

vernance company

-

Workflow Import Management - EAZRSA - Exporting Business Processes taxonomy

‘ ' Model Configuration [ -5 Source Adapters [ . Target Adapter

r Export - Target Adapter
Adapter Name

Y |ERWIN FTP PUT

Adapter Description Adapter Type:

|dd

| |NFS Generic Adapter |

r Import - Target Adapter

(® Existing:
| [~
Adapter Description Adapter Type
| | | (9

) New:

| New ‘

Back Import

Exit

5. Inthe Import z Target Adapter group press the

New radio button.

6. On the next screen, press the Add button, and choose New Zz from blank settings

e

File Adapter Configuration

Create

® N
OnN

a new Adapter

ew - from blank settings

ew - copy from

-10 -
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7. Press Ok and fill in the file adapter as below

, using your FTP server details.

ﬁ File Adapter
Mame Description Id
ERWIN FTP GET FTP Get 79
General rConnection
*Name: *Host IP: * Port:
ERWIN FTP PUT | [23.07.247.28 E |
* Description:
Puts the processes CSV on the FTP server | | ~EELENE ‘
ian
* Adapter Folder -
C:\Usears\User\Documents\erwinDt | Hassword ‘
* Operation :
e |~
* Operation Parameter r Proxy
* Protocal: |FTP | A ‘ Use Proxy Socks [ |
Hast IP: Port:
= FTP Server Directory: | | |
\erwinDT ‘ - Userhame:
Password:
Add Delete save | Cancel Test |

Exit

8. Press Test, this will confirm the connection

s

Message

e
\0, Test performed properly!

-11 -

functions correctly .

cr

win

vernance company

RSA
READY



erwin, Inc erw'ﬁ

erwinEA/BP, erwinDT

vernance company

9. Press Ok, then Save and Exit .

'@. Workflow Import Management - EA2ZRSA - Exporting Business Processes taxonomy

‘ "' Model Configuration [ 'é Source Adapters [@“Targetm:lapter

r Export - Target Adapter
Adapter Name

& [ERwmn FTP PUT |

Adapter Description Adapter Type:
|dd | |NFS Generic Adapter |

r Import - Target Adapter

@ Existing:
|ERWIN FTP PUT | hd |
Adapter Description Adapter Type
|Put5 the processes CSV on the FTP server | |NFS Generic Adapter | Cr\’) Unlink
O Mew:
|EF: NIMN FTP PUT | New I
Back Import Exit

10. Now press Import and Ok.
Info

Workflow import completed (ID:4)

READY

-12 -
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‘Workflow Configuration

3. TRANSFORM DATA 75

4, OPERATION&TARGET ¥

5. SAVE AND TEST v

‘Workflow definif
Configuration:

Workflow:

Workflow folder:

RSA_QOYO3PGX

| V| |E~ZR3- - Exporting Business Processe

axonomy - IMPO | v| D Active ‘Data,’erwin/nata Transformation!workﬂnrws,’workﬂowj—‘

Workflow Name:

Description:

| Exporting Business Processes taxonomy - IMPURTEDl |

Steps content

Sources

1 RSA_QOYO3PGX (QOY(|

External Data Source Definition

Add Remove
Apply Reset

Source Fields

4 i 3

Transformations

1 CC2C8V

Operations

./ ERWIN FTP PUT

1 Name

11d

1 Alternate Name

1 Pesonal Data Information
1 Process Owner

1 RSA Archer Process ID

1 Process (component of)

Add |

Delete

Export WF

Save Test

11. Press Save.

12. Press Test.

¥ Workflow "EA2RSA - Exporting Business Processes taxonomy - IMPORTED |...

=X

l

1%

Completed 1% oftask - Workflow execution has been queued (1 sec.)

1-50URCES | [2.1-TRANSE INPUT ]  2.2-TRANSF. ouTPUT [ 3-0PERATION DATA

-13 -
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13. Review the file saved on the FTP site.

A

Name

Alternate Name Id

i

2 |New Product Launch

3 | Inbound Accounting

4 | Outbound Accounting

5 | Brand Communication

6 | Events & Conferences

7 Promote Corporate Culture

B  Graphical Charter design

9 Manage Corporate Sponsorships
10 | Internal Events planning

11 | Execute Market Studies

12 | Gather product reguirements
13 |Create Marketing Plan

14 | Create launch Material
Contract negociation

Create position opening

17 |Interview candidates

18 Validate headcounts

19 | Define position

20 Post position

21 | Demo Process 1

12 |Demo Process 2

23 |Demo Process 3

24 | Account Opening

25 | Account Opening - HNW Client

[
o

Mew Product Launch
Inbound Accounting
‘Outbound Accounting
Brand Communication
Events & Conferences
Promote Corporate Culture
Graphical Charter design
Manage Corporate Sponsorships
Internal Events planning
Execute Market Studies
Gather product reguirements
Create Marketing Plan
Create launch Material
Contract negociation
Create position opening
Interview candidates
Validate headcounts
Define position

Post position

Demo Process 1

Demo Process 2

Demo Process 3

8
14
15
23
24
25
26
27
28
25
30
31
32
33
34
35
36
37
38
43
a4
45
46
47

D E

Pesonal

Data Process

Information Owner
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE

Configure a Workflow to Load the CSV into RSA Archer U

erwin

RSA Archer
Process D Process (component of)

Brand Communication
Brand Communication
Events & Conferences
New Product Launch
New Product Launch
New Product Launch
New Product Launch

Create position opening
Create position cpening

sing a Data Feed:

!?ImpMMnt BEFORECONTINUING z You must complete the
configuration on the RSA Archer section of this document.

Choose Import Workflow

from the Tools menu.

erwin Data 8.0.0.0

Fle Configuration | Tools | 7
(=] Log Viewer

#F Reset WF/Sequences
& Reset Logs/Fies

&4 Backup DB

. Cloud Environment

rwir

Data Transformatic

L .
DATABASE =* WEB SERVICE Q’ FILE
ADAPTER ADAPTER = | #

-14 -
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3. The sample Workflow will attempt to map to

2. Choose the sample Workflow to Launch Data Feed for Business Processes

ﬁ Workflow Import Management

Import file:
‘Z:\Sharing\rsa\OneDrive_1_25-1 0-2018WF_EXPORT_1665_20181022_1127040 zip |

Workflow name:
‘EAERSA- Launch Data Feed for Business Processes ‘ - |

‘Workflow description:

| |

different, you may need to map this manually.

the model you loaded earlier. If your model is

ﬁ Workflow Import Management - EA2ZRSA - Launch Data Feed for Business Processes

J "' Model Configuration | 5= Source Adapters ‘ ¥ Target Adapter ‘

r Export - Model Configuration
Model Name

& ‘erw’m EA - RSA Integration Use Case I

Model ScriptName
\QOYO3PGX l

r Import - Model Configuration
(®) Existing:

‘RSA_QOYOSPGX l e ‘

Model Name: Scripthlame:

RSA_QOYO3PGX QOYO3PGX 2 unlink
| || | &
[ @

Back Import ‘ Exit

-15 -
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4. Source Adapter tab, will look like this:

5. Press the New radio button in the Import z Source Adapters group. Then press the New
Button.

READY
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