RSA SecurID Access SAML Configuration for RSA
Microsoft Dynamics CRM Online READY

Last Modified: March 28, 2016

Microsoft Dynamics CRM Online is a cloud solution for the customer relationship management (CRM)
business solution that drives sales productivity and marketing effectiveness through social insights,
business intelligence and campaign.

Before You Begin
e Acquire an administrator account to both RSA SecurID Access and Microsoft Dynamics CRM
Online.
e DNS information to register a domain with your DNS provider.
e Install Windows Azure Active Directory Module for Windows Powershell which requires Online
Service Sign-In Assistant.
e Install Microsoft Directory Sync tool.

[ Note: Refer to Microsoft’s guidelines for firewall requirements

http://technet.microsoft.com/en-us/library/hh373144.aspx

Procedure
1. Add the Application in RSA SecurID Access
2. Configure Microsoft Dynamics CRM to Use RSA SecurID Access as an Identity Provider

Add the Application in RSA SecurlID Access

Procedure
1. In the RSA SecurID Access Administration Console, click Applications > Application Catalog.
2. From the list of applications, click +Add for the application that you wish to add.

pe-02-Q1

RS/\ ViaAccess

Dashboard Users - Access - Applications = Platform =

Add an application from the catalog to My Applications to enable it for single sign-on (SS0). To add an application that is
Microsoft Dynamics x not in the catalog, click Create From Template.
Connection Method “ Microsoft Dynamics CRM Online © Add
SAML Direct
® All
& Proxy
() Direct
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3. On the Basic Information page, specify the application name and click Next Step.

[ Note: The following SP-initiated configuration works for both IDP-initiated and SP- initiated
connections.

4. Choose SP -initiated and replace <org_name> with your Microsoft Services organization
name. In this example <org_name> is rsatest.

Connection URL 7

hitps:/irsatest crm.dynamics.com/main_aspx

" IDP-initiated & SP-initiated

Binding Method for SAML Request

" Redirect
& pOST
I signed 7
A No certificate loaded Choose File Generate Cert Bundle

5. Under Issuer Entity ID, select Override and enter urn:uri:<idp_id> in the field.

[ Note: The <idp_id> value must match the value defined on page 8 step 17 of the domain
federation settings. If you have more than one Microsoft service application configured in
RSA SecurID Access use the Office 365 <idp_id> value in the override field.

SAML Identity Provider (Issuer)

Identity Provider URL 7

https://pe108.prod0._pe-lab.com/dPServiet?idp_id=crm

Issuer Entity ID 7

' Default (idp_id): crm

# Qverride

urn:uri:0365
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6. Scroll down to the SAML Response Signature section.

SAML Response Signature

The identity router signs the SAML response with the private key, and the 5P validates the signature with the corresponding certificate.

v Private Key Loaded Choose File Generate Cert Bundle

v Certificate Loaded Choose File

CM= rce_saml, Valid
Until: 08/05/2017

[¥ Include Certificate in Outgoing Assertion

a. Select Choose File and upload the RSA SecurID Access private key.
b. Select Choose File and upload the RSA SecurID Access public certificate.
c. Select the check box Include Certificate in Outgoing Assertion.

7. Scroll down to the Service Provider section.

Service Provider

Assertion Consumer Service (ACS) URL

https:/login.microsoftonline.com/login.srf

Audience (Service Provider Entity ID)

urn:-federation:MicrosoftOnline

a. In the Assertion Consumer Service (ACS) URL field enter
https://login.microsoftonline.com/login.srf.

b. In the Audience (Service Provider Entity ID) field enter
urn:federation:MicrosoftOnline.

8. Scroll down to User Identity section. Set the Identifier Type to persistent
and Property to objectGUID.

User Identity

Name ID
Identifier Type User Store Property
persistent j PE_AD j objectGUID j

“ Show Advanced Configuration

9. Click Show Advanced Configuration.
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https://login.microsoftonline.com/login.srf

10. Scroll down to Attribute Extension.

11.In the Attribute Name field, enter ImmutablelID; and in the Property field, enter
objectGUID.

12.In the Attribute Name field, enter IDPEmail; and in the Property field, enter mail.

Attribute Extension

I Attribute Hunting Attribute Hunting Details
Attribute Attribute Name User Store Property Manage
Source
User Store j ImmutablelD PE_AD j objectGUID j F e
User Store 7| IDPEMail PEAD - mail ] . e
@ ADD

13.Under Uncommon Formatting SAML Response Options, select Assertion within
response.

Uncommon Formatting SAML Response Options

Sign Outgoing Assertion
" Entire SAML response ' Assertion within response
Signature Algorithm = rsa-sha+ j Digest Algorithm | shat j
™ Encrypt Assertion  ?

A No certificate loaded Choose File

Encryption Algorithm  Triple DES j Encryption Key Transport = RSA15 j

Relay State URL Encoding

' send encoded URL in outgoing assertion 7

[T Include Issuer NamelD Format

NamelD Format | Unspecifiec j

14. Click Next Step.
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15.0n the User Access page, select the desired user policy from the drop down list.

User Access

Select the access policy to determine which users are allowed to access the application.

* Allow All Authenticated Users

Select Custom Policy

Mo Access Allowed Y

16. Click Next Step.

17.0n the Portal Display page, select Display in Portal.

18. Click Save and Finish.

19. Click Publish Changes. Your application is now enabled for SSO.

Publish Changes Status: #Changes Pending

Next Steps
Configure Dynamics CRM to Use RSA SecurlID Access as an Identity Provider
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Configure Microsoft Dynamics CRM Online to Use RSA SecurlID Access as an
Identity Provider

The first time you sign up for a Microsoft cloud service such as Azure, Microsoft Office 365, Microsoft
Intune, or Microsoft Dynamics CRM Online you are prompted to provide details about your organization
and your organization’s Internet domain name registration. This information is then used to create an
Azure AD directory instance for your organization. The same Azure AD directory is used to authenticate
single sign-on users to multiple Microsoft cloud services. Because Microsoft uses the same Azure AD
for multiple Microsoft services you may have already completed the steps needed to federate your
local AD to your cloud Azure AD instance.

Procedure
1. Sign in to your CRM account. https://www.microsoft.com/en-us/dynamics/crm-login.aspx

[ Note: If you already have Azure AD directory proceed to step 19 on page 9.

Microsoft Dynamics CRM Online sign-in

» Have Microsoft Office 365 and Microsoft Dynamics CRM Online subscriptions, AND

» Use the Microsoft Online Services portal to administer your subscriptions.

Sign in Example: youremail@yourorg.onmicrosoft.com

Select this sign-in option if you:
» Have Microsoft Dynamics CRM Online subscriptions, AND

» Don't use the Microsoft Online Services portal for administration.

Example: youremail@live.com

2. Login with an administrator account, from the Office portal select the Admin app.
3. From the Office admin center, select DOMAINS from the left side menu.
4. Select +Add domain.

[ Note: Access to domain registrar is required to set the TXT flag in the host file to allow
Microsoft to validate the domain.

5. Complete the prerequisite steps to enable your domain in Office.

@? Note: Refer to Microsoft TechNet library page “Prepare for single sign-on” for full details.
http://technet.microsoft.com/en-us/library/jj151786
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https://www.microsoft.com/en-us/dynamics/crm-login.aspx
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6. Go to the USERS > Active Users and select Active Directory synchronization: Set up.

Office 265 admin center <«
@ DASHBOARD ACTIVE USERS

Active Users ] Active Directory synchronization: Setup | Learn mare

1A
WV

" - a : : N r g e [ han -
Deleted Users Change the password expiration policy for your users: Change

n oo

Set Multi-factor authentication requirements: Set up | Learn mo
Partner Relaticnships

7. Complete the configuration steps and click Activate. Synchronization may take up to 24 hours.

8. In the Active Directory synchronization: Set up, step 3 has a link to download and install the
Directory Sync tool. The Installation process may take up to 20 minutes.

9. From your local Windows server run Directory Sync, you will be prompted for your Office
admin credentials and your local AD admin credentials. Do not check the hybrid deployment or
password sync checkboxes.

10. Click Next and Finish.

11. Install Windows Azure Active Directory Module for Windows Powershell. The install
requires Microsoft Online Services Sign-In Assistant for IT Professionals RTW. You will need to
restart your server after installing Microsoft Online Services Sign-In Assistant and before
installing the Azure AD Module for Windows Powershell.

=- Note: If you are installing the Directory Sync on the same server you must use the
version of Microsoft Online Services Sign-In Assistant required by Directory Sync. To avoid
a version conflict, install Directory Sync first.

12. Launch the Powershell window and run the crndlet commands to enable federation.

13. Type $cred=Get-Credential.

14.You will be prompted for the Office administrator credentials. The username must be in the
format <username>@<org_name>.onmicrosoft.com. The credentials will now be stored in
variable $cred.

[ Note: Do not login to the Azure Active Module for Windows PowerShell with the domain
administrator account for the domain you are enabling federation for. This will lock you out
of your Office account if you do not have an administrator account with an
@onmicrosoft.com email address.

15. Type Connect-MsolService -Credential $cred.
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16. Create the following variables.

$domain = “<your_domain>"

$idpURL = “"<IDP_URL_From_RSASecurIlDAccess>" see page 2 step 5

$idpID = “"<IDP_EntityID_From_RSASecurIDAccess>" Entity ID must be in urn:uri format
$logoutURL = “<Your_Portal_logout_URL>" IE: https://portal.yourdomain.com/LogoutServiet

$cert = “"<Full_base64_encoded_value_of Cert>" or $certData

Note: To create $cert copy and paste the cert.pem file from the certificate bundle downloaded
from the RSA SecurID Access administration console. To create $certData, follow the 2 step
procedure below to create the $certData.

First run the command:
$cert = New-Object System.Security.Cryptography.X509Certificates.X509Certificate2("c:\temp\saml.crt")

where, c:\temp\saml.crt is the path to the RSA SecurID Access certificate.
Next, type:
$certData = [system.convert]::tobase64string($cert.rawdata)

In this example:

$domain = “pe-lab.com”

$idpURL = “https://pe108.prod0.pe-lab.com/IdPServlet?idp_id=0365"
$idpID = “urn:uri:0365”

$logoutURL = “https://pel108.prod0.pe-lab.com”

17. Run the Set-MsolDomainAuthentication command.

Set-MsolDomainAuthentication —-DomainName $domain —FederationBrandName
$domain -Authentication Federated -PassiveLogonUri $idpURL —SigningCertificate
$certData —IssuerUri $idpID -LogOffUri $logouturl —PreferredAuthenticationProtocol
SAMLP
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https://portal.yourdomain.com/LogoutServlet
https://pe108.prod0.pe-lab.com/

18. Verify your federated settings.
Get-MsolDomain —-DomainName $domain | fl *
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Verify your federated domain in Microsoft Azure AD
1. Return to the Office portal.
2. Under ADMIN in the left menu, select Azure AD.

4 ADMIN

Exchange

Skype for Business
SharePoint

CRM

Compliance

Azure AD

Bing Places for Business

3. Verify your Active Directory status is Active.
4. Click on your directory name.

Microsoft Azure Check out the new portal @ pe@rsatest.onmicrosoft.com

active directory

e ACTIVE DIRECTORY DIRECTORY ACCESS CONTROL NAMESPACES MULTI-FACTOR AUTH PROVIDERS RIGHTS MANAGEMENT
1

NAME STATUS ROLE SUBSCRIPTION DATACENTER REGION COUNTRY OR REGION P

RSA = | & Active Global Administrator Shared by all RSA subscriptions  United States United States.

5. Select the DOMAINS tab and verify your domain is Active. In this example our single sign-on
domain is pe-lab.com.

onmicrosoft.com Fﬂ‘

) ':|ft Azure Check out the new portal

rsa

&3 UsERs GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION CONFIGURE REPORTS LICENSES

DOMAIN NAME TYPE STATUS SINGLE SIGM-ON PRIMARY DOMAIN el
pe-lab.com Custom o Verified Configured No
singlepoint66.com Custom & Verified Configured No
rsatest.onmicrosoft.com Basic W Active Nat Available Yes
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6. Select the APPLICATIONS tab and verify that Dynamics CRM Online is present.

Microsoft Azure | Check out the new portal

rsa

&3 USERS  GROUPS  APPLICATIONS — DOMAINS DIRECTORY INTEGRATION ~ CONFIGURE

@ pe@rsatest.onmicrosoft.com

REPORTS LICENSES

7. Select the USERS tab and verify that your AD users have been propagated to the cloud service.

Microsoft Azure v Check out the new portal

rsa

&3 USERS  GROUPS  APPLICATIONS DOMAINS DIRECTORY INTEGRATION ~ CONFIGURE

DISPLAY NAME USER NAME

gsalvalzo gsalvalzo@pe-lab.com

PE Admin pe@rsatest.onmicrosoft.com
rsademo rsademo@pe-lab.com

S50 SVC_User sso@pe-lab.com

tim bergeron tim@pe-lab.com

8. Return to the Office dashboard and assign the Microsoft Dynamic CRM Online licenses to the

desired users.

tim bergeron

Y RESETPASSWORD # EDIT USER ROLES
I DELETE # EoIm

&% ADD TO GROUP

Primary email address:
tim@pe-lab.com

Assigned license
2 licenses Edit

ShcwlAppI\'cations My COMpany uses Search | v
NAME PUBLISHER TYPE APP URL P
Dynamics CRM Online Microsoft Corporation Web application hittp:/fwww.microsoft.com/dynamics/om
Microsoft Intune Microsoft Corporation Web application hitp:/fwww.microsoft.com/en-us/server-cl..
Office 365 Exchange Online Microseft Corporation Web application hittp:/foffice.microsoft.com/outiook)
Office 365 Management APIs Microseft Corperation Web application

Office 365 SharePoint Online Microsoft Corporation Web application http:/foffice.microsoft.com/sharepoint/
Office 365 Yammer Microsoft Corperation Web application httpsy//products.office.com/yammer/
Skype for Business Online {preview) Microseft Corperation Web application

@ pe@rsatest.onmicrosoft.com

REPORTS LICENSES

SOURCED FROM el
Local Active Directory

Microsoft Azure Active Directory

Local Active Directory

Local Active Directory

Local Active Directory
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Manage Microsoft Dynamics CRM Online user’s roles

1. From the Office dashboard, select ADMIN >

CRM.

2. On the CRM dashboard, under Manage all CRM Online instances select OPEN.

Microsoft Dynamics CRM

CRM Online Administration Center

INSTANCES UPDATES SERVICE HEALTH

Manage all CRM Online instances

NAME STATE

RSA ready

3. The Administration dashboard will open.

Microsoft Dynamics CRM e Administration

TYPE

Production instance RSA @
PRODUCTION INSTANCE

Microsoft Dynamics CRM Online 2016 OPEN

EDIT  NOTIFICATIONS

PE ADmin
B R

() 5ee how the interactive service hub can make you more productive. Experience itnow

Administration

‘Which feature would you like to work with?

*$  Announcements
— Create, edit, and delete announcements that appear in the Workplace area.

System Settings
Set the farmat for various values, such a5 numbers, the calendar, and currency. Select the email tracking, marketing, and customization

aptiens for your organization. Set Microsoft Dynamics CRM for Outlook options. Manage report categories.

”) Privacy Preferences
Set the privacy preferences for the organization

@ &

Auto-Numbering
Specify the prefix numbers for contracts, cases, quotes, orders, articles, invoices, and campaigns. Select the suffix length for contracts, cases,
Quetes, orders, and invoices.

Languages
Add or remove support for additions| languages.

Subscription Management
See payment and billing options, and purchase additiona licenses. You must be  member of an appropriate security role to do these tasks.

@ .  System Notifications 7] ResourcesIn Use

ﬁ View important system messages such as scheduled outage notifications. ; View details about your organization’s use of storage, custom entities, and workflows and dialogs.
#  Yammer Configuration i Social Configurati
: Connect Microsoft Dynamics CRM to your enterprise Yammer network @ Connect Microsoft Dynamics CRM to Microsoft Social Engagement for Social Insights

4. Select Settings > Security.

Microsoft Dynamics CRM | = settings Adm

inistration

Business Customization System

Templates Solutions Security
Service Management Dynamics Marketplace Data Ma
Plug-In Trace Log System J

Documel

% Auditing

Business Management m Customizations @ Administration
o'

Process Center

. Email Canfiguration ﬁ Processes

CRM App for Outlook

nagement

obs

nt Manageme...
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5. Select Users.

L

Microsoft Dynamics CRM

Settings Secunty

Security

Which feature would you like to work with?

Users

Add new users. Ed't information about users and deactivate user records Manage tha teams, roles, and [icansss

Security Roles

b Creste new security roles. Manage and delete existing security roles for your organization
3 Field Security Profiles
é '-‘-.1'-.":\! user and team permissions to read, oneate, or write information in secured fields

ASEQREd 1D LTS,

6. If you wish to modify the user’s roles, select the user’'s name from the Enabled Users list.

Microsoft Dynamics CRM

Security  tim bergeron | v

o See how the interactive service hub can make you more productive. Experience it now

¥, APPROVE EMAIL %, REJECT EMAIL EL REASSIGN RECORDS -"} MANAGE ROLES ~ &% JOIN TEAMS "3 CHANGE BUSINESS UNIT

USER

tim bergeron =

The infermation provided in this form is viewable by the entire organization.
0 This user's information is managed by Office 365. To edit this information visit the User Administration section of the Office 365 Portal.

4 Summary

Account Information POSTS

User Name ™ @ tim@pe-lab.com Enter past here

Both Auto posts User posts

. ‘You do not have the permissions to view posts on this wall. Contact a sy
User Information . B -
permissicns changed,

Full Name ™ @ tim bergeron
Title a8 -

Primary Email * tim@pe-lab.com
Mobile Phone 8 +16035080927
Main Phone @ TSTDRV1422208

- CHANGE MANAGER

-+ CHANGE POSITION

POST

stem administrator to have your

GLS
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