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RSA ADAPTIVE AUTHENTICATION – 

TRANSACTION SIGNING 

Assuring Transaction Integrity & Authenticity 
 
In order to meet end-user demand for convenience, you continue to extend product and service offerings through digital 
channels.  Despite the convenience offered to end users, these channels are vulnerable to hackers who continue to 
proliferate and evolve, leveraging Phishing, Man in the Middle (MITM), Man in the Browser (MITB), and other advanced 
techniques to gain unauthorized access to funds, accounts and transactions.  Deploying risk based authentication at 
both login & post login has become necessary to protect online financial accounts and transactions. However, fraudsters 
continue to develop more sophisticated Man-in-the-Browser Trojans, which infect a user’s browser and are capable of 
manipulating web pages and transaction details in real-time.   
 

Protecting payment transactions and the loss of money due to fraudulent 
transactions is top of mind for both your organization and your customers alike.  A 
secure solution that both instills confidence, and is easily adopted by your end users, 
is needed.  A transaction protection solution that monitors and challenges high-risk 
transactions after login has become an essential part of a layered security strategy. 
  
By using the RSA Adaptive Authentication multi-factor authentication platform to 
understand the risk of each payment transaction, you can apply the correct control 
based upon the risk level.  As an out-of-band step-up validation method for payment 
transactions within RSA Adaptive Authentication, RSA Transaction Signing assures the 
integrity of a payment transaction, the device being used and the authenticity of the 
user to combat fraud from advanced Trojan attacks.  RSA Transaction Signing allows 
genuine end users to cryptographically sign their payment transactions by using 
specific details– such as destination account and payment amount to ensure 
transaction integrity.  Given granular policy controls, should any payment transaction 
details be changed or tampered with by a fraudulent entity, the transaction will be 
blocked.   
 
RSA Transaction Signing takes advantage of the RSA Adaptive Authentication Mobile 
Software Development Kit (SDK) which allows your developers to build controls 
directly into mobile applications.  When a transaction signing validation policy is 
invoked based on the risk score, a push notification via the Azure Mobile Service 
sends a notification to the end user’s mobile phone to complete the transaction.  By 
leveraging the Mobile SDK, Transaction Signing has the optional ability to take 
advantage of fingerprint and eye biometric technologies that are available as a means 
of layered step-up authentication.  By combining a cryptographically signed payment 
transaction with a follow-up biometric authentication into one simple mobile device 
workflow, organizations can improve the user experience for their customers by 
eliminating the need for additional hardware.  
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Benefits of Transaction Signing: 
 

 Mitigate fraudulent payment transaction stemming from banking Trojans  

 Instill end user confidence through transaction integrity and biometric authentication 

 Secure high-value & risky transactions through out-of-band (OOB) validation  

 Mitigate Man-in-the-Browser (MITB) & Man-in-the-Middle (MITM) attacks by cryptographically signing 

payment transactions 

 Meet regulatory compliance recommendations for transaction signing  
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Using a fully software-based layered security approach, RSA Transaction Signing allows you to offer the highest level of 
transaction protection to your end users.  RSA Adaptive Authentication provides the granular controls to invoke 
transaction signing through policies when the risk level is most appropriate.  Enriched through the Mobile SDK,   
Transaction Signing is highly customizable and configurable to balance end user convenience and mitigate payment 
transaction fraud.  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 
 
 
 
 
 

ABOUT RSA 
 

RSA provides more than 30,000 customers around the world with the essential security capabilities to protect their most valuable assets from 
cyber threats.  With RSA’s award-winning products, organizations effectively detect, investigate, and respond to advanced attacks; confirm and 
manage identities; and ultimately, reduce IP theft, fraud, and cybercrime. For more information, go to www.rsa.com. 

 

YOUR RSA ANTI-FRAUD COMMUNITY 
 

@RSAFraud | Anti-Fraud on RSA Speaking of Security | RSA Anti-Fraud Link Community | RSA Anti-Fraud E-Store 
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