
RSA® DAtA loSS pRevention 
policy woRkflow mAnAgeR

provide a portal for business users to not only define what 
data is sensitive, but also establish behavior rules for it.

Data Sheet

At A glAnce

– enable the business owner to define 

what data is sensitive and how it 

should be handled.

– establish a workflow that includes 

business users, policy approvers, 

risk and security teams, and it to 

create, approve and enforce a Dlp 

policy.

– Define policies to protect business 

confidential data, such as 

intellectual property, financial data, 

and source code, more effectively.

– improve the maturity of your risk 

management program by 

establishing a repeatable and audit- 

ready process for defining 

information protection and Dlp 

policies. 

oveRview

Sensitive data can be broadly categorized into two types: Regulatory data, such as pii or 

credit card data, and business confidential data, such as intellectual property, product 

roadmaps and financial data. Defining what data is sensitive as per regulations is 

straightforward as there are definite types of pii and credit card data. However, defining 

sensitive data, such as intellectual property and product roadmaps, is a complex task 

because only business owners know this information and the sensitivity of data is 

dynamic, often varying by business function and time.

many organizations have initiatives to protect business confidential data, and the risk 

and security teams are faced with the challenge of defining what data is sensitive and 

how it should be handled. the correct approach is to involve the line of business in the 

process of policy definition, but it’s not trivial because in many organizations these 

functions are completely discrete. An effective way to address this challenge is by 

enabling the business owners to directly define what data is sensitive and by 

establishing a repeatable workflow for this policy definition to be routed to appropriate 

teams for approvals and enforcement. RSA is addressing this challenge of policy 

definition by introducing a custom-developed workflow module called RSA Data loss 

prevention (Dlp) policy workflow manager.

Solution

the RSA® Data loss prevention policy workflow manager is a business module developed 

for organizations with challenges around defining and protecting confidential data such 

as intellectual property, blue prints, financial statements, etc. this module provides a 

portal for business users to not only define what data is sensitive, but also establish 

behavior rules for such data. this policy information collected from various business 

users is routed through the security teams and appropriate approvers before being 

implemented. overall, this module establishes a repeatable workflow process and brings 

down the policy definition time from weeks to days.
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About RSA

RSA is the premier provider of security, risk and compliance solutions, helping the 

world’s leading organizations succeed by solving their most complex and sensitive 

security challenges. these challenges include managing organizational risk, 

safeguarding mobile access and collaboration, proving compliance, and securing 

virtual and cloud environments.

combining business-critical controls in identity assurance, data loss prevention, 

encryption and tokenization, fraud protection and Siem with industry leading egRc 

capabilities and consulting services, RSA brings trust and visibility to millions of user 

identities, the transactions that they perform and the data that is generated.
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“we can figure it out for compliance data. but for our 

company’s ip, only the business knows the latest and 

greatest. it’s crucial to involve them for (Dlp) policy 

definition”

SR. RiSk officeR 
A lARge finAnciAl SeRviceS oRgAnizAtion

Comprehensive workflow process for policy definition: With the new RSA DLP Policy Workflow 
Manager you can now enable business users to directly define what data is sensitive for the 
business and how it should be handled.

the policy is applied across the enterprise.

the policy  
is approved.

 the Dlp policy is 
routed for approval.

Dlp administrators create the 
policy and check for feasibility.

business managers identify  
files and set business rules.

compReHenSive woRkflow pRoceSS foR policy mAnAgement




