
Core Features

WhiteHat Sentinel is the most accurate, complete and cost-effective 
website vulnerability management solution available. It delivers the flexibility, 
simplicity and manageability that organizations need to control their website 
security and prevent Web attacks. WhiteHat Sentinel is built on a Software-
as-a-Service (SaaS) platform that scales massively, supports the largest 
enterprises, and offers the most compelling business efficiencies to lower 
your overall cost for website security.

Unlike traditional website 
scanning software or 
consultants, only WhiteHat 
Sentinel combines 
proprietary scanning 
technology with custom 
testing by the industry’s 
only Threat Research 
Center (TRC). The TRC is 
a team of website security 
experts who act as a critical 
and integral component 
of the WhiteHat Sentinel 
website vulnerability 
management service.

WhiteHat Security Sentinel Service

Advanced Scanning Technology
•	 Virtually	eliminates	false	positives	

by	rapidly	and	precisely	identifying	
website	vulnerabilities

•	 Scans	and	assesses	tens	of	
thousands	of	sites	simultaneously

•	 Has	less	impact	on	your	website	
than	a	single	user

Verified Results Mean No  
False Positives
•	 All	results	are	verified	by	WhiteHat’s	

TRC	so	you	see	only	real,	actionable	
vulnerabilities

•	 Tests	for	significantly	more	
vulnerabilities	than	any	commercial	
scanner

Simple & Flexible Reporting
•	 Creates	customizable	reports	in	

HTML	or	PDF	format

•	 Provides	detailed	vulnerability	
descriptions

•	 Delivers	trend	reports	across	
enterprise	/	website

•	 Meets	all	PCI	compliance	standards

An Open XML API Gives You  
More Control
•	 Integrates	with	industry-leading,	

bug-tracking	software;	Security	
Information	and	Event	Management	
(SIEM);	and	Web	Application	
Firewall	(WAF)	products

Web-Based Management Portal
•	 Gives	you	24/7	access	to	

vulnerability	information

•	 Lets	you	schedule	scans,	generate	
reports	and	view	data	from	anywhere

•	 Allows	easy	tracking	via	detailed	
audit	trails

Relevant constituencies can access 
data from a centralized portal 24 x 7.
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Scalable to Fit Any Environment

WhiteHat Sentinel was built to scale 
and assess thousands of the largest and 
most complex websites simultaneously. 
It streamlines the process of website 
security and runs in both QA/development 
and production environments, ensuring 
maximum coverage without impacting your 
website’s performance.

•	 Designed	to	scan	and	assess	tens	of	
thousands	of	websites	simultaneously

•	 It	is	the	management	choice	for	over	
3,000	websites

A Higher Level of Accuracy  
and Speed

The industry’s only Threat Research 
Center (TRC) verifies the accuracy of 
the vulnerabilities discovered, virtually 
eliminates false positives and simpli-
fies remediation. Because the WhiteHat 
Sentinel remediation process identifies 
only real vulnerabilities, you also get more 
accurate results faster than other security 
solution can provide.

•	 Every	vulnerability	discovered	by	
WhiteHat	Sentinel	is	verified	for	
accuracy	and	prioritized	by	the	
TRC	–	you	see	only	real,	actionable	
vulnerabilities

Predictable Cost — Unlimited 
Assessments

WhiteHat Sentinel provides subscription-
based website security designed to fit any 
budget. Whether you run your applica-
tion assessments once a week or once a 
month, your costs are always the same. 
WhiteHat Sentinel’s highly competitive and 
predictable cost structure also means you 
can simplify your budgeting process. 

•	 You	are	free	from	adding	staff,	
hardware	or	software	because	all	costs	
associated	with	building	a	scalable	
security	infrastructure	and	technology	
are	included	in	the	WhiteHat	Sentinel	
Service

•	 The	industry’s	only	Threat	Research	
Center	performs	all	scanner	
configuration	and	management	tasks

•	 Accurate,	complete	and	unlimited	
assessments	on	demandWhich Sentinel Service is right for you?

Website risk management is not a one-size-fits-all issue. WhiteHat’s 
goal is to ensure that businesses have options available that suit 
their specific needs and budgets based on their unique risk exposure. 
WhiteHat Sentinel Services are available in four levels for an annual 
subscription fee, and are described below. Please refer to our selection 
guideline chart on the back page.

Sentinel Premium 
Edition

WhiteHat Sentinel Premium 
Edition (PE) is ideal for 
websites that are permanent, 
mission-critical, governed by 
compliance, and the company 
relies on to serve customers or 
partners. These websites also 
have multi-step, form-based 
processes.

PE includes testing for both 
technical and business logic 
vulnerabilities. WhiteHat’s 
Threat Research Center 
performs manual custom 
testing to identify business 
logic flaws. The WhiteHat 
Security experts who 
uncover these types of 
vulnerabilities are capable 
of understanding account 
structures, contextual logic, 
and similar characteristics 
of Web applications. PE 
comes standard with verified 
vulnerability reporting.

Sentinel Standard 
Edition

WhiteHat Sentinel Standard 
Edition (SE) is designed for 
websites that are permanent 
fixtures, but not necessarily 
mission-critical.  These sites 
have multi-step, form-based 
processes.

SE is an appropriate solution 
for companies with ten to 
hundreds of websites that 
have best practice or PCI 6.6 
compliance requirements. 
Sentinel SE includes 
configured assessment 
delivery and comes standard 
with verified vulnerability 
reporting. Sentinel SE replaces 
scanners, which are ineffective 
because they generate an 
inordinate amount of false 
positives and aren’t scalable. 
WhiteHat Sentinel SE also 
offers an easy migration path 
to the Sentinel Premium 
Edition.

Sentinel Baseline 
Edition

WhiteHat Sentinel Baseline 
(BE) is an automated solution 
for websites that are seasonal 
or temporary in nature, have 
limited or relatively shallow use 
of forms, and have limited or 
no customer or user logins.

With Sentinel BE, customers 
control the configuration and 
scheduling of scans within the 
Sentinel interface. Sentinel 
BE enables businesses to 
identify the critical, pervasive 
vulnerabilities that put data at 
risk without overextending their 
budgets. 

Sentinel PreLaunch 
 

WhiteHat Sentinel PreLaunch 
(PL) provides fast and 
accurate vulnerability data 
enabling users to assess and 
fix code prior to production 
deployment. As with all 
Sentinel website security 
services, vulnerability 
verification eliminates false 
positives to ensure actionable 
results.

When combined with 
WhiteHat Sentinel PE, SE, 
BE Service, Sentinel PL 
delivers complete vulnerability 
management and protection 
in both production and 
preproduction environments.



WhiteHat Security’s Threat 
Research Center Provides Expert 
Risk Management

Serving as an extension of your own infor-
mation security team, the Threat Research 
Center lets you focus on website vulner-
ability remediation and overall risk posture, 
as well as your technology and business 
goals. The TRC’s professional Web 
security team also performs business logic 
testing, which is impossible to automate.

•	 WhiteHat’s	TRC	performs	all	scanner	
configuration	and	management	tasks

•		The	TRC	verifies	all	results	so	you	see	
only	real,	actionable	vulnerabilities	

PCI Compliance

The patented methodology of WhiteHat 
Sentinel exceeds the strictest industry 
standards, as established by the PCI 
Security Standards Council, founded by 
American Express, Discover Financial 
Services, JCB International, MasterCard 
Worldwide, and Visa, Inc.

Integration – Via XML API

The high accuracy of the vulnerability 
information, combined with an open API 
make WhiteHat Sentinel the only website 
risk management solution to provide 
reliable and precise website vulnerability 
data that can be shared within an organi-
zation. Organizations gain greater insight 
into their risk posture while communicat-
ing that action throughout your security 
infrastructure.

•	 Integrates	with	industry-leading,	bug-
tracking	software,	as	well	as	SIEM	and	
WAF	products

Simplified Management –  
SaaS-Based Platform

WhiteHat Sentinel is completely turnkey. 
There is no hardware or scanning software 
to install, so that eliminates time-intensive 
configuration and management concerns. 
Prioritization is based on threat and 
severity levels, giving you a comprehen-
sive, real-time view of your organization’s 
website security. Sentinel is also an 
easy-to-deploy, easy-to-manage, and highly 
cost-effective service.

WhiteHat Security Support Plus

WhiteHat Security Support Plus is available for all WhiteHat Sentinel subscribers. Support Plus Standard is included in all WhiteHat 
Sentinel subscriptions.  Support Plus Silver, Gold and Platinum available for an additional upgrade fee.  All WhiteHat Sentinel service 
levels include access to our Customer Support Portal, WhiteHat’s exclusive Web support portal providing instant access to log, track 
and update cases online. It also offers the latest security information, FAQs, training information and product documentation. There are 
four levels of support available to all Sentinel customers: Standard, Silver, Gold, Platinum.

Standard Support 

1.	Annual	Health	Check

2.	24x7	access	to	the	
Customer	Support	Portal

3.	WhiteHat	Sentinel	interface	
training

Silver Support

In addition to all the services 
included with Standard 
Support, Silver Support 
provides:

1.	Quarterly	Health	Checks	

2	 Accelerated	response	times

3.	e-learning	four-course	series	
(one	user	license)

4.	10%	discount	on		
Education	Services

Gold Support

In addition to all the services 
included with Silver Support, 
Gold Support provides:

1.	Monthly	Health	Checks

2.	A	dedicated	Technical	
Account	Manager	(TAM)

3.	Priority	response	and	
service	level	agreements

4.	Custom	vulnerability	exploit	
review

5.	e-learning	four-course	series	
(three	user	licenses)

6.	15%	discount	on		
Education	Services

Platinum Support

In addition to all the services 
included with Gold Support, 
Platinum Service provides:

1.	Annual	onsite	strategic	
process	review

2.	Quarterly	vulnerability	&	
exploit	review

3.	Direct	access	to	two	senior	
TRC	Security	Engineers

4.	Five-day	onsite	training	
package

5.	e-learning	four-course	series	
(5	user	licenses)

6.	20%	discount	on		
Education	Services

WhiteHat  
Sentinel

Desktop App. 
Web Scanner

Consultants

Support websites of any size & complexity 4

Push-button vulnerability retesting 4

Integrates with Web Application Firewalls 4

Integrates defect tracking systems 4

Knowledge base using 1,000s of assessments

Unlimited and complete assessments on-demand

Extremely accurate with no false-positives

Requires no Web security expertise 4

Satisfies PCI-DSS 6.6 requirements 4

Supports AJAX, Flash, Active X, Java Applets 4 4

Safe in production & QA environments 4

Real-time enterprise wide reporting

WhiteHat Sentinel Comparison Chart
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Sentinel Premium Edition Sentinel Standard Edition Sentinel Baseline Edition

Website Type(s)            Websites are permanent, 
mission-critical, governed by 
compliance and needed to 
serve customers or partners. 

Multi-step, form-based processes.

Require testing for both technical 
and business logic vulnerabilities. 

Websites are permanent 
fixtures, but are not necessarily 
mission-critical. 
 
 
Multi-step, form-based processes.

Websites are seasonal or 
temporary in nature. Limited or 
relatively shallow use of forms 
 
 
Limited or no user logins.

Competitive Set Consultants or internal website 
security experts.

Scanning tool that provides 
verified results without overhead.

Scanning tool that searches for 
technical vulnerabilities. 

Management WhiteHat TRC manages and 
tunes.

WhiteHat TRC manages and 
tunes.

User manges. 

Price Sensitivity Cost is less a factor. Cost is less a factor. Cost is the main factor vs. 
decreasing headcount.

Threat Type Fully Target – Focuses on specific 
websites and attacks repeatedly 
and systematically.

Directed Opportunist – Scans far 
and wide looking for easy opportu-
nities to exploit.

Random Opportunist – 
Non-targeted attacks such as 
script kiddies and worms.

Unique Features

Business Logic Testing Yes No No

Scanner Configuration WhiteHat TRC Configures WhiteHat TRC Configures Customer Configures

WASC 24 Tests for 24 + 2 Tests for 13 Tests for 13

Common  Features

Accounts Unlimited

Accurate Every vulnerability discovered by Sentinel is verified for accuracy and prioritized by the TRC.

Communication / 
Integration

WhiteHat Sentinel’s API and the accuracy of data enable integration with existing bug-tracking (e.g., JIRA) 
and security information and event management (SIEM) (e.g., Archer Technology) systems.

PCI Requirements All levels meet PCI Application Testing Requirements.   

Production Websites Geared for production environments with no impact on their performance.

Prioritization of Risk All Levels

WAF Integration Integrate with leading WAF vendors (e.g., F5 Networks, Imperva).

Scalable SaaS-based architecture – scales to meet needs of the largest enterprise-class environments.

Simplified Management Data is accessible 24/7 to all relevant constituencies from a centralized Web-based portal. 

Turnkey Easy to set up and use based on flexible user-controlled configuration and management.

Unlimited Assessments All Levels

Vulnerability Verification Always for All Levels

Web-Based Reporting All Levels

Education / Training All Levels

WhiteHat Website 
Security  
Certification Program

All Levels

Support

WhiteHat Support Plus Support Plus Standard is included in all WhiteHat Sentinel subscriptions.  Support Plus Silver, Gold and 
Platinum are available for an additional upgrade fee. 

WhiteHat Sentinel Selection Guidelines for Production Websites*

* WhiteHat Sentinel PreLaunch (PL) is available for preproduction websites, it provides fast and accurate vulnerability data enabling users to 
assess and fix code prior to production deployment.


