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How RSA Archer Brings Content to Market 
RSA Archer employs an end-to-end strategy to continuously develop and refine its eGRC content library. Within 
the broader GRC market, vendor content efforts and templates are often the result of point-in-time exercises or a 
regurgitation of content developed for one individual purpose. RSA Archer stands in stark contrast to the industry 
norm with a fully integrated content approach honed over time with years of experience in identifying best-in-class 
practices to meet the eGRC challenges facing organizations across all industries, geographies, and risk profiles. 
This unique approach allows RSA Archer to deliver a content library to the marketplace that is truly best-in-class, 
meeting the common needs of our broad client base and adhering to best-practice industry standards. 

To build the most comprehensive, enterprise-ready library of eGRC content, RSA Archer has established a 
thorough vision of eGRC content development and validation: 

 

 

 

Historical Roots 
The RSA Archer eGRC library is based on work that has continuously evolved and matured over the last 20 years. 
Internal expertise, external partnerships, and acquisition (Brabeion) represent a wide range of professional and 
industry inputs and years of development effort. 

 

Multiple Inputs  
RSA Archer utilizes many resources in the development process including the field experience of RSA subject 
matter experts, integration partners, industry standards, laws, regulations, and customers. All of these inputs feed 
a defined methodology to develop best-in-class content. 

 

Partnerships  
RSA Archer works collaboratively with several partners to drive content development. RSA Archer licenses several 
3rd party best practice standards and frameworks such as COBIT from ISACA, ISO standards, the Standard 
Information Gathering Template (SIG), the Standard of Good Practice from the Information Security Forum, and 
the Unified Compliance Framework from Network Frontiers. 

 

Client Input and Feedback  
The RSA Archer commitment to a collaborative relationship with our customers is ingrained in our content 
development process. Customer feedback and requests fuel many of our content development projects. The RSA 
Archer Community is also the largest and most active user forum in the industry and serves as a powerful 
mechanism to drive content direction and collaborative content efforts. 

 

Standardization  
Standardization is critical in providing a consistent set of content that is readily usable and valuable to our 
customers. RSA Archer has a defined approach to the authoring of all content including quality assurance and 
control processes. 

 

Methodology and Delivery  
The RSA Archer information model represents a comprehensive approach to the development of eGRC content. 
The ability within the RSA Archer eGRC Platform to map content throughout the eGRC management process is 
absolutely essential for building a comprehensive eGRC program. The RSA Archer content library utilizes these 
same concepts to build a holistic collection of content types to form a strong foundation for eGRC policy and 
control documentation. 
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Policies Introduction 
A Policy is a broad statement of principle that presents the management position for a defined area. These 
statements are long-term directives that guide the development of more specific rules to address particular 
situations. Policies are interpreted and supported by Standards and Procedures. Policies are relatively few in 
number, must be approved and supported by executive-level management, and must provide overall direction to 
the organization. 

The RSA Archer Policy Library includes a set of 17 best-practice policies developed by RSA Archer in 
cooperation with leading Fortune 1000 organizations and derived from the International Organization for 
Standardization (ISO) and International Electro-Technical Commission's (IEC) 17799:2000 codes of practices. To 
make communication with your employees easy, RSA Archer designed these policies using a three-level 
structure. The purpose of this structure is to allow employees to quickly locate policies based on a high-level 
name, an area of focus, or a specific section. For example: 

• Policy. A Policy is the highest-level item in the Policy framework. Policies include high-level statements of 
management expectations regarding an issue (for example, 8.0 Access Control). 

• Area. An Area is the second-highest level in the Policy framework. Areas include more specific language 
regarding the policy, describing the area of focus and the intent of the main level policy. Areas act as a 
categorical stepping stone to help users navigate to the Sections that they are looking for (for example, 
8.1 User Enrollment and Authorization). 

• Section. A Section is the third level of policy in the Policy framework. Sections provide an additional level 
of grouping (for example, 8.1.4 Password Management Systems). 

The following list details each of the 19 policies available in the RSA Archer Policy Library: 

00. Introduction  

01. Security Management 

02. Risk Management 

03. Personnel Security 

04. Physical Security 

05. Operations Management 

06. Security Monitoring and Response 

07. Communications Management 

08. Access Control 

09. Network Security 

10. Third-Party Services 

11. Application Development 

12. Business Continuity Management 

13. Legal, Compliance and Regulatory 
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14. IT Management 

15. IT Event, Incident and Problem Management 

16. Privacy 

17. Audit Management 

18. Financial Services Management 

19. Healthcare Services Management 

The Archer Policies library is currently available in the following languages: English, French, German, Italian, 
Japanese, Portuguese, Russian, Simplified Chinese, Spanish. 

 

Control Standards Introduction 
Control standards specify a particular course of action or response to a given situation. Control standards are 
mandatory directives for carrying out management policies and measuring policy compliance. These standards 
serve as management level guidelines that provide specifications for the implementation of corporate policies 
intended to drive compliance with internal and external corporate objectives. 

The RSA Archer Control Standards library consists of over 1,200 best-practice control standards that support and 
link to the policies in the Policies application. In addition, these control standards also link back to the specific 
Authoritative Sources from which they were derived, and form the basis for developing targeted control 
inventories and assessments. 

The RSA Archer Control Standards are mapped to the specific authoritative source sections they satisfy. For 
example: 

• A Control Standard (for example, Risk Assessment Process) has been mapped to a Policy Topic, 
Section, and Sub-Section (for example, 02.0 Risk Management Policy > 02.3 Risk Assessments > 
02.3.01 Risk Assessment Process). 

• In addition, this same control has been mapped to Authoritative Sources and other specific sub-sections 
that it satisfies (for example, FFIEC Information Security Booklet > 03.0 Information Security Risk 
Assessment). 

The benefit of this mapping process is that it allows organizations to: 

• Understand which controls they need to implement to comply from a regulation standpoint, or from a 
corporate security policy and best practice standpoint. 

• Identify and manage key stakeholder ownership and automate the process of implementing industry 
standards and best practices across the organization. 

• Create security training and awareness campaigns to measure and report the knowledge of the 
employees on corporate policies and good practice standards. 

The Archer Control Standards library is currently available in the following languages: English, French, German, 
Italian, Japanese, Portuguese, Russian, Simplified Chinese, Spanish. 
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Authoritative Sources Introduction 
RSA Archer offers the following list of Governance, Risk, and Compliance Authoritative Sources as embedded 
content in the Policy Management library. All content packs require the Policy Management solution to be 
licensed and an active support contract. Content update packs are available through Customer Support. 

 

Authoritative Sources 

Name Description Language 
Aircraft Situation Display 

to Industry ASDI) 
The Aircraft Situation Display to Industry (ASDI) Program has been 
providing flight data to the private sector since 1992. This flight 
data includes flight plans, departure messages, airborne position 
reports updated once a minute, arrival messages, and other 
messages. Over the years, several dozen ASDI vendors have 
found many markets for this data and have created a rich set of 
applications that are sold to a wide variety of customers.  
The ASDI documents are intended to provide guidance on the 
contents of the ASDI audit procedure.  
The RSA Archer ASDI Authoritative Source includes three topics:  

• ASDI Full Audit Guidelines 
• ASDI Minimal Audit Guidelines 
• ASDI Reduced Audit Guidelines 

English 

Australian ISM The Defence Signals Directorate (DSD) produces the 
Australian Government Information Security Manual (ISM). 
The manual is the standard which governs the security of 
government ICT systems. It complements the Protective 
Security Policy Framework.  

 The 2012 ISM comprises three documents – an 
Executive Companion (PDF), Principles document 
(PDF) and Controls manual (PDF) – targeting 
different levels within your organisation. This 
change will make the ISM accessible to more users 
and promote information security awareness across 
government. 

 The compliance language in the ISM has been 
simplified to consist only of must and should, with 
required and recommended removed. The 
compliance requirements are informed by ‘the 
threat as we see it’, to enable agencies to make 
informed, risk-based decisions in protecting their 
information and systems. 

 The controls relating to the top 4 of DSD's 
Strategies to Mitigate Targeted Cyber Intrusions 
have now been awarded a must compliance 
requirement to ensure consistency and closer 
alignment between the ISM and all other advice 
issued by DSD to government agencies. 

 The Roles and Responsibilities controls have been 
condensed to concentrate on fulfilling necessary 
functions, rather than titles and specific duties. This 

English 
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Name Description Language 
change is intended to make ISM advice applicable 
to agencies of all sizes and in disparate locations.  

 Copies of all PDFs can be found at: 
http://www.dsd.gov.au/infosec/ism/index.htm 

 

Australian Government 
Protective Security Policy 

Framework (AUSPF) 

This Authoritative Source was produced using the Australian 
Government Protective Security Policy Framework (Directive on 
the security of Government business) published in June 2010 
under permission from the Attorney General's office. The online 
version can be found at: http://www.ag.gov.au/pspf.  

English 

BASEL II The RSA Archer Basel II Authoritative Source contains two 
documents:  
• Basel II: Sound Practices for Operational Risk Management – 

The paper Sound Practices for the Management and 
Supervision of Operational Risk outlines a set of principles that 
provide a framework for the effective management and 
supervision of operational risk. This document is meant for use 
by banks and supervisory authorities when evaluating 
operational risk management policies and practices. The 
paper was published by the Basel Committee on Banking 
Supervision. The Committee's previous paper, A Framework 
for Internal Control Systems in Banking Organizations 
(September 1998), was the basis for this paper. This module 
contains the 10 principles for operational risk management. 
The full text of the paper is available from the Bank of 
International Settlements at www.bis.org/publ/bcbs96.htm. 
This module is based on the version of the paper published 
February 2003. 

• COBIT for BASEL II – IT Control Objectives for Basel II 
provides a framework for managing operational and 
information risk in the context of Basel II. This module is based 
on the COBIT control objectives as published by the IT 
Governance Institute and addresses three operational and 
information risk target groups: information risk managers, IT 
practitioners and financial services experts. In applying the 
framework presented in this publication, financial services 
organizations are able to apply recognized processes and 
controls to the IT space. The IT control objectives and 
management processes outlined address the role of 
information technology in operational risk. The module is 
broken into two sections. The first section contains 10 guiding 
principles defined from various sources that outline the 
principles of Basel II as the regulation applies to Information 
Technology.  
The second section is a subset of control objectives from 
COBIT that ITGI has mapped to the goals and risks associated 
with Basel II. This subset should be reviewed, as with all 
frameworks for applicability to the operating environment, and 
can be supplemented with other control objectives from COBIT 
as deemed necessary based upon operational risks. The 
Control Objectives for Information and related Technology 
(COBIT) framework was created by the Information Systems 

English 
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Name Description Language 
Audit and Control Association (ISACA) as a set of guidelines 
to implement effective IT governance in the enterprise. 
Effective IT governance helps ensure that IT supports 
business goals and optimizes business investment and 
appropriately manages IT related risks and opportunities. For 
IT controls, most companies have elected to use the COBIT 
framework due to its specific applicability. Each organization 
should carefully consider the appropriate IT control objectives 
that help them achieve their business objectives. This product 
includes COBIT 4.1, which is used by permission of the IT 
Governance Institute (ITGI). Copyright 1996, 1998, 2000, 
2005, 2007 IT Governance Institute. All rights reserved. 
COBIT is a registered trademark of ISACA and the IT 
Governance Institute. 

BS 25999-1:2006 Business Continuity Management Code of Practice published by 
the British Standards Institution (BSI). 

English 

BS 25999-2:2007 Specification for Business Continuity Management - Formally 
specifies a set of requirements for implementing, operating and 
improving a BCM System (BCMS). 

English 

Centers for Medicare and 
Medicaid Services (CMS-

ARS) 

Publication 100-25 The Acceptable Risk Safeguards (ARS) contain 
a broad set of required security standards based upon NIST SP 
800-53 Revision 1, Recommended Security Controls for Federal 
Information Systems, dated December 2006, and NIST 800-63 
Version 1.0.2, Electronic Authentication Guideline, dated April 
2006. The ARS contains additional standards based on CMS 
Policies, Procedures and Guidance, other Federal and non-
Federal guidance resources, and industry-leading security 
practices. This document provides technical guidance to CMS and 
its contractors as to the minimum level of security controls that 
must be implemented to protect CMS information and information 
systems.  
All federal systems must incorporate IS controls to protect federal 
information assets. These controls cover areas of security ranging 
from the physical environment to auditing and logging. CMS 
developed the ARS utilizing the NIST SP 800-53 (as amended) as 
the primary resource to categorize the controls. The purpose of the 
ARS is to define information security minimum standards.  

English 

Centers for Medicare and 
Medicaid Services (CMS-
Prescription Drug Manual) 

Publication 100-18 sets forth consolidated policy and operational 
guidance based on the current Part D program regulations. Except 
where specifically noted, the requirements in the manual apply to 
all Part D sponsors, including prescription drug plans (PDPs), 
Medicare Advantage prescription drug plans (MA-PD plans), and 
cost plans offering Part D coverage. 

English 

Centers for Medicare and 
Medicaid Services (CMS-

Managed Care Guide) 

Publication 100 -16 - The Balanced Budget Act of 1997 (BBA) 
established a new Part C of the Medicare program, known then as 
the Medicare+Choice (M+C), effective January 1999. As part of the 
M+C program, the BBA authorized CMS to contract with public or 
private organizations to offer a variety of health plan options for 
beneficiaries, including both traditional managed care plans (such 
as those offered by HMOs under §1876 of the Social Security Act) 
and new options that were not previously authorized. 

English 
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Name Description Language 
Centers for Medicare and 
Medicaid Services (CMS-

EHR Meaningful Use) 

The Medicare and Medicaid EHR Incentive Programs provide a 
financial incentive for the ""meaningful use"" of certified EHR 
technology to achieve health and efficiency goals. By putting into 
action and meaningfully using an EHR system, providers will reap 
benefits beyond financial incentives–such as reduction in errors, 
availability of records and data, reminders and alerts, clinical 
decision support, and e-prescribing/refill automation. 

English 

Cloud Security Alliance 
Controls Matrix 

 

Authoritative Sources for CSA v1.0 and v1.1 are included.  
The Cloud Security Alliance Controls Matrix (CM) is specifically 
designed to provide fundamental security principles to guide cloud 
vendors and to assist prospective cloud customers in assessing 
the overall security risk of a cloud provider. The CSA CM provides 
a controls framework that gives a detailed understanding of 
security concepts and principles that are aligned to the Cloud 
Security Alliance guidance in 11 domains. The foundations of the 
CSA CM rest on its customized relationship to other industry-
accepted security standards, regulations, and controls frameworks 
such as the HITRUST CSF, ISO 27001/27002, ISACA COBIT, 
PCI, and NIST. The CSA CM also augments or provides internal 
control direction for SAS 70 attestations provided by cloud 
providers. As a framework, the CSA CM provides organizations 
with the needed structure, detail and clarity relating to information 
security tailored to the cloud industry. The CSA CM strengthens 
existing information security control environments by emphasizing 
business information security control requirements, reducing and 
identifying consistent security threats and vulnerabilities in the 
cloud, providing standardized security and operational risk 
management, and seeking to normalize security expectations, 
cloud taxonomy and terminology, and security measures 
implemented in the cloud.  

English 

CNBV Chapter X On January 27, 2010, La CNBV (Comisión Nacional Bancaria y de 
Valores de México) issued the revisions to the National Banking 
and Securities Law, which define strict, deadline-based guidelines 
for enhanced security controls that protect information, 
infrastructure, and identities. Examiners review the progress of 
Mexican financial institutions in complying with these new 
requirements within a six-month window.  
Note: This Authoritative Source is in Spanish and is based on the 
regulation issued by the CNBV. 

Spanish 

COBIT 5 
 

COBIT 5 for Information Security provides guidance to help IT and 
security professionals understand, utilize, implement and direct 
important information security-related activities, and make more 
informed decisions while maintaining awareness about emerging 
technologies and the accompanying threats. 
 
Using COBIT 5 for Information Security can help enterprises 
of all sizes: 
 

• Reduce complexity and increase cost-effectiveness  
• Increase user satisfaction with information security 

arrangements and outcomes  
• Improve integration of information security  

English 
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Name Description Language 
• Inform risk decisions and risk awareness  
• Reduce information security incidents  
• Enhance support for innovation and competitiveness  

 
COBIT 4x 

 
Note: COBIT 4x has been retired in favor of COBIT 5 released 
in 2012. Legacy versions of COBIT  are available as Archer 
content upon request.  
COBIT® 4.0 was released in November 2005 and marked the first 
major update of the COBIT core content since the release of 
COBIT 3rd Edition® in 2000. An incremental update to COBIT 4.0, 
COBIT 4.1 includes streamlined control objectives and application 
controls, improved process controls, and an enhanced explanation 
of performance measurement.  
COBIT 4.1 leverages the experience of numerous international 
experts. The COBIT control framework links IT initiatives to the 
business requirements, organizes IT activities into a generally 
accepted process model, identifies the major IT resources to be 
leveraged and defines the management control objectives to be 
considered. COBIT 4.1 represents a consensus of experts from 
around the world who continually work together to maintain the 
relevancy, benefit and timeliness of COBIT.  
Like previous releases of COBIT, COBIT 4.1 leverages the 
experience of numerous international experts. The COBIT control 
framework links IT initiatives to business requirements, organizes 
IT activities into a generally accepted process model, identifies the 
major IT resources to be leveraged, and defines the management 
control objectives to be considered. COBIT 4.1 represents a 
consensus of experts from around the world who continually work 
together to maintain the relevancy, benefit and timeliness of 
COBIT.  
COBIT 4.1 consists of four sections:  

• The executive overview 
• The framework 
• The core content (control objectives, management 

guidelines, and maturity models) 
• Appendices (mappings and cross-references, additional 

maturity model information, reference material, a project 
description, and a glossary)  

The core content is divided according to the 34 IT processes. Each 
process is covered in four sections of approximately one page 
each, combining to give a complete picture of how to control, 
manage, and measure the process. COBIT 4.1 is an enhancement 
of COBIT 3rd Edition and in no way invalidates any implementation 
or execution activities based on COBIT 3rd Edition. The 
introduction of COBIT 4.1 provides the opportunity to further 
improve IT governance and control arrangements, where 
appropriate.  

English 

European Union Privacy 
Directives 

 

Authoritative Source (mappings only) is included.  
Data Protection Act of 1998 
The Data Protection Act of 1998 enacted by the European 

English 
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Name Description Language 
Parliament outlines eight basic principles to protect individuals with 
regards to the processing, storage, destruction and free movement 
of personal data. The eight principles are included below from 
Schedule 1 of the Data Protection Act of 1998.  
The Data Protection Act gives individuals the right to know what 
information is held about them. It provides a framework to ensure 
that personal information is handled properly. The Act works in two 
ways. First, it states that anyone who processes personal 
information must comply with eight principles, which make sure 
that personal information is:  

• Fairly and lawfully processed 
• Processed for limited purposes 
• Adequate, relevant and not excessive 
• Accurate and up to date 
• Not kept for longer than is necessary 
• Processed in the line with your rights 
• Secure 
• Not transferred to other countries without adequate 

protection 
The second area covered by the Act provides individuals with 
important rights, including the right to find out what personal 
information is held on computer and most paper records.  
Should an individual or organization feel that they are being denied 
access to personal information they are entitled to, or feel that their 
information has not been handled according to the eight principles, 
that individual or organization can contact the Information 
Commissioner's Office for help. Complaints are usually dealt with 
informally, but if handling the situation informally is not possible, 
enforcement action can be taken.  
European Union Directive 2002/58/EC 
European Union Directive 2002/58/EC on Privacy and Electronic 
Communications harmonizes through its Articles 6 and 9 the 
personal data protection rules that are applicable to the processing 
of traffic and location data generated by the use of electronic 
communications services. Such data must be erased or made 
anonymous when no longer needed for the purpose of the 
transmission, except for the data necessary for billing or 
interconnection payments.  
Subject to consent, certain data may also be processed for 
marketing purposes and the provision of value added services. 
Article 15(1) stipulates that member states may provide for 
restrictions of the scope of (among others) Articles 5, 6, and 9 
when such restrictions constitute a necessary, appropriate, and 
proportionate measure within a democratic society to safeguard 
national security, defense, public security, and the prevention, 
investigation, detection, and prosecution of criminal offenses.  
European Union Data Protection Directive 95/46/EC 
The European Union Data Protection Directive 95/46/EC of 1995 
requires that "Member States shall protect the fundamental rights 
and freedoms of natural persons, and in particular their right to 
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Name Description Language 
privacy with respect to the processing of personal data." The EU 
privacy directive forbids any transfer of personal data outside of 
the EU countries that do not guarantee or do not have in place 
adequate safeguards for such data.  
The directive requires that EU member states (countries) protect 
the privacy of personal information that is processed using 
equipment in the member state, whether the processing is done by 
government agencies, businesses, or other organizations. 
"Personal data" includes, but is not limited to, names, addresses, 
phone numbers, email addresses, ethnicity, religion, gender, 
sexual orientation, birth dates, employment, and financial account 
numbers. The responsibility for compliance with the directive rests 
with the "controller," which is the person, group of people, public 
authority, agency, or other body that determines the purposes and 
means of processing personal data.  

FACT Act – Red Flags 
Rules 

The OCC, Board, FDIC, OTS, NCUA and FTC (the Agencies) 
jointly issued rules and guidelines, referenced as the "Red Flag 
Rules," implementing section 114 of the Fair and Accurate Credit 
Transactions Act of 2003 (FACT Act) and section 315 of the FACT 
Act. The rules for implementing section 114 require each financial 
institution or creditor to develop and implement a written Identity 
Theft Prevention Program (Program) to detect, prevent, and 
mitigate identity theft in connection with the opening of certain 
accounts or certain existing accounts. In addition, the Agencies are 
issuing guidelines to assist financial institutions and creditors in the 
formulation and maintenance of a Program that satisfies the 
requirements of the rules.  
The rules for implementing section 114 also require credit and 
debit card issuers to assess the validity of notifications of changes 
of address under certain circumstances. Additionally, the Agencies 
are issuing joint rules under section 315 that provide guidance 
regarding reasonable policies and procedures that a user of 
consumer reports must employ when a consumer reporting agency 
sends the user a notice of address discrepancy. Appendix J of the 
issued rules includes guidelines intended to assist financial 
institutions and creditors in the formulation and maintenance of a 
Program that satisfies the requirements of the Red Flag rules. 
Additionally, examples of potential identity theft activities are 
included in Supplement A to Appendix J. This content contains the 
guidelines published in Appendix J Supplement A.  

English 

FDA CFR Part 21 The Protection of Privacy is contained in Title 21, Part 21 of the 
Code of Federal Regulations. This regulation covers protection of 
privacy of data. This content is based on the regulation entitled:  
Title 21--Food and Drugs. Chapter I--Food and Drug 
Administration, Department of Health and Human Services.  
This file import pack includes Part 11, Part 21, and Part 820.  

 

Federal Bundle This bundled collection contains the following 29 U.S. federal 
authoritative sources:  

• Appendix III to OMB Circular No. A-130 - Security of  
Federal Automated Information Resources 

• CAN SPAM - Controlling the Assault of Non-Solicited 

English 
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Name Description Language 
Pornography and Marketing 

• Clinger-Cohen Act of 1996 
• CNSSI 
• DoD 5015.02-STD ELECTRONIC RECORDS 

MANAGEMENT SOFTWARE APPLICATIONS DESIGN 
CRITERIA STANDARD April 25, 2007 

• DoD 5200.1-R, Information Security Program - January 
1997 

• DOD 5400.11R DOD Privacy Program 14 May 2007 
• DoD 5400.7-R DOD Freedom of Information Act Program 
• DoD 6025.18-R DoD Health Information Privacy 

Regulation 
• DoD 8580.02-R DOD Health Information Security 

Regulation 
• DoDI 5000.02, Defense Acquisition System - December 8, 

2008 
• DODI 8500.2 IA Confidentiality Controls for DoD 

Information Systems Processing Classified Information 
• DODI 8500.2 IA Controls for DoD Information Systems 

processing information cleared for public release 
• DODI 8500.2 IA Controls for sensitive DoD information 
• DODI 8500.2 IA Controls Mission Assurance Category 1 

DoD information systems 
• DODI 8500.2 IA Controls Mission Assurance Category II 

DoD information systems 
• DODI 8500.2 IA Controls Mission Assurance Category III 

DoD information systems 
• FERPA (Family Educational Rights and Privacy Act 

Regulations) 
• FISCAM - Evaluating and Testing Business Process 

Application Controls 
• FISCAM - Evaluating and Testing General Controls 
• FISCAM 
• ITAR - International Traffic in Arms regulation 
• NISPOM 
• NIST 800-30 
• NIST 800-37 
• NIST 800-39 
• OMB Circular # A-123 Revised Management 

Responsibility for Internal Controls 
• OMB Circular # A-130 Revised 
• Whitehouse - 25 POINT IMPLEMENTATION PLAN TO 

REFORM FEDERAL INFORMATION TECHNOLOGY 
MANAGEMENT 

Federal Financial The "Audit Booklet," published in August, 2003, is an update of the English 
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Name Description Language 
Institutions Examination 
Council (FFIEC) Audit 

Booklet (2003) 

1996 FFIEC Information Systems Examination Handbook 
replacing chapter 8 of that handbook. The guidance within the 
booklet outlines the characteristics of an effective IT audit program. 

Federal Financial 
Institutions Examination 

Council (FFIEC) Business 
Continuity Booklet (2008) 

This authoritative source is built from the Federal Financial 
Institutions Examination Council (FFIEC) Information Technology 
(IT) Examination Handbook for Business Continuity Planning 
published in March 2008.  
This booklet is one in a series of booklets that comprise the 
Federal Financial Institutions Examination Council (FFIEC) 
Information Technology (IT) Examination Handbook. This booklet 
provides guidance to assist examiners in evaluating financial 
institution and service provider risk management processes to 
ensure the availability of critical financial services. This booklet 
was also designed to provide helpful guidance to financial 
institutions regarding the implementation of their business 
continuity planning processes. This booklet rescinds and replaces 
the previous "Business Continuity Planning Booklet," which was 
issued in March 2003. 

English 

Federal Financial 
Institutions Examination 

Council (FFIEC) 
Development and 

Acquisition Booklet (2004) 

This authoritative source is built from the Federal Financial 
Institutions Examination Council (FFIEC) Information Technology 
(IT) Examination Handbook for Development and Acquisition 
published in April 2004.  
This booklet is one in a series of booklets that comprise the FFIEC 
IT Examination Handbook. The booklet, which rescinds Chapter 12 
of the 1996 FFIEC IT Handbook, provides examiners and financial 
institutions guidance for identifying and controlling development 
and acquisition risks.  

English 

Federal Financial 
Institutions Examination 

Council (FFIEC) 
Information Security 

Booklet (2006) 
 

The FFIEC Information Security Handbook for July, 2006:  
Provides a foundation for risk identification and risk assessment 
processes, 

• Is designed as a reference for assessing the effectiveness 
of a security program in a particular financial institution or 
service provider, rather than as a tool for conducting 
penetration tests or auditing specific security controls, 

• Builds on the Interagency Guidelines Establishing 
Information Security Standards that implemented section 
501(b) of the Gramm-Leach-Bliley Act by providing 
additional and more detailed explanations of sound 
security-process elements, and 

• Supports guidelines for both financial institutions and their 
service providers.  

The booklet is composed of seven main sections including 
Introduction, Security Process, Information Security Risk 
Assessment, Information Security Strategy, Security Controls 
Implementation, Security Monitoring, and Security Process 
Monitoring and Updating.  

English 

Federal Financial 
Institutions Examination 

Council (FFIEC) 
Management Booklet 

The "IT Management" handbook, published in June, 2004, is an 
update of the 1996 FFIEC Information Systems Examination 
Handbook replacing chapters 9 and 11 of that handbook. The 
guidance within the booklet provides examiners with assistance in 

English 
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Name Description Language 
(2004) evaluating risk management processes, ensuring sound IT 

management for financial institutions. 

Federal Financial 
Institutions Examination 

Council (FFIEC) 
Operations Booklet (2004) 

The "Operations" handbook, published in July, 2004, is an update 
of the 1996 FFIEC Information Systems Examination Handbook 
replacing chapters 13 and 17 of that handbook. The guidance 
within the booklet provides examiners with assistance in evaluating 
risk management processes, ensuring sound IT controls and 
operations for financial institutions. 

English 

Federal Financial 
Institutions Examination 

Council (FFIEC) 
Outsourcing Technology 
Services Booklet (2004) 

The "Outsourcing Technology Services" handbook, published in 
June, 2004, is an update of the 1996 FFIEC Information Systems 
Examination Handbook, IS Services Provider, and Receiver, 
replacing chapter 22 of that handbook. The guidance within the 
booklet provides guidance and examination procedures to assist 
examiners and bankers in evaluating a financial institution’s risk 
management processes to establish, manage, and monitor IT 
outsourcing relationships. 

English 

Federal Financial 
Institutions Examination 

Council (FFIEC) 
Supervision of Technology 

Services Booklet (2003) 

The “Supervision of Technology Service Providers” handbook, 
published in March 2003, is one of a series of updates to the 1996 
FFIEC Information Systems Examination Handbook and rescinds 
chapters 2–7 of that handbook. This booklet primarily governs the 
supervision of technology service providers (TSPs) and briefly 
summarizes the FFIEC expectations of financial institutions in the 
oversight and management of their TSP relationships. 

English 

FedRAMP 
(Revision 4) 

The FedRAMP Joint Authorization Board (JAB) began the 
selection of security controls based on the PMO’s analysis and 
selected controls from the NIST SP 800-53 Revision 4 defined 
baseline for low and moderate impact systems. 
The JAB then selected additional controls and enhancements from 
the 800-53 Revision 4 catalog of controls and provided additional 
guidance and requirements around these controls. The controls 
were selected to address the unique risks of cloud computing 
environments, including but not limited to: multi-tenancy, visibility, 
control/responsibility, shared resource pooling, and trust. 
In order to address the unique requirements of cloud computing in 
for the Federal Government, some of the controls and 
enhancements selected are over and above the standard NIST 
guideline and requirements for low and moderate systems. 

English 

Foreign Corrupt Practice 
Act (FCPA) 

The Foreign Corrupt Practices Act of 1977 (FCPA) (15 U.S.C. §§ 
78dd-1, et seq.) is a United States federal law known primarily for 
two of its main provisions, one that addresses accounting 
transparency requirements under the Securities Exchange Act of 
1934 and another concerning bribery of foreign officials. Provisions 
and scope 
The anti-bribery provisions of the FCPA prohibit: 

Issuers, domestic concerns, and any person from making use of 
interstate commerce corruptly, in furtherance of an offer or 
payment of anything of value to a foreign official, foreign political 
party, or candidate for political office, for the purpose of influencing 
any act of that foreign official in violation of the duty of that official, 
or to secure any improper advantage in order to obtain or retain 
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business. 

Persons subject to the FCPA 
Issuers 

Includes any U.S. or foreign corporation that has a class of 
securities registered, or that is required to file reports 
under the Securities and Exchange Act of 1934 

Domestic concerns 
Refers to any individual who is a citizen, national, or 
resident of the United States and any corporation and 
other business entity organized under the laws of the 
United States or having its principal place of business in 
the United States 

Any person 
Covers both enterprises and individuals. 

France Data Protection 
Act (ACT N°78-17 of 6 
January 1978 on Data 
Processing, Data Files 
and Individual Liberties) 

Act N°78-17 of 6 January 1978 on Data Processing, Data Files 
and Individual Liberties (amended by the Act of 6 August 2004 
relating to the protection of individuals with regard to the 
processing of personal data and by the Act of 12 May 2009 
relating to the simplification and clarification of Law and Lightening 
of Procedures)  
The French Data Protection Act 78-17 established legislation for 
the protection of data processing of personal information, computer 
files, and individual liberties. This Act also set up the French Data 
Protection Authority, the Commission Nationale de l' Informatique 
et des Libertes (CNIL).  
This Authoritative Source was created using the official English 
translation provided by the CNIL. Methodology of translation: As a 
principle it was decided not to translate the original titles of French 
institutions or procedures that appear in the text when the 
translation risked being misleading. As an example, the title of the 
"Commission nationale de l'informatique et des libertés" (CNIL), 
the French Data Protection Authority, was not translated and its 
title appears as such in the main text.  

English 
French 

German Federal Data 
Protection Act (BDSG) 

This Act serves to implement directive 95/46/EC of the European 
Parliament and of the Council of 24 October 1995 on the 
protection of individuals with regard to the processing of personal 
data and on the free movement of such data (OJ EC no. L 281, p. 
31 ff.).  
This Authoritative Source is offered in both a German language 
and English language version created from the official English 
translation of the Bundesdatenschutzgesetz (BDSG) published by 
the German Federal Ministry of the Interior. 

English 
German 

Gramm-Leach-Bliley Act 
(GLBA) 

Part 313  
The Federal Trade Commission (the "Commission" or "FTC") 
published a final privacy rule, as required by Section 504(a) of the 
Gramm-Leach-Bliley Act, Pub. L. 106-102 (the "G-L-B Act" or 
"Act"), with respect to financial institutions and other persons under 
the Commission's jurisdiction, as set forth in Section 505(a)(7) of 
the Act. Section 504 of the Act requires the Commission and other 
federal regulatory agencies to issue regulations as may be 
necessary to implement notice requirements and restrictions on a 

English 
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financial institution's ability to disclose nonpublic personal 
information about consumers to nonaffiliated third parties. 
Pursuant to Section 503 of the G-L-B Act, a financial institution 
must provide customers with a notice of company privacy policies 
and practices. Section 502 prohibits a financial institution from 
disclosing nonpublic personal information about a consumer to 
nonaffiliated third parties unless the institution satisfies various 
disclosure and opt-out requirements and the consumer has not 
elected to opt out of the disclosure. This final rule implements the 
requirements outlined above.  
Part 314  
The Federal Trade Commission (''FTC'' or ''Commission'') issued a 
final Safeguards Rule, as required by section 501(b) of the 
Gramm-Leach-Bliley Act (''G–L–B Act'' or ''Act''), to establish 
standards relating to administrative, technical, and physical 
information safeguards for financial institutions subject to FTC 
jurisdiction.  
As required by section 501(b), the standards are intended to:  

• Ensure the security and confidentiality of customer records 
and information. 

• Protect against any anticipated threats or hazards to the 
security or integrity of such records. 

• Protect against unauthorized access to or use of such 
records or information that could result in substantial harm 
or inconvenience to any customer.  

HIPAA Privacy and 
Security 

The Health Insurance Portability & Accountability Act of 1996: The 
Health Insurance Portability & Accountability Act (HIPAA), also 
known as the Kennedy-Kassebaum Act, authorizes the Secretary 
of Health and Human Services to develop privacy and security 
standards to protect electronic healthcare information. Areas 
covered include the processing, storing and transmission of data to 
prevent inadvertent or unauthorized use or disclosure of an 
individual's health information. HIPAA provides federal protections 
for personal health information held by covered entities and gives 
patients an array of rights with respect to that information. HIPAA 
was amended in 2013. 

English 

HITECH Act, Subtitle D American Recovery and Reinvestment Act of 2009 (ARRA), Title 
XIII of the Health Information Technology for Economic and 
Clinical Health (HITECH) Act, Subtitle D--Privacy.  
Subtitles A through C deal with the organization of government 
agencies, standards development, testing and grants and loans for 
health information technology.  
Subtitle D, which deals with both privacy and security matters, 
essentially amends, extends, and adds to the Health Insurance 
Portability and Accountability Act of 1996 (HIPAA) and its 
implementation of Privacy and Security Rules.  
This authoritative source includes Subtitle D and mappings to 
associated Archer Control Standards.  

English 

HITRUST (CSF 3.0) The HITRUST CSF is a comprehensive set of tools designed to aid 
organizations that create, store, access, or exchange electronic 

English 
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health, financial, and other sensitive information while protecting 
information assets and managing related risks, costs, and 
complexities. The HITRUST CSF is comprised of three 
components: an Information Security Implementation Manual, a 
Standards and Regulations Cross-Reference Matrix, and a 
Readiness Assessment Toolkit.  
The Information Security Implementation Manual is a certifiable, 
best-practice-based specification that scales according to the type, 
size, and complexity of an organization to provide prescriptive 
implementation guidance.  
The HITRUST Standards and Regulations Cross-Reference Matrix 
is a resource for organizations to understand how implementation 
of the Information Security Implementation Manual relates to and 
addresses other standards, as well as legal, contractual, and 
regulatory requirements. Organizations that are already certified to 
or have a mandate for other standards such as ISO 27001 can 
easily integrate HITRUST into their current framework.  
Source: http://www.hitrustalliance.net/news/index.php?a=8  

Hong Kong Monetary 
Authority 

Supervisory Policy Manual TM-G English 

IIA Standards (Institute of 
Internal Auditors – 

International Standards for 
the Professional Practice 

of Internal Audit) 
 

The Institute of Internal Auditors (IIA) is an international 
professional association that serves as the internal audit 
profession’s global voice, recognized authority, acknowledged 
leader, chief advocate, and principal educator.  
The International Professional Practices Framework is the 
conceptual framework that organizes authoritative guidance 
promoted by the IIA. This Framework includes the IIA Standards, 
which are principle-focused requirements for the professional 
practice of internal auditing and for evaluating the effectiveness of 
audit performance.  
The Authoritative Source includes Attribute Standards, which 
address the characteristics of organizations and parties performing 
internal audit activities, and Performance Standards, which 
describe the nature of internal audit activities and provide criteria 
against which the performance of these services can be evaluated.  
The IIA defines an internal audit as ―an independent, objective 
assurance and consulting activity designed to add value and 
improve an organization’s operations. It helps an organization 
accomplish its objectives by bringing a systematic, disciplined 
approach to evaluate and improve the effectiveness of risk 
management, control, and governance processes.‖ In order to 
effectively serve an organization, internal audit professionals 
require a set of standards and guidelines to govern activities and 
to provide a baseline against which to evaluate performance. The 
IIA serves as the governing body of the internal audit profession, 
and the International Standards for the Professional Practice of 
Internal Audit provide professionals with the guidance necessary to 
facilitate effective execution of their responsibilities.  

English 

Information Security 
Forum Standard of Good 

Practice 

The ISF Standard of Good Practice for Information Security (the 
Standard) is the most business-focused, practical, and 
comprehensive guide available for identifying and managing 

English 
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(2011 version) 
(2013 version) 
(2014 version) 

information security risks in your organization and organizations in 
your supply chain. The Standard covers many important 
information security topics, such as security governance and 
strategy, information risk treatment, critical infrastructure, external 
supplier security, cybercrime attacks, and cloud computing. 

ISO/IEC 27001 
(2005 version) 
(2013 version) 

ISO/IEC 27002 is an information security standard published by 
the International Organization for Standardization (ISO) and the 
International Electrotechnical Commission (IEC). 
 
ISO/IEC 27001 specifies the requirements for establishing, 
implementing, operating, monitoring, reviewing, maintaining, and 
improving a documented Information Security Management 
System within the context of the organization's overall business 
risks. This includes specifying requirements for the implementation 
of security controls customized to the needs of individual 
organizations or parts thereof. 
 
ISO/IEC 27001 is designed to ensure the selection of adequate 
and proportionate security controls that protect information assets 
and give confidence to interested parties. 
 
ISO/IEC 27001 covers all types of organizations (for example, 
commercial enterprises, government agencies, and not-for profit 
organizations). 
 
RSA Archer offers ISO/IEC 27002 as companion Control 
Procedure content (see below). 

English 

ISO/IEC 27002 
(2005 version) 

Note: In 2013 the ISO/IEC 27002 companion was reorganized as 
Archer Control Procedure content mapped back to the 27001 
Authoritative Source. As such the entry here is for historical 
reference purposes. Please refer to the Control Procedure section 
further down for more information. 
 
ISO/IEC 27002 is an information security standard published by 
the International Organization for Standardization (ISO) and the 
International Electrotechnical Commission (IEC). 
 
ISO/IEC 27002 establishes guidelines and general principles for 
initiating, implementing, maintaining, and improving information 
security management in an organization. The objectives outlined 
provide general guidance on the commonly accepted goals of 
information security management. ISO/IEC 27002:2005 contains 
best practices for control objectives and controls in the following 
areas of information security management:  

• Security policy 
• Organization of information security 
• Asset management 
• Human resources security 

English 

Oct-2014  17 



RSA Archer eGRC Content Library Catalog 

Name Description Language 
• Physical and environmental security 
• Communications and operations management 
• Access control 
• Information systems acquisition, development and 

maintenance 
• Information security incident management 
• Business continuity management 
• Compliance 

The control objectives and controls in ISO/IEC 27002:2005 are 
intended to be implemented to meet the requirements identified by 
a risk assessment. ISO/IEC 27002:2005 is intended as a common 
basis and practical guideline for developing organizational security 
standards and effective security management practices and for 
helping to build confidence in inter-organizational activities.  

ITIL ITIL is the only consistent and comprehensive documentation of 
best practice for IT Service Management. Used by many hundreds 
of organizations around the world, a whole ITIL philosophy has 
grown up around the guidance contained within the ITIL books and 
the supporting professional qualification scheme. ITIL consists of a 
series of books giving guidance on the provision of quality IT 
services, and on the accommodation and environmental facilities 
needed to support IT. ITIL has been developed in recognition of 
the growing dependency of organizations on IT and embodies best 
practices for IT Service Management.  
The ethos behind the development of ITIL is the recognition that 
organizations are becoming increasingly dependent on IT in order 
to satisfy corporate aims and meet business needs. This ethos 
leads to an increased requirement for high quality IT services.  
The Authoritative Source includes the five texts of the ITIL version 
3 series. Requirements, practices, concepts, and topics are 
paraphrased from the texts.  
The topics are organized as:  
Continual Service Improvement 
This content includes the guidelines for the ITIL Continual Service 
Improvement stage of the ITIL Service Lifecycle.  
Service Design 
This content includes the guidelines for the ITIL Service Design 
stage of the ITIL Service Lifecycle.  
Service Operations 
This content includes the guidelines for the ITIL Service 
Operations stage of the ITIL Service Lifecycle.  
Service Strategy 
This content includes the guidelines for the ITIL Service Strategy 
stage of the ITIL Service Lifecycle.  
Service Transition 
This content includes the guidelines for the ITIL Service Transition 
stage of the ITIL Service Lifecycle.  

English 
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Monetary Authority of 

Singapore – BCM Guide 
Business Continuity Management (“BCM”) is an over-arching 
framework that aims to minimize the impact to businesses due to 
operational disruptions. It not only addresses the restoration of 
information technology (“IT”)infrastructure, but also focuses on the 
rapid recovery and resumption of critical business functions for the 
fulfillment of business obligations. One important tangible evidence 
that the institutions have embraced BCM is the formulation of a 
business continuity plan (“BCP”). 

English 

Monetary Authority of 
Singapore - TRMG 

The Monetary Authority of Singapore (MAS) Internet Banking and 
Technology Risk Management Guidelines define IT and risk 
management best practices for financial institutions (FIs) These 
include requirements for a high level of reliability, availability and 
recoverability of critical IT systems and for FIs to implement IT 
controls to protect customer information from unauthorized access 
or disclosure. 

English 

Microsoft Security 
Development Lifecycle 

(SDL) 

The Microsoft Security Development Lifecycle (SDL) is an industry-
leading software security assurance process. A Microsoft-wide 
initiative and a mandatory policy since 2004, the SDL has played a 
critical role in embedding security and privacy in Microsoft software 
and culture. Combining a holistic and practical approach, the SDL 
introduces security and privacy early and throughout all phases of 
the development process. This policy has led Microsoft to 
measurable and widely recognized security improvements in 
flagship products, such as Windows Vista® and Microsoft SQL 
Server®. Microsoft is publishing the detailed SDL process 
guidance as part of a commitment to enable a more secure and 
trustworthy computing ecosystem.  
These guidelines can also be found online on the Microsoft 
Developer Network (MSDN) at http://msdn.microsoft.com/en-
us/library/84aed186-1d75-4366-8e61-8d258746bopq.aspx. For 
more information about the Microsoft SDL, visit the SDL Portal at 
http://www.microsoft.com/sdl.  

English 

NERC Reliability 
Standards 

The importance of the Bulk Electric System to the economy has 
led the North American Electric Reliability Council to define 
standards for maintaining its security and reliability. Descriptions of 
these standards are below.  
NERC-VAR 
NERC has created the Voltage and Reactive Control standards to 
ensure that voltage levels, reactive flows, and reactive resources 
are monitored, controlled, and maintained within limits in real time 
to protect equipment and the reliable operation of the 
interconnection.  
NERC-BAL 
NERC has created the Real Power Balancing Control Performance 
standards to maintain interconnection steady-state frequency 
within defined limits by balancing real power demand and supply in 
real time.  
NERC-CIP 
Since Cyber Assets are an integral part of supporting the Bulk 
Electric System, NERC has created the Critical Infrastructure 
Protection standards to provide guidance on the appropriate 
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protection mechanisms for these assets. The NERC Critical 
Infrastructure Protection standards provide a security framework 
for identifying and protecting cyber assets that are critical for 
supporting the reliable operation of the Bulk Electric System.  
NERC-COM 
NERC has created the Telecommunications standards to 
implement adequate and reliable telecommunications facilities 
internally and with others for the exchange of interconnection and 
operating information necessary to maintain reliability.  
NERC-EOP 
NERC has created the Emergency Operations Planning standards 
to develop, maintain, and implement a set of plans to mitigate 
operating emergencies.  
NERC-FAC 
NERC has created the Facility Connection Requirements to guide 
Transmission Owners in creating facility connections and 
performance infrastructures that avoid adverse impacts on 
reliability.  
NERC-INT 
NERC has created the Interchange Information standards to 
ensure that Interchange information is submitted to the NERC-
identified reliability analysis service.  
NERC-IRO 
NERC has created the Reliability Coordination standards to 
establish responsibilities and authorities to re-dispatch generation, 
reconfigure transmission, or reduce load to mitigate critical 
conditions to return the system to a reliable state.  
NERC-MOD 
NERC has created the Modeling, Data, and Analysis standards to 
establish the proper, consistent, and uniform application of 
calculations for transmission systems.  
NERC-NUC 
NERC has created the Nuclear standards to establish coordination 
between Nuclear Plant Generator Operators and Transmission 
Entities for the purpose of ensuring nuclear plant safe operation 
and shutdown.  
NERC-PER 
NERC has created the Personnel Performance, Training, and 
Qualifications standards to establish consistent operating 
personnel definitions, job responsibilities, and roles.  
NERC-PRC 
NERC has created the Protection and Control standards to ensure 
that system protection is coordinated among operating entities.  
NERC-TOP 
NERC has created the Transmission Operations standards to 
ensure reliability entities have clear decision-making authority and 
capabilities to take appropriate actions or direct the actions of 
others to return the transmission system to normal conditions 
during an emergency.  
NERC-TPL 
NERC has created the Transmission Planning standards to ensure 
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that reliable systems are developed that meet specified 
performance requirements with sufficient lead time, and that they 
continue to be modified or upgraded as necessary to meet present 
and future system needs. 

NIST Cybersecurity 
Framework (CSF) 

The national and economic security of the United States depends 
on the reliable functioning of critical infrastructure. To strengthen 
the resilience of this infrastructure, President Obama issued 
Executive Order 13636 (EO), "Improving Critical Infrastructure 
Cybersecurity" on February 12, 2013. This Executive Order calls 
for the development of a voluntary Cybersecurity Framework 
("Framework") that provides a "prioritized, flexible, repeatable, 
performance-based, and cost-effective approach" for assisting 
organizations responsible for critical infrastructure services to 
manage cybersecurity risk. 

English 

NIST SP 800-30 Guide for conducting risk assessments. English 

NIST SP 800-37 Guide for Applying the Risk Management Framework to Federal 
Information Systems: A Security Life Cycle Approach 

English 

NIST SP 800-39 Managing Information Security Risk: Organization, Mission, and 
Information System View 

English 

NIST SP 800-53 
(Revision 2) 
(Revision 3) 
(Revision 4) 

Security and Privacy Controls for Federal Information Systems and 
Organizations. 

English 

NIST SP 800-61 This publication seeks to help both established and newly formed 
incident response teams. This document assists organizations in 
establishing computer security incident response capabilities and 
handling incidents efficiently and effectively.  
The Authoritative Source includes requirements as outlined in 
Appendix A of the NIST 800-61 publication.  
Appendix A lists the major recommendations presented in Sections 
2 through 8 of this document. The first group of recommendations 
applies to organizing an incident response capability. The 
remaining recommendations have been grouped by the phases of 
the incident response life cycle—preparation, detection and 
analysis, containment, eradication and recovery, and post-incident 
activity. Each group contains general recommendations for the 
incident response phase and any applicable recommendations for 
handling particular categories of incidents (for example, denial of 
service [DoS]) during the phase.  

English 

NIST 800-82 NIST 800-82 provides guidance for establishing secure industrial 
control systems (ICS). These ICS, which include supervisory 
control and data acquisition (SCADA) systems, distributed control 
systems (DCS), and other control system configurations such as 
skid-mounted Programmable Logic Controllers (PLC) are often 
found in the industrial control sectors. ICS are typically used in 
industries such as electric, water and wastewater, oil and natural 
gas, transportation, chemical, pharmaceutical, pulp and paper, 
food and beverage, and discrete manufacturing (e.g., automotive, 

English 
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aerospace, and durable goods.) SCADA systems are generally 
used to control dispersed assets using centralized data acquisition 
and supervisory control. 

PCI DSS 
(v1.2) 
(v2.0) 
(v3.0) 

 

Authoritative Source and Question Library content for the PCI-DSS 
are included. Legacy versions of the PCI-DSS are available upon 
request. 
The Payment Card Industry (PCI) Data Security Standard (DSS) 
was developed to encourage and enhance cardholder data 
security and facilitate the broad adoption of consistent data 
security measures globally. This document, PCI Data Security 
Standard Requirements and Security Assessment Procedures, 
uses the 12 PCI DSS requirements as a foundation, and combines 
those requirements with corresponding testing procedures into a 
security assessment tool. The tool is designed for use by 
assessors conducting on-site reviews for merchants and service 
providers who must validate compliance with the PCI DSS.  

English 

PIPEDA The Personal Information Protection and Electronic Documents Act 
was passed within Canada to promote electronic commerce and 
protect personal information in electronic format. The Act provides 
citizens with the right to privacy and outlines specific restrictions 
and requirements for the collection, use, and dissemination of 
personal information. The act received Royal Assent on April 30, 
2000. The principles laid out in this regulatory application are the 
principles set out in Schedule 1 of the Act, embodying the basic 
tenets and requirements of the Act. 

English 

Reserve Bank of India 
(RBI) 

The Reserve Bank of India (RBI) is India's central banking 
institution, which controls the monetary policy of the Indian rupee. 
The following manuals are included as authoritative source 
content: 

• Exchange Control Manual 
• Foreign Exchange Management 
• Exchange Control Notification 
• Information Security 

English 

Safe Harbor Privacy 
Principles 

The European Union's comprehensive privacy legislation, the 
Directive on Data Protection (the Directive), became effective on 
October 25, 1998. The Directive requires that transfers of personal 
data take place only to non-EU countries that provide an 
"adequate" level of privacy protection. While the United States and 
the European Union share the goal of enhancing privacy protection 
for citizens, the United States takes a different approach to privacy 
from the European Union. The United States uses a sectorial 
approach that relies on a mix of legislation, regulation, and self-
regulation. Given those differences, many U.S. organizations have 
expressed uncertainty about the impact of the EU-required 
"adequacy standard" on personal data transfers from the European 
Union to the United States.  
To diminish this uncertainty and provide a more predictable 
framework for such data transfers, the Department of Commerce is 
issuing this document and Frequently Asked Questions ("the 
Principles") under its statutory authority to foster, promote, and 

English 
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develop international commerce. The Principles were developed in 
consultation with industry and the general public to facilitate trade 
and commerce between the United States and the European 
Union. The Principles are intended for use solely by U.S. 
organizations receiving personal data from the European Union for 
the purpose of qualifying for safe harbor and the presumption of 
"adequacy" that it creates. Because the Principles were solely 
designed to serve this specific purpose, their adoption for other 
purposes may be inappropriate. The Principles cannot be used as 
a substitute for national provisions implementing the Directive that 
apply to the processing of personal data in the Member States of 
the European Union. 

Sarbanes-Oxley (SOX) The Sarbanes-Oxley Act of 2002 (SOX) mandates organizations to 
establish and maintain adequate controls over financial reporting 
and attest to their accuracy and completeness annually. 

English 

State of Nevada Minimum 
Internal Control Standards 

(MICS) 

To assist in this effort, the Nevada Division of Gaming has 
developed a set of sample MICS.  These MICS are sample 
documents that may be utilized in the drafting of tribal MICS, but 
their use is not mandated by the Compacts or by the Division of 
Gaming. 

English 

Supervisory Control and 
Data Acquisition (SCADA) 

SCADA (supervisory control and data acquisition) generally refers 
to industrial control systems (ICS): computer systems that monitor 
and control industrial, infrastructure, or facility-based processes, 
such as those used in manufacturing, production, power 
generation, refining, and water treatment.  

SCADA authoritative sources currently in the Archer library consist 
of: 

• National Communications System Technical Information 
Bulletin (NCS TIB) 04-1 – October, 2004 

• National Communications System Technical Information 
Bulletin (NCS TIB) 05-4 – May, 2005 

• NIST 800-82: Guide to Industrial Control Systems (ICS) 
Security 

English 

Turkish Communiqué on 
Principles in Information 

Systems 

This regulation is issued by the Banking Regulation and 
Supervision Agency of Turkey. The purpose of this regulation is to 
lay down the minimum principles and procedures to be considered 
in information systems management which banks use in 
performing their activities. (Note: English and Turkish language 
versions of this authoritative source and assessment questions are 
included.) 

English 
Turkish 

UK Bribery Act An Act to make provision about offences relating to bribery; and for 
connected purposes. 

English 

UK Data Protection Act of 
1998 (Chapter 29) 

An Act to make new provisions for the regulation of the processing 
of information relating to individuals, including the obtaining, 
holding, use, or disclosure of such information. 

English 

U.S. State Privacy Laws U.S. states have passed individual legislation regarding the control 
and security of private information. Each topic within this source 
contains the legislation from individual states regarding privacy of 
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personal information. Currently available state laws include: 

• AZ 44-7501: Arizona State Law 44-7501. Notification of 
breach of security system.  

• California Senate Bill 1386 (CA SB 1386) 
• CO 6-1-716: Colorado Revised Statutes TITLE 6 

CONSUMER AND COMMERCIAL AFFAIRS FAIR TRADE 
AND RESTRAINT OF TRADE ARTICLE 1 COLORADO 
CONSUMER PROTECTION ACT PART 7 SPECIFIC 
PROVISIONS 6-1-716 Notification of security breach. 

• CT 36a-701b: Connecticut State Law Sec. 36a-701b. 
Breach of security re computerized data containing 
personal information. Disclosure of breach. Delay for 
criminal investigation. Means of notice. Unfair trade 
practice. 

• DE Chapter 12B: Delaware State Law TITLE 6: Commerce 
and Trade SUBTITLE II - Other Laws Relating to 
Commerce and Trade CHAPTER 12B. COMPUTER 
SECURITY BREACHES 

• FL 817.5681: Florida State Law Title XLVI: Crimes 
Chapter 817: FRAUDULENT PRACTICES 817.5681 
Breach of security concerning confidential personal 
information in third-party possession; administrative 
penalties.  

• IL 815.530: Illinois State Law Illinois Compiled Statutes, 
Chapter 815, ILCS 530/Personal Information Protection 
Act. 

• IN 4-1-11: Indiana State Law IC 4-1-11: Chapter 11. Notice 
of Security Breach. 

• Massachusetts’ Standards for the Protection of Personal 
Information of Residents of the Commonwealth (MA 201 
CMR 17). 

• MD 14-3501: Maryland State Law COMMERCIAL LAW: 
TITLE 14. MISCELLANEOUS CONSUMER 
PROTECTION PROVISIONS SUBTITLE 35. MARYLAND 
PERSONAL INFORMATION PROTECTION ACT. 
Sections 14-3501 - 14-3508. 

• MI 445.72: Michigan State Law Identity Theft Protection 
Act, Act 452 of 2004 Section 72. Notice of security breach, 
requirements. 

• NJ 56:8-163: New Jersey State Law TITLE 56: TRADE 
NAMES, TRADE-MARKS AND UNFAIR TRADE 
PRACTICES 56:8-163 Disclosure of breach of security to 
customers. 

• NV Chapter 603A: Nevada State Law CHAPTER 603A - 
SECURITY OF PERSONAL INFORMATION. 

• NY 899-aa: New York State Law ARTICLE 39-F: 
NOTIFICATION OF UNAUTHORIZED ACQUISITION OF 
PRIVATE INFORMATION Section 899-aa. Notification; 
person without valid authorization has acquired private 
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information. 

• PN 73.43: Pennsylvania State Law Title 73 – Trade and 
Commerce Chapter 43 – Breach of Personal Information 
Notification Act 

• TX Sec. 521-053: TEXAS BUSINESS AND COMMERCE 
CODE TITLE 11. PERSONAL IDENTITY INFORMATION 
SUBTITLE B. IDENTITY THEFT CHAPTER 521. 
UNAUTHORIZED USE OF IDENTIFYING INFORMATION 

• VA 18.2-186.6: Virginia State Law 18.2-186.6. Breach of 
personal information notification. 
 

Technical Control Procedures Introduction 
RSA Archer offers the following list of Governance, Risk, and Compliance process and technical control 
procedures. A license to either the Policy Management or Compliance Management solution as well as an active 
support contract are required. 

Technical Control Procedures (RSA Archer Content)  
Name 

ACF2 

AIX 

Apache Web Server 1.3.27 

Apache Web Server 2.2 

Bay Networks Router 

BEA WebLogic 10.x 

BEA WebLogic 9.x 

Checkpoint FW-1 NG 

Cisco Access Point 
Cisco Catalyst Switch 

Cisco IDS 

Cisco PIX Firewall 

Cisco Router 

Cisco VoIP 

Cisco VPN Concentrator 

Citrix Metaframe XP  

DB2 AS400  

DB2 LUW  
Exchange 2000  
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Name 

Exchange 2003  
Exchange 2007  
Exchange 5.5 
Firewall Cisco PIX  
General Controls  
Generic PBX  
HP-UX 

IBM DB2 8, 9 and 9.5 (LUW) 
IBM WebSphere 6.x 
ISA Server 2004  
ISA Server 2006 
Juniper NetScreen Firewall 
Layer2 Switch 
Layer2 Switch – Cisco 
Lotus Domino R5 - SMTP Gateway 
Lotus Domino R5 - Web Server 

Lotus Domino R5 General 
Lotus Domino R6 – HTTP 
Lotus Domino R6 – SMTP 
Lotus Domino R6 General 
Lotus Domino R8 General 
Lotus Notes Client R5 
Lotus Notes Client R6 
Lotus Notes Client R7 
Lotus Quickplace 2.07 
Lotus Sametime 
Lucent PBX 
Mac OS X Server 10.5 
Microsoft Windows Server 2008 
Mozilla Firefox 3.5 
MS Access 2007 
MS Excel 2007 
MS InfoPath 2007 
MS Office 2007 System 
MS Outlook 2007 
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Name 

MS PowerPoint 2007 
MS Word 2007 
Netscape Enterprise Server 
Netscape Enterprise Server 
Netware 4.X 
Netware 5.X 
Nokia IPSO 
Nortel Meridian 1 PBX 
Nortel Meridian Mail 
Opera Browser 10.51 
Oracle 10g 
Oracle 11g 
Oracle 9.x 
Oracle E-Business Suite 11.5.10 
OS 390 
OS/400 
PeopleSoft Enterprise 8.9 
RACF 
Raptor Firewall 
Red Hat Linux 
SAP Basis 
SharePoint 2007 
Solaris 
SQL Server 2000 

SQL Server 2005 

SQL Server 2008 

Sun Java Web Server 6.x 

Sun Java Web Server 7.x 

SUSE Linux 10 

Sybase 

Sybase ASE 15.0 

VMware 

VMware EXS Server 

VMware Server 

W2K - Encrypting File System 
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W2K - Unix Services for Windows 
Windows 2000 Domain Controller 
Windows 2000 IIS 5.0 
Windows 2000 Member Server 
Windows 2000 Professional 
Windows 2000 Terminal Server 
Windows 2003 DNS Server 
Windows 2003 Domain Controller 
Windows 2003 Internet Information Server 
Windows 2003 Member Server 
Windows 2003 Terminal Server 
Windows 2008 Domain Controller 
Windows 2008 Member Server 
Windows 7 
Windows Embedded CE 6.0 
Windows Mobile 6 
Windows Server 2008 R2 
Windows Vista 
Windows XP 
Windows 2000 Terminal Server 
Windows 2003 DNS Server 
Windows 2003 Domain Controller 
Windows 2003 Internet Information Server 
Windows 2003 Member Server 
Windows 2003 Terminal Server 
Windows 2008 Domain Controller 
Windows 2008 Member Server 
Windows Embedded CE 6.0 
Windows Mobile 6 
Windows Vista 
Windows XP 

 
Technical Control Procedures (CIS Benchmarks)  
Name 
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Name 

Apple iPhone OS 3.1.2 

IBM DB2 8, 9 and 9.5 (LUW) 

Microsoft Windows Server 2008 
Mozilla Firefox 3.5 

MS Access 2007 
MS Excel 2007 
MS InfoPath 2007 
MS Office 2007 System 
MS Outlook 2007 
MS PowerPoint 2007 
MS Word 2007 
Opera Browser 10.51 
Sybase ASE 15.0 
Windows 7 

 
Technical Control Procedures (DISA STIGs)  
Name 

Firewall Cisco PIX 

Layer2 Switch 

Layer2 Switch – Cisco 
Windows 2003 Domain Controller 

Windows 2003 Member Server 
Windows 2008 Domain Controller 
Windows 2008 Member Server 
Windows XP 

 
Technical Control Procedures (ISO/IEC)  
Name 

ISO/IEC 27002:2013 
 

Technical Control Procedures (NIST) 
Name 

NIST SP 800-53A Revision 3 
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Technical Control Procedures (PCI) 
Name 

PCI DSS v3.0 Testing Procedures 
 

 

 

 

 

 

Question Library Introduction 
The Archer Question Library is a central repository for any assessment-based content that might be used to drive 
questionnaire generation or facilitate compliance assessments. Out of the box the Archer Question library 
contains several thousand questions across a broad category of topics as well as many collections of targeted 
assessment questions related to specific authoritative sources and compliance objectives. Customers are also 
free to create and load their own assessment questions, design their own questionnaires, and modify any existing 
content to suit their purpose. The following is a list of current targeted question sets: 

 

Questionnaire Question Set Number of Questions 

Archer Control Assessment Bank 2652 
Archer Fraud Assessment Bank 42 
Archer Risk Assessment 268 
Archer Technical Control Procedure Library 4552 
Audit Universe Risk Assessment 16 
Australia ISM 267 
BS25999 67 
CIS Technical Control Questions 957 
COBIT 5 402 
CSA Assessment Questionnaire v1.0 194 
CSA Assessment Questionnaire v1.1 196 
Communiqué on IS (Turkey) 234 
Financial Close Checklist 64 
Foreign Corrupt Practices Act 10 
Gaming - MICS 79 
HIPAA 162 
IA Annual QA 15 
IA Customer Survey 18 
IA Project QA 20 
ISO/IEC 27001 204 
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Questionnaire Question Set Number of Questions 

MAS BCM 38 
MAS-TRMG 500 
Medicare - Acceptable Risk Safeguards 787 
Medicare - MU1 36 
Medicare - Managed Care Manual 26 
Medicare - Prescription Drug Benefit Manual 53 
NERC CIP 179 
PCI 2.0 Testing Procedures 295 
PCI v1.2 SAQ 219 
PCI v2.0 SAQ_A 13 
PCI v2.0 SAQ_B 29 
PCI v2.0 SAQ_C 80 
PCI v2.0 SAQ_C-VT 51 
PCI v2.0 SAQ_D 280 
PCIv3_SAQ_A 15 
PCIv3_SAQ_B 29 

 
PCIv3_SAQ_C 80 
PCIv3_SAQ_C-VT 51 
PCIv3_SAQ_D_Merchant 347 
PCIv3_SAQ_D_ServiceProvider 370 
PCIv3_SAQ_P2PE-HW 36 
RBI (India) 793 
SCADA Assessment 210 
SIG v4 - Level 1 65 
SIG v4 - Level 2 333 
SIG v5 - Level 1 91 
SIG v5 - Level 2 406 
SIG v5 - Level 3 2283 
SIG v5 AUP 71 
SIG v6 910 
SIG v6 Lite 72 
SIG v7 - Full 1295 
SIG v7 - Lite 121 
VMWare Cloud Compliance Solution 132 
 

Portions of the Archer Question Library (Archer Control, Fraud, and Risk Assessment Banks) are currently 
available in the following languages: English, French, German, Italian, Japanese, Portuguese, Russian, 
Simplified Chinese, Spanish. 
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License Validation 

Important: If you are requesting the following restricted content you must have an appropriate license or 
membership in good standing as required by the terms set forth by the applicable organization.  

 ISO/IEC 27001 (American National Standards Institute) http://www.ansi.org 

 ISO/IEC 27002 (American National Standards Institute) http://www.ansi.org  

 ISF Standard of Good Practice (Information Security Forum) http://www.securityforum.org 

 

 

Support and Service 

Customer 
Support 

http://rsa.com/node.aspx?id=1356 

Archer eGRC 
Community 

https://community.emc.com/community/connect/grc_ecosystem/rsa_archer 

Archer eGRC 
Exchange 

https://community.emc.com/community/connect/grc_ecosystem/rsa_archer_exchange 

 

The Archer eGRC Community enables collaboration among eGRC clients, partners, and product experts. 
Members actively share ideas, vote for product enhancements, and discuss trends that help guide the RSA 
Archer product roadmap. 

The Archer eGRC Exchange is an online marketplace dedicated to supporting eGRC initiatives. The Archer 
Exchange brings together on-demand applications along with service, content, and integration providers to fuel 
the success of RSA Archer clients. 
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Trademarks 
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	The FedRAMP Joint Authorization Board (JAB) began the selection of security controls based on the PMO’s analysis and selected controls from the NIST SP 800-53 Revision 4 defined baseline for low and moderate impact systems.
	The JAB then selected additional controls and enhancements from the 800-53 Revision 4 catalog of controls and provided additional guidance and requirements around these controls. The controls were selected to address the unique risks of cloud computing environments, including but not limited to: multi-tenancy, visibility, control/responsibility, shared resource pooling, and trust.
	In order to address the unique requirements of cloud computing in for the Federal Government, some of the controls and enhancements selected are over and above the standard NIST guideline and requirements for low and moderate systems.
	The Foreign Corrupt Practices Act of 1977 (FCPA) (15 U.S.C. §§ 78dd-1, et seq.) is a United States federal law known primarily for two of its main provisions, one that addresses accounting transparency requirements under the Securities Exchange Act of 1934 and another concerning bribery of foreign officials. Provisions and scope

