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This guide describes the process for installing and configuring the RSA Archer GRC Platform in a High-Availability Multi-Host 
Configuration using a load balancer to distribute load based on server availability. 

The target audience is RSA Archer administrators installing the GRC Platform and anyone responsible for 

managing and configuring Platform servers. 

 

Plan for Installation 

Overview of the Installation Process 

The overall installation process consists of the following steps:  

1. Plan for installation. 

2. Install the RSA Archer GRC Platform. 

3. Update the web configuration file on web servers. 

4. Configure load balanced URL on software or hardware load balancer. 

5. Verify the GRC Platform can be accessed via the load balanced URL. 

6. Test the installation.  

Planning Checklist 

Before configuring the application servers for web balancing, complete the following checklist. 

1. Verify that load balancer, application, and database servers are located on the same local area network. 

2. Verify that you have the GRC Platform installation package. 

3. Download the RSA Archer GRC Platform Installation Guide. Refer to this guide for specific steps required 
as part of the installation process. 

4. Verify that you have administrative access for all applications and web servers that will host the GRC 
Platform. 

5. Create an X.509 Certificate to be used for authenticating to the configuration service from the web 
application and RSA Archer Services. The certificate may be a new or existing organizational X.509 
Certificate, or you may elect to self-generate it as part of the installation process. 

6. Generate a common Machine Key to be used by IIS on all web farm servers. 

7. Set up an Active Directory domain account for impersonation purposes, and configure a UNC-accessible 
SMB file share accessible by all servers running RSA Archer application code. These servers are used to 
host common files such as search indexes, file repository, and company files. 
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8. Configure least-privilege permissions on a file system and shared directory structures, which will host 
common files and verify that the Active Directory domain account has appropriate access to the network 
share. 

9. Modify the identity of the application pool used by the RSA Archer web and application services for the 
Active Directory domain account configured above. 

Installation 

Refer to the RSA Archer GRC Platform Installation Guide and follow the instructions for installing the components. 

The following requirements apply for a load-balanced installation: 

 An Active Directory domain account to configure access shared fileserver resources. 

 A file share that hosts common Platform files and access to the domain account set to Modify Access. 

 All web and application servers configured to use the same X.509 certificate. 

 All services are configured to use the same account with the installer to configure the correct permissions.  

Note: The permissions on the X.509 Certificate used by the web and application servers grant the Active 

Directory domain account read access to the private key. 

Configuration 

In a High-Availability Multi-Host configuration with multiple web servers, the user session state must be saved via 

an out-of-process mechanism. Through this mechanism, user requests are dynamically routed across all available 

web servers, which distributes the load of a high volume web application along with providing fault tolerance 

benefits if one or more of the web servers happen to fail. For this process to work, a mechanism must be provided 

to allow any web server to process a new request from a session that was created on a different server. 

Because session state and ViewState information needs to be shared between the web servers, a mechanism 

must also be provided to ensure this information can be processed by any web farm server. The server is 

configured via the Machine Key setting, which is added to the Platform web.config file in the web application 

directory of each web server. Alternatively, the global machine.config file can be modified. To limit the scope of 

the configuration changes, this document describes only those required for the web.config file.  

The format of the Machine Key setting appears as follows: 

1 

2 

3 

4 

<machineKey 

    validationKey="some long hexadecimal value" 

    decryptionKey="another long hexadecimal value" 

    validation="SHA1"/> 
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To generate a unique Machine Key: 

1. Start IIS manager on one of the web servers being configured for load balancing.  

2. Select the Platform IIS application, and start the Machine Key applet. 

Note: The following illustration shows how the web application is installed under the Default Web Site. 

 

3. On the Machine Key configuration page do the following: 

a. Set the values of the following parameters. 

 Encryption Method to SHA1 

 Decryption Method to AES 

 

b. In the Validation Key and Decryption Key sections, clear any selected options.  

c. In the actions panel, select Generate Keys. 
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4. In the Actions panel, click Apply to save the generated keys to the Platform web.config file. 

 

5. To create a Machine Key for all subsequent web servers, perform steps 1--3b.  

6. Paste the values from the validation and decryption text boxes into their respective Machine Key text 
boxes on the configuration page before selecting Apply. 

Validation 

After the previous steps are completed for all servers, you can access the system through the load balanced URL.  

Common problems that may occur post-configuration include dashboards not displaying correctly or file-repository 

access failing. If either condition occurs, access each server individually from your browser instead of using the 

load-balanced URL to identify which systems may be having issues. The following items are validated on each 

problematic server. 

 The IIS application pool is configured to run under the correct Active Directory domain account credentials 

which are specified in the planning checklist at the beginning of this document. 

 The Machine Key setting in the web.config file matches the expected value. 
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Support and Service 

Customer Support 
Information 

www.emc.com/support/rsa/index.htm 

Customer Support E-
mail 

archersupport@rsa.com 

RSA Archer 
Community 

https://community.emc.com/community/connect/grc_ecosystem/rsa_archer 

RSA Archer 
Exchange 

https://community.emc.com/community/connect/grc_ecosystem/rsa_archer_exchange 

RSA Solution Gallery https://gallery.emc.com/community/marketplace/ 

RSA SecurCare 
Online 

https://knowledge.rsasecurity.com/cleartrust/ct_logon.asp?CTAuthMode=BASIC&langua
ge=en&CT_ORIG_URL=https%3A%2F%2Fknowledge.rsasecurity.com%3A443%2F&ct
_orig_uri=%2F 

 

The Community enables collaboration among GRC clients, partners, and product experts. Members actively 

share ideas, vote for product enhancements, and discuss trends that help guide the RSA Archer GRC product 

roadmap. 

The Exchange is an online marketplace dedicated to supporting GRC initiatives. The Exchange brings together 

on-demand applications along with service, content, and integration providers to fuel the success of RSA Archer 

clients. 

The RSA Solution Gallery provides information about third-party hardware and software products that have been 

certified to work with RSA Archer products. The gallery includes Secured by RSA Implementation Guides with 

step-by-step instructions and other information about interoperation of RSA Archer products with these third-party 

products. 

The RSA SecurCare Online provides unlimited access to a wealth of resources on the Web, 24 hours a day. The 

secure system provides Members access to a support knowledgebase, to download current Platform patches and 

bug fixes, to sign up for notifications, to manage your support cases and more. 
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