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COMPANY OVERVIEW
} Founded in 2013
} 45+ GRC Professionals
} 30+ Full-time Archer consultants
} Avg. 6+ years Archer Experience
} Avg. 8+ years GRC Practitioner 

Experience
} 200+ successful eGRC projects
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GDPR IN A NUTSHELL
§ The GDPR is a single, binding legislative act that reflects the implementation of the Unified Data Protection Strategy 
§ It is a complex regulation that may require significant changes in how you gather, use and manage data.
§ The GDPR imposes new rules on organizations that offer goods and services to people in the European Union (EU), or 

that collect and analyze data tied to EU residents, no matter where they are located.
− Enhanced personal privacy rights: Strengthened data protection for individuals within the European Union (EU) by 

ensuring they have the right to have access to data, to correct inaccuracies, to erase data, to object to processing of 
their information, and to move their data. 

− Increased duty for protecting data: Reinforced accountability of companies and public organizations that process 
personal data, providing increased clarity of responsibility in ensuring compliance; 

− Mandatory data breach reporting: Companies are required to report data breaches to their supervisory authorities 
without undue delay, and generally no later than 72 hours; and

− Significant penalties for non-compliance: Steep sanctions, including substantial fines that are applicable whether an 
organization has intentionally or inadvertently failed to comply.

Significant impact on your business by potentially requiring you to update personal privacy policies, implement / strengthen data protection 
risks and controls and breach notification reporting procedures, deploy highly transparent policies, and further invest in technology, 

training and awareness.



DATA PROTECTION PRINCIPLES

Lawfulness, fairness and 
transparency

Purpose limitation

Data minimization

Accuracy

Storage limitation

Integrity and confidentiality

Personal data must be processed lawfully, fairly and in a 
transparent  manner in relation to the data subject

Personal data must be collected for specified, explicit and 
legitimate purposes, and not further processed in a way 
incompatible with those purposes

Personal data must be adequate, relevant and limited to what is 
necessary in relation to the purposes for which it is processed

Personal data must be accurate, and where necessary, be kept up 
to date

Personal data must be kept in a form that permits identification of 
data subjects for no longer than is necessary for the purposes for 
which the personal data is processed

Personal data must be processed in a way that ensures 
appropriate security of personal data

The controller shall be responsible for, and be able to 
demonstrate, compliance with the principlesAccountability
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READINESS CONSIDERATIONS
§ Search and Identify Personal Data

− Identify all personal data
− A critical first step to addressing GDPR requirements is to identify all personal data managed by your 

organization, so that you can adequately protect it and respond to data subject requests, such as erasure, 
rectification, and data portability. Number of tools and techniques can be used to identify personal information 
both proactively and reactively.

§ Facilitate Data Classification
− Organizations must have in place a mature data classification process and effective supporting technology that 

will enable them to comply with data subject requests and meet other GDPR requirements. 
§ Data Governance Practices

− To satisfy GDPR requirements, organizations must understand what types of personal data they process, how, 
and for what purposes. To help ensure that data handling processes comply with the GDPR, organizations 
must implement a data governance program. 

§ Notice of Processing to Data Subjects
− The GDPR requires transparency from organizations regarding the collection, use, and processing of personal 

data. Notice to data subjects should be easily accessible and easy to understand and use clear and plain 
language when building this functionality into public-facing services through various interfaces. 



READINESS CONSIDERATIONS
§ Collect Unambiguous Consent from Data Subjects (Consent)

− Before processing personal data, organizations must have a legal basis for processing, such as 
consent. Consent must be freely given, specific, informed, and unambiguous. Consent can be 
withdrawn at any time by Subjects. 

§ Discontinue Processing on Request (Right to Object)
− Under the GDPR, organizations must enable data subject rights such as the right to object to 

processing of their personal data. Ensure to provide ways for customers to managing these data 
requests.

§ Facilitate Requests for the Rectification, Erasure, or Transfer of Subject Personal Data
− The GDPR requires that an organization processing personal data must give data subjects a 

means to submit requests to rectify, erase, or transfer their personal data. Controllers must also 
give the requesting data subject information on action taken within 30 days of receipt of the 
request absent an extension. 



READINESS CONSIDERATIONS
§ Provide Data Subject With Their Personal Data In A Common, Structured Format

− Data subjects have the right to request and receive their personal data from an organization in a 
structured, commonly used, and machine-readable format. Often cloud based data is owned by 
customers and retain all rights, title, and interest in the data. Provide facilities for customers to 
download a copy of their data at any time and for any reason, without any assistance from the 
organization or blocking factors.

§ Restrict The Processing Of Personal Data
− Data subjects may request a temporary restriction of processing activities utilizing their personal 

data in certain circumstances, for example if a data subject objects to the processing of their 
personal data, but the controller has a legal requirement to retain it. 

− Organizations may need to employ technical means to prevent a specific data subject’s personal 
data from undergoing certain processing activities. 



READINESS CONSIDERATIONS
§Data Protection and Privacy by Design

− The GDPR requires organizations that collect or process personal data to ensure that their 
activities and supporting technology are built to support data privacy and data protection 
principles. 

− To support customers’ efforts to protect personal data, adopt product and service development 
lifecycle to incorporate privacy-by-design approaches. 

− Ensure internal security and privacy policies dictate that organizational personnel only access 
customer data for purposes compatible with providing the contracted/licensed services and 
support.

§Secure Personal Data Through Encryption
− The GDPR requires organizations that process personal data to maintain a high standard of 

security to ensure the confidentiality, integrity, and availability of personal data. 
− Though organizations should explore how to structure their processes and supporting 

technologies to meet their specific needs, the GDPR identifies encryption as one tool that may 
be appropriate given the risk to support this requirement.



READINESS CONSIDERATIONS
§Secure Personal Data by Leveraging Security Controls

− Implement technical security measures that limit the risk of unauthorized access, use, or disclosure of personal data. 
− Though the GDPR does not prescribe specific control requirements, organizations should select technologies that provide 

adequate protections to support CIA of personal data. 

§Detect and Respond to Data Breaches
− The GDPR requires organizations to maintain appropriate methods, processes, and technologies to secure personal data 

and defend against data breaches. 
− If a data breach does occur, the controller may be required to notify regulators and may also need to notify affected data 

subjects quickly. Develop processes to help detect, prevent, and respond to data breaches.

§ Facilitate Regular Testing Of Security Controls
− To ensure that the technical and organizational controls are in place adequately protect personal data and reduce risk, 

organizations should regularly assess, test, and evaluate control effectiveness.



READINESS CONSIDERATIONS

§Maintain Audit Trails
− Organizations must retain records of data subjects’ requests to demonstrate compliance with 

GDPR requirements. Records should contain both the nature of each request—for example, 
to view or rectify personal data—and their resolution. 

§ Track and Record Flows Of Personal Data Into And Out Of The EU
− The GDPR reinforces controls on the transfer of personal data outside of the EU. In addition 

to a robust process to evaluate the appropriateness of cross-border transfers of personal 
data, organizations should consider technical solutions to maintain data within approved 
geographies, and to track and record flows of personal data into and out of the EU.

− Organizations should do what ever it can to reduce the need for the transfer of data outside 
the EU by hosting data in Europe and review the EU Model Clauses and EU-US Privacy 
Shield Framework before permitting any such transfers.



READINESS CONSIDERATIONS

§ Track and Record Flows Of Personal Data To Third-Party Service Providers
− The GDPR places responsibility for the safeguarding and appropriate processing of personal 

data on the organization. This responsibility continues even if that data is sent to third party 
service providers for additional processing. 

− Where appropriate maintain a third-party privacy program where an inventory of third-party 
service providers who may have access to customer data is maintained and same levels of 
protection requirements are extended to meet GDPR compliance needs.

§ Facilitate Data Protection Impact Assessments
− Controllers that process personal data may be required to conduct Data Protection Impact 

assessments (DPIAs). A DPIA requires the organization to identify and analyze the impact of a 
proposed processing activity on the protection of personal data. Ensure you have an 
established Privacy risk management program to support this initiative. 



• Data Inventory: Assess and record the personal data being 
processed

Security

• GDPR Gap Analysis: Determine compliance gaps and steps 
required for GDPR compliance

Privacy

• Governance Structure & DPO: Appoint data protection officer and 
create governance structure to support accountability requirements

Governance

• Supply Chain (Processors): Ensure supplier contracts are amended 
to meet GDPR requirements

Vendor 
Management

• Cross-Border Transfers: Review cross-border data transfersPrivacy

• Accountability Processes: Utilize tools and processes to document 
compliance and collect evidenceGRC

• Data Subjects’ Rights: Put in place policies and procedures to 
ensure rights are respectedPrivacy

• Data Breach Notification: Create policy for breach response, 
containment, remediation and notificationsGRC

CRITICAL 
DATA 

PROTECTION 
(GDPR) 

COMPLIANCE 
ROADMAP



PRIVACY 
GOVERNANCE



PRIVACY GOVERNANCE STRATEGY OVERVIEW

Risk management 
program
Policy and standards
Privacy by design
Training & awareness
Compliance / audit
Metrics and 
scorecards
Incident 
management

Legal 
requirements
Business strategy
Change in 
the market
Privacy events
Politicization
Technical 
advancements
Customer 
perception

Inputs
Privacy Governance

Framework Deliverables



PRIVACY RISK ASSESSMENT/MODELING
§Objective

− A privacy risk modeling process could be used to proactively assess 
privacy risks, prioritize and effectively manage by the appropriate 
owners

§Activities/Initiatives
− Build a risk assessment program, including processes and tools, to 

support identification, prioritization and ongoing review of privacy 
risks

− Develop a risk modeling process that business groups can use to 
effectively measure and respond to privacy risks during the design 
phase of business models, products or service development process

− Develop a process to address risk that includes accountability and 
ownership assignment



POLICY MANAGEMENT

§Objective
− Enterprise privacy policy, related standards, and practices are fully 

established and communicated to support international data 
management requirements

§Activities/Initiatives
− Publish a privacy policy and related standards and implement a 

lifecycle management process
− Continue development and deployment of activity specific 

standards
− Ensure changes in regulatory requirements are adopted into 

policy by design
− Effective alignment of third-party (vendor) privacy programs are 

integrated
− Integrated Compliance and Audit processes



PEOPLE ENABLEMENT
§Objective

− Privacy requirements are designed into new and existing business practices and new 
business models, are communicated effectively and people are trained to use associated 
tools and business process protocols

§Activities/Initiatives
− Align business process with standards that tie to risk management
− Develop business processes and supporting tools as appropriate to compliment privacy 

policies and practices
− Develop and deliver an education program that provides people the appropriate level of 

privacy education for all staff, privacy leads and key data handlers
− Create and market a employee privacy portal that enables staff to efficiently locate relevant 

privacy information
− Align/integrate all existing resources/tools against policy/practices and deliver content to 

close gaps
− Education and awareness on data lifecycle is critical
− Deploy privacy incident management program



COMPLIANCE & REPORTING
§Objective

− Adequate tools and processes are in place to monitor and assess compliance with policy 
and commitments, and provide executives and management with valuable information 
used to affect change

§Activities/Initiatives
− Develop and implement programs to assess compliance with commitments
− Work with other compliance organizations to leverage and combine efforts where 

appropriate
− Develop a process to assess compliance programs implemented
− Design an overall monitoring and reporting process to keep management up to date on 

compliance and risk
− Collaborate with legal and audit to interpret changing regulations into policy



MEASURE AND IMPROVE PROGRAM MATURITY



QUESTIONS AND DISCUSSION


