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OVERVIEW 

Internal Audit (IA) plays a critical role in mitigating the risks an organization 

faces. Audit must do so in a world of increasing risks and compliance  

obligations, while also coordinating with other groups like risk and control 

functions. The RSA® Archer® Maturity Model for Audit Management  

outlines RSA Archer’s role in the critical stages in IA’s journey from a  

standalone, compliance-based audit function to a collaborative, risk-driven 

strategic partner to the business.
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WHY AUDIT MANAGEMENT 
IA teams face an increasing challenge in their role as a company’s third line 

of defense in understanding risks and evaluating controls. Organizations are 

becoming more complex. Risks are increasing and growing more complicated 

and impactful. Finally, regulators are imposing more laws and requirements.

IA’s role is to help improve their organization’s risk posture and compliance 

with regulations, laws, policies and procedures through reviews of the  

organization’s practices, services and activities. However, IA faces a rapidly 

changing regulatory and business risk landscape with a strategy that is not  

always positioned to meet these changes. Existing audit approaches are 

focused on compliance, more reactive than proactive and positioned around 

point-in-time, static audit plans.

There are other challenges and opportunities IA must confront. Other  

assurance groups such as risk and compliance are evaluating risks and  

controls, but use different approaches than IA to evaluate risk and test  

compliance. As a result, risks are defined differently, coverage against critical 

risks is uncertain, and findings disclosed during compliance reviews, audits or 

risk projects are often duplicated, wasting management’s time with  

conflicting remediation efforts. A lack of visibility into findings generated by 

other functions creates a difficult and time-consuming challenge for IA to 

ensure that risk mitigation efforts are occurring and then factor that into their 

audit planning.

Finally, documentation captured by these separate groups is often both  

static and conflicting. These siloed approaches by different groups make  

it difficult to capture and distill integrated risk and control information  

into meaningful analysis and action. It becomes time consuming to report  

to the Audit Committee and senior management when information is  

dispersed throughout the organization or is stale as soon as the audit report  

is completed.

In order to enhance its value within the organization, IA must begin to transition 

from simply compliance auditing to a risk-based approach that is coordinated 

with other risk and compliance functions. This risk-based approach also enables 

them to focus on the highest priorities based on risk coupled with compliance 

obligations. Coordinating risk and audit activities will:

• Improve communications between IA, risk and compliance teams

• Enable IA to place more reliance on risk and control evaluations performed 

by other groups

• Reduce internal costs and external audit fees by aligning approaches,  

creating efficiencies and improving metrics, reporting and documentation

• Allow IA to focus on strategic work that helps grow the business
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KEY CAPABILITIES  
All businesses face challenges just in their efforts to operate successfully, 

not to mention having to be aware of and mitigate risks that impact them 

and ensure compliance. IA plays an integral role in helping evaluate risk and 

controls; however, they also need to be a strategic partner to management. 

Companies that can effectively build this relationship have a competitive  

advantage by being able to align risk, compliance and IA across the business, 

and to better focus on proactive opportunities versus reactive compliance.

An effective IA organization focuses on the following capabilities:

• IA must have a dynamic view of organizational changes, risks and  

compliance status.

• Audit planning must be fluid to enable IA to address the most important 

risks, compliance obligations and strategic initiatives as they arise.

• Reporting and monitoring of key risk, compliance and performance metrics 

must be automated, updated, fluid and easily available. This enables IA to 

report to management or quickly change plans or scope if needed.

• Findings and remediation plans must be assigned ownership, tracked  

and reported centrally to allow IA to follow up and ensure resolution,  

and report status to executives, the Audit Committee, external auditors  

and regulators.

• Finally, IA must be able to better assume the role as “third line of defense” 

by helping management take on risk and control responsibilities and  

remediation in their respective areas.

To achieve these goals, RSA Archer’s Audit Management solution focuses on 

the following key capabilities:

Establish business context for audit 
IA understands the organization, including the business hierarchy and  

infrastructure, which enables them to better identify their universe of  

auditable entities.

Perform audit planning 
IA can perform audit universe risk assessments, compare with management’s 

assessments of risk, create and approve dynamic audit plans, and scope and 

schedule their audits.

Perform audit engagements and manage findings 

IA can consistently perform the entire lifecycle of audit engagements and 

document them, including creating and managing work papers, performing 

audit testing, documenting findings, drafting the audit report, and  

documenting and managing work paper review notes.

RSA Archer GRC Maturity Models  
focus on key capabilities enabled by  
the RSA Archer solution. As a  
technology enabler, RSA Archer  
provides the critical infrastructure  
to leverage processes, share data  
and establish common taxonomies  
and methodologies.
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THE MATURITY JOURNEY 
RSA Archer Maturity Models are segmented into five major stages:  

Siloed, Transition, Managed, Transform and Advantaged.

The RSA Archer Maturity Model is designed to be pragmatic and  

attainable. Elimination of the “Level 0” that typical Maturity Models  

include avoids the unnecessary definition of a stage of maturity that will not 

meet today’s audit challenges.

• The Siloed stage focuses on baseline activities that all audit organizations 

need to be doing to at least cover the basics of compliance auditing.

• The Transition stage depicts how the organizations begin to incorporate 

more risk assessment and risk-based audits into their plans.

• The Managed stage shows how risk-driven auditing takes precedence and 

quality assurance activities are incorporated.

• The Transform stage and Advantaged stage show how the organization 

“turns the corner” by leveraging and aligning with other risk and compli-

ance groups, as well as incorporating dynamic risk-driven audits, metrics 

and reporting to begin to drive more strategic approaches.

The RSA Archer Maturity Model for Audit Management focuses on building 

these capabilities over time, implementing the broad strategy with tactical, 

intelligently designed processes.

FOUNDATIONS 
Foundations are critical elements necessary for the overall success of the 

Maturity Journey for IA. Without these foundations in place, the  

organization will face difficulties throughout the journey based on lack  

of focus, commitment, resources or strategy. Any organization looking to 

improve its maturity for IA should discuss and address these foundations.

• Management commitment – The degree and level of leadership  

commitment to a risk management culture, strategy and priorities  

should be established, as maturing processes takes time and resources.

Compliance Driven

Baseline  
activities are in 

place to manage 
risk but are 
isolated and 
fragmented.

Activities 
focused on 
improving 

effectiveness are 
underway to  

stabilize 
processes and 
expand scope.

Operational 
processes have 
evolved into a 

steady state and 
are now  

effective, 
repeatable and 

sustainable.

Transformative 
initiatives are 

executed to 
build a better 

connection 
between risk 
management 
and business.

Processes are 
optimized and 

balanced by  
business  

context and risk 
priorities.

Risk Centric

SILOED TRANSITION MANAGED TRANSFORM ADVANTAGED

Opportunity Focused

Maturity
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• Performance and acceptable risk - Defined levels of performance and  

acceptable risk need to be established to set the target state for the IA  

function and ensure the business understands the level of  

commitment involved.

• Expectations and measurement - Clear expectations and success criteria 

defined for the IA function must be communicated by management to guide 

approach and strategies.

• Stakeholder involvement – Key business stakeholders and constituents 

need to agree on the importance of continuous improvement and maturity 

of IA processes.

• Budget and resources – Sufficient resources for the IA program must be 

committed to achieve success. 

THE SILOED STAGE: LAYING THE FOUNDATION 

In the Siloed stage, IA begins to establish an understanding of the business by 

documenting what they know of the business hierarchy and infrastructure, 

which is usually limited to departments and IT systems. They might find this 

information documented at a high level in asset repositories or general ledger 

systems. However, this information is documented in separate and  

unconnected systems not accessible by IA. With this information, IA  

documents a basic list of audit entities, most often driven by regulatory 

requirements, and executes some amount of audit testing during the course 

of the year. IA does not work with other assurance groups and performs the 

audit testing alone. Additional audit scoping is limited due to a lack of  

information and often only performed once the team is onsite for the audit.

The audit testing consists of IA performing basic compliance audit procedures 

using static audit programs. They don’t perform risk-based audit procedures 

and are unaware of work done by other assurance groups. They document 

their testing, create basic findings and produce audit reports. IA documents 

issues and tracks remediation and performs basic follow up.

THE TRANSITION STAGE: BUILDING THE CONTEXT 
FOR RISK AUDITING 

In the Transition stage, IA refines their understanding of the organization. 

They document additional areas such as business processes, business units, 

divisions and IT systems, and create an “audit universe” or listing of areas that 

could be audited during the year.

IA implements a risk ranking process to evaluate these entities. For example, 

they may perform business impact analyses (BIA) or rudimentary risk  

assessments to understand their criticality to the business. Most entities are 

ranked based on compliance requirements, although some are now included in 

the audit plan based on their risk. The plan doesn’t change during the year.

Baseline  
activities are in 

place to manage 
risk but are 
isolated and 
fragmented.

SILOED

Activities 
focused on 
improving 

effectiveness are 
underway to  

stabilize 
processes and 
expand scope.

TRANSITION
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IA executes audits against their basic risk ranked universe and staffs each 

engagement based on available resources. Audits and related procedures are 

still compliance driven but are a little more fluid based on the entity and risks 

identified. The audit plan and engagements may change based on urgent  

management requests. In the audit report, IA assigns findings to business 

owners but does not yet have a consistent process to follow up on resolution.

THE MANAGED STAGE: OPERATIONALLY SOUND 
In the Managed stage, IA deepens their understanding of the business by  

documenting additional layers of the organization into their audit universe, 

such as IT applications and infrastructure, facilities and information assets.  

IA assesses the criticality of these areas employing a more advanced risk  

assessment exercise for audit prioritization and planning.

IA begins to assign staff to audit engagements with the right mix of resources 

(internal and external) based on location, skills, experience and availability  

for the audit. IA also begins to implement quality assurance processes,  

such as performing project and department level quality assessments to  

identify gaps or issues in internal IA processes, and they begin to track  

their improvement plans. 

After their audit engagements, IA monitors and reports on all findings  

including tracking of remediation plan execution on a consistent basis.  

They also document exceptions for findings where the risk is accepted by  

the business with a risk analysis and sign-off from appropriate  

authorized/delegated authorities.

THE TRANSFORM STAGE: PRIORITIZATION  
AND CONTROL 

The Transform stage is reached when IA joins their business and IT audit 

universes by mapping business and IT assets together to paint a consolidated 

view of the organization. IA includes both business and IT assets in their audit 

universe risk assessment and prioritization of audits. IT Audit may still  

evaluate IT entities separately, but a higher degree of coordination on  

integrated audits occurs.

IA’s quality assurance process drives improvement recommendations. IA acts 

on these by making improvements to the IA department or processes based 

on survey results.

IA consistently tracks and drives resolution to findings and remediation plans. 

In addition, IA documents and tracks necessary policy changes resulting from 

issues arising from control testing and assessments, and they periodically 

review and reaffirm all exceptions.

Operational 
processes have 
evolved into a 

steady state and 
are now  

effective, 
repeatable and 

sustainable.

MANAGED

Transformative 
initiatives are 

executed to 
build a better 

connection 
between risk 
management 
and business.

TRANSFORM



WHITE PAPER

6

THE ADVANTAGED STAGE: OPTIMIZED FOR  
RISK MANAGEMENT 

In the Advantaged stage of maturity, IA has fully coordinated and mapped 

business and IT asset information and cross references the information to 

auditable entities, including processes, systems, locations and topics, to give 

IA a robust, integrated and up-to-date view of the organization.

IA aligns their audit entity risk assessments with management’s operational 

or enterprise view of risk to ensure the highest risks are audited and  

mitigated. IA also incorporates more dynamic/real time risk and compliance 

metrics into annual and ongoing audit planning activities to drive audit work 

in the most impactful areas.

IA also plans their audits with consideration of assurance work done by other 

compliance groups to “divide and conquer.” They also coordinate the  

documentation, tracking and follow up of findings and remediation plans  

with all other risk and assurance groups.

IA uses findings and policy exceptions as risk-driven sources for future testing 

or control validation purposes. They reconcile findings to policies, standards 

and procedures to identify and address underlying systemic issues.

MATURITY MODEL CROSSOVER 

IA serves as the third line of defense in a company’s risk and control  

environment, supporting management who acts as the first line of defense.  

IA has a vested interest in management taking an active role in treating risks 

and strengthening the control environment as part of their daily operating  

procedures. IA also needs to be able to rely on the risk and assurance groups 

as the second line of defense.

Processes are 
optimized and 

balanced by  
business  

context and risk 
priorities.

ADVANTAGED
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Together, all three lines of defense should work together to align approaches 

in order to mitigate risks and strengthen controls. As such, other Maturity 

Models that apply to IA are Operational Risk Management and Regulatory 

and Corporate Compliance. Key risks most organizations today face involve 

Business Resiliency, IT Security Risk Management and Third Party  

Governance, making these Maturity Models applicable as well.

CONCLUSION 

IA has a tremendous endeavor in trying to create audit plans that will  

satisfy regulators, keeping a finger on the pulse of the ever-increasing risks 

the organization faces, and evaluating control environments across the  

company while being a strategic partner to management. IA cannot  

accomplish all of this without partnering with management, external  

partners, other risk and assurance groups, and external partners toward  

common objectives. The Maturity Model stages described in this white  

paper provides IA with guidelines and an approach to not only mature as  

an IA function, but to also increase the aptitude and ability of other groups  

to manage the challenges facing organizations today. 

ABOUT THE RSA ARCHER MATURITY  
MODEL SERIES 

RSA Archer’s vision is to help organizations transform compliance, manage 

risk and exploit opportunity with Risk Intelligence made possible via an  

integrated, coordinated GRC program. The RSA Archer Maturity Model  

white paper series outlines multiple segments of risk management that  

organizations must address to transform their GRC programs.

ABOUT RSA 

RSA’s Intelligence Driven Security solutions help organizations reduce the 

risks of operating in a digital world. Through visibility, analysis, and action, 

RSA solutions give customers the ability to detect, investigate and respond to 

advanced threats; confirm and manage identities; and ultimately, prevent IP 

theft, fraud and cybercrime. For more information on RSA, please visit rsa.com.
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