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Purpose of this Document 
Security incident management has been a staple of fundamental risk and security practices for 
many years. However, the requirement for more advanced operational incident handling is 
becoming more prevalent in today’s information centric business world. The strategic value of 
an information security function that can detect, respond, and protect company assets 
effectively and efficiently is critical to that organization’s success. A fundamental starting point in 
building advanced security operations is the capability of the organization to identify, investigate, 
and resolve security incidents. Before an organization can truly get in front of the risks and 
threats to their infrastructure, it first must manage the most pressing and immediate issues. 
Security incident management is the process within security operations that first must be tackled 
before more sophisticated capabilities can be achieved. 

RSA Archer Incident Management is one of the core technological enablers for this process. 
Bringing structure and form to the response process, the RSA Archer eGRC solution provides 
not only a method to centralize and consolidate incident management activities, but also a full 
case management system to manage investigations. Often, incidents are documented using a 
variety of techniques. Incident Management provides a standard template to capture incident 
details and a workflow function to manage the response team. 

This guide supports the implementation of the RSA Archer Incident Management solution. It 
provides a framework for the establishment of a baseline response team using the standard 
features of the solution and further integration into security event and information management 
systems. Security incident management is a well known topic and is the focus of many other 
documents from other sources. This document is not meant to be a complete guide to 
establishing a Computer Emergency Response Team (CERT), but rather a supplement and 
guide to the Incident Management solution. 

This guide also explores the RSA Security Incident Management Solution – not to be confused 
with the RSA Archer Incident Management solution. The broader RSA Security Incident 
Management Solution includes not only the RSA Archer eGRC solutions but also the RSA 
enVision product for security event management. This guide focuses on only the RSA Archer 
Incident Management portion of that solution with regards to the Incident Events application, 
which is an “add-on” component to the RSA Archer solution that enables integration to the 
envision platform. 

Assumptions 
The tasks outlined in the implementation methodology include the following assumptions: 

 Further guidance on the establishment of a CERT team should be used when instituting 
a security response process. Guidance, such as NIST 800-61 or other sources, provide 
much information on the overall creation of a CERT capability. 

 The project is part of an overall RSA Archer implementation, the final outcome of which 
is the deployment of the RSA Archer Incident Management solution. 

 Team members are trained and experienced on the RSA Archer eGRC Platform 
functionality and scope. 

 Due to the varied nature of business requirements, configuration and changes to the 
basic structure and functions within the applications are defined using RSA's typical 
“design/build/deploy” methodology. This methodology provides guidance for the 
“analyze” phase of the project and focuses more on the structure of the data than 
configuration tasks for the applications. 
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Incident Management Implementation 
RSA Archer Incident Management centralizes and streamlines the complete case management 
lifecycle for cyber and physical incidents and ethics violations. Using the web-based solution, 
you can capture incident reports, evaluate the criticality of an incident, and assign response 
team members based on business impact and regulatory requirements. You also can 
consolidate response procedures, manage investigations end-to-end, and report on trends, 
losses, recovery efforts, and related incidents. Powered by the RSA Archer eGRC Platform, the 
RSA Archer Incident Management solution allows you to effectively manage incidents that occur 
anywhere you do business from detection through analysis and resolution. 

Through RSA Archer Incident Management, you can accomplish the following: 

 Report incidents of any type, including theft, harassment, fraud, violence, bribery, 
corruption, equal opportunity violations, conflicts of interest, phishing, denial-of-service 
attacks, and so on. 

 Integrate incident data from a call center or intrusion detection service through the RSA 
Archer Data Feed Manager. 

 Centralize incident documentation, response procedures, and investigations across your 
enterprise. 

 Access control incident data down to the field level to protect personal identities and the 
integrity of confidential information. 

 Notify responders via e-mail when incidents enter their queue for investigation. 
 Use the RSA Archer eGRC Platform for efficient access to incident data and response 

procedures no matter where personnel are located. 
 Employ automated task management functionality to track response activities. 
 Document legal and law enforcement involvement in the response process and track 

losses and recovery costs. 
 Maintain an incident history and audit trail with the capability to track each version of an 

incident record throughout its lifecycle. 
 Produce rollup reports to track incidents and identify trends, incident similarities, and 

relationships to better understand mitigation and prevention requirements. 
 Understand the relationships of incidents to business units, information assets, facilities, 

vendors, risks, financial loss events, and your business continuity program through 
seamless integration with the full RSA Archer eGRC Suite. 

 

Key Features and Benefits 
Centralized Incident Data and Control Access 
With RSA Archer Incident Management, you can consolidate incident documentation across 
business units and locations. This unified approach supports regulatory compliance for tracking 
and reporting incidents. You also can secure incident data down to the individual field level to 
protect confidential information. The RSA Archer eGRC Platform allows you to limit incident 
access to only those individuals directly involved in the investigation and resolution processes. 
In addition, you can grant senior management access to the level of incident data necessary for 
risk and financial impact analysis. 
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Incidents and Ethics Violations in Real Time Tracking 
RSA Archer Incident Management provides an easy-to-use web interface for reporting incidents 
and ethics violations that occur anywhere you do business. You can use the Archer Data Feed 
Manager to capture incident data from external sources, such as a call center or notification 
service. Additionally, the Incident Management solution supports anonymous incident reporting 
as recommended by the Public Disclosure Act and required by the Sarbanes-Oxley Act. 
Through the system’s interface, you quickly can document the details of an incident, including 
the time of occurrence and initial report, the location of the event, its category, and its severity. If 
you use the RSA Archer Enterprise Management solution to track relationships and 
dependencies within your enterprise hierarchy and infrastructure, you also can relate the 
incident to business units, facilities, and technologies it affects, giving you a holistic view of 
business and human impacts. 

Investigation Process Management 
RSA Archer Incident Management puts you in control of the complete investigation lifecycle. For 
each incident that requires an investigation, you can submit a formal request, noting the 
urgency, location, business unit, and type (e-Discovery, Investigation, or Litigation). You can 
assign an investigation owner, manager, and support staff and auto-notify these individuals 
when assignments enter their queue. To help investigators prioritize their activities, the solution 
allows you to rate incidents by criticality, financial impact, and regulatory significance. 
Additionally, the dynamic workflow prompts investigators for various levels of documentation 
based on the investigation status, and the solution captures evidence through manual entry and 
automated data collection. 

Response Procedures and Document Incident Resolution 
Using RSA Archer Incident Management, you can import your library of response procedures 
and use them in the context of multiple incidents. By linking an incident to one or more response 
procedures, you can track remediation efforts and approvals from a single management 
interface. Also you can document legal and law enforcement involvement, perform loss/recovery 
analysis, and document incident resolution, including causes and corrective actions. 

Status and Impact Monitoring 
You can maintain a detailed incident history and audit trail with the capability to display multiple 
versions of an incident record throughout the incident lifecycle. Through seamless integration 
with the RSA Archer eGRC Suite, you can understand incident impact on your business units, 
facilities, personnel, and technology infrastructure. Additionally, you can track vendor 
involvement in any incident and use that information within the context of your vendor risk 
management program. 

Incident Management Activities Reporting 
Using RSA Archer's reporting capabilities, you can track incidents by type, date, person, 
location, financial impact, and other attributes. You also can construct graphical dashboards that 
provide management with real-time access to current incidents, their resolution status, and key 
metrics, including loss information at the end of an investigation. By relating incidents of the 
same type, you can identify trends and incident relationships, providing the data necessary to 
ensure that appropriate mitigation and remediation strategies are employed.  
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Regulatory Compliance 
RSA Archer Incident Management supports all certification and accreditation processes 
required by sections 3505 and 3544 of the Federal Information Security Management Act, as 
well as the ability to report and manage incidents associated with government facilities and 
systems. RSA Archer also provides a turnkey solution for compliance with the Whistleblower 
requirements of Sarbanes-Oxley sections 301 and 302, including all essential data entry 
interfaces and report generation capabilities. 

 

RSA Security Incident Management: An Integrated Solution 
The RSA Security Incident Management Solution is an integrated set of security tools that 
accelerate the identification, prioritization, investigation, and resolution of security incidents. The 
solution includes the RSA enVision product, our industry leading Security Incident and Event 
Management (SIEM) platform, for collecting and analyzing log and event data to quickly identify 
high-priority security incidents as they occur. Once the critical events within the infrastructure 
are identified, RSA Archer Incident Management then enables the security function to manage 
the complete investigation and resolution of the incident  

A seamless integration between the two products allows security analysts to use event data 
from the RSA enVision platform and the information from the RSA Archer eGRC Platform to add 
business context to the incident for quicker prioritization. The end result is the efficient and 
effective investigation and remediation of the security incident. 

The blend of a SIEM infrastructure and an enterprise Governance, Risk and Compliance 
(eGRC) platform is an unprecedented solution in the market. Unlike other eGRC vendors, the 
solution brings real-time event data into the key risk and compliance process of security incident 
management. Combining the business information within the eGRC platform with the event data 
in the SIEM infrastructure brings extraordinary dimension to the log and system data. Finally, 
the empirical data provided by the security incident management process greatly improves the 
overall view of the compliance and security risks in the organization. 

The RSA enVision Platform 
With the RSA envision platform, your security operations team has a true SIEM solution for 
addressing their network security management challenges. Security and IT administrators can 
interrogate the full volume of stored data through an intuitive dashboard. Advanced analytical 
software turns unstructured raw data into valuable business information, giving administrators 
actionable insights to help simplify compliance, enhance security, and optimize IT and security 
operations. 

Administrators can automatically collect log data about their network and security infrastructure, 
as well as file, application, and user activity, helping to simplify the event management process. 
Over 1400 reports and policies are included and tailored to today's specific compliance 
requirements and industry regulations. The RSA enVision platform stores all log data without 
filtration or normalization and protects it from tampering, providing a verifiably authentic source 
of archived data. 

With real-time security event alerts, monitoring, and drill-down forensic functionality, the RSA 
enVision platform gives administrators a clear view and understanding of the threats and risks to 
the infrastructure and applications so they can take more effective actions to mitigate those 
risks. IT support staff can use the enVision platform to track and manage activity logs for 
servers, networking equipment, and storage platforms, as well as monitor network assets and 
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the availability and status of users, hardware, and business applications. The enVision platform 
provides an intelligent forensic tool for troubleshooting infrastructure problems and protecting 
infrastructure resources, providing granular visibility into specific behaviors by end-users to 
more efficiently and effectively manage your business critical resources and security and 
operations teams. 

RSA Archer Incident Management 
RSA Archer Incident Management streamlines the complete case management lifecycle for 
security incidents. You can document security incidents, evaluate incident criticality, and assign 
response team members based on business impact and regulatory requirements. You also can 
consolidate response procedures and manage security investigations. 

With the robust reporting engine, you can report on trends, losses, recovery efforts, and related 
issues. Using RSA Archer Incident Management, you effectively can handle security incidents 
that occur anywhere you do business from detection through analysis and resolution. You can 
limit access to incident data to only those individuals directly involved in investigation, 
resolution, and analysis. Advanced features such as automated e-mail notifications and 
workflow support a robust process that can meet any organization’s security incident response 
needs. 

The solution also allows management to improve risk management abilities by delivering a 
detailed incident history and audit trail. Dashboards and reports provide management with the 
insight into the actual risks and threats within the operations to make informed business 
decisions. Historical data can illustrate how incidents impact your business units, facilities, 
personnel, technology infrastructure, and vendor relationships. 

RSA Archer eGRC Platform 
Underpinning this entire process is the RSA Archer eGRC Platform.  Security incident 
management requires business information to correctly prioritize and manage the risk 
associated with each incident.  Information such as the relationship of business processes and 
the devices impacted by the incident provide the context around the incident to make the right 
decisions.  The Platform includes a complete Enterprise Management module to document 
company assets – from individual devices up to business products and services.  This catalog of 
assets clarifies the true impact of any security incident by giving real business context to the 
incident analysis process. 

The following graphic depicts the RSA Security Incident Management Solution in action. 

© 2011 EMC Corporation. All Rights Reserved 





    
 

 

 

 
Solution Structure 
Chapter 3 

 

 
 9© 2011 EMC Corporation. All Rights Reserved 



 
 

Solution Diagram 
RSA Archer Incident Management applications and associated applications are depicted in the 
following diagram. The Incident Events application, as part of the RSA Security Incident 
Management Solution, is depicted as well. This application is not part of the out-of-the-box 
solution, but is available as an on-demand application and is discussed in this chapter. 

The following is the RSA Archer Incident Management solution diagram. 

 
This guide is focused on the following four applications: 

 Incidents  
 Investigations 
 Response Procedures 
 Incident Events 
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Incidents 
The Incidents application is the main hub of the solution. The Incidents application provides the 
ability to report and manage incidents. An incident record enables you to track summary 
information, assign investigators, and track legal involvement and record information about the 
data, loss, recovery, and results of the incident. Reports and evidence can be logged as 
attachments within the incident record, and related incidents can be identified for trend analysis. 

Through the Incidents application, you can do the following: 

 Consolidate incident documentation across business units and locations. 
 Track how incidents impact your business units, facilities, personnel, and vendor 

relationships. 
 Limit access to incident data to only those individuals directly involved in investigation, 

resolution, and analysis. 
 Maintain a detailed incident history and audit trail with the capability to display multiple 

versions of a record throughout the incident lifecycle. 

The Incident application contains several sections to document the Incident. This document 
covers each section in more detail in Chapter 5, ”Incidents and Investigations.” 

 

Investigations 
With the Investigations application, you can report and manage investigations of one or more 
incidents or ethics violations. You also can report on investigations by business unit, status, 
urgency, location, and many other criteria. 

Through the Investigations application, you can do the following: 

 Submit requests for incident investigations, noting the urgency, location, and type (e-
Discovery, Investigation, Litigation, or other). 

 Assign the investigation owner, manager, and support staff and auto-notify them when 
assignments enter their queue. 

 Record evidence and attach supporting documentation. 
 Maintain a detailed investigation history and audit trail with the capability to display 

multiple versions of a record throughout the investigation lifecycle. 

 

Response Procedures 
The Response Procedures application stores all procedures that must be implemented as 
incidents occur. Procedures are categorized by the type of incident (for example, Denial of 
Service and Phishing Attack.) and can be related to multiple incidents. This application can 
store the basic triage procedures that should be used based on the type of incident. 

Through the Response Procedures application, you can do the following: 

 Define specific procedures for incident responders to follow, ensuring process 
consistency. 

 Attach supporting documentation. 
 Monitor the implementation status of response procedures in the context of specific 

incidents. 
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Incident Events 
The Incident Events application is an on-demand application that can be added to RSA Archer 
Incident Management for storing event data coming from the RSA envision platform, the 
security event and information management product. The application includes the actual data 
generated by IT platforms and collected by the RSA envision platform. The data can used to 
support IT security incidents and can be a valuable tool for documenting IT issues. 

 

Dashboards and Reporting 
The RSA Archer Incident Management solution includes many reports within the individual 
applications. The primary workspace for the solution contains three main dashboards for 
different roles in the Incident Management process. For a complete list of reports in the solution, 
see Appendix A, “Pre-Configured Reports.” 

The first dashboard is built for executive level summaries with management views and reports. 
The dashboard gives quick access to the highlights of the response program. 

The following is an example of the Incident Management dashboard. 

 
A second dashboard focuses on the Incident Investigators. The dashboard provides quick 
access to the data pertinent to an individual investigator. 
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The following is an example of the Incident Investigator dashboard. 

 
The final dashboard in the solution is designed as a reporting portal for basic end users. This 
dashboard can be used for employees to report and track their own incidents.  

The following is an example of the Incident Reporting dashboard. 
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Security Incident Management Team 
As a baseline for the solution, the following information is provided as guidance on the overall 
security incident management process. This is not meant to be a complete guide to establishing 
a CERT capability, but sets the stage for the solution implementation in the next chapter. 

Sample Roles 
The Security Incident Response process begins with the establishing of a team to manage any 
security incidents within the organization. Companies have many different structures and 
organizational elements that can comprise the incident team. The following example roles are 
taken from the RSA Archer eGRC Control Standards Library. As part of the RSA Archer Incident 
Management implementation, these types of roles should be identified if the company has not 
already established the team. 

Leader. Responsible for the following tasks: 

 Coordinating incident response efforts. 
 Acting as a point of contact for team. 
 Acting as liaison between incident response team and management, legal and law 

enforcement; and delegating and organizing efforts. 
A CERT leader is identified for every Computer Incident Response Team. 

Technical computer incident team members. Responsible for performing technical analysis 
and support, and performing technical tasks related to security incidents. This includes the 
following tasks: 

 Analyzing all logs. 
 Collecting technical information. 
 Interpreting technical incident. 
 Gathering technical evidence. 
 Coordinating technical efforts with system administrators. 
 Coordinating recovery efforts. 

Management representative. Responsible for the following tasks: 

 Providing management support and guidance in response efforts. 
 Directing or authorizing funding for incident response and recovery efforts. 
 Determining appropriate time to contact law enforcement or continue the investigation. 
 Communicating incident information to other management. 

Incident librarian. Responsible for recording, documenting, and organizing information from 
the incident including all intrusion activity and all response activity. The librarian is also 
responsible for the following tasks:  

 Communicating documentation methods to all system administrators for consistency. 
 Documenting time spent on intrusion along with any monetary losses, for example, loss 

due to man-hours should be calculated for all incidents. 
 Coordinating collection of system logs, records, and so on with person responsible for 

securing evidence. 
 Maintaining summary reports of all incidents for historical documentation.  

Business analyst. Key business unit leaders or analysts should be identified to assist with Red 
level incidents. Red level or emergency situations involve high risks to company assets. If a 
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threat, or potential threat, has been identified to specific systems, data, or processes, a 
business analyst should be consulted to assist in quantifying the risk in business terms.  
Legal counsel. A representative of the Legal Department should be identified to assist in 
computer-related incidents. This legal analyst should be familiar with local, state, and federal 
computer crime statutes, electronic evidence standards, investigative procedures, and civil and 
criminal litigation processes. 
Information systems department personnel. System administrators, database administrators, 
network administrators, and/or end-users who are included in the investigation of an incident for 
any reason should follow the procedures as directed by the Security Organization. These 
individuals should not divulge any information regarding the incident to anyone outside the 
immediate investigation team. This explicitly prohibits divulging any information regarding an 
incident investigation to both internal employees and external unauthorized personnel. 

Incident/Investigation Application Roles 
In the RSA Archer Incident Management solution, the following are specific roles (fields) within 
the Incident and Investigations applications. These fields may correspond to different members 
of the incident team depending on the actual nature of the incident. As part of the 
implementation process, the process to designate these roles should be addressed. 
Additionally, if the previously identified roles are required, additional fields can be added to the 
applications to capture the individuals in each of the roles. 

For incidents, the following roles are captured for each incident: 

 Incident Owner. Can be used to document the management representative or CERT 
leader who is responsible for the overall incident response. 

 Incident Manager. Can be used to document the technical lead or lead incident 
response member who is tactically responding to the incident. 

In addition, “individuals involved” can also be documented. These individuals can include the 
following: 

 Reporting party 
 Suspect 
 Witness 
 Victim 
 Other 

 

For investigations, the following roles are captured for each investigation: 

 Requester. Can be used to document the person requesting the investigation. 
 Investigation Owner. Can be used to document the management representative or 

investigation leader who is responsible for the overall investigation. 
 Investigation Manager. Can be used to document the technical lead or lead 

investigator who is managing the actual investigation processes. 
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Incident Management Solution Workflow 
Incident Reporting and Analysis 
Companies have many different processes when reporting incidents. The important point is that 
the company issue a policy regarding the reporting of security incidents. The following are 
examples of security incidents that should be reported: 

 Computer Fraud. Computer-related crime, such as improper manipulation of input data, 
output results, application programs, data files, computer operations, communications 
computer hardware, system software, and theft of service.  

 Malicious Code. A general name for programs intended to cause harm or otherwise 
defeat security measures. Examples include logic bombs, trap doors, Trojan Horses, 
worms, and viruses.  

 Network Penetration. The attempted or successful act of bypassing the security 
mechanisms of a system without approval.  

 Spamming. The mailing of e-mail messages to a large number of recipients without any 
business reason for the communication. Business advertisements, political petitions, 
chain letters, and virus hoaxes are some the more common forms of spamming.  

 PC Theft. Loss of any computer equipment that contains information or data labeled as 
Confidential or Restricted. 

 Personal Data Breach. Loss of any personal data of employees, customers, and 
partners that the company holds.  

Once incidents have been reported to the appropriate parties, the incident can be escalated for 
investigation. Security incidents investigated by the response team should be determined by the 
severity of the incident and identified by the levels defined by this policy. Investigative methods 
and procedures should be used based upon the alert level. Examples of incident levels include 
the following: 

 Critical. A critical incident is an event that is an immediate, serious threat, such as an 
act of violence or massive system attack. 

 High. A high-priority incident is, or could become, a serious and immediate threat to any 
important business assets and requires immediate attention and action.  

 Medium. A medium-priority incident is an event that is, or could become, a future threat, 
but which has not been determined as serious enough as of that time. Hence, it may or 
may not require an immediate response depending on the incident.  

 Low. A low priority incident is an event that is, or could become, a minor annoyance or 
threat; or which has been determined to be a non-threat resulting from either authorized 
or unauthorized network activity. These incidents can be informational in nature or can 
be acted upon at a later time. 

RSA Archer Incident Management has pre-defined Category and Priority fields to capture these 
types of attributes of the incidents. 
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Solution Process 
The following depicts the basic workflow of the RSA Archer Incident Management solution. 

Response 
Procedures

Investigations

Incidents

Incident
Events

An Incident is reported 
and documented in the 
Incidents Appllcation.

Incident is 
assigned.

Based on the type of Incident, the 
Response Procedures are executed for 

immediate triage and/or closure.

If the Incident warrants 
a larger investigation, 

an Investigation is 
requested.

The Investigation is 
conducted and 

resolved.

IT Events trigger an 
Alert in enVision.

The RSA Connector 
framework creates 

an Incident in 
Archer and 

associates the event 
data to the incident.
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Process Diagrams 
Incident Application Process Flow 
The following diagram outlines the workflow for the Incident application. 

 

 
20  © 2011 EMC Corporation. All Rights Reserved 



    
 

 
 

Ethics Violations Process 
The following diagram depicts the workflow for the Ethics Violations application. 
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Incidents 
The Incidents application is split into the following four major sections: 

 Event Information. The basic initial documentation of the incident. 
 General information. Location, Assignment, Response Procedure tracking, Cost 

Analysis, Data Information, Individuals Involved, and Responder Hours (effort) tracking. 
 Related Mappings. Associating the incident to other RSA Archer data entities, including 

Investigations, other related Incidents, Loss Events, Business Continuity Plans, and 
Risks. 

 Resolution. Documentation of the final disposition of the incident. 

Each Incident goes through the following basic response process: 

1. Initial Reporting (status = New). Event information is captured and documented. 

2. Assignment (status = Assigned). Incident owner and manager is assigned to the 
incident. 

3. Response (status = In Progress or On Hold). Incident is being investigated by the 
incident manager. 

4. Resolution (status = Closed). Incident is resolved or addressed. 

Initial Reporting 
The first phase of the incident is Initial Reporting. The incident is documented and the initial 
information is captured in the Event Information section.  

The following screen shot shows the Event Information section. 

 
This is the basic description of the event, date/time stamp, prioritization, and categorization of 
the incident. Additionally, the incident can be cross referenced to Business units and/or Vendors 
associated with the Incident. 
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If the Incident requires specific location information, the Location can be documented along with 
a cross reference to a Facility. 

The following screen shot shows the Location Information section. 

 

Assignment 
The Assignment process includes identifying the incident manager and incident owner. The 
assignment process defines the access to the record via these Record Permissions fields, as 
well as sets up notifications for the owner. 

The following screen shot shows the Assignment section. 

 
The incident owner and incident manager are record permissions fields and allow the users to 
access the Incident record. The incident owner and incident manager have update permissions 
to the record, allowing them full access to input data. Additional access permissions can be 
granted using the Additional Access field. Users in the Additional Access field are given Update 
permissions. 

The Notify Incident Owner options indicate whether or not the incident owner should be notified 
on changes to the record. In some instances, it may not be necessary to notify the incident 
owner if the incident is minor. 

Response 
The Response phase of the incident can involve several activities. This includes the basic triage 
of the incident, tracking response procedures, documenting the incident response process, and 
mapping the incident to other data entities within the system. 

Response Procedures 
Response procedures are documented in the Response Procedure application. This allows the 
company to define specific procedures to be followed based on the Incident category. A 
response procedure can be associated with multiple types of incidents. 
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The following screen shot show the Response Procedures application. 

 
In the Incident application, a CAST field tracks the status of the individual procedures for each 
Incident. When the incident is categorized (using the Category field), the CAST field on the 
incident record associates each response procedure tied to the category to the incident. For 
example, in the Response Procedure in the preceding screen shot, all incidents categories as 
Fraud/Other, IT/Electronic Theft, and Physical/Theft would have the response procedure applied 
to it via the CAST field. 

The following screen shot shows the Response Procedure CAST field on the incident record. 

 
The user can then update the status of each response procedure. As the incident is managed, 
the status of the response procedure for that specific incident can be tracked. 

The following screen shot shows the tracking of the status of the response procedures. 
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Legal Involvement 
In the case that the incident requires law enforcement involvement, the details can be 
documented in the Legal Involvement section. 

The following screen shot shows the Legal Involvement section. 

 
 

Cost Analysis 
The Cost Analysis section allows the incident manager to document the financial costs 
associated with the incident. Note that the Total Hours field is a calculated field based on the 
Responder Hours entered. 

The following screen shot shows the Cost Analysis section. 

 
 

Data Information 
The Data Information section allows the incident manager to document the type of information 
involved in the incident, as well as identify if the data is encrypted or involved customer 
(personal) information. Additionally, a cross reference to the Information Asset application in 
Enterprise Management is included to associate cataloged company information assets to 
incidents. 

The following screen shot shows the Data Information section. 
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Individuals Involved 
The Individuals Involved is a sub-form that allows for multiple persons to be associated to the 
incident. The sub-form has the basic information to document the person’s involvement and role 
in the incident. Several types of roles are pre-defined and more can be added if necessary. 

The following screen shot shows the Individuals Involved sub-form. 

 
 

Hours Entry 
The Hours Entry sub-form allows the Incident Manager to track the hours associated with 
investigating the incident. 

The following screen shot show the Hours Entry sub-form. 

 
 

Mapping to other Archer Data 
As with all RSA Archer eGRC Solutions, cross referencing across applications is a core benefit 
and function of the RSA Archer eGRC Platform. The Related Mappings section of the incident 
record allows the Incident Manager to cross reference the incident to many different other data 
entities. 
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The following cross references are included in the Mapping tab: 

 Investigations. If the incident results in a larger scale investigation, the incident can be 
cross referenced to the Investigation application. 

 Related Incidents. If the incident is related to other incident records, the record can be 
cross referenced to other incidents. 

 Loss Events. Many times, incidents can result in financial losses. The Loss Events 
application is part of the RSA Archer Risk Management solution and documents details 
of specific losses. The incident can be cross referenced to the Loss Event application 
where the financial losses can be documented in great detail and contribute to the 
overall risk management program. 

 Business Continuity Plans. In the event that the incident leads to the initiation of a 
Business Continuity Plan (BCP), a cross reference can be created to the BCP 
documented in RSA Archer Business Continuity Management. 

 Risks. In RSA Archer Risk Management, a Risk Register catalogs the enterprise or 
major strategic or operational risks that the company is tracking. Associating specific 
incidents to those risks can greatly improve overall risk reporting and is a crucial input 
into the Risk Management program. 

The following screen shot shows the Related Mapping tab. 

 

Resolution 
The final stage of the Incident process is the documenting of the resolution. Within the incident 
record, the final disposition of the incident can be documented. In addition, an incident report 
document can be attached if necessary. 
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The following screen shot shows the Incident Results tab. 

 
 

Investigations 
The Investigations application is split into two major sections: 

 Investigation Information. The basic documentation of the investigation. 
 Evidence/Evidence Tracking. Cataloging and tracking the evidence gathered during 

the investigation. 

Investigation Information  
The information on the investigation includes basic information, such as start date, end date, 
requestor information, and descriptions. Additionally, the investigation can be cross referenced 
to Business Units and Incidents or Ethics Violations that initiated the investigation. If the 
investigation is initiated outside of an actual incident, these cross references may not apply. 
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The following screen shot shows the Investigation Information page. 

 
Investigations, like Incidents, has an Investigation Owner and Investigation Manager fields. 
These fields are record permissions fields allowing access to the record. Additional access can 
be granted similar to the Incidents application. 

 

Evidence and Evidence Tracking 

Evidence Sub-form 
The Evidence sub-form is used to document the collection and storage of evidence. Electronic 
records such as documents, screenshots, logs, or other files can be stored if necessary. There 
are multiple evidence types that can be documented along with the method of collection. 
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The following screen shot shows the Evidence sub-form. 

 

Evidence Tracking 
The Evidence Tracking sub-form can track the chain of custody for evidence transfer. When a 
piece of evidence is transferred or checked out, the sub form can be used to track the details of 
that transaction. The sub form is designed to simulate an evidence receipt and can be printed 
out to track the evidence custody. 

The following screen shot shows the Evidence Tracking Log section. 
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Overview 
The RSA Security Incident Management Solution is a set of tools that accelerates the 
identification, prioritization, investigation, and resolution of security incidents. The solution 
integrates SIEM and eGRC infrastructures into one comprehensive, end-to-end business 
process. 

Using the RSA Security Incident Management Solution, you can do the following: 

 Collect security-relevant events across your entire infrastructure. 
 Prioritize incidents based upon business context. 
 Manage incidents and investigations. 
 Report on your security and compliance posture. 

The RSA Security Incident Management Solution uses RSA enVision platform to analyze log 
and event data to quickly identify high-priority security incidents as they occur. The solution 
uses the RSA Archer eGRC Platform to add business context to the incident, which helps set 
priorities, investigate, and remediate incidents more efficiently. In addition, the solution 
incorporates the RSA Connector Framework, which provides plug-and-play integration between 
the enVision platform and the eGRC Platform in order to allow a full incident identification and 
management solution. 

The Incident Events application is the on-demand application that can be added to the RSA 
Security Incident Management Solution to store system events collected by the RSA enVision 
platform. These system events provide the detailed data generated in the logs by systems 
related to the incident. The RSA Connector Framework pulls this data into the RSA Archer 
eGRC Platform application. For more information on the implementation of this solution, please 
refer to the RSA Security Incident Management Solution documentation available on RSA 
Secure Care Online (SCOL). 

 
Solution Overview 
The RSA Security Incident Mangement Solution was introduced in the first section of this 
document. The solution is a blend of the RSA Archer Incident Management solution and the 
RSA enVision SEIM product. A purpose built integration layer – the RSA Connector Framework 
– is also included to provide data integration capabilities between the two products. 
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The following illustrates the RSA Security Incident Management Solution architecture: 

 
For purposes of this guide, only the Incident Events application is outlined in detail. The features 
and functions within the Incidents and Investgations applications, as well as the applications in 
the RSA Archer Enterprise Management solution, remain consistent with the default installation. 
The Incident Events application, as an on-demand addition, allows data from the RSA enVision 
platform to be captured in the RSA Archer eGRC Platform. 

 
Application Layout 
The layout is configured into the following sections: 

 Incident. The grid display for the related incident record provides the information on the 
related incident record. 

 Event Information. This section includes the information on the source of the event 
including the timestamp from the event, the RSA enVision Correlation rule, and view and 
device information. 

 Event Details. This section includes the detailed information from the event. The main 
data is stored in the Event Payload field, which includes the actual event data. 

 Source and Destination information. For events that have source and destination 
information, this section includes information reported as part of the event data. Source 
and destination devices are cross references to devices in the Device application. If 
there are no matches to the device records, then the section only includes the IP 
address and port of the event as reported by the RSA enVision platform. 

 Packet Information. This section includes more detailed information regarding the 
event data provided by the RSA enVision platform and the cross references to the 
Contacts application. 
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Example Record 
The following screen shots illustrate sample data within the Incident Events application. 

 

Incident and Event Information Sections 
The following screenshot illustrates the cross reference to the Incident record. 

 
Note the ability to click on the Incident ID. This hyperlink navigates the user to the associated 
Incident record. 

The Event Information includes the timestamp for the event and the correlation and view 
information from the RSA EnVision platform. 
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Device Information Section 
The following screen shot illustrates the cross reference to the device record. 

 
Note the ability to click on the Device Name. This hyperlink navigates the user to the associated 
device record. The Criticality Rating in the grid for the device is assigned on the device record in 
the Enterprise Management. The criticality rating can be based on business impact analysis or 
other factors to identify mission critical platforms. This assists in general triage of the event to 
identify events that involve critical servers, devices, and platforms. 

Also note the hyperlinks to the Applications and Business Processes. If the device is associated 
to Applications or Business Processes cataloged in the respective applications in Enterprise 
Management, the user can quickly navigate to these records. This assists in general triage of 
the event to identify events that could disrupt critical applications or business processes. 

Event Details, Source/Destination, and Packet Sections 
The following screenshot illustrates the Event details, Source Device, Destination Device, and 
Packet Information sections. 

 
The main data for the incident event is stored in the Event Payload field. For those incident 
events that include source and destination device information, the cross-reference grids include 
information for those devices. The user can navigate to those individual device records via the 
hyperlink on the Device name.  For events that have username information, a cross reference to 
the Contacts application is populated..
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Overview 
To take an enterprise-wide approach to incident management, the organization must decide on 
organizational structures, internal policy, standard nomenclature, technical infrastructure, and 
an overall strategy. This is not a trivial process given the many business requirements that may 
exist within an organization. The implementation methodology is not meant to tackle these 
broad issues, but does list the tactical tasks that are required to implement the RSA Archer 
Incident Management solution. Therefore, the following tasks are focused on the basic format 
and structure of the implementation. This process includes some solution-based tasks, but the 
majority require collaboration between security management staff and administrators tasked 
with establishing the infrastructure. 

 Key tasks include: 

 Aligning the response organizational structure with the roles in RSA Archer eGRC 
Platform. As outlined in the previous sections, there are several roles – 
Incident/Investigation Owners, Managers, Investigators, and Incident Reporters – that 
are part of the overall solution. If the organization is ‘green field,’ then the process may 
follow the basic roles within the solutions and evolve over time. However, many times 
organizations already have some current state roles within the existing response 
process. The existing team structure may need to be represented in the solution more 
accurately. 

 Defining the Reporting-to-Resolution process. Building a continuum from incident 
identification (either through a manual reporting of an incident, for example, a user 
reporting a virus, or an automated feed, for example, a system event creating an incident 
via the RSA enVision platform) can be a complex process. Many times there are 
decision trees, incident classifications, response procedures, and other components that 
must be defined in addition to just the overall end-to-end process. The RSA Archer 
Incident Management solution is meant to supplement the process and provide the 
infrastructure to enable the process. It is recommended to have a defined process and 
then map the business requirements to the individual elements within the RSA Archer 
eGRC Platform. 

 Build the standard response procedure library. While each incident may ultimately 
require different resolutions, many times types of incidents have common elements. The 
Response Procedure application is designed to help define the basic triage procedures 
for common incidents. Building out a standard response procedure library is a 
recommended practice to ensure proper coverage of incidents. This library can be 
tailored over time, but creating a basic library of response procedures at the beginning of 
the process establishes the process. 

 Implementation of Incident Management Solution. The final step includes an official 
rollout of the solution with training, education, and implementation. This will most likely 
involve detailed training for investigators or response team members, as well as general 
education efforts if the solution is used to report individual events. This process allows 
the business and operations representatives to accept the structure and approach to 
incident management allowing for configuration of the RSA Archer Policy Management 
solution. 
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Phases of Work 
The following table identifies the phases of work. 

Phase Description 
Define Working Group Ownership of the incident process is essential for 

management. This phase identifies the members, 
documents the structure, and establishes the 
meeting schedule of the working group assigned to 
manage the incident process. 
The working group should have the authority or 
delegated power to make decisions on the structure 
of the process. While this structure may be adjusted 
as needed in the future, for the scope of the project, 
the working group makes the final decision on how 
the incident solution is implemented. 

Analyze Existing Process and Content The analysis of the existing processes results in an 
understanding of the immediate business needs, as 
well as future plans for the incident management 
infrastructure. This process should identify the 
tactical requirements (which types of incidents are to 
be migrated to the new solution immediately) and 
strategic requirements (incident/investigation 
processes that would be migrated in the future). 
Along with this process analysis, existing content 
should be identified. If the company has any existing 
response procedures, these should be reviewed to 
determine how to migrate the content to the solution. 
Once the process and content have been analyzed, 
the migration strategy, design recommendations. 
and process translation are presented and finalized. 

Migrate Process and Content In many cases, incident management processes 
may have to be migrated individually. For example, 
migrating the process to handle reported security 
incidents that are handled by a small team of 
investigators is easier than rolling the solution out to 
the entire enterprise for management of a broad 
range of incidents. 

 

Phase 1: Define Working Group 
The objective of phase 1 is to define the working group that will review the Incident 
Management solution during the project and assume maintenance responsibilities once the 
solution is implemented and communicated to end users. This will establish ownership for the 
solution and assist in scheduling the activities of the implementation project. 

Activity 1.1: Define Working Group Structure 
The project sponsor should identify the overall working group structure. The members of the 
group, their responsibilities and time involvement may require organizational commitments. This 
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process should be initiated by the project sponsor at an early stage to ensure appropriate 
allocation of resources.  

Task 1.1.1: Review the Business Objectives with the Project Sponsor 
The project sponsor should be walked through the basic tenets and approach of the RSA Archer 
Incident Management solution. This walkthrough should include discussion of the various 
methods and tasks involved in the solution implementation and process migration.  

Task 1.1.2: Designate Incident Management Ownership 
Depending on the approach taken during process migration, it is necessary to define ownership 
for the implementation plan for each phase, for example, addressing Ethics Violation reporting 
vs. Security Incident reporting. The goal is to build a consistent project plan to migrate existing 
processes into the solution. Some implementations may be more involved than others, so 
having a plan to address the individual processes may be necessary. Ownership of the main 
processes should be assigned at this time, so as the existing processes and content are 
analyzed, there is a consistent progress path. 

Activity 1.2: Obtain Project Sponsor Sign-off 
The documentation should be submitted to the project sponsor and reviewed for completeness 
and accuracy. The project sponsor should provide a sign-off that all documentation meets 
business requirements. 

 

Phase 2: Analyze the Existing Process and Content  
Activity 2.1: Review Existing Incident Process and Structure 

Task 2.1.1: Review Process Structure 
In certain cases, the migration of an existing process may be very straight forward. For 
example, if the current incident process is managed ‘out of band’ via spreadsheets and 
documents, the process data (for example, the information captured for an incident) can be 
gapped against the solution. Additional fields and/or reports can be added to maintain 
consistency to existing processes. 

If the organization has a multi-stage escalation model for incidents, the solution may need to be 
altered to allow for the escalation and decision-tree structure. This requires additional 
configuration of the solution. Process diagrams should be analyzed (or created) to ensure the 
solution represents the process. 

Task 2.1.2: Analyze Response Procedure Content 
Ideally, standard response procedures should be developed for recurring types of events. Even 
documenting the standard steps when triaging an event can be helpful in developing a 
consistent incident response process. 
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For example, an incident involving theft at a location (such as a purse, wallet or personal item) 
may have the following basic Response Procedures: 

1. Notify Policy. 

2. Notify Facility security. 

3. Notify Human Resources. 

4. And so on. 

If the organization does not have these standard response procedures, a project can be initiated 
to just document basic steps for major incident types. Over time, the library grows and becomes 
a valuable part of the incident management process. 

Activity 2.2: Review Analysis 

Task 2.2.1: Conduct the Analysis Workshop(s) 
Multiple workshops may be required to review the analysis of the existing processes and revise 
them based on feedback. These workshops should be conducted using examples from the 
existing incidents and should include a discussion on the strategic direction of the incident 
management infrastructure and long-term goals. 

Task 2.2.4: Capture Results from the Workshops 
Each workshop results in a set of modifications to the analysis document. These results should 
be documented via meeting minutes and distributed to the working group members. 

Task 2.2.5: Obtain Final Sign-Off 
The analysis should be submitted to the project sponsor, who reviews for completeness and 
accuracy. The project sponsor should provide a sign-off that all documentation meets business 
requirements. 

 

Phase 3: Prepare Solution 
Activity 3.1: Adjust Application Structures 
Based on the analysis, the applications within the solution may need to be configured. 
Additional fields, reports, or other elements, such as notifications and data driven events, can be 
added to the applications. 

Activity 3.2: Create Response Procedures 
Response Procedures can be migrated using an import file. This will involve the following: 

 Segmenting the procedures into the Response Procedure format. 
 Mapping Response Procedures to incident categories. 
 Importing the content into the Response Procedure application. 
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Activity 3.3: Add Reporting and Dashboards 
The RSA Archer Incident Management solution comes pre-configured with numerous reports 
and dashboards. Additional reports, including scheduled reports or personalized reports, can be 
added to support the reporting processes. 

 

Phase 4: Conduct Rollout and Training 
Activity 4.1: Train Incident Team 
Train the incident team (investigators and participants) on the processes, applications, roles, 
and reports. 

Activity 4.2: Train End Users 
If the solution is being used by a larger user base to report incidents, such as an IT Help Desk, 
training for this user base is necessary. 
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The following lists the pre-configured reports by application. 

Ethics Violations 
Most Recently Reported Ethics Violations 
Open Reported Ethics Violations by Status 
Recent Ethics violation Cases – United States 
Recently Reported Ethics Violations 
(last 30 days) 

Recently Reported Ethics Violations 
(last 60 days) 
Recently Reported Ethics Violations 
(last 90 days) 
Reported Ethics Violations by Region 
Reported Ethics Violations by Status 

Incidents 
Average Time to Close (Last 7 days) 
Average Time to Close (Last 14 days) 
Average Time to Close (Last 30 days) 
Average Time to Close (Last 60 days) 
Average Time to Close (Last 90 days) 
Average Time to Close (Last 180 days) 
Average Time to Close (Last 365 days) 
Avg Time to Close by Incident Owner 
Avg Time to Close by Priority 
Closed Incidents by Owner (Last 7 days) 
Closed Incidents by Owner (Last 14 days) 
Closed Incidents by Owner (Last 30 days) 
Closed Incidents by Owner (Last 60 days) 
Closed Incidents by Owner (Last 90 days) 
Closed Incidents by Owner (Last 180 days) 
Closed Incidents by Owner (Last 365 days) 
Days to Close (Last 14 Days) 
Days to Close (Last 30 Days) 
Days to Close (Last 60 Days) 
Days to Close (Last 90 Days) 
Days to Close (Last 180 Days) 
Days to Close (Last 365 Days) 
Incidents by Business Unit 
Incidents by Category 
Incidents by Facility 

Incidents by Region 
Incidents by Status 
Incidents by Status – Customer Data Impacted 
Incidents reported by Month 
Incidents reported by Month and Priority (last 
365 days) 
Incidents reported by Quarter 
Incidents reported by Year 
Most Recently Reported Incidents 
My Open Incidents (Work Queue) 
My Submitted Incidents – Closed 
My Submitted Incidents – Open 
Open High Priority Incidents 
Open Incidents by Category and Business Unit 
Open Incidents by Facility and Priority 
Open Incidents by Incident Manager 
Open Incidents by Incident Owner 
Open Incidents by Priority 
Open Incidents by Region 
Recently Reported Incidents (Last 30 Days) 
Recently Reported Incidents (Last 60 Days) 
Recently Reported Incidents (Last 90 Days) 
Resolved Incidents by Amount ($) 
Unassigned Incidents 
Workload Capacity 
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Investigations 
Age of Open Investigations (in Days) 
Average Number of Days Open by Request 
Type 
Closed Investigations by Owner (Last 7 Days) 
Closed Investigations by Owner 
(Last 14 Days) 
Closed Investigations by Owner  
(Last 30 Days) 
Closed Investigations by Owner  
(Last 60 Days) 
Closed Investigations by Owner  
(Last 180 Days) 
Closed Investigations by Owner  
(Last 365 Days) 
Investigations by Overall Status 
Investigations by Request Type and Status 

Most Recently Started Investigations 
My Open Investigations (work queue) 
Number of Cases Open 
Number of Closed Investigations by Month 
Number of Days Open by Investigation 
Number of Investigations by Business Unit 
Number of Open Investigations by Month 
Open High Urgency Investigations 
Open Investigations by Investigation Owner 
Open Investigations by Investigation Manager 
Open Investigations by Urgency 
Recently Started Investigations (Last 30 days) 
Recently Started Investigations (Last 60 Days) 
Recently Stared Investigations (Last 90 Days) 
Unassigned Investigations 

Response Procedures 
Response Procedures list 
Response Procedures by Category 

Response Procedures by Implementation 
Status 
Response Procedures by Priority 
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