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Preface

About This Guide
This guide is for RSA® Archer™ eGRC Suite administrators that need to install
RSA Archer Incident Management 3. It is designed to be used with the
RSA Archer eGRC Platform Administrator Guide portfolio and the RSA Archer
eGRC Platform Packaging Technical Overview Guide.

This guide assumes the reader is knowledgeable about the eGRC industry and the
RSA Archer eGRC Suite.

RSA Archer eGRC Platform Documentation Set
For information about the RSA Archer eGRC Platform 5.2, see the following
documentation:

Guide Description

Administrator Guide Provides administrators with a system overview,
guidelines for navigating, and detailed instructions
for key tasks.

Control Panel Guide Provides administrators with instructions for com-
pleting tasks in the release.

Installation Guide Provides administrators the details of the steps
required to plan for, prepare, install, configure,
grant access to, and test the release.

Migration Notes Provides network system administrators and data-
base administrators information for upgrading from
version 4.x to 5.x, including how to migrate exist-
ing functionality.

Release Notes Provides administrators a detailed listing of new
features, fixed issues, and known issues at the time
of the current release.

Sizing and Performance Guide Provides IT managers with a description of the pos-
sible configurations and outlines the considerations
for sizing and performance when choosing a con-
figuration.
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Guide Description

User Guide Provides end users with guidelines for navigating,
detailed instructions for key tasks, and information
about using communication tools.

Web Services API Reference
Guide

Provides IT managers and programmers a list of the
available web services for programmatically inter-
facing with the release. This guide provides for-
matting guidelines for field results, field inputs,
and search inputs, and provides sample code for
searching, adding and updating users, and updating
assets.

Access the documentation from the Documents page on the RSA Archer
Community at https://community.emc.com/community/connect/grc_
ecosystem/rsa_archer.

RSA Archer Incident Management 3 Documentation Set
For information about the RSA Archer Incident Management solution, see the
following documentation:

Guide Description

Release Notes Introduces RSA Archer Incident Management, lists the doc-
umentation available, and provides information for obtaining sup-
port and service.

Installation Guide Provides administrators with instructions to install the solution.

You can access the RSA Archer Incident Management documentation from the
Documents page on the RSA Archer Exchange at
https://community.emc.com/community/connect/grc_ecosystem/rsa_archer_
exchange.

Support and Service

Customer Support
Information

http://rsa.com/node.aspx?id=1356
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Customer Support
E-mail

archersupport@rsa.com

RSA Archer
Community

https://community.emc.com/community/connect/grc_
ecosystem/rsa_archer

RSA Archer
Exchange

https://community.emc.com/community/connect/grc_
ecosystem/rsa_archer_exchange

The Community enables collaboration among eGRC clients, partners, and product
experts. Members actively share ideas, vote for product enhancements, and discuss
trends that help guide the RSA Archer product roadmap.

The Exchange is an online marketplace dedicated to supporting eGRC initiatives.
The Exchange brings together on-demand applications along with service, content,
and integration providers to fuel the success of RSA Archer clients.
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Chapter 1: RSA Archer Incident Management 3

Introduction
This chapter contains the following sections:

l RSA Archer Incident Management 3

l RSA Archer Incident Management 3 Requirements

l RSA Archer Incident Management 3 Installation Files

l Prepare to Install RSA Archer Incident Management 3

RSA Archer Incident Management 3
The RSA Archer Incident Management 3 solution provides a complete case
management system for reporting and categorizing cyber and physical incidents,
determining appropriate response procedures, and managing the investigation
lifecycle.

The solution allows you to evaluate the criticality of an incident and assign response
team members based on business impact and regulatory requirements. It also
provides a metrics dashboard for tracking and reporting on costs, related incidents,
loss, and recovery.

RSA Archer Incident Management 3 Requirements
The RSA Archer eGRC Suite must meet the following requirements before
installing the RSA Archer Incident Management 3 solution:

l RSA Archer eGRC Platform version 5.2 or later

l Valid license for the RSA Archer Incident Management 3 solution

l User account on the RSA Archer eGRC with administrator rights

l User account on the Archer eGRC Exchange to download the solution files

RSA Archer Incident Management 3 Installation File
The RSA Archer Incident Management 3 solution installation file is RSA Archer
Incident Management 3 Install Package.zip.

8 Chapter 1: RSA Archer Incident Management 3
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Prepare to Install RSA Archer Incident Management 3

Procedure

1. Download the following documentation from the Documents page on the
RSA Archer Community at
https://community.emc.com/community/connect/grc_ecosystem/rsa_archer

l RSA Archer eGRC Platform Administrator Guide portfolio

l RSA Archer eGRC Platform Packaging Technical Overview Guide

l RSA Archer eGRC Platform Control Panel Guide

2. Read and understand the RSA Archer eGRC Platform Packaging Technical
Overview Guide.

3. Obtain the Data Dictionary for the solution by contacting your RSA Archer
Account Representative or calling 1-888-539-EGRC. The Data Dictionary
contains the configuration information for the solution.

Chapter 1: RSA Archer Incident Management 3 9
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Chapter 2: Installing RSA Archer Incident
Management 3

Install RSA Archer Incident Management 3

Procedure

1. Download the Solution Fils from the RSA Archer Exchange

2. Create Groups and Roles

3. Import the Solution Install Package

4. Back Up the Database

5. Perform Advanced Package Mapping

6. Install the Solution Install Package

7. Review the Package Installation Log

8. Reapply the License Key

9. Re-Import the Solution Install Package

10. Perform Post-Install Activities

11. Install RSA Archer Issue Management 3

12. Test the Solution

Download the Solution File from the RSA Archer Exchange

Procedure

Download the RSA Archer Incident Management 3 file from the Applications
Exchange page on the RSA Archer Exchange at
https://community.emc.com/community/connect/grc_ecosystem/rsa_archer_
exchange.

Create Groups and Roles
You must create specific user groups and roles for RSA Archer Incident
Management 3.

Procedure

Create the groups and roles required for RSA Archer Incident Management 3. For
instructions, see "Create an Access Role" and "Create a Group" in the Access
Control section of the RSA Archer eGRC Platform Administrator Guide portfolio.
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See the Data Dictionary for the list of groups and roles needed for RSA Archer
Incident Management 3.

Import the Solution Install Package

Procedure

Import the solution install package RSA Archer Incident Management 3 Install
Package.zip. For instructions, see "Import a Package"in the Packaging section of
the section of the RSA Archer eGRC Platform Administrator Guide portfolio.

Back Up the Database
Once a solution package has been installed, the installation cannot be rolled back
(reversed).

RSA recommends that you create a backup of your database before installing the
new package in case you need to return to a pre-install state.

Important: You must be a database administrator to perform this task.

Procedure

Back up the database according to your company's standards and procedures.

Perform Advanced Package Mapping
Advanced Package Mapping enables you to review and modify how the system IDs
of objects in a package map from the source to the target instance. Using this
feature, you can change the system ID of objects in the target instance to match the
system IDs of objects in the source package.

You must perform advanced package mapping to avoid creating duplicate objects
when installing the latest solution package.

To perform this task, you must be a user with an access role that has rights to install
a package. For information about access roles see "Access Role Overview" in the
Access Control section of the RSA Archer eGRC Platform Administrator Guide
portfolio.

Procedure

Perform advanced package mapping. For information, see "Advanced Package
Mapping" in the RSA Archer eGRC Platform Packaging Technical Overview
Guide.

Chapter 2: Installing RSA Archer Incident Management 3 11
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Install the Solution Install Package

Procedure

1. For each application, questionnaire and sub-form, determine if you want to keep
any of your current configurations or if you want to override the existing
configuration. This determines the install method and layout option that you
select for each application, questionnaire and sub-form.

2. Install the solution install package RSA Archer Incident Management 3
Install Package.zip. For instructions, see "Install a Package" in the Packaging
section of the RSA Archer eGRC Platform Administrator Guide portfolio.

During the install, you can select specific options for each application,
questionnaire and sub-form.

l Create New Only. Only creates new objects that do not currently
exist in the instance. Does not update existing objects.

l Create New and Update. Creates new objects and updates
existing objects that match objects in the package.

l Override Layout. Replaces the existing layout with the layout in
the package. Moves fields that were previously on the layout that
are not on the package layout to the Available Fields list.

l Do Not Override Layout. No changes are made to the existing
layout.

Make sure that you select all applications and questionnaires for
installation. The system only selects new applications by default so
you must select all the other applications and questionnaires as
needed.

For additional information on Packager and how packages install, see
"Install Package" in the RSA Archer eGRC Platform Packaging
Technical Overview guide.

3. If you selected Create New Only for the Install Method field in step 2,
manually update any existing items that you want to change. See the Data
Dictionary for field information.
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Review the Package Installation Log

Procedure

Review the Package Installation Log to determine if you need to take specific
action to resolve issues. For more information on the log messages, see "Package
Installation Log Messages" in the Packaging section of the RSA Archer
eGRC Platform Administrator Guide portfolio.

For example, you may need to install specific dependent solutions or applications.
For information on the dependencies for each solution, see Solution Dependencies.

For additional examples and remediation information for common Package
Installation Log messages, see Packager Installation Log Message Examples.

Reapply the License Key

Note: If you only updated existing applications or questionnaires, and did not install
new applications or questionnaires, you do not need to perform this task.

The administrator (a web or database administrator) on the server on which the
Archer Control Panel resides must reapply the license key in the Archer Control
Panel after the application package is imported in order for the new applications
and questionnaires to be available for use.

Procedure

Reapply the license key. For instructions, see "Update a License Key" in the RSA
Archer eGRC Platform Control Panel Help and the RSA Archer eGRC Platform
Control Panel Guide. The instructions are the same in both locations.

Re-Import the Solution Install Package

Note: If you only updated existing applications or questionnaires, and did not install
new applications or questionnaires, you do not need to perform this task.

Procedure

Re-import the solution install package RSA Archer Incident Management 3
Install Package.zip. For instructions, see "Import a Package"in the Packaging
section of the RSA Archer eGRC Platform Administrator Guide portfolio.

Chapter 2: Installing RSA Archer Incident Management 3 13
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Perform Post-Install Activities
The package installation does not update some attributes of objects, or delete
obsolete objects that are not included in the current solution. For complete
information, see "Packaging Rules" in the Packaging section of the RSA Archer
eGRC Platform Administrator Guide portfolio.

RSA recommends that you compare the objects in your database with the
information in the Data Dictionary to determine which objects are obsolete or have
been updated.

See the RSA Archer eGRC Platform Packaging Technical Overview for information
on performing the post-install cleanup tasks.

Procedure

1. Packaging does not delete obsolete objects. RSA recommends that you delete
these objects. If you do not delete these objects, it may affect how the
applications function.

a. If you selected Override Layout during the installation, the Packager
moved old fields off the layout. Delete the old fields.

b. Evaluate DDE pre-existing rules and actions that were not updated through
Packaging to determine if they are still needed. If not, delete the old rules
and actions.

c. Verify the DDE order and update it if necessary.

d. Evaluate pre-existing notifications that Packaging did not update. Delete
obsolete notifications.

2. Validate formulas and calculation order.

a. Packaging logs an error if a formula does not validate. This may be caused
by a formula that references applications or fields that do not exist in the
instance and were not part of the package (for example, fields in
applications that are part of a different core solution). Review those fields to
determine if they are needed. If a field is not needed, delete it or remove it
from the layout. If the field is not deleted, removing the formula prevents
errors from being written in the log files when records are saved.

b. Verify the order of calculations for each application and sub-form in the
solution. For the calculation orders, see the Data Dictionary, for each
individual application or sub-form.

c. Update the order of calculations as needed for each application and sub-
form in the solution.
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Install RSA Archer Issue Management 3
The RSA Archer Issue Management 3 solution is included in the RSA Archer Audit
Management solution, however it is packaged separately. It is available for
download from the Applications Exchange page on the RSA Archer Exchange at
https://community.emc.com/community/connect/grc_ecosystem/rsa_archer_
exchange.

Procedure

Install the RSA Archer Issue Management 3 solution, RSA Archer Issue
Management 3.zip. For instructions, see the RSA Archer Issue Management 3
Installation Guide.

Test the Solution

Procedure

Test RSA Archer Incident Management 3, according to your company's standards
and procedures, to ensure that it works with your existing processes. Some of the
items you may want to include in your testing are:

l Customized objects and fields

l Notifications - ensure that notification are firing

l Calculations - ensure that they are functioning

l Workflows - ensure that they are correct
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Appendix A: Package Installation Log Message
Examples

For more information on the Package Installation Log messages, see "Package
Installation Log Messages" in the Packaging section of the RSA Archer
eGRC Platform Administrator Guide portfolio.

For information on the dependencies for each solution, see Solution Dependencies.

Warning
Message Explanation Remediation

<Object Name>
Alias was
changed from
<Original Alias>
to <New Alias>

This is an informational
warning indicating that the
Alias was updated on the
object. There are two reasons
for an alias in the Target
Instance to have been updated:

l Update was in the Source
Package.

l Alias has to be unique in the
Target Instance. If the alias
already exists in Target,
packaging adds a unique
identifier to the end.

This is only potentially an issue if the change occurs
on a Field that is utilized in a Mail Merge Template
or Data Publication Service. In that scenario, update
the DPS or the mail merge template with the new
alias.

<Field Name> in
the application
<Application
Name> cannot be
changed from a
private field to a
public field.

This is an informational
warning notifying you that
packaging will not change a
private field in the target
instance to a public field.

Change the field to public manually (optional).

Field <Field
Name> could not
be saved due to
inability to
identify the
related module.

This message is seen when a
cross-reference or related record
field could not be created
because the related application
does not exist in the target
instance. This is usually
because it is part of a related
core solution that has not been
updated in the target instance.

1. Install the package for the solution containing the
related application. (You must have a license for
the related application.)

2. Reapply the original package to resolve the
warning.

See Solution Dependencies.

16 Appendix A: Package Installation Log Message Examples



Installation Guide

Warning
Message Explanation Remediation

The calculated
field <Field
Name> in the
application
<Application
Name> cannot be
verified.

The formula in the calculated
field is incorrect. Most often,
this is occurs when the formula
references a field in a related
application and either the field
or the application does not
exist in the target instance. This
may be because the application
is in a related core solution that
has not been updated.

1. Install the package for the solution containing the
related application. (You must have a license for
the related application.)

2. Reapply the original package to resolve the
warning.

See Solution Dependencies.

Field <Field
Name> was not
found and
removed from a
collection.

This warning may be seen on
Inherited Record Permission
fields, cross-reference/related rec-
ord fields (record lookup and
grid display), or as a display
field in a report. The warning
means that the field could not
be found in the target instance
and was not included in the
package. This is usually
because it is part of an appli-
cation in a related core solution
that has not been updated in
the target instance.

1. Install the package for the solution containing the
related application (to obtain the missing field).
(You must have a license for the related
application.)

2. Reapply the original package to resolve the
warning.

See Solution Dependencies.

Note: If you do not have a license for the related
application, you may ignore this messages, and the
field will remain omitted from the object.
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Appendix B: Solution Dependencies
To complete the RSA Archer Incident Management 3 installation, you may need to
install specific dependent solutions or applications.

This section includes the dependencies for RSA Archer Incident Management 3.

RSA Archer Incident Management 3

Contacts Application

Related Application Related Solutions

Business Unit Enterprise Management

Company Enterprise Management

Vendor Profile Vendor Management

Devices Enterprise Management

Applications Enterprise Management

Products and Services Enterprise Management

Business Processes Enterprise Management

Facilities Enterprise Management

Recovery Procedures Business Continuity Management

Disaster Recovery Plans Business Continuity Management

Business Impact Analysis Business Continuity Management

Business Continuity Plans Business Continuity Management

Loss Events Risk Management

Staffing Plans Audit Management

CPE Tracking Audit Management

Timesheets Audit Management
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Related Application Related Solutions

Expense Reports Audit Management

Emergency Notifications Business Continuity Management

Division Enterprise Management

Findings

Incidents Application

Related Application Related Solutions

Business Unit Business Hierarchy

Facilities Business Infrastructure, Vendor Man-
agement

Information Business Infrastructure

Vendor Profile Vendor Management

Risk Register Risk Management

Business Continuity Plan Business Continuity Management

Loss Events Risk Management

Investigations Application

Related Application Related Solutions

Business Unit Business Hierarchy

Facilities Business Infrastructure, Vendor Man-
agement

Question Library Application

Related Application Related Solutions

Authoritative Sources Policy Management

Appendix B: Solution Dependencies 19
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Related Application Related Solutions

Control Procedures Compliance Management, Policy Man-
agement

Control Standards Policy Management

Policies Policy Management

Risk Register Risk Management

20 Appendix B: Solution Dependencies
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