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Introduction 

Purpose 

An increasing number of organizations are recognizing the need for Business Continuity 

Management (BCM). BCM is typically described as “the development of strategies, plans 

and actions which provide protection or alternative modes of operation for those activities or 

business processes which, if they were to be interrupted, might otherwise bring about a 

seriously damaging or potentially fatal loss to the enterprise.” 

Many governmental – and virtually all regulatory – bodies around the world have 

incorporated some level of BCM requirements. Investors, customers, and boards of directors 

are becoming more interested in management's capability to continue operations through a 

disruption and to carry on the mission of the organization. 

BCM is increasingly being recognized as a mission-critical function for most enterprises. 

There are three main drivers for this broad awareness of the importance of BCM: 

 Service delivery requirements (24/7) that put greater pressure on business and IT resource 

availability 

 Globalization and an ever-expanding and increasingly complex supply chain 

 Increasing operations risk due to more frequent disruptive events 

In a study of strategic initiatives, Gartner ranks BCM at the top, as shown in the figure below. 

 

Providing for BCM is a top-level concern for enterprises, and it is vital to maintaining 

financial confidence and the reputation of the business. The following events and other 

incidents are driving expanded scenario planning, coordination of public and private sectors, 

and an increased focus on legislating business continuity into business operations: 

 The growing number of terrorist attacks (starting with Sept. 11) 

 The 2003 power outages 

 The 2005 London bombings 

 The 2005 U.S. hurricanes 
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 Shootings at higher education institutions 

 Floods in the U.K. and U.S. 

 Earthquakes in Haiti and Chile 

 Volcanic ash in Iceland 

 The 2010 BP oil spill 

 The 2011 Japan earthquake, tsunami, and nuclear radiation event 

 Hurricane Sandy in 2012 

Now more than ever, organizations depend on services, business processes, and technologies 

to generate revenue and meet their objectives. Investors, customers, and Boards of Directors 

are becoming more interested in management's ability to continue operations during a 

disruption and to carry on the mission of the organization.  
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Business Continuity Management 

BCM Lifecycle 

BCM is a continuous discipline and programs typically follow a standard approach that 

includes the phases in the figure below. 

  

Align BCM Program with Business Objectives. In ITScore for Business Continuity 

Management: Results Through January 2012, Gartner states that “BCM requires 

business and IT management support, and needs high-level sponsorship. Assign the 

responsibility to the chief operating, risk or financial officer, along with continued 

oversight by the CEO and the board of directors.”   

These requirements entail not only having management support, but also BCM being 

driven by or alongside other related strategic initiatives such as Governance, Risk and 

Compliance (GRC) and Enterprise Risk Management (ERM) initiatives. The newly 

released ISO 22301 standard mentions this extensively.   

Perform Risk Assessment and Business Impact Analysis. Entails identifying and 

evaluating the risks to and criticality of business processes and supporting 

infrastructure, as well as determining their Recovery Time Objectives (RTOs – 

required time in which to recover the process) and Recovery Point Objectives (RPOs 

– amount of tolerable data loss). Ensuring that RTOs, recovery strategies, and tasks 

align with the strategies, objectives, and operating needs of the business, and that 

BCM planning is not done in a vacuum is critical. 

Document BC/DR Recovery Plans, Strategies and Tasks. Entails determining the 

most cost-effective, efficient, practical, and holistic recovery strategies that align with 

business requirements and other strategic imperatives. This process also includes 

documenting the detailed recovery plans and tasks that support recovery strategies 

and enabling the organization to recover critical business processes from a disruption. 
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Test Plans, Automate, and Train People. Entails testing recovery strategies and 

plans on a periodic basis against realistic and varied disruption scenarios. Tests 

should increase in difficulty, complexity, and realism over time. Plans are updated 

and maintained as a result of the testing. 

Training people ensures that all who take part in business or IT recovery understand 

their roles, the overall recovery strategies, and the detailed recovery objectives and 

plans. Training also ensures that the overall business organization understands 

recovery objectives and how they relate to company strategies. 

Manage Crisis Events, Activate Plans, and Notify Key Parties. Entails tracking 

and monitoring risks and crisis events by integrating with reporting sources and 

enabling crisis management. Determining which plans to activate, activating those 

plans, and notifying people through call trees or automated notifications is also part 

of crisis management. 

Self-Audit and Comply with Authoritative Sources. Entails ensuring that all 

aspects of the BCM program align with applicable regulatory and audit requirements. 

In summary, successful BCM programs begin with central program management, incorporate 

a basic methodology or approach, integrate people that are part of a central program as well 

as throughout the business and IT, and leverage toolsets that make the process more efficient 

and seamless.   

Program Alignment 

A critical aspect of a successful entity-wide recovery program is the ability to integrate the 

three related key areas: Business Continuity Planning (BCP), Information Technology 

Disaster Recovery (ITDR), and Crisis Management (CM) as part of an overall recovery 

strategy. These areas are defined as: 

Crisis Management - Actions taken to gain control of the event quickly to minimize 

the effects of an interruption and prepare for recovery 

Business Continuity Planning - Resuming business operations to a level consistent 

with the business requirements 

Information Technology Disaster Recovery - The recovery of information 

technology (IT) processes, systems, applications, databases, and network assets used 

to support critical business processes 

The following figure illustrates the alignment of these three areas. Business Continuity 

Management is the overarching discipline. The rationale is related back to BCM being a 

business-driven initiative tied to the strategy and critical objectives of the organization. The 

business model (for example., business processes), with its related drivers, objectives, and 

goals, needs to determine recovery objectives, such as the RTO and RPO for not only the 

business processes, but also for the supporting infrastructure. A significant part of the 

infrastructure is IT, but also includes facilities, information, and resources. In turn, the 

business model drives recovery of supporting components, such as IT recovery. 
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Many organizations do not adequately integrate these three recovery functions. For example, 

separate program offices often exist, which execute separate planning such as Risk 

Assessments and Business Impact Analyses), and have separate recovery strategies for the 

business and IT. The impact of this includes duplicate resources, inefficient planning efforts, 

misaligned recovery strategies and the inability to ensure the overall recovery of the entity 

(for example, the business process, its facility, and supporting technologies and assets). 

BCM is an evolution that often takes organizations iterations spanning multiple years to 

achieve.  A successful BCM program strives to assimilate the nuances of the organization and 

ultimately embed BCM into the organization's culture. 

  



RSA Archer Business Continuity Management 4 Practitioner’s Guide 

 

 9 © 2013 EMC Corporation. All Rights 

Reserved. 
9

 

BCM Regulations and Methodologies 

Many BCM-related standards and methodologies exist (See Appendix A) based on industry, 

region, organization type, and other factors.  This guide focuses on the following governing 

regulations and methodologies: 

 ISO 22301:2012 

 British Standard 25999-1 (BS 25999) 

 DRII Professional Practices 

ISO 22301:2012 

On May 16 2012, the International Organization for Standardization (ISO) published the new 

22301 standard (full name: "ISO 22301:2012 Societal security — Business continuity 

management systems — Requirements"). As a result of this new standard superseding the BS 

25999-2 standard, for accreditation purposes organizations typically have two years to 

transition to ISO 22301. 

This standard is one of more than 100 BCM standards, frameworks, and sets of best practices, 

laws, and regulations worldwide. However, an ISO standard typically has more credibility 

because it is developed by a global group of domain experts. The ISO determined that 22301 

needed to be both translatable and applicable for implementation in every country, and 

auditable (as is 25999-2).  

The new standard represents an improvement over BS 25999-2 in areas such as disaster 

response and crisis communications, and more robust use of the ISO Plan, Do, Check, Act 

management system. The standard also makes executive governance the focal point of a 

BCM program, and this may make it more rigorous for some organizations to implement. 

Like 25999-2, it has a limited focus on prevention and risk mitigation actions. 

British Standard 25999-1 (BS 25999) 

BS 25999 is a Business Continuity Management (BCM) standard published by the British 

Standards Institution (BSI). This standard served as the de facto BCM standard and consisted 

of two parts: 

 The first part, "BS 25999-1:2006 Business Continuity Management. Code of 

Practice," gives general guidance on the processes, principles, and terminology 

recommended for BCM. Part 1 offers practice advice what should be considered to 

achieve business continuity. Part 1 has been the most widely accepted authoritative 

source on the topic and establishes the process, principles and terminology of BCM. 

 The second part, "BS 25999-2:2007 Specification for Business Continuity 

Management," formally specifies a set of requirements for implementing, operating, 

and improving a BCM System (BCMS). Part 2 describes how arrangements 

described in part 1 can be managed systematically using a documented BCMS.  

BS 25999-2 was withdrawn in November 2012 and been replaced by the International 

Standard, ISO 22301. 

Disaster Recovery Institute International Professional Practices 

The DRII Professional Practices are a set of standards designed to provide guidance for the 

practice of Business Continuity Management.  By their standard, BCM is defined as a holistic 

management process that identifies potential impacts that threaten an organization and 
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provides a framework for building resilience with the capability for an effective response that 

safeguards the interests of its key stakeholders, reputation, and value creating activities. 
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Solution Structure 

The following section describes the RSA Archer Business Continuity Management solution 

and its structure, including sub-solutions and applications. The solution follows the general 

BCM lifecycle as described above in Figure 3 and outlined in the various regulatory sources 

and best practice methodologies. This illustration highlights the workspace of the current 

solution. 
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The solution includes the following components: 

 

Design Details 

The RSA Archer Business Continuity Management solution consists of five subsolutions. 

The following section describes each subsolution in detail and their purposes as part of the 

RSA Archer Business Continuity Management solution. 

Risk and Impact Analysis Subsolution   

 

The Risk and Impact Analysis subsolution consists of the BCM Risk Register and Business 

Impact Analysis (BIA) applications. This subsolution consists of the initials stages of BCP 

planning, which includes two key areas: 1) Identifying risks that may be present or possible 

relative to a certain location, business process, or technology; and 2) Determining the amount 
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of time (Recovery Time Objective, or RTO) that a group of or single business process can be 

disrupted before a material impact to the business as a whole is felt, as well as the tolerable 

data loss (Recovery Point Objective, or RPO). Both of these exercises set the risk and 

recovery thresholds that are planned for in Business Continuity or Disaster Recovery Plans 

(BC/DR Plans), which is the topic of the next section. 

The BCM Risk Register is a location to document known risks and tie them to a particular 

BC/DR plan, Crisis Events, and other areas. As risks are identified through any source (for 

example, enterprise risk management efforts, Internal Audit, etc.), those applicable to BC/DR 

planning should be included in the BCM Risk Register. 

The BIA is an exercise used to determine the criticality of a business process relative to the 

overall business. The BIA is usually performed annually or bi-annually. Oftentimes, the 

subsequent BIAs is an update of the earlier BIA. Some organizations choose to perform an 

entirely new BIA each time. The key outputs of the BIA are criticality rating, RTO, and RPO 

for each process or group of processes. At times, IT performs Application Impact Analyses, 

which have the same objective but focus on IT applications and their RTO/RPO. These 

analyses are not a best practice and can result in misalignment with business process recovery 

objectives. However, in cases where the business has not performed a BIA, IT still needs to 

define application and infrastructure recovery objectives. 

BC/DR Planning Subsolution   

The BC/DR Planning subsolution consists of the following applications: BC/DR Plans, 

Recovery Strategies, Recovery Tasks, Requirements, Roles and Responsibilities, and BC/DR 

Tests. 

  

BC/DR Plans 

BC plans are the detailed business process recovery plans that give an organization the step-

by-step roadmap to recover a business process or grouping of process, facility, function, or 

department subsequent to a disruption. DR plans are those detailed recovery plans that gives 

an organization the step-by-step roadmap to recover a data center, technology device, or 

application subsequent to a disruption.   

Some organizations choose to segregate BC and DR planning, often because separate groups 

perform the planning, or methodologies and maturity levels differ. With the RSA Archer 

Business Continuity Management solution, the customer is provided one approach that can be 

used to document either BC or IT DR plans. 

Both BC and DR plans start with recovery strategies, or higher level directional decisions on 

how to recover the target of the plans. Recovery tasks are those steps or detailed actions taken 

to execute the strategy. Strategies and tasks can be documented in the RSA Archer eGRC 

Platform together (for example, a particular strategy always associates with the same tasks) or 

individually. 
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Each BC/DR plan also includes Requirements, or those assets (equipment, laptops, vital 

records) used by the process being recovered, as well as key roles and responsibilities (both 

that perform the process on an ongoing bases, as well as key recovery roles). One or many 

call trees can also be associated to a BC/DR plan to facilitate communication between all key 

individuals. Finally, BC/DR plans should be tested or evaluated regularly, which is the 

purpose of the BC/DR Tests. Testing gives management an idea of the thoroughness, 

applicability, and adequacy of documented BC/DR plans and allows them to mature recovery 

plans over time. 

Crisis Management Subsolution   

       

The Crisis Management subsolution consists of the Crisis Events, Emergency Notifications 

and Call Trees, Activated Plans, and Notification History applications. This subsolution gives 

management the ability to document, track, and manage crisis events that have occurred, and 

could or have already caused a business disruption. These events can be tied to BC/DR plans, 

BCM risks, or other elements within the solution. After a crisis has occurred, management 

needs a way to communicate to potentially affected individuals and can do that through 

Emergency Notifications (associated Call Trees) and keep track through the Notification 

History. Finally, after the crisis is under control, management must determine which 

processes or IT applications and infrastructure have been disrupted and activate BC/DR plans 

to recover them. This recovery is done via the Activated BC/DR Plans application.   

Business Hierarchy and Enterprise Infrastructure Subsolution   

  

The RSA Archer Business Continuity Management solution references the standard existing 

Business Hierarchy and Enterprise Infrastructure subsolutions that are part of the RSA Archer 

Enterprise Management solution. The objective is to be able to tie BIAs, BC/DR plans, Crisis 

Events and the like to elements of the hierarchy and infrastructure. Sections and fields have 

been added to some of the applications in both areas and are described in detail in Section 5.4 

Data Entities. 
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Issues Management Sub-solution   

The RSA Archer Business Continuity Management solution also includes the standard Issue 

Management subsolution. The objective is to document issues or findings, remediation plans, 

and exception plans that result from such areas as testing a BC/DR plan, mitigating a risk, or 

reacting to a disaster.   

Data Entities  

The following are descriptions of the applications within the RSA Archer Business 

Continuity Management solution. The following is meant to provide definitions of the basic 

data elements. 

BCM Risk Register 

The BCM Risk Register enables the customer to identify and evaluate risks that apply to 

BCM efforts. Customers can identify the risk and perform a rudimentary Impact and 

Likelihood analysis, associate the risk to potentially impacted areas (for example, business 

processes, applications or facilities), and add steps to BC/DR plans to plan for the risks. The 

following graphic shows a summary view of Risk Register items. 

 

 

Key relationships between RSA Archer solutions: 

 Control Procedures from the RSA Archer Compliance Management solution – called 

Mitigating Controls 

 Risk Target – any Enterprise Infrastructure area from the RSA Archer Enterprise 

Management solution 

 BC/DR Plans from the RSA Archer Business Continuity Management Solution 

 

Business Impact Analysis 

The RSA Archer Business Continuity Management solution contains an application called 

Business Impact Analysis (BIA), which identifies business processes (or groupings) and 
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assesses their criticality to the organization in terms of such categories as finance, regulation, 

reputation, and compliance. The objective of this BIA is to determine the criticality and 

associated Recovery Time Objective (RTO) and Recovery Point Objective (RPO) for each 

process and leverage that information among interdependent teams in a simple, consistent 

format. The BIA provides business leaders with perspective to better prioritize financially 

justified recovery solutions to achieve business recovery within pre-defined, management-

approved time frames. The following graphic shows the current design of the BIA 

application: 

 

 

 

Key relationships between RSA Archer solutions: 

 BIA Target – Either a business process or grouping of processes from the Enterprise 

Management Enterprise Infrastructure subsolution 

 Contacts – used to identify such individuals as the BIA Preparer, BIA Participants and 

BIA Reviewer 

 Related BC/DR Plans – BC/DR plans from interdependent processes from the BC/DR 

Plans application 

BC/DR Plans 

The BC/DR Plans application enables the development of detailed BC or DR plans utilizing 

automated workflows for plan approval and testing. The application also helps to manage 

plan maintenance, testing, and communication. The application contains a centralized 

repository for plan components and links plans to BIA Risk Register items, BIAs, and 

business hierarchy and enterprise infrastructure items. 

The following figure illustrates the BC/DR application. 
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When documenting a new BC/DR plan, the user can select the Plan Category (Business 

Continuity or Disaster Recovery) and then the Plan Type field shows types relative to each 

plan (for example, application, business process, scenario) for tracking purposes. Plan type 

and category then determine the type of recovery strategies and tasks that are selected. 

Key RSA Archer solutions: 

 Plan Target – an application, device, facility, or business process from the Enterprise 

Infrastructure area of the Enterprise Management solution for which the BC/DR plan is 

documented. 

 Related BC/DR Plans 

 Related BIAs 

 Related BCM Risks 

Recovery Strategies 

Recovery strategies are high level recovery objectives, such as facility evacuations, 

earthquake response, or alternate site processing, and are documented in the Recovery 

Strategies application. This application is designed as a repository or library in which to 

document recovery strategies that can then be associated with BC/DR plans and supporting 

recovery tasks. 

There are multiple recovery strategies per BC/DR plan depending on the criticality of the 

process as well as the type, location, and magnitude of the disaster and assets being planned 

for or pertinent risks. 

Key relationships between RSA Archer solution components: 

 BC/DR Plans 

 Recovery Tasks 

Recovery Tasks 

Recovery Tasks are the detailed steps to execute the corresponding recovery strategy. For 

example, a recovery strategy might be a facility evacuation, and recovery tasks might include 

taking an employee headcount, evacuating all employees to a certain location, or transporting 
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employees to a remote location or home. This application is also designed as a repository or 

library in which to document recovery tasks that can then be associated with multiple 

recovery strategies or BC/DR plans. 

The most critical metric to consider is the RTO, which is the maximum amount of time, 

typically expressed in hours, for which a critical process can be disrupted before the business 

process or larger organization experiences an unacceptable impact. These impacts can include 

financial, reputational, non-compliance, or operational effects, among others. 

Each recovery task tracks an estimated and actual duration. The cumulative estimated and 

actual durations for tasks associated with a particular recovery strategy add up to the recovery 

time for that strategy. Estimated and actual recovery times for all recovery strategies 

associated with a BC/DR plan should not exceed the RTO. 

Since recovery strategies and recovery tasks are interrelated, the following illustration shows 

the design in the current Archer BCM Solution. 

 

Key relationships between RSA Archer solutions components: 

 BC/DR Plans 

 Roles and Responsibilities – The role that performs the recovery task 

Contacts and Call Tree 

Contacts and Call Trees can be documented and associated to BC/DR plans. Call Trees are a 

network of people organized in such a way that they can quickly and easily be contacted to 

disseminate information. In the RSA Archer Business Continuity Management solution, the 

Call Tree starts with the Call Initiator who contacts the Call Recipients, as depicted in the 

following figure of the current design of the solution. 
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Key relationships between RSA Archer solution components: 

 Contacts application – Call Initiator and Call Recipient 

 Related BC/DR Plans 

Requirements 

The Requirements application provides a location to document detailed requirements, needs, 

or dependencies for each BC/DR plan. These requirements might include equipment, 

applications, facilities, and vital records that are needed either to recover a disrupted process 

or in the course of normal operations. The following illustrations show the application’s 

current design. 
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The application enables users to determine the quantity needed for the process or BC/DR plan 

and potential gaps. 

Key relationships between RSA Archer solution components: 

 Enterprise Management Enterprise Infrastructure Application – the Requirement Type 

field determines which Enterprise Infrastructure type to pull from. For example, if 

Equipment is selected, a device is selected. Other choices include Facility, Vendor, Vital 

Record, or Contact. 

 

Roles and Responsibilities 

The Roles and Responsibilities application allows the customer to document key roles within 

their BCM program. These roles might include a BCM Program Leader, a BCM Plan Owner 

or a Security Manager. These roles are then cross-referenced to BC/DR plans and associated 

with specific recovery tasks. Contacts, or individuals, can then be associated with the 

pertinent roles. The reason that roles, and not individuals, are associated to a BC/DR plan is 

because individuals may change positions frequently in an organization, but the roles needed 

to perform recovery tasks do not often change. This enables consistency in BC/DR plans. The 

following illustration shows the current design. 

 

If the role is critical, such as a key participant in a highly critical process, this can be 

designated by Role Type, and secondary and tertiary contacts can be required to ensure 

adequate backup. 

Key relationships between RSA Archer solution components: 

 Contacts  

 Related BCM Risks 
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 Related Recovery Tasks 

BC/DR Tests 

The BC/DR Tests application provides the ability to plan, schedule, and conduct tests of 

BC/DR Plans. The user can select the test type (announced or unannounced), BC/DR Plan 

type (BC or DR), and other information such as category, severity, and test scenario details. 

Once BC/DR plans are selected for testing, the RSA Archer eGRC Platform copies the plans 

and associates them with that test so these copied plans can be modified (for example, 

documenting the actual time to accomplish recovery strategies or tasks) without affecting the 

library of original plans. From this application, Emergency Notifications and Call Trees can 

also be associated with the test. Other areas that can be documented and tested are around the 

Crisis Response team, test approval and workflow and remediation plans. The following 

illustration shows the application. 

 

Key relationships between RSA Archer solution components: 

 BC/DR Plans – link to the plan target of the exercise 

 Emergency Notifications and Call Trees – to link to messages sent or to be sent 

 Activated Plans – copies of BC/DR plans to be tested 

Crisis Events 

The Crisis Events application allows customers to report and manage crisis events and related 

information, such as summary information, investigators, legal involvement, and information 

about the data loss, recovery, and results of the incident. Reports and evidence can be logged 

as attachments within the crisis record and related incidents can be identified for trend 

analysis. See the following picture of the application’s current design. 
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A critical outcome of a crisis event is to determine which processes or IT infrastructure have 

been impacted, and then activate those BC/DR plans.  In the Crisis Events application, those 

BC/DR plans can be activated, which is similar to the Testing application in that a copy of 

those plans is made and associated to the Crisis Event. The copied plans can then be modified 

while not impacting the original library of plans, recovery strategies, or tasks. 

Emergency notifications can also be driven from or associated with the Crisis Event. 

Key relationships between RSA Archer solutions: 

 BC/DR Plan – link to the related BC/DR Plans. 

 Emergency Notifications and Call Trees. 

 Business Unit and Enterprise Infrastructure elements from the Enterprise Management 

solution. 

Emergency Notifications and Call Trees 

The Emergency Notifications and Call Trees application provides a template for creating 

communications and communicating information during an event. This application is used to 

document the notification, track the call tree (initiator and recipients), and associate the 

notification to BC/DR plans and Crisis Events. See the following figure for the application’s 

current design. 
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Key relationships between RSA Archer solution components: 

 Crisis Events – links to Crisis Events. 

 BC/DR Plans 

Notification History 

The Notification History application records Emergency Notifications that have been made 

and associates them back to the Emergency Notifications and Call Trees application, related 

BC/DR Tests, and Crisis Events. See the following figure for the application’s current design. 

 

Key relationships between RSA Archer solution components: 

 Emergency Notifications and Call Trees 

 BC/DR Plans 

 Crisis Events 
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Activated Plans 

The Activated Plans application houses copies of plans that have been activated or tested 

(copies of BC/DR plans in the BC/DR Plan application). Copies are made through an Archer 

to Archer feed. These activated plans are associated to crisis events and BC/DR tests. See the 

following figure for the application’s current design. 

 

Key relationships between RSA Archer solution components: 

 Crisis Events  

 BC/DR Tests 

 Plan Targets – such as business processes, IT applications or facilities 

Company 

The Company application stores general, financial, and compliance information at the 

company level. This application relates to the Business Hierarchy solution to support 

rollup reporting of governance, risk, and compliance initiatives across the enterprise. In 

addition, risk ratings and compliance statuses for each component within the 

organizational structure can be automatically leveraged from the RSA Archer Risk 

Management and Compliance Management solutions, providing a high-level view of this 

information for senior management.  

BCM-Specific Modifications: 

 None 

Division 

The Division application represents the intermediate unit within the RSA Archer 

Business Hierarchy solution—a layer below the high-level company and a layer above 

the individual business unit. Utilizing this application, users can further document the 

relationships within their business and measure the effectiveness and compliance of 

individual divisions within the enterprise.  
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BCM-Specific Modifications: 

 None 

Business Unit 

The Business Unit application provides the user with a detailed view of all activities related 

to the specific business unit. Utilizing this application, users can view related risks, BIAs, 

risks, control procedures, incidents, products and services and other enterprise-level 

information and see how changes to these related elements influence the overall business 

unit. In addition, users can determine whether an individual business unit falls into the scoped 

category for assessments and audits, as well as evaluate the business unit's overall risk and 

compliance. 

BCM-Specific Modifications: 

 None 

Products and Services 

The Products and Services application maintains all products and services provided 

within an organization. For example, a financial services firm provides a variety of 

products and services, such as banking, brokerage, and lending services.  

BCM Specific Modifications: 

 None 

Business Processes 

The Business Processes application captures the base data for a given process. A process 

may be assigned to a particular business unit or shared across multiple business units. 

Business processes are related to products and services, applications, controls, scoping 

decisions, and process walkthroughs.  

 The Business Processes application enables the company to track risk rating, business 

impact, ITIL category, and personnel for various processes.   

 Business processes are also linked to control procedures and BCM plans.   

 The process is also associated with other aspects of the enterprise infrastructure.   

 The application may also be used as a target for a risk assessment to automate the 

calculation of the risk rating.  

 Business processes are also linked to control procedures.   

BCM-Specific Modifications: 

 Related BCM risks 

 Related BIAs 

 Related BC/DR plans 

 Dependencies 

Applications 

The Applications application stores all software applications used by the organization to 

perform business operations (for example, a payment intake system, customer account 

information system, Internet site). This application allows you to view how an application 
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is being used, the people who are using it, and the devices where the application is 

installed. The application also enables the following: 

 Track risk rating, business impact, customer impact, licensing details and personnel for 

various applications.   

 Aggregate the number of high risk vulnerabilities from associated devices. 

 Associate with other aspects of the enterprise infrastructure.   

 Used as a target for a risk assessment to automate the calculation of the risk rating. 

BCM-Specific Modifications: 

 None 

Contacts 

The Contacts application serves as a central repository for contact information, enabling 

management to document information about the personnel involved in key organizational 

tasks, such as BCM. This application is utilized across multiple areas of the RSA Archer 

eGRC Suite and contains information that is often leveraged by other solutions. Updates 

to an individual's profile record within this application are automatically be propagated to 

any records such as incidents, devices, business processes, etc.) where that contact 

information is displayed.  

BCM-Specific Modifications: 

A tab labeled Business Continuity Management includes the following cross-references: 

 BC/DR Plans (Recovery Team Member): Plan ID, Plan Name, Business Unit, Business 

Process(es) 

 Call Tree (Call List): Tracking ID, Related BC/DR Plan 

 A section labeled BCM Plan Involvement should be created. The following cross-

references should be added to this section in single column cross-references. 

 Roles and Responsibilities - Leadership Sponsor, Primary Lead, Remote Team Members, 

Secondary Contact, and Tertiary Contact 

Refer to the following figure for the Contacts application structure. 
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Devices 

The Devices application serves as a central repository of knowledge about IT devices and 

their business criticality. It allows organizations to manage devices (i.e. servers, desktops, 

network devices, etc.) and their relationships, to ensure they are being protected 

according to management expectations.  

The Devices application enables the company to track risk rating, business impact, device 

details and personnel for various devices. The application is also associated with other 

aspects of the enterprise infrastructure. See the following picture of the Devices application. 

 

BCM-Specific Modifications: 

The following cross-references exist: 

 BCM Risk Register (Devices) 

 BC/DR Plans (Device) 

 Crisis Events (Devices) 

Facilities 

The Facilities application maintains a listing of all organizational facilities. This 

application allows organizations to document and review all information associated with 

a specific facility, such as BC/DR plans, contact personnel, related incidents, and 

technologies associated with the location.   

The Facilities application enables the company to track type, location, and personnel for 

various facilities. The facility record also displays related incidents and third parties. See 

the following illustration of the Facilities Application. 

BCM-Specific Modifications: 

 None 
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Information 

The Information application allows customers to manage a repository of information 

assets, such as vital records, key information, etc. Using this application, customers can 

also perform online assessments to determine information classification ratings and 

required retention periods. By using the other applications within the RSA Archer 

Enterprise Management solution, they can link information assets to the business 

processes they support, the applications where they are managed and the facilities where 

they are housed. The Information application also enables the company to track risk 

rating, type, and personnel for various information assets. BCM information, such as 

RTO and RPO are also linked to the information assets used by each business process. 

Refer to the following picture of the Information application. 

BCM-Specific Modifications: 

 None 

Technologies 

The Technologies application is a three-level application with the following levels: 

 Vendors: contains information relating to the technology vendors, including name, 

description, and vendor naming conventions.   

 Technologies: contains information relating to specific technologies, including name, 

description, and technology naming conventions.   

 Technology Versions: contains information relating to technology versions, including 

name, description, and technology version naming conventions. 

Findings 

The Findings application is used to document issues, deficiencies, or gaps found through 

testing BC/DR plans, performing assessments, and control testing. Findings are auto-

generated from questionnaires and include links back to the questionnaire, target, and any 

applicable control standards and authoritative sources. Findings may be resolved via 

remediation plans or exception requests.  

The Findings application documents individual control gaps (or risks) for the specific scope 

or target of the assessment. Findings can be managed centrally within the Findings 

application or associated with remediation plans to track the actual task of closing the 

findings. 

BCM Specific Modifications: 

 Ability to designate the finding’s source as BCM (“Source Override”) 

Remediation Plans 

The purpose of a remediation plan is to provide users with an actionable, repeatable plan to 

respond to issues found during an audit or assessment. This application allows remediation 

plans to be created that relate to one or multiple findings and track actual and estimated 

remediation costs and timeframes. Relating multiple findings in the context of remediation 

plans eases the process of identifying larger issues and supports informed decision making. 

BCM-Specific Modifications: 

 None 



RSA Archer Business Continuity Management 4 Practitioner’s Guide 

 

 29 © 2013 EMC Corporation. All Rights 

Reserved. 
2

9

Exception Requests 

The Exception Requests application can be used to manage the process of granting and 

expiring exceptions to policies and control standards. Through built-in workflow, the 

application ensures that all exceptions are properly reviewed. The tool can also report on 

exceptions across the enterprise, monitoring them by control, department, or severity, to 

visualize the impact of policy exceptions on the business and its compliance posture.  

BCM-Specific Modifications: 

 None 
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Primary Use Cases 

This section details the primary use cases for BCM that are reflected in the RSA Archer 

Business Continuity Management solution.   

Risk and Impact Analysis 

Adding a Risk Register Item 

The BCM Risk Register enables customers to identify and evaluate risks that could result in 

disruptions to their organization, processes or IT infrastructure, and apply to their BCM or 

ITDR planning efforts. They can document the name and source of the risks, identify and 

evaluate the likelihood and impact over time, link the risks to potentially impacted areas, such 

as business processes, applications or facilities, associate the risks to mitigating controls and 

BC/DR plans, and add steps to BC/DR plans to plan specifically for the risks. Ownership and 

workflow is included to manage the risks and their impacts.  

Risks can be identified, documented, and managed in the RSA Archer eGRC Platform 

through multiple sources (for example, risk management efforts, Internal Audit, or 

compliance). Those risks applicable to BC/DR planning can be included in the BCM Risk 

Register. 

Performing a Business Impact Analysis 

The RSA Archer Business Impact Analysis (BIA) provides a method and repository for the 

customer to collect information on a business process, or grouping of similar processes, and 

determine their criticality to the overall organization, as well as its Recovery Time Objective 

(RTO) and Recovery Point Objective (RPO), and share that information among 

interdependent teams in a simple, consistent format. The BIA determines process criticality 

based on four areas of the organization that could be affected upon a disruption of the process 

under review.  These areas are: Financial, Operational, Regulatory and Reputation. A risk 

score (H-M-L) is given to each area, which in turn rolls up into an overall criticality rating for 

the process. The criticality rating should coincide with the RTO and RPO.   

RTO is the amount of the time, expressed in hours, for which the process could be disrupted 

before the organization experiences an unacceptable impact. RPO is the amount of acceptable 

data or information loss expressed in hours. The RTO and RPO are derived during the BIA 

drive recovery priorities, strategies, and tasks within corresponding BC/DR plans. The RTO 

and RPO are also applied to the facilities, IT infrastructure, and other assets that support that 

particular business process. The BIA enables business leaders to validate and prioritize 

recovery strategies and also allows key stakeholders to understand: 

 The relationships among business functions (upstream/downstream processes), and key 

external interdependencies, such as vendors, suppliers, or partners. 

 Key aspects of the business process, such as the applications that support it, locations 

where the processes are performed and supported, and vital records and information used 

or produced by the process. 
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BC/DR Planning 

Documenting a BC/DR Plan 

The BC/DR Planning application allows users to develop detailed recovery plans for their 

business processes or IT infrastructure, utilizing automated workflow for plan testing and 

approval. The application also helps manage plan maintenance, execution, and activation in 

crisis situations to minimize harm to employees, customers, reputation, and business 

operations. The application serves as the centralized repository for all BC/DR plans and 

contains the following core capabilities: 

 Determine Plan Type (facility, business process, scenario, data center, and 

telecommunications) based on Plan Category (Business Process or IT Disaster 

Recovery). Link plans to specific business processes, locations, and assets (in the RSA 

Archer Enterprise Management solution). 

 Document plan purpose, scope, and assumptions, as well as ownership and workflow. 

 Link plans to a library of Recovery Strategies and Recovery Tasks (separate 

applications). 

 Include Contacts and Call Trees that pertain to the business process, facility, or IT system 

being planned for. 

 Document other plan requirements such as the assets, vital records, or roles needed to 

recover and perform the process. 

 Print the plan and also attach a soft copy of the plan for future printing. 

 Link plans to specific risks included in the BCM Risk Register items to ensure related 

recovery tasks are included. Link to corresponding BIAs and related RTO and RPO 

targets. Also link plans to other items such as related BC/DR plans or crisis events.  

Testing a BC/DR Plan 

It is critical to regularly test BC/DR plans to evaluate their completeness and effectiveness. 

Testing can be performed in a number of ways, including basic (tabletop) tests to actual 

simulations. The BC/DR Plans application provides customers a method, workflow, and 

repository to document the results of BC/DR Plan tests, ownership, and workflow (for 

example, approval of the test results, next test scheduled, etc.) and a history of past tests. 

Through an Archer to Archer feed, copies are made of the BC/DR plans to be tested. The 

copies can then be modified, and execution times can be documented and updated without 

affecting the BC/DR Plan library (application). 

Test results can be set to Open, Pass, or Fail, the last of which drives remediation plan 

requirements. Findings can also be generated independent of the test results, which are 

consolidated along with remediation plans in the Issue Management subsolution. 

Crisis Management 

Managing Crisis Events 

The Crisis Management subsolution enables customers to report and manage actual crisis 

events that may result or have resulted in a business disruption. These types of events 

typically include natural disasters, labor strikes, geopolitical events, and many others. Crisis 

events can be documented with the details of the occurrence, which include category and 
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severity. Impacted infrastructure, locations, and processes are linked to the event, as well as 

risks from the BCM Risk Register, with mitigation associated back to related risks. The event 

can be managed through workflow in the Crisis Management subsolution by tracking 

investigations, involvement of key parties such as Legal, and actions taken. Finally, actual 

losses, recoveries, and other results of the incident can be tracked, and reports and evidence 

can be logged as attachments within the crisis record with related incidents for trend analysis.  

Activated Plans 

As a step during or immediately after the crisis event, management identifies areas of the 

business or IT that have been affected and corresponding BC/DR plans that must be activated 

to recover those affected areas. This identification is done within the Activated Plans 

application. From the crisis event record or from the Activated Plans application, users can 

activate BC/DR Plans and, through an Archer to Archer feed, make copies of those plans and 

place them in the application to use for recovering those affected areas. Recovery strategies 

and tasks, requirements, workflow, and other areas of the BC/DR plans are made available 

for updating, tracking time to execute, and comparing to the RTO and RPO. A history of 

activated plans is maintained in the application and associated to related BC/DR plans and 

crisis events. 

Emergency Notifications and Call Trees 

The Emergency Notifications and Call Trees application provides a template and method for 

documenting and communicating crisis information with the appropriate personnel before, 

during, and after a crisis event. This application relates the notification record to selected 

Calling Trees and BC/DR plans. Users can document the notification title and text. The 

Notification History application maintains an inventory of past notifications that can be 

reused and related to multiple crisis events or BC/DR plans. 

Notification History 

The Notification History application provides a template and method for documenting 

instances when a particular Emergency Notification(s) was made by associating the record 

with those notifications.  The history can also be associated with BC/DR plan tests or Crisis 

Events if required.  The time taken to execute the notification can be noted in the record as 

well as the individual who initiated or owned the notification.   
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Mobile BCM 

The RSA Archer Business Continuity Management Mobile App 

provides authorized users on-the-go access to your Business 

Continuity or IT Disaster Recovery plans. In the app, users can 

browse and search BC/DR plans, then drill down into recovery 

strategies, recovery tasks, plan requirements, call trees, and contacts 

for each plan. Sync the mobile app to your RSA Archer BCM  

solution for the most recent updates. 

The mobile app ensures that data is protected while it resides on the 

users’ devices through user ID and password requirements, data 

encryption, and lockout mechanisms. The mobile app is available on 

iPhones (v4 through 5), iPods (3
rd

 through 5
th
 generations), and iPads.   

 

Issue Management 

The RSA Archer Business Continuity Management solution also includes the standard Issue 

Management subsolution. The objective of this solution is to document issues or findings, 

remediation plans, and exception requests that result from actions like testing a BC/DR plan 

or that require resolution as part of mitigation of a certain risk. These items should be 

captured, correlated to other like items already documented, and resolved through standard 

RSA Archer workflows. 
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Conclusion 

This document seeks to provide insight on the major components of establishing an effective, 

coordinated BCM and IT DR program: 

 Performing Risk Analyses and Business Impact Analyses for specific areas of the 

business 

 Documenting and testing BCM or IT DR plans 

 Enabling an integrated Crisis Management approach 

The RSA Archer Business Continuity Management solution has additional functionality 

beyond the topics covered in this document. For example, dashboards and reporting elements 

of the Platform are included in the solution. Additionally, all fields have descriptions that can 

provide more information on solution-specific configurations.  For more information, see the 

documentation and help system embedded in the Platform for specific functions.  
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Appendix A 

Other BCM Standards 

The following methodologies and regulations also govern BCM programs. 

 

Guideline Definition 

ISO/IEC 27031:2011 Information technology — Security techniques — Guidelines for information and 

communications technology readiness for business continuity. 

ISO/IEC 24762:2008 Information technology – Security techniques – Guidelines for information and 

communications technology disaster recovery services. 

National Fire Protection 

Association (NFPA) 1600 

Primarily disaster response. It follows the U.S. National Incident Management 

System/Incident Command System (NIMS/ICS) framework. 

ASIS SPC.1-2009 Focuses on risk management and includes information security, preparedness, and continuity. 

Australian and New Zealand 

Business Continuity 

Management standard: 

AS/NZS 5050:2010 

Connects far more with risk management principles than other standard. The Standard itself 

declares that “the approach (taken) to managing disruption-related risk described in the 

Standard is through application of AS/NZS ISO 31000:2009, Risk management—Principles 

and guidelines.” 

NIST Special Publication 800-

34 Rev. 1 

Contingency Planning Guide for Federal Information Systems. 

Homeland Security 

Presidential Directive (HSPD)-

5 

Management of Domestic Incidents, directed the development and administration of the 

National Incident Management System (NIMS). 

 

The following regulations highlight BCM-related requirements by industry. 

 

Industry Regulation Impact on Business Continuity Management 

Publicly 

Traded 

Companies 

  

Sarbanes-Oxley Guidelines for corporate governance and oversight of accounting and 

audit practices as well as financial record retention. 

SEC Policy Regulates self-regulatory organizations operating trading markets, ECNs, 

and important shared systems such as market data feeds. 

Mandates recovery/resumption by next business day. 

Business continuity plans, geographic diversity, and industry wide test of 
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capacity and connectivity with counterparties. 

ISO 17799 Requires a BCM process implementation and implementation of an 

acceptable level of preventative and recovery controls. 

 

Industry Regulation Impact on Business Continuity Management 

Healthcare 

  

HIPAA Requires data backup, DR, and emergency mode operation plan. 

 

Requires reasonable and appropriate measures relative to the size, 

complexity, and resources of the organization. 

FDA Establishes the requirements for electronic records and electronic 

signatures. 

Government 

  

  

FISMA & Executive Order 

on Critical Infrastructure 

Protection in the Information 

Age, 16 October 2001 

Mostly emphasizes data security rather than BC and DR. 

 

An important need to be addressed is the requirement that government is 

open and running during a crisis. 

COOP & COG Establishes minimum planning considerations for federal government 

operations. 

NIST & Contingency 

Planning Guide for 

Information Technology 

Systems 

Defines detailed recommendations from NIST, requiring contingency, 

DR and COOP plans. 

 

NIST 800-53A will provide assessment guidelines that are closely 

aligned to the controls listed in NIST 800-53. 

 

Industry Regulation Impact on Business Continuity Management 

Finance 

  

FFIEC Business Continuity 

Handbook 

Specifies that directors and managers are accountable for organization 

wide contingency planning and for  “timely resumption of operations in 

the event of a disaster.”  
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Gramm Leach Bliley Requires banks, insurance companies, brokerages, and other financial 

institutions to establish administrative, technological, and physical 

safeguards to ensure the confidentiality and integrity of customer records 

and information. Financial institutions are required to establish measure 

to monitor and manage security systems. 

Basel II, Basel Committee on 

Banking Supervision, Sound 

Practices for Management 

and Supervision, 2003 

Requires that banks put in place BC and DR plans to ensure continuous 

operation and to limit losses. 

Interagency Paper on Sound 

Practices to Strengthen the 

Resilience of the U.S. 

Financial System, 2003 

More focused on systemic risk than individual enterprise recovery. 

Requires BCP to be upgraded and tested to incorporate risks discovered 

as a result of the World Trade Center disaster. 

EFA Requires federally chartered financial institutions to have a demonstrable 

BCP to ensure prompt availability of funds. 

NASD 3510/3520 & NYSE 

Rule 446 

Mandates securities firms to establish Business Continuity Plans for 

critical systems and to ensure compliance with all aspects of the 

regulation including senior management review and approval, customer 

disclosure, and maintenance of Business Continuity Plans. 

SEC Rule 17a4 Requires securities firms to preserve electronic records in a non-

rewriteable, non-erasable format with a focus on archival practices for 

email systems and instant messaging. 
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Industry Regulation Impact on Business Continuity Management 

Utilities  

GASB Requires a BCP to ensure that agency mission continues in time of crisis. 

North American Electric 

Reliability Corporation’s 

(NERC) Security Guideline 

for the Electricity Sector: 

Business Processes and Operations Continuity provide requirements for 

business continuity and disaster recovery planning. 

 

FERC Mandates recovery plans. 

RUS 7 CFR Part 1730, 2005 Emergency restoration plan required as condition of continued 

borrowing. 

Telecommunications Act of 

1996, Section 256, 

Coordination for 

Interconnectivity 

Requires the Federal Communications Commission (FCC) to establish 

procedures to oversee coordinated network planning by carriers and other 

providers. 

Chemical Facilities Security 

Act 

Mandate chemical operators to craft vulnerability assessments and site 

security plans and grants authority to the Department of Homeland 

Security to regulate those plans and oversee security at the nation's 

chemical plants. 

Chemical Facilities Security 

Act 

Mandate chemical operators to craft vulnerability assessments and site 

security plans and grants authority to the Department of Homeland 

Security to regulate those plans and oversee security at the nation's 

chemical plants. 
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Appendix B 

Terms 

 

Term Definition 

Business Continuity Plan Documented procedures that guide organizations to respond, recover, 

resume, and restore to a pre-defined level of operation following a 

disruption. 

Business Impact Analysis The process of analyzing processes, their criticality, and recovery 

priorities. 

Crisis Management Plan A plan, consisting of documented steps to take to gain control of a crisis 

event quickly, and to minimize the effects of an interruption and prepare 

for recovery.  

Disaster Recovery Plan An approach and document with strategies and detailed steps to resume 

IT systems and infrastructure to a level consistent with business 

requirements.  

Recovery Point Objective (RPO) The point to which information used by an activity must be restored to 

enable the activity to operate on resumption. 

Recovery Time Objective (RTO) The period of time following an incident within which a process or 

activity must be resumed.   

Test (BC/DR Plans) A test is a unique and particular type of exercise, which incorporates an 

expectation of a pass or fail element within the goal or objectives of the 

exercise being planned. 

 

 


