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Contact Information 

Go to the RSA corporate web site for regional Customer Support telephone and fax numbers: 

www.emc.com/domains/rsa/index.htm 

Trademarks 

RSA, RSA Archer, the RSA Logo and EMC are either registered trademarks or trademarks of EMC 

Corporation in the United States and/or other countries. All other trademarks used herein are the 

property of their respective owners. For a list of RSA trademarks, go to www.emc.com/legal/emc-

corporation-trademarks.htm#rsa. 

License agreement 

This software and the associated documentation are proprietary and confidential to EMC, are 

furnished under license, and may be used and copied only in accordance with the terms of such 

license and with the inclusion of the copyright notice below. This software and the documentation, 

and any copies thereof, may not be provided or otherwise made available to any other person. 

No title to or ownership of the software or documentation or any intellectual property rights thereto 

is hereby transferred. Any unauthorized use or reproduction of this software and the documentation 

may be subject to civil and/or criminal liability. 

This software is subject to change without notice and should not be construed as a commitment by 

EMC. 

Third-Party Licenses 

This product may include software developed by parties other than RSA. The text of the license 

agreements applicable to third party software in this product may be viewed in the 

thirdpartylicenses_productname_versionnumber.pdf file. 

Note on encryption technologies 

This product may contain encryption technology. Many countries prohibit or restrict the use, import, 

or export of encryption technologies, and current use, import, and export regulations should be 

followed when using, importing or exporting this product. 

Distribution 

Use, copying, and distribution of any EMC software described in this publication requires an 

applicable software license. 

EMC believes the information in this publication is accurate as of its publication date. The 

information is subject to change without notice. 

THE INFORMATION IN THIS PUBLICATION IS PROVIDED "AS IS." EMC CORPORATION 

MAKES NO REPRESENTATIONS OR WARRANTIES OF ANY KIND WITH RESPECT TO 

THE INFORMATION IN THIS PUBLICATION, AND SPECIFICALLY DISCLAIMS IMPLIED 

WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. 

 

Copyright © 2012 EMC Corporation. All Rights Reserved. 

Published in the USA.
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Preface 

About This Guide 

This guide contains information that helps users understand the business need and 

use of the RSA® Archer™ Threat Management solution. The guide only covers the 

Threat Assessment process focused on the Threat Project application and Threat 

Assessment questionnaire. It is designed to be used with the RSA® Archer™ eGRC 

Platform documentation set and the RSA Archer Threat Management solution 

documentation set. 

RSA Archer eGRC Platform Documentation Set 

For information about the RSA Archer eGRC Platform, see the following 

documentation: 

Guide Description 

Administrator Guide Provides administrators with a system overview, 

guidelines for navigating, and detailed instructions for 

key tasks. 

Control Panel Guide Provides administrators with instructions for completing 

tasks in the release. 

Installation Guide Provides administrators the details of the steps required to 

plan for, prepare, install, configure, grant access to, and 

test the release. 

Release Notes Provides administrators a detailed listing of new features, 

fixed issues, and known issues at the time of the current 

release. 

User Guide Provides end users with guidelines for navigating, 

detailed instructions for key tasks, and information about 

using communication tools. 

Web Services API 

Reference Guide 

Provides IT managers and programmers a list of the 

available web services for programmatically interfacing 

with the release. This guide provides formatting 

guidelines for field results, field inputs, and search inputs, 

and provides sample code for searching, adding and 

updating users, and updating assets. 

Access the documentation from the Documents page on the RSA Archer Community 

at https://community.emc.com/community/connect/grc_ecosystem/rsa_archer. 

https://community.emc.com/community/connect/grc_ecosystem/rsa_archer
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RSA Archer Threat Management Solution Documentation Set 

For information about the RSA Archer Threat Management solution, see the 

following documentation: 

Guide Description 

Release Notes Introduces the RSA Archer Threat Management solution, 

lists the documentation available, and provides 

information for obtaining support and service. 

Overview Guide Introduces the RSA Archer Threat Management solution 

and provides information about the Solution, any 

subsolutions, and the applications. 

Installation Guide Provides administrators with instructions to install the 

solution. 

Practitioner's Guide Provides users with industry information on the issues 

that the solution resolves, design information about the 

solution, and a use case highlighting how the solution 

works. 

You can access the RSA Archer Threat Management documentation from the 

Documents page on the RSA Archer Exchange at 

https://community.emc.com/community/connect/grc_ecosystem/rsa_archer_ 

exchange. 

Support and Service 

Customer Support 

Information 
http://rsa.com/node.aspx?id=1356 

Customer Support Email archersupport@rsa.com 

RSA Archer Community https://community.emc.com/community/connect/grc_ 

ecosystem/rsa_archer 

RSA Archer Exchange https://community.emc.com/community/connect/grc_ 

ecosystem/rsa_archer_exchange 

The Community enables collaboration among eGRC clients, partners, and product 

experts. Members actively share ideas, vote for product enhancements, and discuss 

trends that help guide the RSA Archer product roadmap.  

The Exchange is an online marketplace dedicated to supporting eGRC initiatives. 

The Exchange brings together on-demand applications along with service, content, 

and integration providers to fuel the success of RSA Archer clients.  

 

https://community.emc.com/community/connect/grc_ecosystem/rsa_archer_exchange
https://community.emc.com/community/connect/grc_ecosystem/rsa_archer_exchange
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Threat Assessments 

Overview 

Threat Assessments are a proactive part of a Threat Management program. A Threat 

Assessment should assist the security function to identify threat actors, threat 

scenarios, and threat vectors such that proactive measures can be put in place to 

protect company assets. This process is a key part of the threat prevention efforts to 

reduce Attack Vectors as part of the overall threat management program. Users 

should be able to create and define threat assessment projects, consistently perform 

threat assessments using defined criteria, aggregate issues, and report on the status of 

the threat assessment program. 

Business Need 

In the last two years, the information security industry has seen changes in the 

understanding and definition of threat management. A string of high visibility, high 

impact data breaches have clearly defined a turning point in the world of information 

security. Multiple studies and reports have been issued on the changing threat 

landscape. Hacktivism, Advanced Persistent Threats (APTs), the digital 

underground, and many other trends have stressed to companies that threat 

management, while a core part of information security for years, is not a stagnant 

science but a continually evolving art. The ability of an organization to manage 

threats is now paramount to its success as a business, and is in some respects 

necessary for its survival. 

Threat Management is a very broad term. A threat as defined by ISO 27005 as “a 

potential cause of an incident that may result in harm of systems and organization.”  

In the broadest sense, this can be everything from a hacktivist to an earthquake to a 

burglar to a failure of a business partner. Therefore, we need to define what Threat 

Management is, what the scope of our vision is, what the components of a Threat 

Management program are, and where our products play in the grand scheme of 

things.  

The following illustration uses the OWASP depiction of a threat as a clear visual of 

a basic threat scenario. It is easy to distinguish the path from threat to business 

impact using this model. 
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Figure 1: Objectives of a Threat Management Program 

The overlaid boxes represent the objectives of a Threat Management program. In 

other words, Threat Management is the process by which the path from Threat 

Agent to Business Impact is either prevented or detected with the ultimate result of 

minimizing Business Impact. This task is accomplished by: 

 Reducing the Attack Vectors through understanding the general 

progression of attacks and eliminating attack vectors. This process 

requires both an understanding of the threats (what) that could impact 

the environment and their vectors (how). This part of the program is 

completed through gathering intelligence, performing threat 

assessments with scenario and threat modeling, and proactively 

analyzing possible threat agents and attack vectors. 

 Reducing Security Weaknesses through elimination or mitigation via 

the implementation of Security Controls. Every environment has 

inherent weaknesses (IT systems = platform vulnerabilities, Facilities = 

ingress/egress points, and so on). This part of the program advises the 

business on the proper controls to eliminate, mitigate, or reduce those 

vulnerabilities. For IT, this includes vulnerability scanning, pen testing, 

and other technical means that identify those weaknesses and 

recommend controls. The actual control implementation is not part of 

Threat Management, but the finding and recommending of controls is. 

This puts a manageable boundary around the Threat Management 

program and relies on other processes (patch management, IT 

Operations, application development, and so on) to implement the 

controls. 

 Understanding Assets and monitoring Activity to detect and prioritize 

active threats. To properly understand the technical impacts, the assets 

must be understood (cataloged, analyzed, prioritized, and so on). Then, 
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activity on the assets must be monitored. These two elements are core 

to identifying where threats have actually passed through the controls 

and weak points and are leading to a business impact. 

 Minimizing Business Impact through effective, efficient response and 

mitigation. If a threat has managed to elude controls and/or exploit a 

weakness and is detected, response and mitigation activities must 

reduce the business impact as quickly as possible. 

Introduction to RSA Archer Threat Assessments 

Threat Project Management 

The Threat Project application in the Threat Management solution allows a 

security function to manage the process of performing manual threat 

assessments as part of a program to identify potential threats to business 

assets. The Threat Project process uses concepts as defined in the Octave 

Allegro Methodology (http://www.cert.org/octave/allegro.html) as the basis 

of the threat assessment process.   

 

Figure 2: OCTAVE Allegro Roadmap 

The Threat Project application aligns with the Octave Allegro Roadmap via: 

http://www.cert.org/octave/allegro.html


 

Threat Management Practitioner’s Guide 

 

10  

 Step 1: Project Definition: The Threat Project allows a user to define 

the project with description fields, participants, and the overall scope 

of the project.   

 Step 2 and 3: Project Scope: Cross-references to entities in the RSA 

Archer Enterprise Management solution are utilized to associate the 

project with Business Units, Business Processes, Applications, 

Devices, and Facilities.   

 Step 4:   

o Threat Assessment: The Threat Project utilizes the Threat 

Assessment Questionnaire described below Multiple 

questionnaires may be completed by different users to 

aggregate the questionnaires into a consolidated score. 

o Vulnerability Scans: A threat assessment may include a 

Vulnerability Scan. The user is able to request a Vulnerability 

Scan via the Vulnerability Scan Request application and 

associate one or more Vulnerability Scans via a cross-

reference to the Vulnerability Scan application. 

 Step 5, 6 and 7: Threat Analysis: The Threat Project application 

allows the security analyst to document Findings to define Risks 

identified during the Threat Assessment. In addition, the analyst can 

document Threat Scenarios associated to the assessment.   

 Step 8: Response Plan: The Threat Project application allows the 

security analyst to document an action/response plan as a result of the 

threat assessment. The Counter Measure Plan in the Threat Project 

includes cross-references to the Remediation Plans and Exception 

Requests applications. 

Threat Assessment Questionnaire 

The Threat Assessment questionnaire serves as a consistent method to 

identify potential threat actors, vulnerabilities and/or threat scenarios as part 

of a Threat Project. The input into the questionnaire is typically provided by 

business representatives, technology owners, and business process 

constituents. The questionnaire is not intended to be a complete threat 

assessment but rather an inquiry into the common threat scenarios that can 

affect specific assets. Through the discussion facilitated by the Threat 

Assessment, the security analyst can query the business owners about the 

possible scenarios that could result in a business impact and identify 

countermeasures as necessary. 

The questionnaire contains threat questions pertaining to: 



 

Threat Management Practitioner’s Guide 

 

 11 

 Threat Profiles including Threat Access Paths, Threat Actors, and a 

Threat Tree 

 Threat Scenarios 

 Questions that can identify common threat scenarios specific to asset 

types 
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RSA Archer Threat Assessment Process 

RSA Archer Threat Assessment Components 

Threat Project 

The Threat Project application enables the security function to manage the 

operational activities of the threat program through project management and an 

integrated threat assessment methodology. The Threat Project application provides 

security analysts with a consistent methodology to identify threats, analyze 

associated risks and manage risk treatment efforts in one consolidated system. 

Through the Threat Project application, the organization can: 

 Manage the process of performing threat assessments from scoping 

through to treatment 

 Support singular input (one participant) or multiple inputs (multiple 

participants) for threat identification 

 Manage threat-related projects through a lifecycle of: 

o Project staffing and scoping 

o Threat assessment, aggregated scoring, and multiple assessment 

support 

o Threat analysis and evaluation 

o Risk treatment, including remediation plans and exception requests 

A Threat Project is used to manage the threat management-related activities of the 

security function. Security analysts can be assigned to a threat project to guide the 

project from threat assessment to treatment monitoring. The application can provide 

security managers with the capability to manage security resources, assign tasks, and 

manage the threat management operations. Each threat project follows a lifecycle 

from scoping to project close. 

The Threat Project also serves as the target for the Threat Assessment questionnaire. 

The security analyst can scope the threat project using the multiple domains of the 

threat assessment. The threat assessment then uses the filter criteria of the scoping to 

build a threat questionnaire based on the project. An integrated scoring model 

aggregates the scores from the threat assessments into one overall threat level. The 

security analyst can then consolidate findings, document threat/vulnerability pairs, 

and collaborate on a risk analysis for a final threat level. 

Threat Assessment 

The Threat Assessment provides customers with a set of fields/questions to identify 

common threats for the following types of assets: 

 Business Units 

 Applications 

 Facilities 

 Information Assets 
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 General IT Systems 

The threat assessment assists a security analyst to identify general threat actors and 

threat vectors based on the scope of the assessment. The assessment contains 

questions that can be used as part of threat modeling or threat scenario analysis 

process. 

RSA Archer Threat Project Flowchart 

The following flowchart illustrates the phases of the Threat Project and major steps 

in the workflow. 

 

Figure 3: Threat Project workflow 

RSA Archer Threat Project Data Relationships 

The following diagram illustrates the data relationships related to the Threat Project 

and Threat Assessment. 
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Figure 4: Threat Project data relationships 
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Using Threat Projects to Manage Threat 
Assessments 

Scoping a Project 

The first step during a Threat Project is to define the project and set the scope of the 

project. This step is performed by naming the project, describing the project 

objectives, setting the Project Type (Threat Assessment or Penetration Test) and 

entering in the dates associated to the project. 

Note: The Project Type field determines sections that are displayed in the Threat 

Identification tab. 

The Project Staffing section allows the project manager to define the individuals 

working on the project. This section includes the Threat Analyst, Management 

Sponsor, and Participants in the project. 

 

 

Figure 5: Scoping a Project 

The Project Scoping section allows the project manager to define the scope of the 

project. Each item selected in the Scope of Assessment field determines the sections 

that are included in the Threat Assessment questionnaire. Cross-references to 

Applications, Devices, Business Unit, Business Process and Facility from the 

Enterprise Management module can be used to document the specific scope of the 

assessment. 
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Note: The Question Filter properties of the Threat Assessment questionnaire use the 

Scope of Assessment field to determine which sections to include in the Threat 

Assessment. 

Identifying Threats 

The next step in the project is to identify threats based on the scope of the project. 

There are two types of projects, as defined by the Project Type field: Threat 

Assessment and Penetration Test. Depending on the selection made in that field, 

different sections appear under the Threat Identification tab. 

Threat Assessments 

If the Project Type is Threat Assessment, a cross-reference appears allowing the 

Threat Analyst or project manager to create a Threat Assessment questionnaire. One 

or more questionnaires may be filled out for each project. This option allows the 

Threat Analyst to query multiple users to get their individual perspectives on the 

potential threats. 

 

 

Figure 6: Threat Identification: Threat Assessment 

After a Threat Assessment is completed, the Threat Project has fields to calculate the 

combined results in the fields Threat Scenario, Business Process Threat Level, 

Network Threat Level, Device Threat Level, Application Threat Level and Facility 

Threat Level. In addition, an Overall Threat Level is calculated.  

Note: If there is more than one Threat Assessment completed, the fields are 

calculated as the maximum of the levels from each individual Threat Assessment. 

This calculation could be modified to take the average of the Threat Assessments if 

the objective is to get the combined level of threat determined by the Threat 

Assessment. This would be a configuration change based on the company’s 

objective for performing the Threat Assessment. 

Penetration Tests 

If the Project Type is a Penetration Test, sections appear to document the scope of 

the testing. 
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Figure 7: Threat Identification: Penetration Test 

Fields are included to describe the testing and document the type of engagement and 

testing scope. Additionally, an attachment field is included for attaching Penetration 

Testing Reports. 

Vulnerability Scan Requests and Vulnerability Scans 

Cross-references to the Vulnerability Scan Request and Vulnerability Scan 

applications can be used to document any scans that are performed as part of the 

Threat Project.  

 

Figure 8: Vulnerability Scan Request 

The Threat Assessment 

Workflow and Scoring 

The Threat Assessment questionnaire utilizes the basic two-stage workflow common 

to other questionnaires in the solutions. The questionnaire has a Submitter and a 

Reviewer along with dates associated with the workflow.   
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Figure 9: Threat Assessment Workflow 

The Threat Assessment uses a built-in scoring system to determine the level of 

Threat for each section of the questionnaire. The Threat Scores are calculated based 

on each question section of the Threat Assessment. The higher the score is, the 

higher the level of potential threat. The maximum score of 100 indicates the highest 

level of potential threat. None of the scores are calculated until all questions in every 

section are answered. 

 

Figure 10: Threat Scores 

Important: The calculations within each section of the questionnaires are based on 

the current set of questions. If questions are added or removed from the individual 

questionnaire sections, then the scoring fields must be adjusted. Review the formulas 

for the Score fields before making any changes to a questionnaire. 

Threat Profile 

The Threat Profile section of the questionnaire is used to identify the following: 

 Threat Access Paths are the possible routes that a threat actor could 

use to attack the function.  

 Threat Actors are the possible types of attackers that pose a threat to 

the business function.  
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 The Threat Tree indicates the impacts (Disclosure, Modification, 

Interruption, or Loss) of information based on the Actor and 

Motivation.  

 
Figure 11: Threat Profile 

Threat Scenarios 

The Threat Scenario section indicates the different scenarios that the system could 

be compromised. The more threat scenarios that are applicable, the higher the threat 

scenario score. The questions have Yes/No answers and the user should indicate 

which threat scenarios are possible within the scope of the threat assessment. 

 

Figure 12: Threat Scenarios 

If necessary, the user can also provide more details using the Comments capability 

indicated by the icon on the right of each question. The submitter of the 

questionnaire may use these comments to describe the scenario in more detail for the 

Threat Analysis. 



 

Threat Management Practitioner’s Guide 

 

22  

Scoped Questions 

Scoped Questions are the sections of the questionnaire that are displayed based on 

the Scope of Assessment field on the Threat Project. The questionnaire has sections 

for: 

 Device 

 Network 

 Business Process  

 Facility. 

Each section has two types of questions. Yes/No questions are used to identify a 

possible threat to the business function. Questions that are rated on a scale of 1-10 

are used to gauge an impact or possible business disruption. The scoring for each 

section is based on the percentage of total possible points within each section. A 

higher score indicates a higher potential threat level for that section. A score of 100 

indicates the highest level of threat. 

The Threat Level is based on a five point scale (Low, Medium Low, Medium, 

Medium High, and High) and is calculated in 20 point intervals. 

Score Level 

0 – 20 Low 

20 – 40 Medium Low 

40 – 60 Medium 

60 – 80 Medium High 

80 – 100 High 

Note: For more information, see the formulas for the individual scoring fields. 

 

Figure 13: Example of a Scoped Section 
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Each section is meant to identify areas with higher levels of Threat. The Threat 

Analyst can then use these questions to work with the business owners or 

representatives to further define the threat scenarios.   

Findings 

As the Threat Analyst works with the business representatives to answer the 

questions on the Threat Assessment, Findings can be entered and associated with the 

Threat Assessment. Given the nature of threat assessments, the Auto Findings 

generation is not enabled for the Threat Assessment, allowing the Threat Analyst to 

define Findings as necessary. 

 

Figure 14: The Findings Application 

Threat Analysis and Evaluation 

The Threat Analysis and Evaluation tab allows the Threat Analyst to document the 

overall threats identified during the Threat Identification process.   
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Figure 15: Threat Analysis and Evaluation tab 

The Findings application can be used to document specific items and assign them to 

individuals for closure.    

The Threat Scenario subform can use document-specific threat scenarios that are 

compiled from the Threat Assessment questionnaires. This allows the Threat Analyst 

to combine input from the assessments into a common set of Threat Scenarios. 

 

Figure 16: Threat Scenario subform 

The Final Threat Analysis section documents the conclusions from the threat project. 

A Final Threat Level can then be assigned to the Threat Project. 

Counter Measure Plan 

The Counter Measure Plan tab allows the Threat Analyst to document remediation 

efforts necessary to implement controls to reduce risks identified during the Threat 

Project. The documentation can include Remediation Plans and Exception Requests. 

Cross-references to those applications are included to document those activities.  
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Figure 17: Counter Measure Plan tab 

Conclusion 

The Threat Assessment process in the RSA Archer Threat Management module 

consists of the Threat Project application and the Threat Assessment questionnaire.   

The Threat Project includes a multi-stage workflow to facilitate the process of 

project scoping, threat identification, threat analysis, and evaluation and 

countermeasure plans. 

The Threat Assessment questionnaire contains questions to identify possible attack 

vectors, threat scenarios and indicators of potential exploits.  

The Findings, Exception Request, and Remediation Plan applications support the 

process.    


