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Preface

About This Guide
This guide is for RSA® Archer® GRC administrators who need to install the RSA
Archer Issue Management 4 SP1 solution. For more information, see the RSA
Archer GRC Help.

This guide assumes that the reader is knowledgeable about the GRC industry and
RSA Archer GRC.

RSA Archer Documentation
You can access the RSA Archer documentation from the RSA Archer Exchange
and RSA Archer Community.

Documentation Location

Platform On the RSA Archer Community at:
https://community.emc.com/community/connect/grc_
ecosystem/rsa_archer

Solutions, Applications,
and Content

On Content tab on the RSA Archer Exchange at:
https://community.emc.com/community/connect/grc_
ecosystem/rsa_archer_exchange

RSA continues to assess and improve the documentation. Check the RSA Archer
Community and RSA Archer Exchange for the latest documentation.

RSA Archer Issue Management Data Dictionary
The RSA Archer Issue Management Data Dictionary contains configuration
information for the solution.

You can obtain the Data Dictionary for the solution by contacting your RSA Archer
Account Representative or calling 1-888-539-EGRC.

Support and Service

Customer Support
Information

www.emc.com/support/rsa/index.htm

Customer Support E-
mail

archersupport@rsa.com
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Other Resources
RSA Archer Community enables collaboration among GRC clients, partners, and
product experts. Members actively share ideas, vote for product enhancements, and
discuss trends that help guide RSA Archer product roadmap.
https://community.emc.com/community/connect/grc_ecosystem/rsa_archer

RSA Archer Exchange is an online marketplace dedicated to supporting GRC
initiatives that delivers on-demand applications with service, content, and
integration providers to drive the success of RSA Archer clients.
https://community.emc.com/community/connect/grc_ecosystem/rsa_archer_
exchange

RSA Solution Gallery provides information about third-party hardware and software
products that have been certified to work with RSA products. The gallery includes
Secured by RSA Implementation Guides with instructions and other information
about interoperation of RSA products with these third-party products.
https://gallery.emc.com/community/marketplace/

RSA SecurCare Online (SCOL) provides unlimited access to a wealth of resources
on the Web, 24 hours a day. The secure system provides members access to a
support knowledgebase, to download current platform patches and bug fixes, to sign
up for notifications, to manage your support cases and more.
https://knowledge.rsasecurity.com/cleartrust/ct_
logon.asp?CTAuthMode=BASIC&language=en&CT_ORIG_
URL=https%3A%2F%2Fknowledge.rsasecurity.com%3A443%2F&ct_orig_
uri=%2F
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Chapter 1: RSA Archer Issue Management

Introduction
This chapter contains the following sections:

l RSA Archer Issue Management 4 SP1

l RSA Archer Issue Management Requirements

l RSA Archer Issue Management Installation Files

l Prepare to Install RSA Archer Issue Management

RSA Archer Issue Management 4 SP1
The RSA Archer Issue Management 4 SP1 solution is included in the following
RSA Archer solutions. However, it is packaged separately.

l RSA Archer Audit Management

l RSA Archer Business Continuity Management

l RSA Archer Compliance Management

l RSA Archer Incident Management

l RSA Archer Policy Management

l RSA Archer Risk Management

l RSA Archer Security Operations Management

l RSA Archer Threat Management

l RSA Archer Vendor Management

l RSA Archer Vulnerability Risk Management

It is available for download from the Applications Exchange page on the RSA
Archer Exchange at https://community.emc.com/community/connect/grc_
ecosystem/rsa_archer_exchange.

RSA Archer Issue Management 4 SP1 Requirements
The RSA Archer GRC Suite must meet the following requirements before installing
RSA Archer Issue Management 4 SP1:

l RSA Archer GRC Platform version 5.5 SP1

l User account on the RSA Archer Exchange to download the solution files
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RSA Archer Issue Management 4 SP1 Installation File
The Issue Management 4 SP1 installation file is RSA_Archer_Issue_Management_
4_SP1_Install_Package.zip.

Prepare to Install RSA Archer Issue Management 4 SP1

Procedure

1. Ensure that you have access to the following:

l RSA Archer GRC Help

l RSA Archer Control Panel Help

2. Read and understand the "Managing Packages" section of the RSA Archer
GRC Help.

3. Obtain the Data Dictionary for the solution by contacting your RSA Archer
Account Representative or calling 1-888-539-EGRC. The Data Dictionary
contains the configuration information for the solution.

Chapter 1: RSA Archer Issue Management 7
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Chapter 2: Installing and Configuring RSA Archer
Issue Management 4 SP1

Install RSA Archer Issue Management 4 SP1

Procedure

1. Download the Solution File from the RSA Archer Exchange

2. Verify Groups and Roles

3. Import the Install Package

4. Back Up the Database

5. Update the License Key

6. Perform Advanced Package Mapping

7. Install the Solution Package

8. Review the Package Installation Log

9. Post-Install Activities

10. Test the Solution

Download the Solution File from the RSA Archer Exchange

Procedure

Download the RSA_Archer_Issue_Management_4_SP1_Install_Package.zip file for
RSA Archer Issue Management 4 SP1 from the Applications Exchange page on the
RSA Archer Exchange at https://community.emc.com/community/connect/grc_
ecosystem/rsa_archer_exchange.

Verify Groups and Roles
You must verify specific user groups and roles for the RSA Archer Issue
Management 4 SP1 solution.

Procedure

Verify that your groups and access role settings match the corresponding
information in the Data Dictionary. For instructions, see the Access Control section
in the RSA Archer GRC Help.

See the Data Dictionary for the list of groups and roles needed for the RSA Archer
Issue Management 4 SP1 solution.

Chapter 2: Installing and Configuring RSA Archer Issue Management 4 SP1 8

https://community.emc.com/community/connect/grc_ecosystem/rsa_archer_exchange
https://community.emc.com/community/connect/grc_ecosystem/rsa_archer_exchange


Installation Guide

Import the Install Package

Procedure

1. From the Navigation Menu, click Administration > Application Builder > Install
Packages.

2. In the Available Packages section, click Import to open the Select Import File
dialog box.

3. Click Add New, then locate and select the package file that you want to import.

4. Click OK.

Back Up the Database
After a solution package has been installed, the installation cannot be rolled back
(reversed). RSA recommends that you create a backup of your database before
installing the new package in case you need to return to a pre-install state.

Important: You must be a database administrator to perform this task.

Procedure

Back up the database according to your company's standards and procedures.

Update the License Key

Note: You must update the license key if you are installing a new application or
questionnaire. If you are updating existing applications or questionnaires, you do not
need to update the license key.

The administrator (a web or database administrator) on the server on which the
Archer Control Panel resides must update the license key in the Archer Control
Panel before the application package is imported in order for the new applications
and questionnaires to be available for use.

Procedure

Update the license key. For instructions, see "Update a License Key" in the RSA
Archer Control Panel Help.

Important: If you do not update the license key prior to installing the solution
package, you may receive package failures.

Chapter 2: Installing and Configuring RSA Archer Issue Management 4 SP1 9
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Install the Solution Package
When you install a package that updates a sub-form, the updates affect all
applications, questionnaires, workspaces, and dashboards that use the sub-form.

Procedure

1. Click Administration > Application Builder > Install Packages.

2. In the Available Packages section, locate the package file that you want to
install, and click Install.

3. To modify the components of the installation package, follow these steps:

a. In the Configuration section, select the components of the package that you
want to install.

Important: By default, RSA Archer GRC only selects new applications, so
you must select all other applications and questionnaires as needed. For
steps b and c, you should select the recommended option. Otherwise the
solution may not work properly.

b. In the Install Method section, for each component, select one of the
following options.

Option Description

Create New Only Only creates new objects that do not currently exist in
the instance. Does not update existing objects.

Important: You must manually update any existing
items that you want to change. See the Data
Dictionary for field information.

Create New and
Update
(recommended)

Creates new objects and updates existing objects that
match objects in the package.

c. In the Layout section, for each component, select one of the following
options.

Option Description

Override Layout
(recommended)

Replaces the existing layout with the layout in the
package. Moves fields that were previously on the
layout that are not on the package layout to the
Available Fields list.

Chapter 2: Installing and Configuring RSA Archer Issue Management 4 SP1 10
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Option Description

Do Not Override
Layout

No changes are made to the existing layout, but you
may have to modify the layout after installing the new
package.

4. Click Install, and click OK.

5. For sample installation log messages, see Package Installation Log Message
Examples.

Performing Advanced Package Mapping
To perform this task, you must be a user with an access role that has rights to install
a package. When you install the latest solution package, you must perform
Advanced Package Mapping to avoid creating duplicate objects.

Important: Advanced Package Mapping does not update data feeds and Web
APIs. If you modify the system ID of an object used by a data feed or Web API, the
data feed or Web Service API will not function properly. You must update the data
feed and Web Service API to reference the new system ID of the object. Changing
the system ID of a field can adversely affect data feeds or calculations that use the
field. Before you execute the mapping process, RSA recommends that you back up
your database.

As part of Advanced Package Mapping, you can do the following:

l Map objects

l Review the Package Mapping Log

l Export Mapping Settings

l Import Mapping Settings

l Undo Package Mapping Changes

Advanced Package Mapping requires a considerable amount of memory, which can
result in loss of data input and IE errors when working with large applications.
System performance may vary based on the size of a package file.

Note: To optimize your system for packaging, RSA recommends using Silverlight
5.1.3 or later.

For information about advanced package mapping and its components, see
"Advanced Package Mapping" in the RSA Archer GRC Help.

Chapter 2: Installing and Configuring RSA Archer Issue Management 4 SP1 11
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Review the Package Installation Log

Procedure

Review the Package Installation Log to determine if you need to take specific
action to resolve issues. For more information on the log messages, see "Package
Installation Log Messages" in the RSA Archer GRC Help.

For example, you may need to install specific dependent solutions or applications.
For information on the dependencies for each solution, see the Data Dictionary.

For additional examples and remediation information for common Package
Installation Log messages, see Package Installation Log Message Examples.

Post-Install Activities
The package installation does not update some attributes of objects, or delete
obsolete objects that are not included in the current solution. RSA recommends that
you compare the objects in your database with the information in the Data
Dictionary to determine which objects are obsolete or have been updated.

Deleting Obsolete Objects
Packaging does not delete obsolete objects. RSA recommends that you delete these
objects because they may affect how the applications function. Follow these
guidelines on deleting obsolete objects:

l If you select Override Layout when you install the solution install package, the
Packager does not remove old fields from the layout. You must delete the old
fields.

l Evaluate your need for certain data driven events (DDE), pre-existing rules, and
actions that were not updated through Packaging. Delete any obsolete rules and
actions.

l Verify the DDE order and update it if necessary.

l Evaluate pre-existing notifications and reports that Packaging did not update.
Delete obsolete notifications and reports.

For more information about objects, see the "Managing Packages" section of the
RSA Archer GRC Platform Help.

Validating Formulas and Calculation Orders
Follow these guidelines on validating formulas and calculation orders:

l The packaging process logs an error if a formula does not validate. This error
may be caused by a formula that references applications or fields that do not
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exist in the instance and were not part of the package (for example, fields in
applications that are part of a different core solution). Review those fields to
determine if they are needed.
o If a field is needed, modify the formula to remove references to applications

or fields that do not existing in your instance. Fields that do not exist in your
instance are identified with an exclamation mark.

o If a field is not needed, delete the field or remove it from the layout. If the
field is not deleted, removing the formula prevents errors from being written
in the log files when records are saved.

l Verify the order of calculations for each application and sub-form in the solution.
See the Data Dictionary for calculation orders for each individual application or
sub-form.

l Update the order of calculations as needed for each application and subform in
the solution.

For more information about deleting objects, see the "Managing Calculations"
section of the RSA Archer GRC Platform Help.

Verifying Key Fields
Packaging does not change key fields. To verify the key fields in each application,
see the RSA Archer Issue Management Data Dictionary.

Test the Solution

Procedure

Test the RSA Archer Issue Management 4 SP1 solution according to your company
standards and procedures, to ensure that the solution works with your existing
processes. Some of the items that you may want to include in your testing are:

l Customized objects and fields

l Notifications - ensure that notifications are firing

l Calculations - ensure that calculations are functioning

l Workflows - ensure that workflows are correct
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Appendix A: Package Installation Log Message
Examples

For more information on the Package Installation Log messages, see "Package
Installation Log Messages" in the RSA Archer GRC Help.

For information on the dependencies for each solution, see the Data Dictionary.

Warning
Message Explanation Remediation

<Object Name>
Alias was
changed from
<Original Alias>
to <New Alias>

This message is an
informational warning
indicating that the Alias was
updated on the object. There
are two reasons for an alias in
the Target Instance to have
been updated:

l Update was in the Source
Package.

l Alias has to be unique in
the Target Instance. If the
alias already exists in
Target, packaging adds a
unique identifier to the end.

This message is only potentially an issue if the
change occurs on a field that is utilized in a Mail
Merge Template or Data Publication Service. In
that scenario, update the DPS or the mail merge
template with the new alias.

<Field Name> in
the application
<Application
Name> cannot be
changed from a
private field to a
public field.

This message is an
informational warning
notifying you that packaging
does not change a private field
in the target instance to a
public field.

Change the field to public manually (optional).

Field <Field
Name> could not
be saved due to
inability to
identify the
related module.

This message is seen when a
cross-reference or related record
field could not be created
because the related application
does not exist in the target
instance. This message usually
occurs because the field is part
of a related core solution that
has not been updated in the
target instance.

1. Install the package for the solution containing
the related application. You must have a
license for the related application.

2. Reapply the original package to resolve the
warning.

See the Data Dictionary.
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Warning
Message Explanation Remediation

The calculated
field <Field
Name> in the
application
<Application
Name> cannot be
verified.

The formula in the calculated
field is incorrect. Most often,
this message occurs when the
formula references a field in a
related application and either
the field or the application does
not exist in the target instance.
This may be because the applic-
ation is in a related core solu-
tion that has not been updated.

1. Install the package for the solution containing
the related application. You must have a
license for the related application.

2. Reapply the original package to resolve the
warning.

See the Data Dictionary.

Field <Field
Name> was not
found and
removed from a
collection.

This warning may be seen on
Inherited Record Permission
fields, cross-reference/related
record fields (record lookup and
grid display), or as a display
field in a report. The warning
means that the field could not
be found in the target instance
and was not included in the
package. This is usually
because the field is part of an
application in a related core
solution that has not been
updated in the target instance.

1. Install the package for the solution containing
the related application (to obtain the missing
field). You must have a license for the related
application.

2. Reapply the original package to resolve the
warning.

See the Data Dictionary.

Note: If you do not have a license for the related
application, you may ignore this message, and the
field remains omitted from the object.

The following
access role
referenced on the
Access tab could
not be resolved:
<Role Name>

This message occurs because
access roles are not included in
the package and you must cre-
ate them manually. Packaging
cannot reference the system IDs
of the new access roles that you
created.

Add the access roles to the referenced items
manually.

See the Data Dictionary.

Appendix A: Package Installation Log Message Examples 15
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