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ABSTRACT
This paper is a primer on the RSA Archer® Business Risk Management 

Reference Architecture—a high-level visual representation of the framework 

needed within an organization to understand and manage risk and compliance 

obligations across the enterprise and how RSA Archer Suite supports a 

risk management strategy. This is a revision of the RSA Archer reference 

architecture released in June 2013.
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TRANSFORMATION OF GRC INTO BUSINESS 
RISK MANAGEMENT 
The concepts of governance, risk and compliance (GRC) emerged in practice 

by organizations well over 15 years ago. GRC “was invented as a shorthand 

reference to the critical capabilities that must work together to achieve 

Principled Performance—the capabilities that integrate the governance, 

management and assurance of performance, risk, and compliance activities.”1  

The concepts of GRC emerged as organizations were growing increasingly 

complex and demands to demonstrate performance, risk management and 

compliance were being heard across the spectrum of key stakeholders, 

including shareholders, boards of directors, executive management, 

regulators, customers and third parties. Technologists, like RSA, realized that 

the practice of GRC could indeed increase the likelihood of an organization 

achieving its objectives, whatever they may be, and that technological 

solutions could be designed to enable GRC principles.  

At first, GRC technology was largely used to operationalize compliance 

activities; to demonstrate compliance to avoid regulatory criticism, fines and 

sanctions. Organizations learned that GRC principles and technologies could 

be utilized for all kinds of risk management activities beyond compliance. 

Wherever the organization had established an objective, GRC could be 

applied to increase the likelihood that the objective was met. This is, in fact, 

the definition of risk: the “effect of uncertainty on objectives.”2   

The transformation of the GRC concept from a compliance focus to an 

objectives- and risk-focused orientation reinforced a broader role as one of 

Business Risk Management, with uses proliferating across enterprise issues 

management, enterprise and operational risk management, IT and security 

risk management, regulatory and corporate compliance, business resiliency, 

third-party governance, and other use cases, broad and niche. Business Risk 

Management represents the next evolution of the governance, risk and 

compliance paradigm—labeling the concept in clearer terms related to the 

final objective: managing risk within the business.

INTRODUCTION TO THE RSA ARCHER BUSINESS 
RISK MANAGEMENT REFERENCE ARCHITECTURE
The RSA Archer Business Risk Management Reference Architecture provides 

a high level view of the overall vision and how the RSA Archer Suite fits into 

the long-term goal of improving risk management within an organization. 

The reference architecture is fundamentally a discussion of system design 

to enable effective organizational governance, regardless of the objective. 

“A system is a set of elements or parts that is coherently organized and 

interconnected in a pattern or structure that produces a characteristic set 

1  OCEG.org
2  ISO Guide 73, Risk Management - Vocabulary



WHITE PAPER

2

of behaviors, often classified as its ‘function’ or ‘purpose’”3 . The reference 

architecture outlines the principles, means and structure to most effectively 

achieve the design vision, including:

• A defined set of architectural guidelines to be shared across applications 

and systems

• Standardized terminology

• Mechanisms to support decision-making, including the means to produce 

more timely, more accurate and more complete information

• Feedback loops to reinforce effective Business Risk Management 

• Policies that design learning into the management process

Business Risk Management is a term that describes the management of risk 

to objectives, across the enterprise, in a form that can be understood by  

all stakeholders.

THE RSA ARCHER BUSINESS RISK MANAGEMENT 
REFERENCE ARCHITECTURE
A decision system, reduced to its simplest form, contains only three parts: 

gather information, obtain insight from the information and act upon the 

information. Figure 1 represents the essential components of a decision 

system, regardless of complexity, including autonomic decision systems. 

Figure 1: Decision System Proof

While this decision system proof is useful to understand the essential 

components of a decision, it lacks the details necessary to affect a robust 

Business Risk Management system. A complete picture of a robust Business 

Risk Management decision system is represented in Figure 2 below. 

3  Thinking in Systems: A Primer, Donella H. Meadows, 2008



WHITE PAPER

3

Figure 2: RSA Archer Business Risk Management Reference Architecture

KEY OBJECTIVES OF A BUSINESS RISK 
MANAGEMENT ARCHITECTURE
The objective of the Business Risk Management reference architecture is 

to depict the many moving parts of a Business Risk Management program 

and how they fit together to deliver the high-level outcome of business 

performance optimization. This architecture endeavors to highlight the 

multiple, but interrelated, components making up a robust Business Risk 

Management system and underscores the need for a strategic approach. 

Additionally, Business Risk Management touches many parts of the 

organization. The web of stakeholders with varying requirements introduces 

a complex tug of war with opposing priorities. However, the scenario is not 

so grim. Significant redundancy in stakeholder requirements, technologies 

and processes can be addressed by a common architecture and process 

approach to Business Risk Management, capturing efficiencies and promoting 

consistency along the way.   

To manage the web of stakeholders, processes and objectives, the reference 

architecture aligns with the following concepts of the RSA Archer Business 

Risk Management strategy:

Depth and Breadth. Business Risk Management requires several disciplines 

working together in a flexible framework to fulfill the changing needs of 

today’s modern enterprise. The incorporation of industry-leading best 

practices is necessary to get an effective Business Risk Management program 

up and running quickly (depth). Also necessary is a multidisciplinary approach 

enabling risk management solutions and use cases that address the most 

critical domains of business risk (breadth).    
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Adaptable. It does not take much imagination or experience to know that 

the core drivers of Business Risk Management involve many changes and 

transformations of business over time. The Business Risk Management 

reference architecture must be adaptable in order to evolve as the business 

evolves. Furthermore, business users must be empowered to make changes 

without relying on costly, time-intensive re-engineering or redevelopment.

Unified. The Business Risk Management architecture brings together 

related and common business activities into one cohesive approach. Most 

organizations have built governance processes around specific activities 

within individual silos within the organization. For instance, for SOX 

compliance, the financial organization has defined specific controls for 

financial reporting, and the process is driven within the domain of finance. 

With a unified enterprise approach, the organization can learn from this 

effort and apply control approaches consistently across the organization to 

reduce risk and provide cross-discipline input into Business Risk Management 

efforts. The Business Risk Management program provides a structure for 

conversations to create a common language and approach across to the 

management of risk and compliance obligations. 

Automated. Automation is critical to the Business Risk Management 

architecture. The volume of information (represented by the transactions 

and infrastructure layer) consumed and the processes to glean intelligence 

from the information are sufficiently involved that it makes manual program 

administration impractical. Automation comes in many forms—from correlating 

business data into consolidated views to automating risk and compliance 

management processes. In addition, manually manipulating and analyzing 

information is costly and prone to errors of omission and commission. 

Automation drives efficiencies and consistency throughout the program.

Correlation. Connecting the dots of correlated business elements is an 

essential exercise to understand critical interdependencies and the holistic 

business context of risk and compliance obligations. However, time is often 

wasted in connecting the dots across multiple risk and compliance efforts. For 

example, correlating manual controls during the financial reporting process 

with access control rules in the financial applications is a difficult task. A 

useful Business Risk Management architecture should assist in connecting 

those dots in a meaningful way. In this example, understanding who can 

access financial data can add a new dimension to understanding manual 

procedural controls.  

End to End. Many times organizations will start or stop risk and compliance 

efforts midstream. For example, the organization may have identified security 

configurations for IT systems but fail to follow that through to look at the 

actual deployment strategies utilized within IT or the audit process used 

by internal audit to assess IT platforms. For a Business Risk Management 
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program to be truly effective, risk and compliance management initiatives 

need to be viewed from start to finish. 

Easy to Use. Business Risk Management tasks are not generally the sole 

focus of an employee. Very few employees will or should have Business Risk 

Management in their job titles. An accounts payable clerk is just that—an 

accounts payable clerk—not a Business Risk Management accounts payable 

clerk. The enterprise Business Risk Management architecture should account 

for the fact that controls must be inserted into the daily tasks of employees 

in a way that allows them to get their job done without worrying about some 

Business Risk Management overhead or having to check the Business Risk 

Management box. The enterprise Business Risk Management architecture 

must talk to stakeholders in terms they understand and make tasks actionable 

and clear. 

As an organization contemplates a comprehensive Business Risk 

Management strategy—or even a portion of the Business Risk Management 

universe—these objectives should be embedded into the efforts. Core 

programs, as depicted in the reference architecture, should complement and 

supplement each other and ultimately, come together in a cohesive strategy.

The Business Risk Management reference architecture encompasses and 

embellishes a simple decision system by recognizing a standardized method 

to glean insight from business transactions and infrastructure; the various 

risk and compliance programs that rely on this insight; stakeholders across 

the organization; and the means to facilitate the programs and engage and 

empower stakeholders to optimize business performance.

REFERENCE ARCHITECTURE COMPONENTS
BUSINESS TRANSACTIONS AND INFRASTRUCTURE
Organizations, whether for-profit or nonprofit, exist to fulfill an objective: to 

deliver one or more products or services. Along the way in delivering their 

products and services, organizations often find themselves pursuing adjacent 

objectives, such as complying with laws and regulations, being a good steward 

of the environment, ensuring customer or employee health and welfare, 

and so forth. The starting point for a Business Risk Management program is 

understanding the organization’s mechanisms for delivering on its objectives. 

Once the business purpose, strategy and structure are understood, it is 

then necessary to understand the business transactions associated with 

supporting the objectives, being handled through processes, and the internal 

and extended ecosystem that informs the criticality, magnitude and likelihood 

of associated risk. In short, business transactions in this context represent 

the daily operations of the business. For example, processes, IT infrastructure 

or third parties, which handle large quantities of highly sensitive personal 

information or large value transactions, are a relatively higher inherent 
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risk than transactions of less sensitive, less voluminous or less financial 

value. Other types of transactions informing Business Risk Management 

programs are incidents, issues, key performance, risk and control indicators, 

and loss events. These kinds of transactions provide leading, lagging and 

concurrent information regarding changes in an organization’s risk profile, 

internal control framework, achievement of objectives and the quality of the 

organization’s overall governance program.

To gain this understanding of the business operations also requires 

understanding the infrastructure of the organization. Identifying the 

organizational structure necessary and in place to deliver on the objective 

includes the business processes supporting the objectives, the physical 

infrastructure, the information technology stack and the extended 

ecosystems (i.e., third parties) supporting these business processes.

As you will see as we move up the Business Risk Management reference 

architecture, infrastructure and transactions provide critical information 

to establish the necessary business context to make informed business 

decisions. They serve as the foundation of Business Risk Management.

RISK MANAGEMENT LIFECYCLE
Use of the risk management lifecycle is a common pillar across all Business 

Risk Management activities. The risk management lifecycle depicted here 

aligns with approaches to risk management published by the International 

Organization for Standardization (ISO), such as ISO 31000, Risk management—
Principles and guidelines. A risk management lifecycle used across all of the 

different programs enables a common approach to understand, prioritize, 

act upon and monitor program activities whether they be related to business 

continuity and disaster recovery planning and execution; the management of 

third-party relationships, errors and fraud associated with people, processes 

and technologies (i.e., operational risk, including IT and security risk); and 

regulatory and corporate compliance (including litigation risk). Even the 

third line of defense, independent audit, utilizes risk management lifecycle 

principles in evaluating management’s governance program and scoping and 

executing audits.

There are five stages within the risk management lifecycle:

Identify—The organization must first undertake steps to identify and 

understand the context of strategies, objectives and business processes and 

activities that may be at risk and the things that might lead to their aberration 

or failure. Identification of risk typically includes understanding the threat-

source pairs that may bring about the risk. For some risks, such as information 

security risk, there are typically numerous threat sources.

It is important to note that, in the context of a robust Business Risk 

Management program, risk can have both positive and negative connotations. 
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Most organizations only consider risk in terms of harm to their organization, 

but it can also represent positive deviation or exceeding a hoped-for 

outcome. In context of the risk management lifecycle within the Business 

Risk Management reference architecture, risk is the “effect of uncertainty on 

objectives.”4  

Assess—The step of assessing identified risks entails determining the 

likelihood and impact of each risk. Reliable assessment requires an 

understanding of the business context of the risk, including its threat sources, 

interconnections with other elements of the organization that may produce 

covariant risk (such as manifested in unintended consequences, reputation 

risk, aggregated risk, etc.), and the volume and criticality of the transactions 

associated with the risk threat sources. All of this information is combined to 

produce two assessments: inherent risk (risk in the absence of risk treatments) 

and residual risk (risk considering all risk treatments in place and operating). 

Inherent and residual risk assessments are not usually performed at the same 

time because assessors may not yet have knowledge of risk treatments in 

place. So, the typical approach is to move through the evaluate stage and the 

treat inherent risk stage before returning to assess residual risk.

Some may be tempted to skip assessing inherent risk altogether because 

it seems like a theoretical, non-real-world exercise. In fact, understanding 

inherent risk is critical to making informed decisions regarding how much 

resources, if any, should be devoted to treat a risk.5 In an optimized state, 

resources devoted to manage a risk should not exceed the risk. Further, 

proposed and new business initiatives will often be presented without any 

risk treatments, and assessors must start from a blank slate. In addition, 

auditors often find themselves auditing areas they are completely unfamiliar 

with and so they must also come to understand the inherent risk of the areas 

they are auditing in order to accurately scope audits and create test plans. 

Evaluate—The evaluate step in the risk management lifecycle, within the 

Business Risk Management reference architecture, amounts to examining 

the level of each risk relative to the organization’s risk appetite6  and making 

decisions as to whether the risk should be treated. 

4 ISO Guide 73, Risk management – Vocabulary, 1.1.

5 Ibid, 3.8.1.3, ISO Guide 73 defines Risk Treatment as a “process to  modify risk” [and can 
include] avoiding the risk by deciding not to start or continue with the activity that gives rise to 
the risk; taking or increasing risk in order to pursue an opportunity; removing the risk source; 
changing the likelihood; changing the consequences; sharing the risk with another party or 
parties (including contracts and risk financing); and retaining the risk by informed decision”

6 Ibid, 3.7.1.2, Risk appetite is the “amount and type of risk that an organization is willing to 
pursue or retain.”
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Treat—Risk treatment represents the processes organizations pursue to 

modify risk to bring it within acceptable boundaries. Risk treatments include:

•  avoiding the risk by deciding not to start or continue with the activity that 

gives rise to the risk; 

•  taking or increasing risk in order to pursue an opportunity; 

•  removing the risk source; 

•  changing the likelihood; 

•  changing the consequences (i.e., impact); 

•  sharing the risk with another party or parties including by contract, 

hedging and insurance; and

•  retaining the risk by informed decision. 

For most organizations, risk treatments typically take the form of control 

procedures designed to reduce the likelihood and impact of a risk. In the 

context of information security risk, for example, control procedures take the 

form of both technical and organizational measures.

Monitor—Risk monitoring is the last step of the risk management lifecycle 

within the Business Risk Management reference architecture. Monitoring is 

the “continual checking, supervising, critically observing or determining the 

[risk] status in order to identify change from the performance level required 

or expected.”7 Different kinds of risk monitoring typically performed within a 

Business Risk Management program can include:

•  Point-in-time understanding of the organization’s list of risks and their 

associated inherent and residual risk levels

•  Monitoring changes in the direction of the likelihood and impact of risk, 

particularly in relationship to risk appetite, to proactively take action to 

effect timely risk course corrections

•  Tracking key indicators of performance, risk, controls and quality

•  Cataloging loss events and incident monitoring, root cause analysis  

and remediation

•  Monitoring new and changing infrastructure and transaction types and volumes

•  Periodic review of risks that have been previously accepted to make sure 

the original assumptions are accurate and risk levels remain acceptable

•  Reporting on control procedure design and operating failures

•  Escalating issues identified by management, regulatory agencies and 

independent audit

7 Ibid, 3.8.2.1.
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As risk is seldom static, effective continuous monitoring is crucial to keep 

risk in check and ensure the likelihood that objectives will be achieved. Yet, 

monitoring alone is not the final step but part of a continuum of the risk 

management lifecycle. On a regular basis, risk identification, assessment, 

evaluation and treatment has to be refreshed. Usually, the refreshment 

frequency is based on the completeness of the monitoring process, the 

breadth or uncertainty around underlying assumptions, the level of risk, or 

because the frequency is proscribed by regulation. In those circumstances 

where the frequency is not proscribed, the objective should be to design the 

Business Risk Management program in a manner where the organization is 

comfortable with longer periods between refreshes.

PROGRAMS 

The program level of the Business Risk Management reference architecture 

represents the core solutions of the RSA Archer Suite. Built upon an 

understanding of the organization’s infrastructure and business transactions, 

and applying the risk management lifecycle, each of these solutions promotes 

a consistent, effective approach to risk management, targeting significant 

business activities prevalent in most organizations today.

Operational risk management is designed to engage your first line of 

defense (operating management such as business unit leaders and end 

users) to identify and assess risk; evaluate, approve and respond to loss 

events; oversee key risk indicators; and manage day-to-day tasks, issues and 

remediation plans, serving as an aggregation point for the organization’s 

operational risk management program.

IT and security risk management supports processes to establish and 

communicate IT and security policies and standards; detect and respond to 

cyber attacks; identify and remediate security and IT control deficiencies; and 

establish clear IT risk management practices. 

Regulatory and corporate compliance helps organizations consolidate 

requirements from multiple regulatory bodies, document the impact to the 

business, and establish a sustainable, repeatable and auditable regulatory 

compliance program. 

Business resiliency provides an integrated approach to build resiliency 

across the organization by supporting multiple business processes, such as 

identifying the most critical areas of the business, effectively handling day-to-

day incidents, and establishing and testing business continuity and IT disaster 

recovery plans.

Third-party governance enables processes to document existing and prospective 

vendor relationships; engage affected stakeholders within your business; assess 

contract risk, financial wherewithal and inherent and residual risks across 

multiple risk categories for each third party; and to monitor their performance.
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Audit management supports the audit lifecycle with a risk-based approach 

to audit management and integrates with your risk and control functions, 

enabling a broad view of risk for evaluation of the most critical areas of the 

business and organizational controls. 

Delivered on one common, highly configurable platform, each of these 

solutions shares and leverages information. They utilize common taxonomies, 

assessment methodologies and aligned workflows, and they generate 

meaningful aggregated information, driving enterprise-wide visibility and 

governance processes. This breaks down organizational and functional silos 

and promotes collaboration following the key objectives outlined above.

STAKEHOLDERS
The beneficiaries or stakeholders of each of the programs within the scope 

of the Business Risk Management reference architecture are defined by 

the organization’s business hierarchy as well as the roles of individuals. The 

organization’s business hierarchy defines stakeholders in business segment 

functions such as sales, marketing, customer-facing front line and operations. 

Business managers in these segments are members of the “first line of defense.” 

Business segments such as security, risk management, finance and compliance 

align with the “second line of defense,” and the independent audit function is the 

“third line of defense.” All of these business segments and roles roll up to executive 

management and the board of directors. Exogenous stakeholders not represented 

in Figure 2 include customers, shareholders, third parties and regulators.

LINES OF DEFENSE MODEL
The three Lines of Defense (LoD) model, as illustrated in the architecture, 

characterize the “people component” of an organization into the three 

primary functions of an optimized risk management program8:

The First Line of Defense (1st LoD) is comprised of business unit and operating 

managers. These management functions are responsible for the “ownership” 

of risks and control procedures within their functions. This responsibility 

means identifying, understanding and managing their risks and ensuring that 

appropriate controls to manage risk are designed and operating effectively.

The Second Line of Defense (2nd LoD) is comprised of risk management and 

compliance oversight functions (such as ERM, ORM and corporate compliance). 

Risk management and compliance oversight is responsible for the risk 

management framework, training and challenging 1st LoD risk assessments.

8 The origin of the three Lines of Defense concept is not altogether clear, but it is likely an 
outgrowth of The 1992 COSO Internal Control—Integrated Framework. It explicitly appears in 
the COSO Enterprise Risk Management draft exposure as the “lines of accountability model.” 
In January 2013, the Institute of Internal Auditors published a Position Paper effectively 
endorsing the three Lines of Defense concept as a best practice in risk management and 
control. Financial services organizations have long been exposed to the three LoD model via 
the Principles for the Sound Management of Operational Risk.

https://www.coso.org/Documents/COSO-ERM-draft-Post-Exposure-Version.pdf
https://na.theiia.org/standards-guidance/Public Documents/PP The Three Lines of Defense in Effective Risk Management and Control.pdf
https://community.rsa.com/external-link.jspa?url=http%3A%2F%2Fwww.bis.org%2Fpubl%2Fbcbs195.pdf
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The Third Line of Defense (3rd LoD) is the independent assurance functions 

(such as internal and external auditors). The 3rd LoD is responsible for 

independently evaluating and reporting on the design and effectiveness of 

the organization’s overall risk management program.

Much has been said, both pro and con, about the three lines of defense 

concept. Some have argued that excluding executive management and the 

board of directors minimizes the importance of their role in risk management 

and that they should be included as the fourth and fifth line of defense. In 

the absence of such commitment from a standards-setting authority, we 

acknowledge their stakeholder roles separately as part of the Business Risk 

Management reference architecture.

Executive management are those individuals at the highest level of 

management of an organization. Often, they hold specific executive powers 

and responsibilities delegated to them by the board of directors and/or 

shareholders. These responsibilities typically include implementation of 

strategies and policies to accomplish the purpose of the organization and 

domains of responsibility. Executive management has oversight authority 

over the first and second lines of defense and usually limited operational 

oversight of the third line of defense. They have a keen interest in the 

soundness of the organization’s Business Risk Management program, as its 

effectiveness is directly correlated to successfully implementing strategies.

The board of directors plays a critical role in the successful operation of an 

organization. The health of an organization depends on a strong, independent 

and attentive board that adopts effective corporate governance practices. 

The board has the fundamental responsibility of directing the management 

of an organization’s business and affairs, and establishing a corporate culture 

that prevents the circumvention of safe and sound policies and procedures. 

In addition, directors may have certain fiduciary responsibilities to their 

organization’s shareholders, customers and regulators, up to and including 

personal liability for litigation, fines and sanctions.

Consequently, for the board of directors, well-designed and operating 

Business Risk Management programs are essential. The board’s interests 

are aligned and served through a Business Risk Management program that 

establishes individual management accountability, reinforces the desired 

culture and provides suitable transparency into the operation of the 

organization and the associated risk to objectives. This transparency provides 

boards with the necessary information upon which to evaluate whether they 

are being successful fulfilling their role.

BUSINESS RISK MANAGEMENT: KEY OUTCOMES
Understanding an organization’s infrastructure and business transactions, 

consistently applying the risk management lifecycle and implementing 
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these key programs enables all stakeholders to fulfill their risk management 

responsibilities. The essential outcomes of the Business Risk Management 

reference architecture are:

Accountability—The Business Risk Management program should establish 

who is stepping forward to own, manage, monitor and address the 

organization’s objectives, policies and procedures, regulatory obligations, 

business processes, technology stack, third-party relationships, risks and 

compliance issues. Establishing ownership and stewardship of these items is 

one of the most important values of the Business Risk Management program.

Collaboration—Collaboration is not just getting people to attend meetings 

together and answer each other’s communications but it also means 

putting pieces together to see the big picture of how business activities 

are interconnected and how risk and compliance obligations arise. Only 

when functional groups work together can the organization assemble a 

multifaceted, organized view of risk and compliance, identify gaps and fill 

them in appropriately. 

Analytics—An organization implementing the Business Risk Management 

reference architecture will pull together a large amount of related 

information. Organizations can leverage this information and apply analytics 

to understand it in a context that is meaningful to the ongoing operation of 

the organization. Within the context of the reference architecture, analytics 

allows organizations to answer the following types of questions:

•  How much risk does the organization face overall and by business area, IT 

asset, business process, product and service, and so forth?

•  Is the organization operating within the risk appetite and policies 

established by the board of directors and executive management?

•  How compliant is the organization to internal and regulatory obligations?

•  How important are outstanding issues, and are they getting addressed by 

management in a timely manner?

•  Who is responsible for specific risks and controls, and what is the level of 

associated risk and control?

Visibility—Visibility means the Business Risk Management program should 

produce a clear line of sight into absolute and relative priority of overall 

risks to business objectives. Visibility can come in several forms. Each of 

the programs outlined in the architecture should be producing data and 

related insights to inform business decisions. Additionally, the program 

should provide the linkage from data collected from the infrastructure 

and transactions (the foundation) up to organizational risks via the risk 

management lifecycle. 



WHITE PAPER

13

Efficiency—When the various risk management programs are working 

together, following a common lifecycle, sharing data and leveraging processes, 

efficiencies are gained at multiple levels. Processes benefit from streamlined 

workflows, clear roles and responsibilities, reduction of duplicative efforts 

and other factors; data is better utilized with common taxonomies and 

optimized data integration.

The final outcome of the Business Risk Management program should be 

business optimization.  Accountability ensures everyone knows what they are 

responsible for, what needs to be addressed and the time frame to address 

it. This creates a sense of urgency to get things done. Collaboration allows 

multiple stakeholders with a common interest in certain pieces of information 

to leverage the information collected and assessed by others, including 

sharing in the results of compliance testing and reviews by the third line of 

defense. Analytics provides consistent assessment across the program so 

all stakeholders are operating with the same information and do not need to 

generate their own. Visibility provides needed information so little time is 

spent researching the business context of a problem upon which decisions must 

be made. Efficiency provides the quickest path to action. Understanding the 

level of business risk for activities and issues across the organization relative 

to the organization’s risk appetite allows organizations to make informed 

decisions on where to prioritize human and capital resource allocations.

SUMMARY
Business Risk Management is an evolving field of focus for organizations 

today. In the past few years, it has grown in both criticality and value to 

organizations looking to deal with shifting business activities. The definition 

of Business Risk Management has matured in response to changing regulatory 

and corporate governance needs and organizations maturing their governance 

approach to achieving objectives. Business Risk Management initiatives can 

impact an entire organization and have been a lightning rod to pull together 

functions within an organization that rarely collaborated in the past.   

Business Risk Management is a means to an end—not the end itself. 

Management and the board of directors are focused on making decisions that 

increase the likelihood that the organization will reach its desired outcome. 

The Business Risk Management program should be part of the mechanism 

that empowers management and the board to keep their attention on the 

goal of constant improvement and optimization of the business. Business Risk 

Management programs should enable an understanding of risks, make the 

decisions that will mitigate, reduce or avoid risks or exploit opportunities to 

gain strategic advantages, and drive the organization forward.  
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RSA believes the information in this document is accurate as of its publication date.  
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The RSA Archer Business Risk Management Reference Architecture 

provides an illustration of the components necessary to help management 

and the board of directors fulfill their governance obligations, to articulate 

risk management strategies and the many different levels and objectives 

of the initiative, and give context for the high-level vision. The reference 

architecture can serve as a backdrop as an organization plans out its strategy 

and delivers the core-value message to its stakeholders, or it can simply serve 

as a method to start the dialogue. While no illustration will completely sum 

up the many facets of the effort, the Business Risk Management reference 

architecture provides a foundation upon which to drive the conversation.


