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Preface

About This Guide
This guide contains information that helps RSA® Archer™ eGRC Suite
administrators understand the RSA Archer Risk Management ™ solution. It
provides information about the solution, any subsolutions, and the applications.

This guide assumes the reader is knowledgeable about the eGRC industry and the
RSA Archer eGRC Suite.

RSA Archer eGRC Platform Documentation Set
For information about the RSA Archer eGRC Platform 5.3, see the following
documentation:

Guide Description

Administrator Guide Provides administrators with a system overview,
guidelines for navigating, and detailed instructions
for key tasks.

Control Panel Guide Provides administrators with instructions for
completing tasks in the release.

Installation Guide Provides administrators the details of the steps
required to plan for, prepare, install, configure, grant
access to, and test the release.

Release Notes Provides administrators a detailed listing of new
features, fixed issues, and known issues at the time
of the current release.

User Guide Provides end users with guidelines for navigating,
detailed instructions for key tasks, and information
about using communication tools.

Web Services API Reference
Guide

Provides IT managers and programmers a list of the
available web services for programmatically
interfacing with the release. This guide provides
formatting guidelines for field results, field inputs,
and search inputs, and provides sample code for
searching, adding and updating users, and updating
assets.
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Access the documentation from the Documents page on the RSA Archer
Community at https://community.emc.com/community/connect/grc_
ecosystem/rsa_archer.

RSA Archer Risk Management Documentation Set
For information about the RSA Archer Risk Management solution, see the
following documentation:

Guide Description

Release Notes Introduces the RSA Archer Risk Management solution, lists
the documentation available, and provides information for
obtaining support and service.

Overview Guide Introduces the RSA Archer Risk Management solution and
provides information about the solution, any subsolutions,
and the applications.

Installation Guide Provides administrators with instructions to install the
solution.

Practitioner Guide Provides design information about the solution and a use
case highlighting how the solution works.

You can access the RSA Archer Risk Management documentation from the
Documents page on the RSA Archer Exchange at
https://community.emc.com/community/connect/grc_ecosystem/rsa_archer_
exchange.

RSA Archer Risk Management Data Dictionary
The RSA Archer Risk Management Data Dictionary contains configuration
information for the solution, including the user groups and access roles that must be
created.

You can obtain the Data Dictionary for the solution by contacting your RSA Archer
Account Representative or calling 1-888-539-EGRC.

Support and Service

Customer Support
Information

http://www.emc.com/support/rsa/contact/phone-
numbers.htm
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Customer Support E-mail archersupport@rsa.com

RSA Archer Community https://community.emc.com/community/connect/grc_
ecosystem/rsa_archer

RSA Archer Exchange https://community.emc.com/community/connect/grc_
ecosystem/rsa_archer_exchange

The Community enables collaboration among eGRC clients, partners, and product
experts. Members actively share ideas, vote for product enhancements, and discuss
trends that help guide the RSA Archer product roadmap.

The Exchange is an online marketplace dedicated to supporting eGRC initiatives.
The Exchange brings together on-demand applications along with service, content,
and integration providers to fuel the success of RSA Archer clients.
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RSA Archer Risk Management Solution

Introduction
This guide contains the following sections:

l Risk Management

l RSA Archer Risk Management

l RSA Archer Risk Management Applications

l Risk Assessments Questionnaires

Risk Management

Risk management involves documenting current risks to forecast future risks, and
creating action plans for dealing with a potential risk event. Good risk management
practices are essential for realizing organizational objectives in the most efficient,
cost effective manner possible. Achieving any objective – whether maximizing
profit from a new investment, ensuring an adequate infrastructure and pool of
resources to generate, market, and deliver products and services, or minimizing
regulatory fines and operating errors and losses – requires the practice of risk
management.

Risk Defined
The ISO-31000:2009 defines risk as "the effect of uncertainty on an organization's
objectives." The possibility of deviating from expected business outcomes can have
either a positive or negative impact on an organization. Understanding your
organization's risk is key to implementing and maintaining an effective Risk
Management program.

Risk Events
Risk events consist of negative outcomes that result in hard and soft costs,
opportunity costs, the cost of an opportunity or strategy forgone, and the
corresponding loss of benefits.

Risk Management Workflow
The following diagram shows the processes involved in a Risk Management
program.

RSA Archer Risk Management Solution 8
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RSA Archer Risk Management

The RSA Archer Risk Management solution provides an organization with a
consolidated view of their risk. The solution allows for top-down and bottom-up risk
assessments that can be performed qualitatively and quantitatively. The solution
gives authorized personnel the ability to assign metrics to risks and other framework
elements, track and manage losses, evaluate insurance risk transfer, reaffirm and
collect changes in the organization’s risk profile, and monitor risks and metrics
against targets, tolerances, and trend expectations.

RSA Archer Risk Management Features
The RSA Archer Risk Management solution allows organizations to successfully do
the following.

l Identify and track potential risks.

l Track financial losses as risk intelligence.

l Employ a master library of assessment questions.

l Launch targeted questionnaires.

l Complete an assessment.

l Generate and resolve findings to reduce risk.

l Report on your risk profile.
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RSA Archer Risk Management Diagram
The following diagram demonstrates the relationship between each subsolution and
application in the RSA Archer Risk Management 4 solution.

RSA Archer Risk Management Integrated Solution Diagram

The following diagram illustrates the applications and associated cross-references
included in the solution.
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RSA Archer Risk Management Solution Applications

The RSA Archer Risk Management solution contains the following applications.

l Risk Hierarchy Application

l Risk Register Application

l Metrics Application
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l Metric Results Application

l Loss Events Application

l Insurance Application

l Question Library Application

l Risk Project Application

l Business Unit Risk Review Application

Risk Hierarchy Application

The Risk Hierarchy application is a two-level application that contains Enterprise
Risk statements (statements that are reported in public filings), and Intermediate
Risk statements. Enterprise risk statements can be linked to intermediate risk
statements, and intermediate risk statements can be cross-referenced to Risk
Register application records. This connection enables a three-level roll-up of risks,
and allows a risk manager to traverse the organization’s risk top down or bottom up.

Risk Register Application

The Risk Register application serves as the corporate controlled library of risks to
be used by the entire organization. This application allows you to capture the base
data for a given risk statement while linking risks to processes, objectives, key risk
indicators, financial losses, and mitigating control procedures.

Metrics Application
The Metrics application allows you to establish periodic measurements for
objectives, including key performance indicators (KPIs) and key risk indicators
(KRIs). Each metric can be related to risks in the Risk Register application, and
corporate objectives can be tracked in the RSA Archer Policy Management
solution.

Metric Results Application
The Metric Results application captures the metric results for the RSA Archer Risk
Management solution, including the following: the metric reporter, metric sources,
metric date, and metric value, as well as any supporting documentation. This
application also allows the metric owner to report individual measurements of the
metric, in addition to calculating several other fields. The Metric Results tab
includes each individual result captured for the metric.

RSA Archer Risk Management Solution 12
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Loss Events Application
The Loss Events application allows you to respond to internal exposures and
external events that present a financial risk to your organization. You can
document, classify, and manage loss-events, capture event impacts, and perform
root cause analyses and remedial activities. You can also relate loss events to
statements of potential risk in the Risk Register to quantify the likelihood and
impact of a risk.

Insurance Application
The Insurance application helps risk practitioners manage corporate insurance
programs by serving as a repository for the organization’s insurance policies.
Policies are mapped to associated claims, risks can be mapped to policy inclusion
and exclusion, and losses are catalogued against the policies to which they apply.
The Insurance application assists risk practitioners with the management of
policies, premiums, deductibles, brokers, underwriters, underwriter financial
strength, and expiration dates. In addition, this application identifies gaps associated
with uninsured risks and provides analysis about over-and underinsured risks by
mapping insurance policies to Risk Register items. The Insurance application also
analyzes losses incurred compared with insurance premiums paid (known as loss
ratios) and performs basic insurance claims management via the Loss Events
application.

Question Library Application
The Question Library application documents assessment questions linked to
authoritative sources, control standards, and risks. This application contains the pool
of questions that risk assessment questionnaires can utilize. Practitioners can
configure the Question library by removing or adding questions, changing expected
answers, and weighting selections. You can use these questions as often as you like
in any type of assessment.

Risk Project Application
The Risk Project application provides a way for users to perform bottom up
assessments across multiple domains from one central location. These domains
include an entire business entity or business process, a new product or service, or
mergers and acquisitions. Additionally, the Risk Project application integrates
COSO ERM and ISO 31000 frameworks with NIST 800-30 and ISO 27005
elements.

The Risk Project application also serves as the target for the risk assessment
questionnaire, manages the process of performing risk assessments, and filters a
multi-domain risk assessment through powerful multiple-scoping options.
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Business Unit Risk Review Application
The Business Unit Risk Review Application provides business unit managers with a
consolidated overview of the business unit's risk management performance levels.
Several features that establish risk tolerances, calculate the average and maximum
amount of risk for a particular event, and indicate when risk parameters have been
exceeded are housed within the Business Unit Risk Review Application (BURR).
In addition, the BURR summarizes the overall risk ratings of all risk register
records associated with the business unit.

Risk Assessments Questionnaires
The following questionnaires are used by the Risk Register to assess the level of
risk that an organization is facing.

l Quarterly Risk Reviews Questionnaire

l Fraud Assessment Questionnaire

l Application Assessment Questionnaire

l Facility Assessment Questionnaire

l Information Assessment Questionnaire

l Device Assessment Questionnaire

l Risk Assessment Questionnaire

Quarterly Risk Reviews Questionnaire
The Quarterly Risk Reviews questionnaire is used by risk owners to update the
status of company risks on a quarterly basis, and targets each entry in the Risk
Register. Quarterly Risk Reviews prompt the risk owner to verify the
documentation of each Risk Register entry, ensuring that the Risk Register
documentation stays current.

Fraud Assessment Questionnaire
The Fraud Assessment questionnaire contains 42 questions based on identity theft
indicators, personal information, suspicious account activity, and other indicators of
fraudulent activity based on the Red Flag rule.

Additionally, the Fraud Assessment questionnaire assesses compliance with Section
114 of the Fair and Accurate Credit Transactions Act of 2003 (FACT Act or
FACTA), which requires financial institutions and creditors to develop and maintain
a written Identity Theft Prevention Program. The questionnaire also assesses
compliance with Section 315 of FACTA, which provides guidance on actions when
a consumer reporting agency sends a notice of address discrepancy.

RSA Archer Risk Management Solution 14
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Application Assessment Questionnaire
The Application Assessment questionnaire contains 64 questions focused on overall
controls for applications, including general controls, application development,
access control, monitoring and response, recovery and business continuity,
regulatory compliance, and operations management.

Facility Assessment Questionnaire
This assessment targets Facilities with questions covering physical security and
environmental requirements.

Information Asset Assessment Questionnaire
The Information Asset Assessment questionnaire contains 44 questions that target
Information Assets and provide an assessment against legal, regulatory, and
security requirements for information assets. This questionnaire also covers general
information protection and security, information ownership, classification, personal
information, retention, breaches, and business continuity.

Device Assessment Questionnaire

This questionnaire contains 67 questions covering general device (IT platform)
controls. Some of the topics covered are inventory classification, user accounts,
passwords, system configuration, and operations management.

The Device Assessment questionnaire is technology-agnostic and based on general
controls. Technology-specific controls, such as Windows configuration items, are
not included in this questionnaire.

Risk Assessment Questionnaire

The Risk Assessment questionnaire follows a domain scoring model as well as an
overall risk heat map. The risk questions within the domains are split into two
sections: likelihood and impact. Risk Indicator questions are Yes/No questions used
to calculate the likelihood portion of the domain. For each wrong answer, the
likelihood of risks within that domain increases. Risk Scale questions are used to
calculate the impact portion of the domain. These questions are scored on a scale of
1 to 10 to calculate a business impact score. The higher that the average of the
scaled answers is, the higher the impact score will be.

Calculations within the individual domains are based on the individual questions;
adding or removing questions each domain requires an adjustment to the scoring
system within the questionnaire. For more information on the individual calculations
see the individual field descriptions in the Risk Management Practitioner Guide.
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