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Introduction
This document introduces the changes to the RSA® Archer® Audit Management 5 solution. Read this document before
installing the software. This document contains the following sections:

l RSA Archer Audit Management 5 Solution Overview

l What's New

l Known Issues

l Documentation Set

l Support and Service

TheseRelease Notes may be updated. Themost current version can be found on the Documents page of the Archer
Community at https://community.emc.com/community/connect/grc_ecosystem/rsa_archer.

RSA Archer Audit Management Solution Overview
Use the RSA Archer Audit Management solution to do the following:

l Manage your complete audit lifecycle in one tool, from audit planning to execution and wrap-up.

l Govern audit-related activities, such as reporting tomanagement and the audit committee.

l Integrate with other risk and control functions.

l Use a consistent, standards-driven, risk-based audit approach to drive greater efficiency in the execution of the
audit plan.

l Perform risk-based prioritization of your audit universe.

l Manage resource scheduling and staffing on engagements.

l Perform audit engagements and audit testing, manage workpapers, and create audit reports.

l Track findings, remediation plans, and exception requests.

l Improve the efficiency of your audit department.

l Complete better-scoped, risk-based audits more effectively, increase reliance of work by regulators and external
auditors, and decrease external audit fees.

For more information on each solution component, see theRSA Archer Audit Management Overview Guide.
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What's New in This Release
The RSA Archer Audit Management 5 solution includes updates and improvements which enable amore efficient and
transparent internal audit process. In summary, the changes to the solution include:

Component Enhancement

Audit Entity
application

You can now complete the Audit Entity Risk Assessment once for an audit entity and use that rating for
future audit plans and engagements.

The Audit Entity Risk Assessment questions are better organized to provide amoremeaningful method
for calculating audit entity risk.

Added a Trending feature to track changes to the Audit Entity Risk Assessment questions.

Added the IA Engagement and Assessment Results application which allows you to capture a point-in-
time view of the entire Audit Entity Risk Assessment and the summary of the audit entity's related
engagements.

A data feed automates the build-out of the audit entity's scope using all content related to the Business
Processes application in the RSA Archer EnterpriseManagement solution, and the Risk Register
application in the RSA Archer Risk Management solution.

Audit Plan
application

You can now addmore than one audit entity to an engagement using the audit plan.

Centralized the hours and expenses of related audit engagements needed to complete the plan year.

Provided planmanagement by regulating the approval of an audit plan before engagements can be
created. Once a plan is approved, certain attributes related to the plan cannot be edited.

Plan Entity
application

You can now differentiate one audit entity against multiple audit plans and engagements using plan
entities. You can specify different attributes, such as test type, of one audit entity between different
engagements.

You can defer an entity from one plan year to the next and carry over unused hours.

Audit
Engagement
application

The relationships with the Audit Entity application and the RSA Archer Risk Management solution
enable better engagement scoping.

The integration with the Audit Program Library application allows easier creation of workpapers.

You can now create workpapers in three different ways based on audit program groups, audit programs
and procedures, or manual creation of new workpaper-specific procedures.

The Audit Workpapers application integrates individual test procedures, control procedures, and audit
programs with the workpaper and engagement records in order to provide a deeper level of recording
fieldwork and reporting findings.

You can now document findings and review comments from the workpaper.

You can now select whether audit procedures are in-scope or out-of-scope, as they relate to the
workpaper.

You can now view, add, edit, and delete appointments from the audit engagement.

Added a Scheduler object which allows you to easily see appointment conflicts where the resource or
contact is already assigned to other engagements.
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Component Enhancement

Actual Hours are now captured against the appointment record. This better aligns the solution with the
requirement to compare Scheduled Hours to Actual Hours worked by certain phases.

You can now view Planned Hours, Projected Hours (from the workpapers), and Scheduled Hours
compared to Actual Hours from the engagement. This rolls up to the audit plan so that you can view
variances inmultiple engagements related to the plan.

Estimated
Resource
Utilization
Report

Identifies resources that are available and qualified for upcoming audit engagements.

Calculates an estimated percentage of resource allocation and an estimated percentage of billable hours
for all qualified resources over the date range of the report.

Utilizes the Base Availability application in order to perform the necessary calculations.

Internal Audit
Department
Annual
Review

Provides a repository to collect a yearly review of the Internal Audit department's performance.

You can now view average ratings from Internal Audit Customer Surveys and Internal Audit Quality
Assurance Review Checklists conducted throughout the review period. All of these ratings are used to
calculate an overall rating of the Internal Audit department for the review period.

User roles The following user roles have been updated:

l Audit ExecutiveManagement

l Audit Managers

l Audit Lead

l Audit Staff

l External Audit

l Audit Business Contacts

Known Issues
This section describes issues that remain unresolved in this release. Wherever a workaround or fix is available, it has
been noted or referenced in detail. For many of the workarounds in this section, youmust have administrative privileges. If
you do not have the required privileges, contact your administrator.

Component Tracking
ID Description

Upgrade ARCHER-
6115

When installing the package, you cannot delete the cross-reference in the Audit Engagement
application to the depreciated Audit Objectives application.

Workaround:

1. Click Administration > Application Builder > Manage Applications.

2. Edit the Inherited Records Permission fields from the Audit Workpaper application as
follows:

a. Click Audit Workpaper.

b. Click the Fields tab.
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Component Tracking
ID Description

c. Identify any Inherited Record Permissions field that pull permissions from the
Audit Engagement application.

d. In the Field Population section, take screenshots of the inherited record
permissions fields.

e. In the Selected column, remove all field associations back to the Audit
Engagement.

f. Click Save.

3. Remove the Audit Objective field from the Audit Projects application.

4. In the Audit Workpaper application, reselect the fields from the Audit Engagement that
were previously removed as follows:

a. Click Audit Workpaper.

b. Click the Fields tab.

c. Edit the Inherited Record Permissions fields.

d. Click the Options tab.

e. Use your screenshots as a guide for re-selecting the correct field associations
back to the Audit Engagement application.

f. Click Save.

Upgrade ARCHER-
7484

The Audit Program Ready field in the Audit Engagement application does not allow multiple
Audit Programs to be added to the record.

Workaround:

1. Click Administration > Application Builder > Manage Applications.

2. Click Audit Engagement.

3. Click the Fields tab.

4. Click Link Audit Program Library Procedures By Audit Program.

5. Click the Options tab.

6. In the Configuration section, in the Application Field field, select Audit Program.

7. In the Related Field field, select Audit Program.

Note: There are two Audit Program options in the drop-downmenu. Select the second
option.

8. Click Save.

9. In the Audit Engagement record, click Save.

Upgrade ARCHER-
7518

When a questionnaire is created, a system cross-reference field is created in the Findings
application. However, once that questionnaire is subsequently deleted from the system, you
cannot unlock the system-created cross-reference field.

Workaround:

1. In the database, run a script to unlock the old cross-reference fields in the Findings
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Component Tracking
ID Description

application.

2. Click Administration > Application Builder > Manage Applications.

3. Click Findings.

4. Click the Fields tab.

5. Delete the old cross-reference fields.

6. Click Save.

RSA Archer Documentation
You can access the RSA Archer documentation from the RSA Archer Exchange and RSA Archer Community.

Documentation Location

Platform On the RSA Archer Community at:
https://community.emc.com/community/connect/grc_ecosystem/rsa_
archer

Solutions, Applications, and Content On Content tab on the RSA Archer Exchange at:
https://community.emc.com/community/connect/grc_ecosystem/rsa_
archer_exchange

RSA continues to assess and improve the documentation. Check the RSA Archer Community and RSA Archer Exchange
for the latest documentation.

Support and Service

Customer Support Information www.emc.com/support/rsa/index.htm

Customer Support E-mail archersupport@rsa.com

Other Resources
RSA Archer Community enables collaboration amongGRC clients, partners, and product experts. Members actively
share ideas, vote for product enhancements, and discuss trends that help guide RSA Archer product roadmap.
https://community.emc.com/community/connect/grc_ecosystem/rsa_archer

RSA Archer Exchange is an onlinemarketplace dedicated to supporting GRC initiatives that delivers on-demand
applications with service, content, and integration providers to drive the success of RSA Archer clients.
https://community.emc.com/community/connect/grc_ecosystem/rsa_archer_exchange

RSA Solution Gallery provides information about third-party hardware and software products that have been certified to
work with RSA products. The gallery includes Secured by RSA Implementation Guides with instructions and other
information about interoperation of RSA products with these third-party products.
https://gallery.emc.com/community/marketplace/
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RSA SecurCare Online (SCOL) provides unlimited access to a wealth of resources on theWeb, 24 hours a day. The
secure system provides members access to a support knowledgebase, to download current platform patches and bug
fixes, to sign up for notifications, to manage your support cases andmore.
https://knowledge.rsasecurity.com/cleartrust/ct_logon.asp?CTAuthMode=BASIC&language=en&CT_ORIG_
URL=https%3A%2F%2Fknowledge.rsasecurity.com%3A443%2F&ct_orig_uri=%2F

Copyright © 2014 EMC Corporation. All Rights Reserved. Published in the USA.

Trademarks

RSA, the RSA Logo, RSA Archer, and EMC are either registered trademarks or trademarks of EMC Corporation in the United States and/or other
countries. All other trademarks used herein are the property of their respective owners. For a list of EMC trademarks, go to
www.rsa.com/legal/trademarks_list.pdf.
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