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The drive to outsource and leverage third parties has been increasing globally as organizations turn to outsourced service 

providers to reduce operating costs, gain a competitive edge, leverage superior expertise and increase their focus on core 

competencies. However, reliance on third party relationships can increase a organization’s business exposures, often due to poor 

oversight and control on the part of the organization or inferior performance on the part of the third party.  

The objective of this session is to share insights on Third Party Management (TPM) trends and practices based on our experience 

with a variety of clients to adequately manage this risk across the third party lifecycle. As part of this workshop, we will: 

1) Provide an overview of Third Party Risk and the primary components of a TPM Program  

2) Discuss TPM emerging regulatory expectations and industry practices  

3) Discuss how we typically assist our clients with establishing/enhancing their TPM Programs 

Overview 

Agenda 
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TPM – Overview 

The evolving business landscape and regulatory emphasis have created a business imperative for 

organizations to take TPM to the next level. 

To balance this risk, organizations have the need to establish a 

TPM Program 

• Gain a competitive edge  

• Implement advanced technologies  

• Leverage superior expertise  

• Access industry leading practices 

• Diversify assets and risks 

Organizations benefit from leveraging 

third parties in many ways 
1 

• Inferior service or product provided by the third party, 

and/or 

• Poor oversight and control on the part of the organization 

At the same time, reliance on third parties 

can increase risk exposure 
2 

There are various drivers to establish and/or enhance an organization’s TPRM Program 3 

Business Risk Compliance 

• Increased reliance on third parties, 

including  outsourced services and 

strategic partnerships 

• Better risk management practices enable 

better sourcing decisions 

• Centralization of TPRM activities 

increases efficiency and/or effectiveness 

 

 

• Extension of the Enterprise Risk 

Management Program beyond the 

organization’s boundaries to account for 

risk introduced by third parties 

• Ensure the adequacy of risk management 

activities by an independent TPRM 

Program 

• Heightened  and reinforced regulatory 

expectations (e.g., from OCC, Federal 

Reserve and CFPB) 

• Failure to establish and continuously 

enhance a TPRM Program may result in 

regulators dictating the organization’s 

TPRM practices, the rigor in which they 

should be conducted and the timeframe 

in which they should be implemented 
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TPM – Overview (cont.) 

• An organization is exposed to a variety of risks when it utilizes third parties 

• The level of risk exposure varies based on how third parties are used 

• Organizations should establish a systematic approach to manage these risks across the third party 

lifecycle 

Managing risk across the third-party lifecycle 

Third-party lifecycle 

Third party 

management  

    Evaluate and 

    select 

Manage and   

monitor 

Terminate  

and 

           off-board 

Contract  

and 

     on-board 

Strategic 

Information security  

Reputation 

Compliance 

Transaction / 

operational 

Credit 

Contractual 

Geo-political  

Financial stability 

Business continuity 

Third party risks 

Third party profile 

Product/service profile  

Level of integration with 

processes/operations 

Service model affecting third 

party oversight 

Dependency on fourth parties 

How risks are manifested  



Copyright © 2013 Deloitte Development LLC. All rights reserved. 4 Shifting sands: The ever-changing landscape of third-party management 

Understanding the third party landscape 

Typical TPM programs are not accountable for managing third party risk associated with all third parties. 

Definition of the types of third parties managed by a TPM program (i.e., scope) is a governance decision. 

Typical third-party universe 

Customers 

Third parties 

Partnerships 

Joint ventures 

Affiliates 

Regulators Agents 

Law firms 

Courier 

services 

Service 

providers 

Examples of third parties that may be managed by different TPM programs: 

• Strategic partnerships or joint ventures may be directly managed by the Business (line 1) 

• Law firms may be directly managed by the Office of the General Counsel 

• Outsourcing to affiliates may or may not be managed as part of a TPM Program 

Counterparties 
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Strategy 

Organization 

Communications, training, 
and awareness  

Technology and tools 

Metrics and reporting 

Elements of a TPM Program 

Definition of the TPM program role within the enterprise to 

allow a single view of third-party risk to the organization. 

Well-defined roles and responsibilities to develop an 

optimized organizational structure to manage the third-party 

lifecycle. 

Policies, procedures ,and guidelines defining risk 

assessment activities and integration points with other 

third-party and risk management functions. 

Coordinated communication channel to inform 

stakeholders of TPM and the business value of the 

program. 

Formal third-party risk management processes 

to assess third-party risks throughout their 

lifecycle. 

Metrics and reporting requirements for 

risk assessment activities and program 

operational components. 

Tools and technology enabling common 

risk management processes, which may 

enhance effectiveness and efficiency. 

A mature TPM program typically comprises the following significant components: 

Procedures Guidelines 

Policies 

Evaluate &  

select Terminate 

Contract & 

onboard 

Govern 

Manage 

Operate 

Manage & 

monitor 
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Mapping Risks & Regulations to the Landscape 

An organization is subject to a variety of third party risks, international laws and regulatory expectations as 

it expands its operational footprint and sales offerings.  A risk and regulatory mapping is required to 

determine the type and level of exposure each relationship brings to the organization.  Further, these 

requirements will be used to develop and update TPM policies and procedures and confirm that they are 

aligned with the organization’s regulatory requirements. 

Requirements Mapping 



Copyright © 2013 Deloitte Development LLC. All rights reserved. 7 Shifting sands: The ever-changing landscape of third-party management 

Based on the Third Party Risk Categories, primary 

Risk Characteristics related to the third party are 

identified, and  mapped to appropriate TPRM Processes  

Risk Characteristics are scored based on the third 

party data. Based on the Risk Characteristics scores, the 

Inherent risk of the third party relationship is derived. 

Further, based on the Inherent Risk and the scores of 

the applicable Risk Management Processes, the overall 

Residual Risk is derived.  

Based on the Risk Scores, appropriate Risk Ratings are 

assigned to the third party relationships. Further, the 

Residual Risk Scores maybe leveraged to determine the 

ongoing frequency and depth of Risk Management 

Processes.  

Step 1 – Identify Risk Characteristics Step 2 – Determine Risk Scores  Step 3 - Manage to Risk Ratings 

TPM Checklist 

Based on the Third Party Risk 

Scores, complete a Third Party 

Monitoring Checklist for each 

relationship/ Supplier to apply 

appropriate risk management 

practices and terms & conditions as 

part of ongoing monitoring. 

The Risk Rating Framework is comprised of three key components: Risk Categories, Risk 

Characteristics and Risk Management Processes. These components of the Framework interact as 

demonstrated below.  

Apply a Third Party Risk Rating Methodology 
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Fourth-party oversight: Outsourcing to an outsourcer 

Third-party risk can increase when fourth parties are involved, as the organization: 

• May not be aware that the third party has outsourced all, or a part of, the service 

• May have little to no insight into, and control over, the fourth party operations 

• Assess the risk and how it would be amplified given the limited control/ 

influence the organization may have over the fourth party 

Assess fourth-party 

risk 

• Determine if there are any critical processes/services the organization 

would not permit, or heavily restrict, to be outsourced to a fourth party  
Manage when/ how 

fourth parties are used 

• Implement contractual terms/conditions for limiting fourth-party usage 

• Determine additional monitoring/risk management practices required and 

if the third party needs to implement these practices 

Manage/oversee/ 

monitor fourth parties 

• Establish a demonstrable methodology to identify and inventory fourth 

parties and how each is being utilized 

Inventory fourth 

parties 
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Applying appropriate risk management practices 
The organization must understand that each third party’s risk profile is unique and requires a tailored risk management 

strategy. The appropriate strategy is dependent on the nature of the particular third party relationship, the type, and 

materiality of the risks present, and the ability of the organization to manage those risks. Therefore, a broad risk 

management program with select risk management practices targeted to address specific third party risks must be in place 

across the entire third party life cycle. 

Evaluate & Select Contract & On-board Manage & Monitor Terminate & Off-board 

Ongoing Program Management & Reporting 

Applying the right Third Party Risk Management Practices Across the Third Party  Life Cycle 

1 Financial Viability 

2 
Exit strategy/ business 

continuity 

3 Reputational reviews 

4 
Compliance assessment/ 

sanction screening 

5 Geopolitical risk reviews 

6 
Risk-based classification 

and approval 

7 Enhanced Due Diligence 

7 
Contract negotiation and 

approvals 

8 

Contract language 

exception management 

(including expected 

performance standards) 

9 

Information security and 

vulnerability threat 

assessments 

10 
Business continuity 

assessments 

11 
Third Party Performance 

Management/ Monitoring 

12 
Complaints assessment 

and monitoring 

13 News monitoring 

14 Geopolitical risk reviews 

15 Contract reviews 

16 
Third Party process risk/ 

compliance assessments 

17 
Concentrations/ level of 

dependence monitoring 

18 Fourth-party monitoring 

19 
Adequate quality review 

and oversight 

20 Exit strategy 

21 
Contract termination and 

management 
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Third Party Performance Management/ Monitoring 

Ongoing oversight of third parties is a critical component of an organization’s TPM Program as it allows 

Management to evaluate, at any given point in time, whether a third party is still meeting the organization’s 

expectations. 

Organizations typically establish Third Party Performance Management Programs  to address one or more of the 

following objectives: 

Identify performance trends/ instances where the third party’s performance has significantly declined to the point where it is likely 

that third party risk has been or will be realized, thus requiring a coordinated response and/or escalation to senior management  
1 

Aggregate Performance Metrics across multiple relationships, for the same third party (regardless of the diversity in the types of 

relationships), to identify systemic issues with third party performance 
2 

Compare third parties’ performance for similar type relationships enabling strategic sourcing to those third parties that present less 

risk 
3 

Typically, the organization would evaluate a third party’s performance  based on the following four measures: 

The ability of the third party to  

meet minimum standards in 

supporting the core good/ 

service/ function for which it 

was engaged. 

Service Delivery Management 

The ability of the third party to 

comply with  applicable laws 

and regulations as well as be 

aligned with the 

organization’s risk 

management objectives. 

Risk & Compliance 

Management 

The ability of the third party to   

meet its financial 

commitments in a timely and 

fair manner. 

Financial Management 

The ability of the third party to 

align itself with the 

organization's short and long 

term organizational goals/ 

objectives. 

Strategic Management 
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Using technology to bring it all together 

A technology architecture for managing third party risk helps facilitate an effective and efficient TPM Program by full or 

partial automation of the risk assessment, classification/rating, monitoring and reporting processes. A centralized inventory 

to manage and maintain third party, associated contracts and risk information is an essential component of the TPM Toolbox 

Risk Management / Monitoring Systems 

Third Party Information Databases 

Third Party Inventory 

Contract /SOW Inventory 

Performance Monitoring 
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Risk Metrics Calculation/ Modeling 

Risk Aggregation 

Third Party Risk Score calculation 

Risk & Compliance Assessment 

Third Party Event Monitoring 

Infrastructure Components  

Reporting / Notification Rules 

Information Entitlements & Security 

KRIs 

Risk Threshold/ Tolerance  

Performance Metrics 

Residual Risk Calculation 

Reporting 

Standardized 

Reports 

Dashboards 

Analytics 

Logging / Audit Trails 

TPRM Reference Toolbox 



This presentation contains general information only and Deloitte is not, by means of this presentation, rendering accounting, 
business, financial, investment, legal, tax, or other professional advice or services. This presentation is not a substitute for such 
professional advice or services, nor should it be used as a basis for any decision or action that may affect your business. Before 
making any decision or taking any action that may affect your business, you should consult a qualified professional advisor. 

Deloitte shall not be responsible for any loss sustained by any person who relies on this presentation.  
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