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Solution Summary 

McAfee Vulnerability Manager provides fast, precise, and complete insights into vulnerabilities on all of 
your networked assets. Easy-to-implement Vulnerability Manager readily scales to suit networks from 
hundreds to millions of nodes. Nonstop global research helps you stay ahead of evolving threats and new 
vulnerabilities.  The integration of McAfee Vulnerability Manger with RSA Archer Vulnerability Risk 
Management (VRM) allows customers to automatically import comprehensive vulnerability scan 
assessment information into the RSA Vulnerability Analytics investigative interface, which allows IT 
security analysts to get alerts, explore results, and analyze issues as they arise.  

RSA Archer Vulnerability Risk Management (VRM) takes a big data approach to helping security teams 
identify and prioritize high-risk threats. Built on the RSA Archer platform, RSA VRM helps organizations 
proactively manage IT security risks by combining asset business context, actionable threat intelligence, 
vulnerability assessment results, and comprehensive workflows. 

By linking this information within RSA Archer, clients can reduce enterprise risks, manage and 
demonstrate compliance, automate business processes, and gain visibility into corporate risk and security 
controls. 
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Partner Product Configuration 

Before You Begin 

This section provides instructions for integrating the partners’ product with RSA Archer VRM.  This 
document is not intended to suggest optimum installations or configurations.   

It is assumed that the reader has both working knowledge of all products involved, and the ability to 
perform the tasks outlined in this section. Administrators should have access to the product 
documentation for all products in order to install the required components. 

All vendor products/components must be installed and working prior to the integration.  Perform the 
necessary tests to confirm that this is true before proceeding. 

 Important:  The integration described in this guide is being 
provided as a reference implementation for evaluation and testing 
purposes.  It may or may not meet the needs and use cases for your 
organization.  If additional customizations or enhancements are 
needed, it is recommended that customers contact RSA Professional 
Services for assistance. 

McAfee Vulnerability Manager’s priority-based approach combines vulnerability, asset data, and 
countermeasures to help you mitigate risk and improve your overall security posture. MVM uses threat 
intelligence and correlation data to determine how emerging threats and vulnerabilities on networked 
systems affect your risk profile, so that you deploy resources and implement countermeasures where 
needed. 

The integration of McAfee Vulnerability Manager with the RSA Archer Vulnerability Risk Management 
(VRM) allows customers to automatically import comprehensive vulnerability scan information into the 
RSA Vulnerability Analytics investigative interface, which allows owners to report on vulnerabilities 
affecting their business-critical assets in one single view. 

Setting Up and Configuring the McAfee VRM Endpoint 

Export the McAfee Vulnerability Manager Certificate Authority certificate from the database host that you 
want to connect to. The following procedures apply for a default installation, in which McAfee 
Vulnerability Manager creates its own Certificate Authority and issues certificates to all of its components. 

Export the McAfee CA Certificate 

Install the McAfee CA Certificate 

Configure the McAfee Endpoint 

Export the McAfee CA Certificate 

To export the McAfee CA Certificate, perform the following procedure: 

1. Logon to the McAfee database host. 

2. Click Start > Run. 

3. In the Open field, type: 

mmc 
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4. Click File > Add or Remove Snap-ins. 

5. Add the snap-in to manage certificates for the Computer account for the local host. 

6. In the Certificates panel, click Trusted Root Certificate Authorities > Certificates. 

7. Right-click the Foundstone Configuration Manager CA certificate, and select All Tasks > Export. 

8. In the Certificate Export Wizard, export using the Base64-encoded CER format, and save it to the 
local file system. 

9. Note the Subject for the database host certificate. 

a. In the Certificates panel, click Personal > Certificates. 

b. Note the value of the Issued To field for McAfee CA host certificate. 

Install the McAfee CA Certificate 

To install the McAfee CA Certificate, perform the following procedure: 

1. Copy and paste the exported McAfee CA host certificate onto the RSA Vulnerability Analytics host 
machine. 

2. Create a new directory anywhere on the RSA Vulnerability Analytics host machine, and the place 
the exported certificate in that directory. 

3. Open a command prompt, and run the runConnectionManager.bat script. 

4. From the main menu, select Install Trusted Certificates From Directory. 

a. For the host value, enter the Subject as noted in step 9 of Export the McAfee CA 
Certificate. 

b. Enter the directory where the certificate is located on the local host. 

c. When prompted, enter: 

y 

When completed, a confirmation message states that the CA certificate was stored in the 
trust store. 

Configure the McAfee Endpoint 

To configure the McAfee Endpoint, perform the following procedure: 

1. From the Connection Manager main menu, enter: Configure Endpoint. 

2. From the Select Endpoint list, enter: McAfee. 

a. Enter the Subject as noted in step 9 of Export the McAfee CA Certificate. 

If the database host Subject can't be reached from the RSA Vulnerability Analytics host, 
you must configure the local hosts file to resolve this issue. 

  



 
 

-- 5 - 
 

Intel Security 
McAfee Vulnerability Manager 7.5 
 

b. Enter the following information: 

3. Parameter Value 

Database Name faultline 

Database Username faultline 

Port 1433 

When completed, a confirmation message states that the McAfee endpoint was 
successfully authenticated and the credentials were validated. 

3. From the Connection Manager main menu, enter: Exit. 

Conclusion 

The integration of McAfee Vulnerability Manager with RSA Archer Vulnerability Risk Management enables 
customers to better manage their organization's risk by proactively identifying, tracking and managing 
the repair of critical network vulnerabilities. 

 

Users can report on vulnerability and configuration data affecting their business critical assets in one 
consolidated view as well as assign ownership to the individual issues, track remediation efforts or choose 
to accept the associated business risk.   Using RSA Vulnerability Risk Management, an organization can 
effectively manage the entire vulnerability lifecycle—from detection and reporting through remediation 
and verification. 
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Certification Environment for RSA Archer VRM 

Date Tested: March 16th, 2016 

Certification Environment 

Product Name Version Information Operating System 

RSA Archer VRM 1.2 Appliance 

McAfee Vulnerability Manager 7.5 Windows 2008 

   

 
 


