
RSA Archer 6.5 Patch 5 

Redis Support 
  
RSA Archer now supports Redis for caching.  

  
Qualified and Supported Environments 
  

Qualified version: Redis 5.0.3 
Note: SSL can be setup for Redis Server using tunneling software like stunnel. Cluster setup with 
SSL is not qualified by Archer. 
 
  
SSL Certificate Validation - Redis 
  
Redis does not have built-in support for SSL. RSA recommends using tunneling software, such as 
stunnel, to enable SSL for your Redis Server. Stunnel configuration involves specifying the port for 
accepting secure connection and the certificate to be used as the server certificate. 
  
To enable SSL with the Redis SSL client, the certificate thumbprint must be added in the 
RSA Archer Control Panel. RSA Archer is qualified with stunnel. The stunnel server can be 
configured to do a full certificate validation including certificate chain validation, or a partial 
validation. For the server certificate, the RSA Archer Control Panel does a strict validation of the 
certificate presented by the server as part of the handshake. For more information on using 
stunnel with Redis, see the documentation on the Redis website.  
  
Verify that the certificate that is used with the stunnel server satisfies the following conditions: 
o The certificate chain is trusted by the RSA Archer Control Panel and all RSA Archer Services 

and Web servers. All intermediate authorities and the root authority must be trusted on all 
the servers. 

o The certificate is issued with the correct subject name. There cannot be any name mismatch 
or any other SSL policy errors. 

o The certificate must be valid and not expired. 
  
You can test the server connecting in the RSA Archer Control Panel. For more information, see 
"Testing the Cache Connection" in the RSA Archer Control Panel Help. 

  
  

Installation, Configuration, and Security Guidelines 
  

Preparing to Install RSA Archer 
When preparing RSA Archer for installation, install and configure Redis. Redis 5.0.3 
requires Linux. See the documentation from Redis for supported Linux versions and 
environment requirements.  
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Primary and High-Availability Servers 
When preparing the primary and high availability servers, verify the Cache Server 
software requirements from Redis. 
  
Recommended Configuration with Caching (For Redis) 
You can configure RSA Archer to meet specific needs, like caching. In this case, your configuration 
might look similar to the following table: 
 

Cache Servers Services Server Web Server File 
Server 

Database Server 

Redis 
  
Note: See the Redis 
documentation for 
requirements. 

RSA Archer Job 
Engine Service 
  
 

RSA Archer 
Configuration 
Service 
  
 

  Configuration 
Database 

  

  
Testing the caching provider from the ACP 
  

Testing the Caching Connection 
RSA Archer supports Redis for caching metadata. After installing and configuring caching in Redis, 
you can test the Redis connection in RSA Archer.  

 
Note: Ensure that the port on which Redis is configured is not blocked by a firewall or any 
other tools. Otherwise connection attempt from Archer Control Panel would fail.  
  
Test the caching connection 

1. Open the RSA Archer Control Panel, and then go to the Installation Settings tab. 
2. On the General tab, go to the Caching Solution section. 
3. In the Caching Option field, select Redis. 
4. Complete the Server IP, Port, and Password fields. 
5. To enable SSL, select Use SSL and enter the SSL Certificate. 
6. Click Test Availability. 

 
After clicking test availability, the RSA Archer Control Panel does the following:  

• Establishes a connection to the specified IP address on the given port. 

• Adds a test cache object to the caching server. 

• Reads the added object and checks the value. 

• Deletes the added object from the cache server. 
Note: If all these steps succeed, it shows success message else shows the failure message. 
Details of the failure can be found in the ACP logs. 
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