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Introduction
Read this document before installing the software. This document contains the following sections:

• What's New in Web Agent 8.0.5

• Product Documentation
• Product Installation
• Fixed Issues

• Support and Service
These Release Notes may be updated. The most current version of these Release Notes, and additional Web Agent 
documentation, can be found on RSA Link at 
https://community.rsa.com/community/products/securid/authentication-agent-web-apache. 

What's New in Web Agent 8.0.5
RSA Authentication Agent 8.0.5 for Web for Apache Web Server includes the following new features.

Red Hat Enterprise Linux Support. Web Agent 8.0.5 adds support for Red Hat Enterprise Linux 8.0 (64-bit) and 8.1 
(64-bit) with Apache 2.4.x.

Note: By default, libnsl.so.1 is not installed in Red Hat Enterprise Linux 8.0 or 8.1. You must install this package to use 
the Web Agent.

Fixed Issues. This release resolves customer issues. For more information, see Fixed Issues.

Product Documentation
The following documentation for RSA Authentication Agent 8.0.5 for Web for Apache Web Server is in the \doc 
directory.

Title Filename

RSA Authentication Agent 8.0 for Web for Apache Installation and Configuration Guide WebAgent_Apache.pdf 

RSA Authentication Agent 8.0 for Web for Apache Developer’s Guide WebAgentDev_Apache.pdf

https://community.rsa.com/community/products/securid/authentication-agent-web-apache


RSA Authentication Agent 8.0.5 for Web for Apache Web Server
Product Installation
You can upgrade directly to Web Agent 8.0.5 from Web Agent 7.1.x, Web Agent 8.0, Web Agent 8.0.1, Web Agent 
8.0.2, Web Agent 8.0.3, or Web Agent 8.0.4.
The Web Agent supports rpcbind-0.2.0-11 or later. Because it is a core component, the rpcbind version depends upon 
the operating system on which the Web Agent is installed.

Before You Begin

When you upgrade to Web Agent 8.0.5 from a version earlier than Web Agent 8.0.4, new HTML templates replace the 
default templates in the /templates directory. If you previously customized these templates, you need to store them in 
a different directory and specify the location in the web access authentication properties sheet.

To install or upgrade the Web Agent: 

1. Extract the files from the Web Agent kit. 
2. Follow the installation instructions in Chapter 3, “Installing RSA Authentication Agent 8.0 for Web for Apache 

Web Server” in the RSA Authentication Agent 8.0 for Web for Apache Installation and Configuration Guide.

Next Step

• By default, Web Agent 8.0.5 enables a Content Security Policy (CSP). You can disable the CSP for these 
reasons:
– Your Web Agent HMTL pages use custom JavaScript that the CSP cannot verify.
– You use older browsers that do not support a CSP, for example, Internet Explorer 8.0.

– You use RSA Authentication Manager risk-based authentication (RBA), which relies upon additional 
templates that are not controlled by the Web Agent.

To disable the CSP, do the following:

a. On the Web Agent machine, set the environment variable. Type the following:
# export NO_CONTENT_SECURITY=1

b. Restart your web server.
• By default, Web Agent 8.0 or higher enables the Prevent caching of protected pages on clients option in the 

Configuration menu. This option prevents users from accessing protected pages without using RSA SecurID 
authentication.

If you are upgrading and this option was not selected before, you should do the following:
– Select this option. For instructions, see Chapter 4 of the RSA Authentication Agent 8.0 for Web for Apache 

Installation and Configuration Guide. 

– Ask your users to clear their cached pages and data from their web browsers. For instructions, see your 
web browser documentation.

Fixed Issues
The following issues are fixed in this release:

AAAPC-540. Resolved an issue in which an HTTPD process ID (PID) above 99999 generated HTTP 400 errors.
AAAPC-539. Updated the Web Agent installation script to support Red Hat Enterprise Linux 8.0 (64-bit) and 8.1 
(64-bit) with Apache 2.4.x.

AAAPC-536. Fixed an issue in which domain secrets could not be exported between Apache Linux and Microsoft 
Windows.
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RSA Authentication Agent 8.0.5 for Web for Apache Web Server
Support and Service
You can access community and support information on RSA Link at https://community.rsa.com. RSA Link contains a 
knowledgebase that answers common questions and provides solutions to known problems, product documentation, 
community discussions, and case management.

The RSA Ready Partner Program website at www.rsaready.com provides information about third-party hardware and 
software products that have been certified to work with RSA products. The website includes Implementation Guides 
with step-by-step instructions and other information on how RSA products work with third-party products.

Copyright © 2015-2021 RSA Security LLC or its affiliates. All rights reserved. RSA Conference logo, RSA, and other 
trademarks are trademarks of RSA Security LLC or its affiliates. For a list of RSA trademarks, 
https://www.rsa.com/en-us/company/rsa-trademarks. Other trademarks are trademarks of their respective owners. 
March 2021

Intellectual Property Notice
This software contains the intellectual property of RSA or is licensed to RSA from third parties. Use of this software and 
the intellectual property contained therein is expressly limited to the terms and conditions of the License Agreement 
under which it is provided by or on behalf of RSA. 

Open Source License
This product may be distributed with open source code, licensed to you in accordance with the applicable open source 
license. If you would like a copy of any such source code, RSA or its affiliates will provide a copy of the source code 
that is required to be made available in accordance with the applicable open source license. RSA or its affiliates may 
charge reasonable shipping and handling charges for such distribution. Please direct requests in writing to RSA Legal, 
174 Middlesex Turnpike, Bedford, MA 01730, ATTN: Open Source Program Office.
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