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Introduction
This document lists what’s new and changed in RSA Authentication Agent 7.1 for PAM, as well as workarounds for 
known issues. Read this document before installing the software. This document contains the following sections:

• What's New in This Release

• Fixed Issues

• Known Issues

• Support and Service

These Release Notes may be updated. The most current version can be found on RSA SecurCare Online at 
https://knowledge.rsasecurity.com.

What's New in This Release
This section describes the major changes introduced in this release. For detailed information on each change, refer to 
the appropriate RSA Authentication Agent 7.1 for PAM Installation and Configuration Guide.

Support for SUSE Linux 12 SP1. RSA Authentication Agent for PAM 7.1.0.1 supports SUSE Linux 12 SP1.

Support for Red Hat Linux 7. RSA Authentication Agent for PAM 7.1.0.1 supports Red Hat Linux 7.

Support for SELinux. SELinux is now supported on RHEL. This feature provides extensive support for access control 
security policies. PAM Agent 7.1 supports the targeted policy in SELinux. 

Note: If SELinux is enabled on the system, you must install the following packages before installing RSA 
Authentication Agent 7.1 for PAM:

selinux-policy-devel*.noarch.rpm
policycoreutils-devel*.rpm

Support for Exponential Backoff. Exponential Backoff is an algorithm where the retry opportunities that the user gets 
are delayed proportional to the number of attempts already made by the user. The authentication time (for a user) is 
low if the correct credentials are provided during the first or second attempt, and the authentication time increases 
exponentially with more incorrect login attempts.

Fixed Issues
This section describes the issues fixed in this release. 

Cannot authenticate on a replica instance using the agent for PAM 7.1

Tracking Number: AAPAM-504

Resolution: The RSA Authentication Agent for PAM 7.1 could not communicate with the Authentication Manager 
replica instance in a failover scenario, where the primary instance stopped responding and authentication attempts 
were directed to a replica instance. The result was an unsuccessful authentication attempt. The communication 
problem is fixed and RSA Authentication Agent for PAM 7.1 can now communicate with a replica instance in a failover 
scenario to achieve an authentication.
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Known Issues
This section describes issues that remain unresolved in this release. Wherever a workaround or fix is available, it has 
been noted or referenced in detail. For many of the workarounds in this section, you must have administrative 
privileges. If you do not have the required privileges, contact your administrator.

On FTP, the reserve password feature does not give an interactive message

Tracking Number: AAPAM- 415
Problem: Unlike other tools, the Reserve password feature on the FTP tool does not give an interactive message that, 
“ACE Server cannot be reached, hit Enter to continue. Please enter system password for root.” 
Workaround: There is no known workaround at this time to fix this. Contact the RSA Authentication Manager 
administrator.

try_first_pass module option is not working when SecurID module is kept on top of the stack

Tracking Number: AAPAM- 440
Problem: try_first_pass module option is not working when securid module is kept at top of the stack. This is the 
behavior of pam_unix.so
Workaround: None.

For remote CDE login (dtlogin), on HPUX, the reserve password feature does not give an interactive message

Tracking Number: AAPAM- 454
Problem: Unlike other tools, the Reserve password feature for remote CDE login (dtlogin), on HPUX does not give an 
interactive message that, “ACE Server cannot be reached, hit Enter to continue. Please enter system password for 
root.” 
Workaround: There is no known workaround at this time to fix this. Contact the RSA Authentication Manager 
administrator.

PAM Agent 7.x installer does not remove PAM Agent 6.x files.

Tracking Number: AAPAM-550

Problem: When upgrading from PAM Agent 6.x to 7.x, the installer does not remove PAM Agent 6.x folders and 
utilities.

Workaround: No action required. You can safely ignore the PAM Agent 6.x files, or delete them manually.

The PAM-protected system does not display system-generated PINs in the UI.

Tracking Number: AAPAM-551

Problem: If the Authentication Manager token policy is set to System-Generated PIN mode, and a user’s token is in 
New PIN mode, the PAM-protected system does not display the user’s new system-generated PIN when the user logs 
in.

Workaround: Do not use the system-generated PIN feature for users in New PIN mode.

The PAM-protected system does not inform the user when Authentication Manager is unavailable if the user 
logs in using the reserve password option.

Tracking Number: AAPAM-552

Problem: If a user logs in to the PAM-protected system using the reserve password option for SSH, FTP, Login, or su 
tools while the Authentication Manager server is offline, the system does not display the expected error “The ACE 
server cannot be reached.” 

Workaround: No action required. This issue does not prevent successful authentication.
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Users in New PIN mode cannot authenticate to FTP.

Tracking Number: AAPAM-553

Problem: If a user in New PIN mode attempts FTP login on the PAM-protected system, authentication fails.

Workaround: Users who suspect that they are in New PIN mode or who are uncertain of their token status can 
authenticate using a connection tool other than ftp (such as rlogin) to complete the New PIN process and return the 
token to normal mode.

Users in Next Tokencode mode cannot authenticate to FTP.

Tracking Number: AAPAM-556

Problem: If a user in Next Tokencode mode attempts FTP login on the PAM-protected system, authentication fails.

Workaround: Users who suspect that they are in Next Tokencode mode or who are uncertain of their token status can 
authenticate using a connection tool other than ftp (such as rlogin) to complete the Next Tokencode process and return 
the token to normal mode.
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Support and Service
You can access community and support information on RSA Link at https://community.rsa.com. RSA Link contains a 
knowledgebase that answers common questions and provides solutions to known problems, product documentation, 
community discussions, and case management.

The RSA Ready Partner Program website at www.rsaready.com provides information about third-party hardware and 
software products that have been certified to work with RSA products. The website includes Implementation Guides 
with step-by-step instructions and other information on how RSA products work with third-party products.

Copyright © 2007-2016 EMC Corporation. All Rights Reserved. Published in the USA.

Trademarks
RSA, the RSA Logo, SecurID, and EMC are either registered trademarks or trademarks of EMC Corporation in the 
United States and/or other countries. All other trademarks used herein are the property of their respective owners. For 
a list of EMC trademarks, go to www.emc.com/legal/emc-corporation-trademarks.htm#rsa.

Intellectual Property Notice
This software contains the intellectual property of EMC Corporation or is licensed to EMC Corporation from third 
parties. Use of this software and the intellectual property contained therein is expressly limited to the terms and 
conditions of the License Agreement under which it is provided by or on behalf of EMC.

Open Source License
This product may be distributed with open source code, licensed to you in accordance with the applicable open source 
license. If you would like a copy of any such source code, EMC will provide a copy of the source code that is required 
to be made available in accordance with the applicable open source license. EMC may charge reasonable shipping 
and handling charges for such distribution. Please direct requests in writing to EMC Legal, 176 South St., Hopkinton, 
MA 01748, ATTN: Open Source Program Office.
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