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Introduction
This document lists what’s new and changed in RSA SecurID Authentication Agent 8.0 for PAM, as well as known 
issues and workarounds. Read this document before installing the software. This document contains the following 
sections:

• What's New in This Release

• Known Issue

• Support and Service

These Release Notes may be updated. The most current version can be found on RSA Link at 
https://community.rsa.com/.

What's New in This Release
This section describes the major changes introduced in this release. For detailed information on each change, refer to 
the appropriate RSA SecurID Authentication Agent 8.0 for PAM Installation and Configuration Guide.

Ability to Authenticate to the Cloud Authentication Service or RSA Authentication Manager. You can choose 
whether the PAM agent authenticates to the Cloud Authentication Service or Authentication Manager. The RSA 
SecurID Access Enterprise Edition license and the Premium Edition license include both of these components of RSA 
SecurID Access. Authentication Manager is not required to use the PAM agent.

Cloud Authentication Service REST protocol support. With version 8.0 of the PAM agent, your users can 
authenticate to the Cloud Authentication Service. The Cloud Authentication Service uses multifactor authentication 
methods, such as Approve (mobile-optimized push notification), Authenticate Tokencodes, Device Biometrics, and 
RSA SecurID tokens to help secure access to software as a service (SaaS) and on-premises web applications for 
users. Version 8.0 of the PAM agent does not support FIDO Tokens, SMS Tokencodes, and Voice Tokencodes.

RSA Authentication Manager REST protocol or UDP protocol support. The PAM agent can access RSA 
Authentication Manager with the REST protocol, instead of the UDP protocol. Upgraded PAM agents can continue to 
use the UDP protocol.

Agent reporting. RSA Authentication Manager 8.3 includes agent reports that help you to manage your installed 
REST protocol agents. In REST mode, the PAM agent can send additional information to the Authentication Manager 
server, such as a unique software ID number for each installed PAM agent, the agent version number, the hostname for 
the machine on which the agent is installed, and information on the operating system used by the agent. If agent 
reporting is enabled on the PAM agent, RSA Authentication Manager 8.2 SP1 Patch 5 or later is required to prevent 
authentication errors in REST mode.

REST protocol support. Using the PAM agent with the REST protocol offers advantages over using the UDP protocol:

• Makes it easy for your Authentication Manager deployment to integrate the Cloud Authentication Service.

• You can add and maintain one authentication agent record in Authentication Manager, and use it to represent 
multiple installed agents.

• You can run multiple authentication agents on the same hardware more easily than you can using the 
UDP protocol.

• Uses the TCP protocol for deployments that require authentication agents to use IPv4 network settings or the 
IPv4 protocol.

https://knowledge.rsasecurity.com
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• In the REST protocol authentication modes, version 8.0 of the PAM agent uses the FIPS-compliant 
cryptographic library module fips-2.0.16 with OpenSSL version 1.0.2l. For more information, see 
OpenSSL FIPS 140-2 Security Policy Version 2.0.16 at 
https://www.openssl.org/docs/fips/SecurityPolicy-2.0.16.pdf.

• Requires fewer authentication agent updates for new features and enhancements than authentication agents 
that do not use the REST protocol. Authentication agents that use the REST protocol are more likely to take 
advantage of changes in Authentication Manager, thus reducing the number of updates required on multiple 
agents.

Installer and uninstaller logs. You can verify an installation by checking the installer.log file in the PAM agent 
installer directory. To verify that the PAM agent was successfully removed, check the /var/pam_uninstaller/
uninstaller.log file.

Additional logging for REST mode. The REST mode supports additional logging implemented with the log4cxx 
library. REST mode logging supports size-based log rotation and local and remote logging to the syslog. PAM agent 
authentication messages and logging for UDP mode remains the same as in previous versions of the PAM agent.

Support for RSA SecurID Authentication Agent 7.1 for PAM features. Version 8.0 includes version 7.1.x features, 
such as support for SELinux, support for Exponential Backoff, and an option for a silent, unattended installation.

Ending support for end-of-life AIX operating systems. The PAM agent no longer supports AIX 5.3 (32-bit and 
64-bit) and AIX 6.1 (64-bit). RSA recommends that you upgrade to a supported version of AIX.

Ending support for HP-UX. The PAM agent no longer supports HP-UX versions 11i v2 and 11i v3 Itanium (64 bit). 
RSA recommends using one of the supported operating systems listed below.

Support for AIX. The following AIX operating systems are supported by this release:

• AIX 7.1 TL3 (SP5) Power 6: 32-bit and 64-bit 

• AIX 7.2 TL1 (SP2) Power 8: 32-bit and 64-bit

Support for RHEL. The following RHEL operating systems are supported by this release:

• RHEL 6.8: 32-bit and 64-bit

• RHEL 7.1: 64-bit

• RHEL 7.3 64-bit

Support for Oracle Linux. The following Oracle Linux operating systems are supported by this release:

• Oracle Linux 6.8 64-bit

• Oracle Linux 7.3 64-bit

Support for Solaris. The following Solaris operating systems are supported by this release:

• Solaris SPARC 10 (32-bit and 64-bit). RSA recommends Update 8 or later. 

• Solaris SPARC 10.5 (32-bit and 64-bit) with Zones

• Solaris SPARC 11.2 (32-bit and 64-bit)

• Solaris x86 10.5 Update 11 (32-bit)

• Solaris x86 11.2 (32-bit)

Support for SUSE Enterprise Linux. The following SUSE Enterprise Linux operating systems are supported by this 
release:

• SUSE Enterprise Linux Server version 11 SP3 or later (32-bit and 64-bit)

• SUSE Enterprise Linux Server version 12 (64-bit)
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Note: The corresponding 32-bit or 64-bit version of libuuid.so (UUID library) must be installed on the PAM agent 
machine.

If SELinux is enabled on RHEL 6.8 32-bit, RHEL 64-bit, or Oracle Linux 6.8 64-bit, you must install additional required 
packages before installing the RSA SecurID Authentication Agent 8.0 for PAM. For more information, see “SELINUX 
Requirements” in the RSA SecurID Authentication Agent 8.0 for PAM Installation and Configuration Guide for Oracle 
and RHEL.

Documentation posted on RSA Link. Instead of including documentation in the software kits, the most current 
documentation is available on RSA Link at 
https://community.rsa.com/community/products/securid/authentication-agent-pam.

Known Issue
This section describes an issue that remains unresolved in this release.

Version 7.1 Patch 2 (7.1.0.2) can only be upgraded from the default /opt installation directory

Tracking Number: AAPAM-677

Problem: If version 7.1.0.2 is installed in a custom directory, the version 8.0 installer prompts you to install a new 
version of 8.0. An upgrade is only supported if version 7.1.0.2 is in the default /opt installation directory.

Workaround: . Uninstall version 7.1.0.2 and install version 8.0. For instructions, see the appropriate RSA SecurID 
Authentication Agent 8.0 for PAM Installation and Configuration Guide.
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Support and Service
You can access community and support information on RSA Link at https://community.rsa.com. RSA Link contains a 
knowledgebase that answers common questions and provides solutions to known problems, product documentation, 
community discussions, and case management.

The RSA Ready Partner Program website at www.rsaready.com provides information about third-party hardware and 
software products that have been certified to work with RSA products. The website includes Implementation Guides 
with step-by-step instructions and other information on how RSA products work with third-party products.
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Open Source License
This product may be distributed with open source code, licensed to you in accordance with the applicable open source 
license. If you would like a copy of any such source code, Dell Inc or its subsidiaries will provide a copy of the source 
code that is required to be made available in accordance with the applicable open source license. Dell Inc or its 
subsidiaries may charge reasonable shipping and handling charges for such distribution. Please direct requests in 
writing to Dell Legal, 176 South St., Hopkinton, MA 01748, ATTN: Open Source Program Office.
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