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Introduction
This document lists what’s new and changed in RSA Authentication Agent 7.1 for PAM, as well as workarounds for 
known issues. Read this document before installing the software. This document contains the following sections:

• What's New in This Release

• Fixed Issues

• Known Issues

• Support and Service

These Release Notes may be updated. The most current version can be found on RSA SecurCare Online at 
https://knowledge.rsasecurity.com.

What's New in This Release
This section describes the major changes introduced in this release. For detailed information on each change, refer to 
the appropriate RSA Authentication Agent 7.1 for PAM Installation and Configuration Guide.

Support for SELinux. SELinux is now supported on RHEL. This feature provides extensive support for access control 
security policies. PAM Agent 7.1 supports the targeted policy in SELinux. 

Support for Exponential Backoff. Exponential Backoff is an algorithm where the retry opportunities that the user gets 
are delayed proportional to the number of attempts already made by the user. The authentication time (for a user) is 
low if the correct credentials are provided during the first or second attempt, and the authentication time increases 
exponentially with more incorrect login attempts.

Fixed Issues
This section describes the issues fixed in this release. 

Cannot authenticate on a replica instance using the agent for PAM 7.1

Tracking Number: AAPAM-504

Resolution: The RSA Authentication Agent for PAM 7.1 could not communicate with the Authentication Manager 
replica instance in a failover scenario, where the primary instance stopped responding and authentication attempts 
were directed to a replica instance. The result was an unsuccessful authentication attempt. The communication 
problem is fixed and RSA Authentication Agent for PAM 7.1 can now communicate with a replica instance in a failover 
scenario to achieve an authentication.
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Known Issues
This section describes issues that remain unresolved in this release. Wherever a workaround or fix is available, it has 
been noted or referenced in detail. For many of the workarounds in this section, you must have administrative 
privileges. If you do not have the required privileges, contact your administrator.

On FTP, the reserve password feature does not give an interactive message

Tracking Number: AAPAM- 415
Problem: Unlike other tools, the Reserve password feature on the FTP tool does not give an interactive message that, 
“ACE Server cannot be reached, hit Enter to continue. Please enter system password for root.” 
Workaround: There is no known workaround at this time to fix this. Contact the RSA Authentication Manager 
administrator.

try_first_pass module option is not working when SecurID module is kept on top of the stack

Tracking Number: AAPAM- 440
Problem: try_first_pass module option is not working when securid module is kept at top of the stack. This is the 
behavior of pam_unix.so
Workaround: None.

For remote CDE login (dtlogin), on HPUX, the reserve password feature does not give an interactive message

Tracking Number: AAPAM- 454
Problem: Unlike other tools, the Reserve password feature for remote CDE login (dtlogin), on HPUX does not give an 
interactive message that, “ACE Server cannot be reached, hit Enter to continue. Please enter system password for 
root.” 
Workaround: There is no known workaround at this time to fix this. Contact the RSA Authentication Manager 
administrator.

PAM agent will not authenticate to the primary instance, when replica instances are unavailable

Tracking Number: AAPAM-516

Problem: If the priority of a primary instance is set to 0 in an sdopts.rec file used with the PAM agent, the agent will not 
authenticate to the primary instance when the higher priority replica instances are unavailable.

Workaround: None.

Support and Service
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RSA Secured Partner Solutions Directory www.rsasecured.com
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