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Introduction
This document lists what’s new and changed in RSA SecurID Authentication Agent 8.1.1 for PAM, as well as known 
issues and workarounds. Read this document before installing the software. This document contains the following 
sections:

• What's New in This Release
• Installing or Upgrading to PAM Agent 8.1.1

• Known Issues
• Fixed Issues

• Support and Service
These Release Notes may be updated. The most current version can be found on RSA Link at 
https://community.rsa.com/.

What's New in This Release
This section describes the major changes introduced in RSA SecurID Authentication Agent 8.1.1 for PAM. 
Solaris SPARC 11.3 and 11.4 (32-bit and 64-bit) support. RSA SecurID Authentication Agent 8.1.1 for PAM adds 
support for Solaris SPARC 11.3 (32-bit and 64-bit) and Solaris SPARC 11.4 (32-bit and 64-bit).

64-bit tool support for Solaris SPARC 11.3 and 11.4. Solaris SPARC 11.4 enables you to use the 64-bit versions of 
supported tools, such as telnet, login, rlogin, su, ssh, sftp, scp, sudo, and ftp. The 32-bit versions of these tools are not 
supported on Solaris SPARC 11.4.

By default, Solaris SPARC 11.3 uses the 32-bit versions of supported tools, but the 64-bit versions are also supported.
The 32-bit versions are supported on Solaris SPARC 10.5 (32-bit and 64-bit) or Solaris SPARC 11.2 (32-bit and 64-bit).
Upgrading to RSA SecurID Authentication Agent 8.1.1 for PAM. You can upgrade to the PAM Agent 8.1.1 from 
version 7.1 Patch 2 (7.1.0.2), version 8.0, or version 8.1.

What’s New In PAM Agent 8.1
This section describes the major changes introduced in RSA SecurID Authentication Agent 8.1 for PAM. For detailed 
information on each change, refer to the appropriate RSA SecurID Authentication Agent 8.1 for PAM Installation and 
Configuration Guide.
Support for SMS Tokencode and Voice Tokencode. If the PAM agent is configured for Cloud Authentication Service 
mode, and if allowed by the assigned access policy, users can authenticate using the SMS Tokencode and Voice 
Tokencode authentication methods.
Updated operating system version support. PAM agent 8.1 supports the following operating system versions:

• RHEL 6.10 (32-bit and 64-bit)

• RHEL 7.5 (64-bit)
• RHEL 7.6 (64-bit) 
• RHEL 8.0 (64-bit) 
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Note: On RHEL 8.0 (64-bit), type the following before you install or upgrade the PAM agent: 
mkdir /etc/selinux/targeted/modules.

If SELinux is enabled, running the PAM agent installer may result in configuration messages such as 
“ValueError: File context for /var/ace/.* already defined” or SELinux duplicate definition errors. You can safely 
ignore these messages.

• CentOS Linux 7.5 (64-bit)

• Oracle Linux 6.10 (64-bit)
• Oracle Linux 7.5 (64-bit)

• SUSE Linux Enterprise Server 11 SP4 (32-bit and 64-bit)
• SUSE Linux Enterprise Server 12 SP3 (64-bit)
• SUSE Linux Enterprise Server 15 (64-bit)

• Solaris SPARC 10.5 (32-bit and 64-bit) with Zones
• Solaris SPARC 11.2 (32-bit and 64-bit)
• Solaris x86 10.5 Update 11 (32-bit)

• Solaris x86 11.2 (32-bit)
• AIX 7.1 TL3 (SP5) Power 6 (32-bit and 64-bit)
• AIX 7.2 TL1 (SP2) Power 8 (32-bit and 64-bit)

RHEL 8.0 (64-bit) does not support rlogin. The rlogin tool continues to be supported by other versions of RHEL.

Installing or Upgrading to PAM Agent 8.1.1
Use the PAM-Agent_8.1.1.106.tar file to install or upgrade to RSA Authentication Agent 8.1.1 for PAM.
You can upgrade to PAM Agent 8.1.1 from version 7.1 Patch 2 (7.1.0.2), version 8.0, or version 8.1:

• When you upgrade from 7.1.0.2, by default the version 8.1.1 agent uses RSA Authentication Manager and 
UDP protocol for authentication. You can change the authentication mode to take advantage of the REST 
protocol and the Cloud Authentication Service or Authentication Manager. For instructions, see “Changing the 
PAM Agent Authentication Mode” in the RSA SecurID Authentication Agent 8.1 for PAM Installation and 
Configuration Guide for your supported platform.

• When you upgrade from 8.0 or 8.1, the version 8.1.1 agent retains the same authentication mode that was 
configured for the previous version.

For installation and upgrade instructions, see the RSA SecurID Authentication Agent 8.1 for PAM Installation and 
Configuration Guide for your supported operating system on RSA Link: 
https://community.rsa.com/community/products/securid/authentication-agent-pam.
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Known Issues
This section describes issues that remain unresolved in this release.

Logs are not generated during GUI-based login on SELinux systems.
Tracking Number: AAPAM-718
Problem: On systems where SELinux is enabled, authentication logs are not generated as expected when logging in 
through a graphical user interface, such as Gnome Display Manager.
Workaround: None.

FTP access is denied after successful PAM Agent 8.1 authentication on SUSE 12 SP3
Tracking Number: AAPAM-713

Problem: On SUSE Linux Enterprise Server 12 SP3, after successful authentication using Authentication Agent 8.1 for 
PAM, an “access denied” message appears when attempting to access FTP.
Workaround: None.

Version 7.1 Patch 2 (7.1.0.2) can only be upgraded from the default /opt installation directory
Tracking Number: AAPAM-677
Problem: If version 7.1.0.2 is installed in a custom directory, the version 8.x installer prompts you to install a new 
version of 8.x. An upgrade is only supported if version 7.1.0.2 is in the default /opt installation directory.
Workaround: . Uninstall version 7.1.0.2 and install version 8.x. For instructions, see the appropriate RSA SecurID 
Authentication Agent 8.x for PAM Installation and Configuration Guide.

Fixed Issues
This section describes issues that have been fixed in this release.
AAPAM-745. Fixed an issue that caused recent versions of sudo to become unresponsive when used with RSA 
SecurID authentication on Solaris SPARC and Solaris x86.

AAPAM-742. Added support for Solaris SPARC 11.3 (32-bit and 64-bit).
AAPAM-708. Added support for Solaris SPARC 11.4 (32-bit and 64-bit).
AAPAM-687. Updated the RSA SecurID Authentication Agent 8.1 for PAM Installation and Configuration Guide for 
each supported operating system. The guides now include more information about the required parameters for 
authenticating to RSA Authentication Manager and the Cloud Authentication Service with the REST protocol.

Fixed Issues in PAM Agent 8.1
This section describes issues that were fixed in PAM Agent 8.1.

AAPAM-689. The agent could not resolve active directory groups to determine challenged and unchallenged users in 
environments where the getgrent() system call was disabled.
AAPAM-659. In some cases, after performing successful SecurID authentication for a user with a passcode, the agent 
incorrectly passed the passcode to the System Security Services Daemon (SSSD) as a password value, causing 
SSSD authentication to fail.
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Support and Service
You can access community and support information on RSA Link at https://community.rsa.com. RSA Link contains a 
knowledgebase that answers common questions and provides solutions to known problems, product documentation, 
community discussions, and case management.

The RSA Ready Partner Program website at www.rsaready.com provides information about third-party hardware and 
software products that have been certified to work with RSA products. The website includes Implementation Guides 
with step-by-step instructions and other information on how RSA products work with third-party products.
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