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RSA Authentication Client 3.6 works with the RSA 
SecurID 800 Authenticator (SecurID 800) so you can 
perform smart card tasks and manage your smart card 
contents. This document describes how to perform 
basic smart card tasks. It also describes how to log on 
to a Virtual Private Network (VPN). For details on 
terms, see the Glossary. 
Note: If you want to use the SecurID 800 to 
authenticate with a passcode (SecurID PIN and 
tokencode), you must have additional RSA 
products installed. For more information, see your 
administrator. 

Using Your Authenticator 
To use your SecurID 800, insert the connector into 
the USB port of your computer, laptop, or docking 
station. (If necessary, remove the cap on the end to 
expose the connector.) The following diagram 
points out how to insert a SecurID 800 into the 
USB port of a laptop. 

 

 

Once you log on, you can view the RSA Control 
Center. The Control Center is the user interface of 
RSA Authentication Client. It provides options for 
you to manage your authenticator. To open it, click 
Start > Programs (or All Programs) > RSA > 

RSA Control Center. You can also double-click 
the Control Center icon ( ). The icon appears as a 
red square with a white keyhole in the notification 
area. When you insert your authenticator, it appears 
with a plus sign ( ).  

Important: The plus sign also flashes when 
Authentication Client accesses data from the 
SecurID 800. Do not remove the authenticator 
while performing smart card and authentication 
tasks or the procedure can fail.  

The following sections describe how to: 
• Log on with a Windows account on your 

smart card 
• Change your default smart card PIN 
• Unblock a smart card PIN 
• Log on to a VPN with a smart card or an 

RSA SecurID passcode (PIN and 
tokencode) 

• Lock and unlock your computer with your 
smart card 

For more information, see the RSA Authentication 
Client Help. 

Logging on with a Windows 
Account on Your Smart Card 
If your organization uses the Authentication Client 
logon method, you see the RSA dialog boxes or 
credential provider tile to log on to your computer.  
The Authentication Client method requires you to 
log on with a Windows account stored on your 
smart card. The first time you use your smart card, 
you see prompts to add an account. After you add 
an account, you only need to insert your smart card 
and enter a PIN to log on for new sessions. If you 
ever forget your smart card, your organization may 

also allow you to log on by manually entering your 
account. 
Note: If you log on by manually entering a 
Windows account or with a certificate on a smart 
card, you do not use the Authentication Client 
logon method.  

To log on with a Windows account on your 
smart card:  
1. Insert your authenticator. Press 

CTRL+ALT+DELETE. For Windows Vista or 
later Windows operating systems, click the 
RSA logon tile you want to use. (If you 
attached more than one authenticator, you see 
the SecurID serial number of each device 
under separate logon tiles.) 

2. Enter your smart card PIN and click OK or the 
submit arrow ( ), depending on your 
operating system.   

Note: If you enter a default PIN (PIN_CODE), 
you see prompts to set a unique PIN as soon as 
you log on. For more information, see 
Changing the Default Smart Card PIN. 

3. Do one of the following: 

• If this is the first time you used your 
smart card, continue to step 4 to add 
your Windows account 

• If you already stored a Windows 
account on your card, you can access 
applications. You completed the 
procedure. 

• If you stored multiple accounts on 
your smart card, select one from the 
drop-down list and skip to step 5.  

4. Enter your user name and password. Confirm 
your password in the appropriate field. Leave 
the current domain or select another one from 
the drop-down list.  
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5. Click OK or the submit arrow ( ).     

Changing the Default Smart 
Card PIN 
The first time you use your smart card, you enter a 
PIN_CODE as your default PIN. Authentication 
Client can automatically prompt you to change it as 
soon as you log on or use your smart card. When 
you use a PIN that is hard to guess, you increase 
the security of your authenticator. If you do not 
change the default PIN, Authentication Client can 
continue to prompt you to change it. 
 
Important: If you use SecurID authentication to 
log on to a Virtual Private Network (VPN) with a 
passcode (SecurID PIN and tokencode), you may 
want to set your smart card PIN to the same 
number you use for your SecurID PIN. These PINs 
serve different purposes, but using the same one 
makes it easier for you to remember them.  

To change your default smart card PIN: 
1. Leave the authenticator in the USB port. 

2. Do one of the following: 

• If you logged on with a default PIN, you 
see prompts to change it. See step 3. 

• If you do not see a prompt to change the 
default PIN, open the Control Center by 
double-clicking the Control Center icon 
( ). Click PIN. Then click Test your 
PIN. In the Smart card PIN field, enter 
PIN_CODE and click OK.  

3. In the New smart card PIN field, enter a 
unique PIN that meets your PIN requirements. 
Re-enter it in the Confirm smart card PIN 
field. 

4. Click OK.  

Unblocking a Smart Card PIN 
During Logon 
If you use a Windows Vista or later Windows 
operating systems, you can unblock you smart card 
PIN during the logon process through the Smart 
Card PIN Tool option. For example, if you tried to 
log on with your smart card and you entered an 
invalid PIN enough times to block your smart card, 
the credential provider prompts you to unblock it as 
described in the following procedure. 

Note: If you use a Windows XP or Windows 
Server 2003 operating system, you cannot unblock 
your PIN until you log on to the computer. For 
more information, see Unblocking a Smart Card 
PIN After Logon.  

To unblock a smart card PIN during logon:  

1. Look at the back of your authenticator and 
write down the serial number engraved above 
the expiration date (eight or nine digits). 

2. Insert your blocked smart card and enter a PIN 
when prompted. An error message opens. 
Click OK to open the unblock fields.  You see 
information similar to the following prompts. 
(If you cannot access these prompts, contact 
your administrator. You may need your smart 
card policy settings changed.) 

 

3. Contact your administartor. Tell the 
administrator that you need assistance to 
unblock your smart card PIN. 

4. Tell the administrator the serial number your 
authenticator (the number you wrote down in 
step 1). If necessary, remove the device to read 
the number and reinsert it. 

5. When asked, read the challenge code displayed 
on your screen. The example has a challenge 
code of: A4C2 BBE6 4352 194E. The 
adminstrator uses this code to generate a 
response code. 

6. In the Response field, enter the response code 
the adminstrator gives you. Then enter a new 
PIN and confirm it in the appropriate fields. 

7. Click the submit arrow ( ) to access the 
desktop. 

Unblocking a Smart Card PIN 
After Logon 
 If you already logged on to the computer and you 
entered an invalid smart card PIN enough times to 
block it, you can use the RSA Control Center to 
unblock it.  

Note: If you used your SecurID 800 to authenticate 
to a VPN or application with a passcode (SecurID 
PIN and tokencode) and you forget the SecurID 
PIN, you cannot use the Control Center to reset it. 
You must contact your Authentication Manager 
administrator instead. 

To unblock a smart card PIN through the 
Control Center: 

1. Contact your administrator. Tell the 
administrator that you need assistance to 
unblock your smart card PIN. Insert your 
blocked smart card (if not done already). 
Double-click the Control Center icon ( ). 
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2. Click Unblock your PIN. The Unblock PIN 
Wizard - Serial Numbers dialog box opens 
with the RSA SecurID serial number and 
Smart chip serial number fields populated 
similar to the one shown. 

 

3. Read the RSA SecurID serial number and the 
smart chip serial number to your administrator. 

4. Click Next. The Unblock PIN Wizard - 
Challenge and Response dialog box opens with 
the Challenge field populated similar to the 
one shown. 

 

5. When asked, read the challenge code to your 
administrator. 

6. Enter the response code in the Response field 
when the administrator gives it to you and 
click Next. 

7. Enter a new PIN and confirm it in the 
appropriate fields. Click Finish. 

Logging On to a VPN 
Your VPN settings may allow you to log on with a 
certificate on a smart card or a SecurID passcode 
(SecurID PIN and tokencode). If your VPN 
requires you to use a smart card, you need a logon 
certificate stored on your authenticator. If your 
VPN requires you to use a passcode, you need the 
appropriate RSA SecurID products installed. 
The following procedure describes how to log on to 
a Cisco VPN using your SecurID 800 authenticator 
as a smart card or a SecurID token. Your VPN may 
use different field names. For more information on 
using certificates or passcodes, see the “About 
Logging On to a VPN or Application” topic in the 
RSA Authentication Client Help or your system 
administrator. 
To log on to a Cisco VPN with a smart card or a 
passcode: 

1. Insert your authenticator. 

2. Open the Cisco VPN Client application, select 
your connection entry, and click Connect. 

3. In the Username field, enter your user name. 
You only enter your user name the first time 
you authenticate to your VPN. After your 
initial logon, the VPN automatically populates 
this field. 

4. Do one of the following: 

• If you use a certificate, enter your smart 
card PIN in the PIN field. 

• If you use a passcode, enter your SecurID 
PIN in the PIN field. The system 
automatically locates the tokencode and 
uses it with your PIN to create the 
passcode. 

Important: If the VPN cannot access the 
tokencode automatically, you can open the RSA 
Control Center to copy the tokencode as described 
in Copying the Tokencode. 

Copying the Tokencode 
If you use your authenticator to enter a passcode 
(SecurID PIN and tokencode), your VPN or 
application may not be able to automatically access 
the tokencode for you. If this occurs, you can enter 
your SecurID PIN and copy and paste the 
tokencode into the appropriate field.  
To copy the tokencode: 
1. Do one of the following: 

• Right-click the RSA Control Center icon 
(  ) in the notification area and click 
Copy Tokencode. (If you use more than 
one authenticator, click Copy Tokencode 
and select the authenticator you want to 
use from the drop-down list.) 

• Double-click the RSA Control Center icon 
(  ) in the notification area to open the 
Control Center. Click Tokencode. Then 
click Copy. (If you use more than one 
authenticator, select the authenticator you 
want to use from the drop-down list at the 
top of the Home dialog box. Then repeat 
this step.)  

2. Place your cursor next to the SecurID PIN in 
the logon field for VPN or application. Right-
click again and click Paste. 

Important: You must paste the tokencode 
within one minute or less or the tokencode can 
change. If it changes, repeat the steps you 
followed to copy the tokencode. 
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Locking Your Computer 
The method you use to lock your computer 
depends on the settings your administrator defined 
for you.  
To lock your computer, do one of the following: 

• If you logged on to your computer with a 
Windows account stored on your smart 
card and your settings allow you to lock 
the computer when you remove the smart 
card, remove your SecurID 800 from the 
USB port to lock the computer. 

• If you logged on to your computer with a 
Windows account stored on your smart 
card or you manually entered a Windows 
account and your settings do not allow 
you to lock the computer when you 
remove the smart card, use the standard 
Windows options to lock your computer. 
For example, press 
CTRL+ALT+DELETE to access the 
security options. Then click Lock 
Computer or Lock This Computer, 
depending on your operating system. You 
can also click Start > Lock icon (  ) if 
you use Windows Vista or a later 
Windows operating system.  

Unlocking Your Computer 
The method you use to unlock your computer 
depends on your logon settings your administrator 
defined for you. 
To unlock your computer, do one of the 
following: 

• If you can only log on by entering a 
Windows account, use the standard 
Windows options. For example, press 
CTRL+ALT+DELETE. Then enter your 
password and click OK or the submit 
arrow ( ). 

• If you can only log on with a Windows 
account on a smart card, insert your 
authenticator into the USB port. Enter 
your smart card PIN and click OK or the 
submit arrow ( ). 

• If you can log on by entering a Windows 
account or with a Windows account on a 
smart card, use either of the previous 
methods to unlock your computer. 

 

Glossary 
Authentication: The process of reliably 
determining the identity of a user or assuring that a 
program is trusted. 
Authenticator:  A hardware device (for example, a 
token) or a program used in authentication 
procedures to verify a user’s identity. 
Administrators provide users with authenticators. 
Domain: A group of server and client machines 
that exist in the same security structure. Domains 
are defined by the administrator and share a 
common database. 
Passcode: A code used in RSA SecurID 
authentication to gain access to a protected 
resource. It is made up of two items: a SecurID 
Personal Identification Number (PIN) and the 
tokencode (random number) displayed on the front 
of an RSA SecurID token. 
RSA Control Center: The user interface for RSA 
Authentication Client. It contains options to 
manage the authenticator. For example, you can 
manage the smart card PIN, digital certificates, and 
Windows accounts stored on the smart card. You 
can also view the current tokencode if you connect 
your authenticator to the USB port. 
RSA Logon GINA or Credential Provider: A 
logon method that presents RSA logon dialog 
boxes or an RSA logon credential provider tile, 
depending on your operating system.  

RSA SecurID 800 Authenticator: A USB token 
that can function as a smart card or a SecurID 
token (USB or handheld). For smart card use, it has 
a smart chip and reader built into it. For SecurID 
use, it has a panel that displays the tokencode. The 
USB connector allows you to attach it to the USB 
port of your computer.  
SecurID PIN: A user-created or system-generated 
Personal Identification Number (PIN) that users 
enter with a tokencode to create a passcode. The 
RSA Authentication Manager administrator 
manages the SecurID PIN. 
Smart card: A device that has a built-in 
microprocessor. The device can be a plastic card 
the size of a credit card or a USB token. For 
Authentication Client or Smart Card Middleware, 
users have an RSA SecurID 800 Authenticator 
(USB token) as their smart card. 
Smart card PIN: The user-created Personal 
Identification Number (PIN) associated with the 
smart card that allows users to authenticate to the 
system. Users can manage this PIN through the 
RSA Control Center or Windows Smart Card PIN 
Tool.  
Tokencode: The random number displayed on the 
front of an RSA SecurID token. For security 
reasons, a tokencode changes at a specified time 
interval (usually every 60 seconds). Users manually 
enter a SecurID PIN. To create the passcode, users 
need to manually enter the tokencode or use the 
appropriate RSA software for the application to 
automatically access the tokencode.  
USB token: An authenticator you can attach to the 
USB port of your computer or laptop for smart card 
or SecurID authentication use. 
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