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Preface

About This Guide

This guide is intended for administrators who are planning and implementing an 
RSA SecurID Appliance 3.0 deployment.

Because RSA SecurID Appliance 3.0 is a preinstalled instance of RSA Authentication 
Manager 7.1, you must refer to both the RSA SecurID Appliance 3.0 and the 
RSA Authentication Manager documentation sets. This guide contains the 
information needed to set up and administer a basic Authentication Manager 
deployment using the Appliance, and it includes any Appliance-specific information 
that is different from Authentication Manager.

For information on some of the optional or advanced Authentication Manager tasks 
and concepts, this guide includes an “Additional Tasks” or “Additional Concepts” 
section at the end of most chapters. These sections contain links to information in the 
applicable Authentication Manager Help systems or guides. For more information on 
how to make these links work, see “Links in the “Additional Tasks” and “Additional 
Concepts” Sections” on page 13. For information about the complete Authentication 
Manager documentation set, see “RSA Authentication Manager Documentation” on 
page 12.

RSA SecurID Appliance Documentation

For more information about RSA SecurID Appliance, see the following 
documentation. You can access the current version of this documentation on RSA 
SecurCare Online at https://knowledge.rsasecurity.com. RSA recommends that you 
store the user documentation in a location on your network that is only accessible to 
your administrators.

Release Notes. Provides information about what is new and changed in this release, as 
well as workarounds for known issues.

Getting Started. Provides information to help you with the RSA SecurID Appliance 
Quick Setup process.

Migration Guide. Provides information on planning and implementing a migration to 
RSA SecurID Appliance 3.0. You can migrate from RSA SecurID Appliance 2.0 or 
later and from RSA Authentication Manager 6.1. You cannot migrate from RSA 
Authentication Manager 7.0 or 7.1.

SNMP Reference Guide. Provides information about the available SNMP traps and 
gets for the RSA SecurID Appliance hardware.

Rack and Bezel Installation Guide. Describes how to install the Appliance in a rack 
and how to attach the bezel. This guide is available on the RSA Appliance Rack and 
Bezel Installation Guide CD that ships in the Appliance package.
 Preface 11
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RSA Operations Console Help. Describes configuration and setup tasks performed 
in the RSA Operations Console for RSA SecurID Appliance and Authentication 
Manager. To log on to the Operations Console, see Chapter 4, “Configuring and Using 
the RSA Authentication Manager Consoles.”

Related Documentation

For more information about RSA Authentication Manager and RSA RADIUS, see the 
following documentation. You can access this documentation on RSA SecurCare 
Online at https://knowledge.rsasecurity.com.

Important: For the most up-to-date recommendations on security best practices, see 
the RSA Authentication Manager 7.1 Security Best Practices Guide and the RSA 
SecurID Software Token Security Best Practices Guide.

RSA Authentication Manager Documentation

Release Notes. Provides information about what is new and changed in this release, as 
well as workarounds for known issues.

Getting Started. Lists what the kit includes (all media, diskettes, licenses, and 
documentation), specifies the location of documentation on the DVD or download kit, 
and lists RSA Customer Support web sites.

Planning Guide. Provides a general understanding of RSA Authentication Manager, 
its high-level architecture, its features, and deployment information and suggestions.

Installation and Configuration Guide. Describes detailed procedures on how to 
install and configure RSA Authentication Manager.

Administrator’s Guide. Provides information about how to administer users and 
security policy in RSA Authentication Manager.

Migration Guide. Provides information for users moving from RSA Authentication 
Manager 6.1 to RSA Authentication Manager 7.1, including changes to terminology 
and architecture, planning information, and installation procedures.

Developer’s Guide. Provides information about developing custom programs using 
the RSA Authentication Manager application programming interfaces (APIs). 
Includes an overview of the APIs and Javadoc for Java APIs.

Performance and Scalability Guide. Provides information to help you tune your 
deployment for optimal performance.

RSA Security Console Help. Describes day-to-day administration tasks performed in 
the RSA Security Console. To view Help, click the Help tab in the Security Console.

RSA Operations Console Help. Describes configuration and setup tasks performed 
in the RSA Operations Console. To log on to the Operations Console, see “Logging 
On to the RSA Operations Console” in the Administrator’s Guide.
12  Preface
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RSA Self-Service Console Frequently Asked Questions. Provides answers to 
frequently asked questions about the RSA Self-Service Console, RSA SecurID 
two-factor authentication, and RSA SecurID tokens. To view the FAQ, on the Help 
tab in the Self-Service Console, click Frequently Asked Questions.

Note: To access the Developer’s Guide or the Performance and Scalability Guide, go 
to https://knowledge.rsasecurity.com. You must have a service agreement to use this 
site.

RSA RADIUS Documentation

RADIUS Reference Guide. Describes the usage and settings for the initialization 
files, dictionary files, and configuration files used by RSA RADIUS.

Links in the “Additional Tasks” and “Additional Concepts” Sections

Many chapters contain an “Additional Tasks” or “Additional Concepts” section that 
contains references to optional or advanced tasks or concepts. The links in these 
sections open files in the RSA SecurID Appliance and RSA Authentication Manager 
documentation sets.

In order for the links to work correctly, the RSA SecurID Appliance documentation 
set and the RSA Authentication Manager documentation set must be located in the 
same directory. If you download or copy the PDF files into different directories, the 
links do not work. 

To get the complete documentation set for both products, download the guides from 
RSA SecurCare Online at: https://knowledge.rsasecurity.com.

Getting Support and Service

RSA SecurCare Online offers a knowledgebase that contains answers to common 
questions and solutions to known problems. It also offers information on new releases, 
important technical news, and software downloads.

The RSA Secured Partner Solutions Directory provides information about third-party 
hardware and software products that have been certified to work with RSA products. 
The directory includes Implementation Guides with step-by-step instructions and 
other information about interoperation of RSA products with these third-party 
products.

RSA SecurCare Online https://knowledge.rsasecurity.com

Customer Support Information www.rsa.com/support

RSA Secured Partner Solutions Directory www.rsa.com/rsasecured
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Before You Call Customer Support

Before you call Customer Support, please have the following available:

 Access to RSA SecurID Appliance.

 Your RSA License ID. You can find this number on your license distribution 
media, or in the RSA Security Console by clicking Setup > Licenses > Status, 
and then clicking View Installed Licenses.

 The RSA SecurID Appliance software information. You can find this information 
in the RSA Operations Console by clicking Maintenance > Manage Updates > 
Apply Updates.
14  Preface
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1 Understanding Your Deployment

• Understanding the Deployment Process

• RSA SecurID Authentication

• Concepts to Understand

• Differences Between RSA SecurID Appliance and RSA Authentication Manager

Understanding the Deployment Process

The following table describes the high-level deployment process for RSA SecurID 
Appliance 3.0. Complete the tasks in the order shown.

Task See

1. Prepare for deployment. Chapter 2, “Preparing for Deployment” and 
Appendix C, “Sample Deployment 
Scenarios”

2. Complete Quick Setup on the Appliance 
primary.

Chapter 3, “Setting Up the Appliance 
Primary”

3. Configure the RSA Consoles. Chapter 4, “Configuring and Using the RSA 
Authentication Manager Consoles”

4. Add users and import tokens. Chapter 5, “Managing Users and Tokens”

5. Configure authentication agents. Chapter 6, “Protecting Network Resources 
with RSA Authentication Agents”

6. Generate a replica package file for each 
replica, and complete Quick Setup for each 
Appliance replica.

Chapter 7, “Setting Up an Appliance 
Replica”

7. Perform any post-setup and administrative 
tasks.

Chapter 8, “Performing Post-Setup Tasks” 
and Chapter 10, “Advanced Administration”
1: Understanding Your Deployment 15
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RSA SecurID Authentication

RSA SecurID uses a patented, time-based or event-based two-factor authentication 
mechanism to validate users. It enables you to verify the identity of each user 
attempting to access computers, networks, and other resources. 

RSA SecurID Appliance features a sole-purpose Linux Server operating system and 
with the RSA Authentication Manager 7.1 software preinstalled. You must configure 
the software. 

The Authentication Manager software is the management component of 
RSA SecurID. It is used to verify authentication requests and centrally administer 
security policies for authentication, users, and groups for enterprise networks. 

Authentication Manager software is scalable and capable of authenticating large 
numbers of users. It is interoperable with network, remote access, wireless, VPN, 
Internet, and application products. 

Authenticating Users

To authenticate a user, Authentication Manager needs, at a minimum, the following 
information.

The Authentication Manager authentication process is an interaction of three distinct 
products: 

• RSA SecurID tokens

• RSA Authentication Agents

• RSA Authentication Manager

Element Information

User record Contains a User ID and other personal information about the 
user (for example, first name, last name, group associations, 
if any). The user record can come from either an LDAP 
directory server or the Authentication Manager internal 
database.

Agent record Lists the name of the machine on which the agent is installed. 
The existence of an agent record in the internal database 
identifies the agent to Authentication Manager and enables 
Authentication Manager to respond to authentication requests 
from the agent. 

Token record Enables Authentication Manager to generate the same 
tokencode that appears on a user’s RSA SecurID token. 

RSA SecurID PIN Used in conjunction with the tokencode to form the passcode.
16 1: Understanding Your Deployment
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RSA SecurID Tokens

An RSA SecurID token is a hardware device or software-based security token that 
generates and displays a random number that enables users to securely access 
protected resources. The random number is called a tokencode.

In addition to the tokencode, RSA SecurID typically requires a PIN, either created by 
the user or generated by Authentication Manager. Requiring both the tokencode and 
the PIN is known as two-factor authentication: something you have (the token) and 
something you know (the PIN). In Authentication Manager, the tokencode and the 
PIN combined are called a passcode. When users try to access a protected resource, 
they enter the passcode at the logon prompt. (To protect against the use of stolen 
passcodes, Authentication Manager checks that a passcode has not been used in any 
previous authentication attempt.) RSA SecurID also supports tokens that do not 
require a PIN. The user can authenticate with the current tokencode only.

Before a user can authenticate with a token, the token must be recognized by 
Authentication Manager. RSA, or your vendor, ships a token seed file that you must 
import into the data store. Seeds listed in this file are assigned to tokens for generating 
the tokencode when an authentication request is received from an Authentication 
Manager agent.

RSA Authentication Agents

An agent is a software application installed on a machine, such as a web server or 
personal computer, that enables authentication communication with Authentication 
Manager on the network server. The authentication agent requires any user logging on 
to provide the correct RSA SecurID passcode in addition to any other required logon 
information, such as User ID and network password. 

There are two types of agents in Authentication Manager:

Unrestricted. Unrestricted agents can be accessed by all registered users in the 
same realm as the agent. Registered users are users who are known to the agent. If 
there are multiple identity sources associated with the realm, users in all identity 
sources can access the unrestricted agent. An identity source is a data store 
containing user and user group data.

Restricted. Restricted agents can be accessed only by users belonging to the user 
groups associated with the restricted agent. Resources protected by restricted 
agents are considered to be more secure. Rather than allowing access to any user 
in the identity source, only a subset of users are allowed access.
1: Understanding Your Deployment 17
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RSA Authentication Manager 

Records of users, agents, tokens, and user’s PINs reside on your network. Portions of 
these records may reside in Authentication Manager or in LDAP directories. During 
authentication, Authentication Manager compares these records to the information it 
receives when a user attempts to access the protected resource. If the records and 
tokencode or passcode match and the user is authorized, the user is granted access.

Authentication Manager verifies the supplied passcodes, user records, agents, tokens, 
PINs, and policies. It responds to the request sent by the authentication agent, as 
shown in the following figure depicting authentication through a VPN server.

Concepts to Understand

Get familiar with the terms and concepts in this section. Understanding this 
information is critical to understanding your appliance and your eventual deployment. 

Agent

An agent is a software application installed on a protected resource, such as an 
individual computer, a terminal server, a web server, or a VPN or other remote access 
service, that enables authentication communication with Authentication Manager on 
the network server.

An agent protects the device on which it is installed. When a user attempts to log on, 
the agent validates the user’s credentials with Authentication Manager. Depending on 
the policies established on Authentication Manager, the agent either allows or 
prevents the user from accessing the device.

Deployment

A deployment is a set of one or more Authentication Manager instances (one primary 
instance plus optional replica instances) distributed across your network and acting 
together as one authentication service. This service is managed as one or more realms.

User
(with RSA SecurID 

token and VPN client)

VPN Server
(with RSA 

Authentication Agent)

"May I Enter?"

"Enter" "Yes"

"Is This User A?"

RSA Authentication 
Manager
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Hardware Token

A hardware token is a device manufactured by RSA that displays single-use 
tokencodes. Hardware tokens are either time-based (a tokencode is always displayed 
and changes automatically every 60 seconds), or event-based (a tokencode displays 
whenever the user presses a button). Standard tokens, PINPads, key fobs, and USB 
tokens are time-based tokens. The RSA SecurID Display Card is an event-based 
token.

The following figure shows a time-based RSA SecurID SID700 key fob hardware 
token.

The following figure shows an event-based RSA SecurID 1100 Display Card 
hardware token.

Instance

An instance is one installation of Authentication Manager acting as a primary or a 
replica. RSA SecurID Appliance is an Authentication Manager instance with all the 
components on one server. 
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The Appliance primary is the single point of administration for a deployment. The 
Appliance primary also performs authentication. You must designate one Appliance as 
the primary for your deployment.

Realm

A realm is an organizational container within a deployment. Realms contain security 
domains for administrative purposes. A realm includes one or more identity sources 
containing all of the objects that your administrators need to manage in Authentication 
Manager, such as user groups and tokens.

Replica

An Appliance replica provides authentication services and allows an administrator to 
view objects and configuration, with the data automatically synchronized with the 
Appliance primary. A deployment may contain one or more Appliance replicas for 
backups and to improve performance over large or diverse network topologies.

Security Domain

A security domain is an organizational hierarchy of policies. Security domains can be 
organized in terms of business units to apply a set of policies across personnel with 
similar authentication and access requirements.

By default, RSA SecurID Appliance supports up to 50 security domains. If you plan to 
use more than 50 security domains, contact RSA Customer Support.
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The following figure shows the concepts of realm and security domain.

Realm
(Business Entity)

Top-Level 
Security Domain

(Includes lower-level 
security domains)

Lower-Level 
Security Domain
(Business Site)

Lower-Level 
Security 
Domain

(Department)

Lower-Level 
Security 
Domain

(Department)

Lower-Level 
Security Domain
(Business Site)

Lower-Level 
Security 
Domain

(Department)

Lower-Level 
Security 
Domain

(Department)
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Software Token

A software token is installed with an associated RSA SecurID application to a 
Windows desktop or laptop, web browser, an RSA Smart Card, a personal digital 
assistant (PDA), or a mobile device. The installed token displays tokencodes. 

The following figure shows an example of a software token installed on the 
BlackBerry 8330.

The following figure shows the RSA SecurID Toolbar.

RSA SecurID Toolbar is a browser plug-in that users install into a Mozilla Firefox or 
Microsoft Internet Explorer browser. Users must install a token to use the Toolbar. To 
access resources protected by Authentication Manager, users must enter an 8-digit 
code displayed in their Toolbar, in addition to the credentials that they normally 
provide (user name and password) to enter a secure site.

RSA SecurID software tokens are also available for the following platforms:

• Windows computers

• Windows mobile devices

• Symbian OS and UIQ

• Java ME devices
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Differences Between RSA SecurID Appliance and 
RSA Authentication Manager

RSA SecurID Appliance 3.0 includes RSA Authentication Manager 7.1. The 
Appliance also provides features that are not available when Authentication Manager 
is installed on a non-Appliance server. Because of these additional features, the 
Appliance is easier to configure and maintain.

Feature Differences

Appliance-only features include:

• Preinstalled Authentication Manager and RSA RADIUS server software that you 
can configure through the RSA Operations Console.

• The ability to apply or roll back (remove) software updates through the 
Operations Console. The updates can be for Appliance-only functionality (for 
example, an update to the Appliance operating system) or for 
Authentication Manager.

• Additional web pages in the Operations Console for performing administrative 
tasks.
Many Authentication Manager Command Line Utilities (CLUs) are replaced with 
features and functionality in the Operations Console. A few less common features 
still require CLUs. 

The Operations Console also includes new web pages for performing 
Appliance-only tasks, such as configuring SNMP for the Appliance hardware.

• RSA SecurID Appliance 3.0 includes Appliance-only logging and SNMP 
reporting features. These provide information on the hardware, the operating 
system, and Appliance-only features.
For more information, see Chapter 12, “Appliance Logging and SNMP.”

• The ability to back up and restore a single, standalone Appliance primary through 
an Appliance-only web page in the Operations Console.

Deployment Differences

A deployment of RSA Authentication Manager 7.1 on a non-Appliance server 
provides a more custom solution. RSA SecurID Appliance 3.0 provides a simpler 
deployment. Some of the deployment differences are:

• RSA SecurID Appliance 3.0 supports an all-Appliance environment. A 
non-Appliance Authentication Manager is not supported with the Appliance.

• On the Appliance, RSA RADIUS is fully integrated with Authentication Manager. 
Authentication Manager does not require RSA RADIUS, but RSA RADIUS 
requires the use of Authentication Manager. Authentication Manager supports a 
standalone RSA RADIUS server.
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2 Preparing for Deployment

• How to Prepare for Deployment

• Appliance License Types

• RSA RADIUS Deployment

• System Requirements

• RSA SecurID Appliance 3.0 Planning Checklist

• Enabling JavaScript for Appliance Quick Setup

• Conducting a Pilot Test

• Additional Tasks

• Next Steps

Note: This chapter explains key decisions to make as you prepare for a deployment of 
RSA SecurID Appliance 3.0, which includes RSA Authentication Manager 7.1. For 
comprehensive planning information, see the RSA Authentication Manager 7.1 
Planning Guide. For a direct link to this guide, see “Additional Tasks” on page 35.

How to Prepare for Deployment

Complete the tasks in the following table, before you deploy 
RSA SecurID Appliance 3.0.

Task See

 Understand the supported features of 
your Appliance license type.

“Appliance License Types” on page 26

 Understand RSA RADIUS Server 
support on the Appliance.

“RSA RADIUS Deployment” on page 27

 Verify that you meet system 
requirements.

“System Requirements” on page 27

 Collect the information required by 
RSA SecurID Appliance Quick Setup.

“RSA SecurID Appliance 3.0 Planning 
Checklist” on page 32

 Enable Javascript so that your browser 
can access Quick Setup.

“Enabling JavaScript for Appliance Quick 
Setup” on page 33
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Appliance License Types

Each Appliance deployment has one or more Appliance-specific licenses associated 
with it. The license represents permission to use Authentication Manager software on 
the Appliance hardware. Review these license types and options with your system 
administrators:

Base Server. Allows a primary instance and one replica instance of the Appliance.

Enterprise Server. Allows a primary instance plus multiple replica instances of 
the Appliance.

Each license type has a limit on the number of Appliances that can be deployed, and 
the license type also determines whether multiple realms are allowed. User limits are 
determined on an individual basis, based on the customer’s usage requirements. 

For example, a customer with 10,000 employees may purchase a license for 11,000 
users to accommodate current employees and to allow for future hiring.

Note: RSA SecurID Appliance 3.0 requires the use of an Appliance-specific license. 
The standard RSA Authentication Manager software licenses are not supported by the 
Appliance.

The following table shows the attributes for each license type.

 Plan how to integrate LDAP directory 
servers, if any.

Chapter 9, “Integrating an LDAP Directory”

 Understand how to conduct a pilot test. “Conducting a Pilot Test” on page 34

Task See

License Feature Base Server Enterprise Server

Number of users Specified by customer 
at time of purchase

Specified by customer 
at time of purchase

Number of instances 21 6 (1 primary instance 
and up to 5 replica 
instances)

Allows multiple realms No Yes

RSA Credential Manager 
self-service

Yes Yes

RSA Credential Manager 
provisioning

No Yes

On-demand tokencode service Optional Optional
26 2: Preparing for Deployment



RSA SecurID Appliance 3.0 Owner’s Guide
RSA RADIUS Deployment

RSA RADIUS is automatically set up during the Appliance primary and replica Quick 
Setup. The replica package file that you generate on the Appliance primary contains 
all of the information required to configure RSA RADIUS through the RSA 
Operations Console.

RSA RADIUS is fully integrated with RSA Authentication Manager 7.1. You cannot 
configure RSA SecurID Appliance 3.0 as a standalone RADIUS server. To use RSA 
RADIUS, you must also deploy RSA Authentication Manager 7.1 on the same 
machine.

When you back up the Appliance primary, RSA RADIUS server data and 
configuration data are included in the backup.

System Requirements

Make sure that your system meets these minimum requirements for system 
components:

• “Hardware and Operating System Requirements” on page 28

• “Supported Identity Sources” on page 28

• “Supported Browsers” on page 29

• “RSA Authentication Manager Port Usage” on page 30

• “Access Through Firewalls” on page 32

RADIUS Yes Yes

Business Continuity Optional Optional

Allows offline authentication Yes Yes

1Licenses with a two-instance limit allow a third instance for disaster recovery situations.

The business continuity option allows you to temporarily enable more users to 
use RSA SecurID authentication than your license normally allows. RSA 
recommends that for users created with the temporary license, you enable them 
to receive on-demand tokencodes so that you do not have to assign and deliver 
tokens to them. However, if you want, you can assign them RSA SecurID 
tokens.

License Feature Base Server Enterprise Server
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Hardware and Operating System Requirements

RSA SecurID Appliance 3.0 includes RSA Authentication Manager 7.1 and an rPath 
Linux operating system (compatible with Red Hat Linux) preinstalled on hardware.

For technical requirements, such as storage-system power requirements, and operating 
limits, such as the ambient temperature limits, see the RSA Appliance Rack and Bezel 
Installation Guide CD.

RSA SecurID Appliance 3.0 supports an all-Appliance environment. A non-Appliance 
Authentication Manager is not supported with the Appliance.

For examples of how to add the Appliance to a network, see Appendix C, “Sample 
Deployment Scenarios.” These sample deployment scenarios use fictitious 
representative companies to show you examples of Appliance deployments. Other 
deployments are also supported.

Important: RSA Authentication Manager requires a minimum of 20 GB free disk 
space. Disk space usage depends on the scale of your deployment. Do not allow all the 
disk space to become consumed. At that point, Authentication Manager may stop 
operating and be difficult to restore.

Supported Identity Sources

RSA Authentication Manager 7.1 supports the following data:

• The Authentication Manager internal database

• One or more LDAP directories (called an identity source within 
Authentication Manager)

If you use the Authentication Manager internal database only, it contains all user, user 
group, policy, and token data. If you integrate Authentication Manager with external 
identity sources, only user and user group data reside in the external identity source. 
Policy and token data are stored in the Authentication Manager internal database.

Internal Database

Authentication Manager is installed with an internal database. The internal database 
contains all application and policy data, and you may choose to store user and user 
group data in it.

Third-Party Identity Sources

Authentication Manager supports the use of external LDAP directories for user and 
user group data.

Supported LDAP directories are:

• Sun Java System Directory Server 5.2, SP3

• Microsoft Active Directory 2003, SP2

• Microsoft Active Directory 2008

Note: Active Directory Application Mode (ADAM) is not supported.
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Sun Java System Directory Server and Microsoft Active Directory must be located on 
a different machine than the Appliance. A network connection between the LDAP 
server and the Appliance is required. 

Authentication Manager LDAP integration does not modify your existing LDAP 
schema, but rather creates a map to your data that Authentication Manager uses. 

RSA strongly recommends using SSL for Active Directory connections to avoid 
exposing sensitive data by passing it over the connection unencrypted. For example, if 
bind authentications are performed over a non-SSL connection, the LDAP 
administrator password is sent over the network unencrypted. The use of SSL-LDAP 
requires that the appropriate certificate is accessible by Authentication Manager.

Supported Browsers

You use a browser to access the Authentication Manager administrative interfaces (the 
RSA Security Console, the RSA Operations Console, and the RSA Self-Service 
Console). The following browsers are supported: 

On Windows

• Internet Explorer 6.0 

• Internet Explorer 7.0 

• Internet Explorer 8.0 

• Firefox 3.6 

On Linux

• Firefox 3.6

On Solaris

• Firefox 3.6

Note: On all browsers, JavaScript must be enabled. Microsoft Internet Explorer may 
require configuration depending on its security level setting. For more information, 
see “Enabling JavaScript for Appliance Quick Setup” on page 33.
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RSA Authentication Manager Port Usage

The RSA SecurID Appliance 3.0 has a firewall that restricts inbound traffic to the 
hosts and services that provide product functionality. RSA recommends that you 
deploy the Appliance in a subnet that also has an external firewall to segregate it from 
the rest of the network.

Depending on your deployment, you may need to configure network resources, such 
as firewalls and proxy servers, to allow communication between the Appliance and 
other network-based hosts and services. This section includes an overview of port 
traffic with figures that show common network deployments and a list of all ports on 
the Appliance.

Overview of Port Traffic

The following figure represents an RSA SecurID Appliance deployment with primary 
and replica instances, and local RADIUS. An external firewall protects the primary 
and replica instances, and another firewall protects the DMZ.

Port Usage on the Appliance

The following table lists additional port considerations specific to Appliance 
deployments. (Outbound traffic is not restricted.) For an environment with external 
firewalls or proxy servers, you must ensure that they allow communication between 
the Appliance and all other hosts and services that provide RSA SecurID Appliance 
functionality. These hosts and services, which are listed in the Source column, include 
RSA SecurID Appliance instances, load balancers, and browsers.

For a complete list of the Authentication Manager ports, see “Port Usage” in the RSA 
Authentication Manager 7.1 Planning Guide.

Self Service Console/
CT-KIP

RADIUS Client 1812/1813

5500/5580

1645/1646

Proxy

443

443

Primary Instance
with RADIUS

7004

7004/

7072

7002
2334
1812

7004/7072

Public DMZ Private

Replica Instance
with RADIUS

Agent
User Administrator

7022

Trusted Realm

7022

Trusted Realm
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Ports 80 and 443 (TCP) are open only during Quick Setup. These ports are reopened 
temporarily only if you perform a factory reset

Port Number 
and Protocol

Function Description Direction

22/TCP SSH Used to access the Appliance operating 
system, if SSH is enabled. The operating 
system password is required.

This port is closed by default.

Inbound

123/UDP NTP Used to synchronize the clock of your 
Authentication Manager installation with a 
reliable external time server.

Inbound

161/UDP Appliance SNMP 
agent

Used by the Appliance SNMP agent to listen 
for requests and send responses to the NMS.

The Appliance SNMP agent is used for 
Appliance-specific monitoring, such as traps 
to monitor fan failure and temperature 
sensors.

By default, the Appliance sends traps to port 
162 on the machine that receives the traps.

Inbound

199/TCP

199/UDP

Appliance 
operating system

Internal listening port for the appliance.

This port should be blocked on the firewall.

Block

Appliance 
operating system

Used as a listening port by the Appliance 
operating system.

Inbound

1161/UDP SNMP agent Used by the Authentication Manager SNMP 
agent to listen for requests and send responses 
to the NMS.

This allows the NMS to monitor 
Authentication Manager.

This can be configured in the Operations 
Console.

Inbound

1162/UDP SNMP agent Used to send Authentication Manager traps to 
the NMS using the Simple Network 
Management Protocol (SNMP).

This allows the NMS to monitor 
Authentication Manager.

This can be configured in the Operations 
Console.

Inbound
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Access Through Firewalls

RSA recommends that you install all Appliances behind a firewall. To enable 
authentication through firewalls and accommodate Network Address Translation 
(NAT), the Security Console allows you to configure alias IP addresses for your 
Appliances and alternate IP addresses for your authentication agents. You can assign 
four distinct IP addresses (the original IP address and up to three aliases) to each 
Appliance. You can assign an unlimited number of alternate IP addresses (one 
primary IP address) to your agents.

Your installers need to know the agent’s primary and alternate IP addresses and the 
Appliance primary IP address and aliases. If your deployment includes multiple 
locations, your installers also need to know the ports used for Authentication Manager 
communications and processes (such as replication). You may need to open some new 
ports in any firewalls between locations, or clear some existing ports for your 
deployment. The alias IP addresses can use the same ports as the IP address of the 
primary NIC. For more information on ports, see the preceding section, “RSA 
Authentication Manager Port Usage.”

RSA SecurID Appliance 3.0 Planning Checklist

Before you set up RSA SecurID Appliance 3.0, collect the following information 
about each Appliance that you want to set up. You enter this information during Quick 
Setup.

 Appliance license file location. Copy the .zip license file that you received when 
you purchased the product onto the computer that you will connect to the 
Appliance for Quick Setup, but do not unzip the file. Use the same .zip file for 
both the Appliance primary and replica Quick Setup.

 (Appliance replica Quick Setup only) Replica package file location and 
password. The file that configures replication from the Appliance primary to the 
Appliance replica, and the master password that you entered to create the replica 
package file. After you complete the Appliance primary Quick Setup, create the 
replica package file in the Operations Console. Copy the replica package file onto 
the computer that you will connect to the Appliance replica for Quick Setup.

 Time synchronized to an NTP server. RSA requires that all Appliances have 
their time synchronized to the same NTP server. In the absence of a reliable 
external time source, Authentication Manager will make a best effort attempt to 
synchronize the clock on each Appliance. Even with these controls, time drift may 
still exceed acceptable levels. Having a different time on several Appliances can 
result in authentication failures and problematic replication behavior. For more 
information, see “Maintaining Accurate System Time Settings” on page 85.

 Operating system password. The password that provides access to the Appliance 
operating system for troubleshooting and advanced administration. The password 
must be between 8 and 32 characters and contain at least 6 alphabetic characters 
and at least 1 non-alphanumeric character excluding @ and ~. For example: 
gyz!8kMh. Create a unique password for each Appliance. 
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 Super Admin User ID and password. The User ID and password of an 
administrator who has all permissions within the Authentication Manager system. 
The password must be between 8 and 32 characters and contain at least 6 
alphabetic characters and at least 1 non-alphanumeric character excluding 
@ and ~. For example: gyz!8kMh. On the Appliance primary, you create a Super 
Admin User ID. On an Appliance replica, you enter an existing Super Admin 
User ID.

 Network settings:

– Hostname. The fully qualified hostname by which the Appliance is known on 
the network. You cannot change the hostname after Quick Setup, unless you 
reset the system defaults and perform Quick Setup again. See “Restoring 
System Defaults on the Appliance” on page 165.

– IP address. The static IP address that identifies the Appliance on the network. 
The Appliance does not support DHCP.

– Subnet mask. The filter that identifies the subnet of an IP address.

– Default gateway. The network point that acts as an exit from the local subnet 
to another network.

– DNS server IP address. The IP address or hostname of the DNS servers on 
the network. You can enter more than one DNS server.

Enabling JavaScript for Appliance Quick Setup

Before you log on for Appliance Quick Setup, you must enable JavaScript in your 
browser.

Note: Browsers used to administer Authentication Manager must have JavaScript 
enabled and JRE 1.4.1 or later installed. To obtain JRE 1.4.1, go to www.sun.com, 
and enter “JRE 1.4.1” in the Search field. Follow the resulting links to download, and 
install the software.

Enabling JavaScript for Internet Explorer

To enable JavaScript:

1. In Internet Explorer, select Tools > Internet Options > Security. 

2. Select the appropriate web content zone. If you use the default security level, 
JavaScript is enabled. 
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3. If you use a custom security setting, click Custom Level, and do the following:

a. Scroll down to Miscellaneous > Use Pop-up Blocker, and select Disable.

b. Scroll down to Scripting > Active Scripting, and select Enable.

c. Scroll down to Scripting > Allow paste operations via script, and select 
Enable.

d. Scroll down to Scripting > Scripting of Java Applets, and select Enable.

4. Click OK.

Enabling JavaScript for Mozilla Firefox

Generally, you do not need to enable JavaScript for Firefox. If JavaScript is disabled, 
perform the following procedure.

To enable JavaScript:

1. Open the Firefox browser.

2. Click Tools > Options > Content.

3. Select Enable JavaScript.

4. Click OK.

Conducting a Pilot Test

RSA recommends that you conduct a pilot test of Authentication Manager to test:

• Devices in the network

• System connections

• Disaster recovery

• Administrative tasks

• Reports

Consider the following when you plan your pilot test:

• The scope of the test

• Your time frame for staging and performing the test

• The types of disaster recovery to test

• The number and types of authentication to test

Note: You may need to change the IP address when you move a machine from the test 
environment into the production environment. For more information, see “Changing 
the Appliance IP Address” on page 86.
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Additional Tasks

The previous sections described the basics of preparing to deploy 
RSA SecurID Appliance 3.0. This section explains where to find additional 
Authentication Manager information.

Next Steps

You are now ready to begin the Appliance Quick Setup. See Chapter 3, “Setting Up 
the Appliance Primary.”

For examples of how to add the Appliance to a network, see Appendix C, “Sample 
Deployment Scenarios.” These sample deployment scenarios use fictitious 
representative companies to show you examples of Appliance deployments. Other 
deployments are also supported.

Task See (Each link opens a separate window.)

Important: If the links do not work, you must put your RSA SecurID Appliance documentation set and your 
RSA Authentication Manager documentation set into the same directory. For more information, see “Links in 
the “Additional Tasks” and “Additional Concepts” Sections” on page 13.

Review comprehensive planning 
information

RSA Authentication Manager 7.1 Planning Guide

View hardware technical requirements, 
such as power requirements, and 
operating limits, such as ambient 
temperature limits

RSA Appliance Rack and Bezel Installation Guide CD
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3 Setting Up the Appliance Primary

• How to Set Up the Appliance Primary

• Unpacking the Appliance Package

• Preparing for Quick Setup

• Performing Quick Setup on the Appliance Primary

• Putting the Appliance in its Final Location

• Additional Tasks

• Next Steps

How to Set Up the Appliance Primary

To set up the Appliance primary, complete the tasks in the following table.

Unpacking the Appliance Package

Before you set up the Appliance, see the packing list included in the box. Confirm that 
you have received all of the contents on the list.

Task See

1. Verify the Appliance box contents. “Unpacking the Appliance Package” on 
page 37

2. Prepare for Quick Setup. “Preparing for Quick Setup” on page 38

3. Complete Quick Setup. “Performing Quick Setup on the Appliance 
Primary” on page 38

4. Put the Appliance in its final location. “Putting the Appliance in its Final Location” 
on page 41
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Preparing for Quick Setup

Quick Setup allows you to configure your Appliance through an easy-to-use software 
wizard. To prepare for Quick Setup, complete the following tasks:

• Collect the required information about each Appliance that you want to set up. See 
“RSA SecurID Appliance 3.0 Planning Checklist” on page 32.

• Download the Appliance license file to the computer that you will connect to the 
Appliance for Quick Setup. See the following section, “Appliance License File 
Download.”

• Set up the Appliance hardware. For instructions, see the RSA SecurID Appliance 
3.0 Getting Started document. A printed copy is included with the Appliance.The 
guide is also available on RSA SecurCare Online and on the Documentation CD. 
For a direct link to this guide, see “Additional Tasks” on page 43.

Appliance License File Download

When you purchase the Appliance, you receive a .zip license file from either RSA or 
the vendor where you purchased the product. You must download the license file onto 
the computer that you will connect to the Appliance for Quick Setup. Do not unzip the 
.zip file. You use the same .zip file for both the Appliance primary and replica 
Quick Setup.

If you have not received the license file, fill out the end-user registration form at 
https://www.rsasecurity.com/go/end_user_ssl.asp, and RSA will e-mail the 
information to you.

RSA recommends that you store your .zip license file in a protected location available 
only to trusted administrative personnel. After Quick Setup is complete, remove the 
license file from the computer that you used for Quick Setup.

Performing Quick Setup on the Appliance Primary

Important: During the Quick Setup process, some internal accounts are created. In 
order for Authentication Manager to function properly, make sure that these accounts 
and their passwords never expire. Also, you must ensure that these accounts are not 
restricted by any network policies that might cause them to expire.
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To perform Quick Setup on the Appliance primary:

1. Launch Quick Setup:

a. On the computer connected directly to the Appliance, open a browser, and 
enter https://192.168.100.100.

b. Click Start Primary Setup. 

Important: If you try to launch Quick Setup immediately after completing the 
procedure in the RSA SecurID Appliance 3.0 Getting Started document, you 
might need to wait a few minutes for Quick Setup to be available.

2. On the Appliance primary Quick Setup page, click Start Step 1.

3. Accept the license agreement, and click Next. 
You must accept the license agreement to continue.

4. Select the .zip license file, and click Next.
Be sure that you have copied the .zip license file onto the computer that you 
connect to the Appliance for Quick Setup. See “Appliance License File 
Download” on page 38.

5. Configure the Appliance with the correct date and time, and click Next:

a. Select the time zone where the Appliance is located.

b. Manually enter the date and time.

c. Enter a hostname or IP address for a local or Internet time server.
You can enter multiple hostnames or IP addresses. Use the up and down 
arrows to specify the order. The Appliance uses the first time server in the list 
that provides a date and time.

Note: RSA requires that all Appliances have their time synchronized to the 
same NTP server. In the absence of a reliable external time source, 
Authentication Manager will make a best effort attempt to synchronize the 
clock on each Appliance. Even with these controls, time drift may still exceed 
acceptable levels. Having a different time on several Appliances can result in 
authentication failures and problematic replication behavior. For more 
information, see “Maintaining Accurate System Time Settings” on page 85.

6. Create and confirm the operating system password, and click Next.
You use this password with the predefined User ID, emcsrv, to access the 
Appliance operating system for troubleshooting and advanced administration, for 
example, to run RSA Authentication Manager 7.1 command line utilities (CLUs). 
Record the password, so that you can access it when you need it.
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7. Create the Super Admin User ID and password, and click Next.
The Super Admin account has all permissions within the Authentication Manager 
system. The User ID and password that you enter is the initial logon information 
for the Security Console and the Operations Console. The password you enter is 
used as the master password for operations such as installing an Appliance replica 
or handling security certificates. 
The Super Admin password expires according to the password policy. The master 
password does not expire or change unless it is altered with the Manage Secrets 
utility. For more information about these passwords, see “Password 
Administration” on page 111.

Important: This password has three purposes. It is the master password, the 
Security Console administrator password, and the Operations Console 
administrator password. After installation is complete, you must maintain 
each of these passwords separately. Changing one does not affect the others. 
You can use the manage-oc-administrators utility to change the Operation 
Console password, and the manage-secrets utility to change the master 
password.

8. Configure the network data settings for the first Network Interface Card (NIC), 
and click Next.
You can enter multiple hostnames or IP addresses for the DNS Server 
Configuration. Use the up and down arrows to specify the order.

Note: If you enter incorrect information, Quick Setup warns you that 
something appears to be wrong, but it continues to complete the network 
setup.

To configure an additional NIC, see “Configuring Secondary Network Interface 
Cards (NICs)” on page 89.

9. Review the information that you have entered. If you want to change any of the 
information, click Back, and make the change on the applicable page.

10. Click Start Configuration.

Note: You cannot change the hostname after Quick Setup begins to configure 
the Appliance, unless you restore the system defaults and run Quick Setup 
again. For more information, see “Restoring System Defaults on the 
Appliance” on page 165.

11. After the Appliance completes the configuration tasks, click Shut Down 
Appliance Now, or wait for the Appliance to shut down automatically.
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Putting the Appliance in its Final Location

To put the Appliance in its final location:

1. Disconnect the computer from the Appliance.

2. Put the Appliance in its final location (for example, on a rack or on a table), and 
connect it to your network. 
For information on installing the rails and attaching the bezel, see the 
RSA Appliance Rack and Bezel Installation Guide CD.

3. Attach the power cord retention clip or bracket for your hardware version, as 
described in the following section, “Attaching the Power Cord Retention Clip or 
Bracket.”

Attaching the Power Cord Retention Clip or Bracket

The power cord retention clip or bracket prevents the Appliance from being 
accidentally unplugged. Depending upon your Appliance hardware version, perform 
one of the following procedures.

Attaching the Power Cord Retention Clip to the 
RSA SecurID Appliance 130

To attach the power cord retention clip to the RSA SecurID Appliance 130:

1. Connect the power cord to the Appliance. 

2. Attach the cable retention clip to the back of the system, run the cable through the 
cable retention clip as shown in the following figure, and close the clip.

3. Plug the power cord into a grounded electrical outlet or a separate power source, 
such as an uninterrupted power supply (UPS) or a power distribution unit (PDU).
The Appliance starts when you plug in the power cord.
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Attaching the Power Cord Retention Brackets to the 
RSA SecurID Appliance 250

To attach the power cord retention brackets to the RSA SecurID Appliance 250:

1. Connect both power cords to the Appliance.

2. For each power cord, attach the power cord retention bracket on the right bend of 
the power supply handle. Bend the system power cable into a loop as shown in the 
following figure, and attach to the bracket’s cable clasp.

3. Plug the power cords into a grounded electrical outlet or a separate power source, 
such as an uninterrupted power supply (UPS) or a power distribution unit (PDU).
The Appliance starts when you plug in the first power cord.
42 3: Setting Up the Appliance Primary



RSA SecurID Appliance 3.0 Owner’s Guide
Additional Tasks

The previous sections described the basics of setting up an Appliance primary. This 
section explains where to find additional information.

Next Steps

After you put the Appliance in its final location, complete the tasks in the following 
table.

Task See (Each link opens a separate window.)

Important: If the links do not work, you must put your RSA SecurID Appliance documentation set and your 
RSA Authentication Manager documentation set into the same directory. For more information, see “Links in 
the “Additional Tasks” and “Additional Concepts” Sections” on page 13.

Set up the Appliance hardware RSA SecurID Appliance 3.0 Getting Started

Task See

1. Configure the RSA Administrative 
Consoles.

Chapter 4, “Configuring and Using the RSA 
Authentication Manager Consoles”

2. If you are using RSA RADIUS, configure 
it using the Operations Console. 

“Integrating the RSA RADIUS Server into 
the Existing Deployment” on page 90. For 
information on testing RADIUS, see 
“Testing RSA RADIUS Operation” on page 
92. 

3. Add users and import tokens. Chapter 5, “Managing Users and Tokens”

4. Configure authentication agents. Chapter 6, “Protecting Network Resources 
with RSA Authentication Agents”

5. Generate a replica package file for each 
appliance replica, and complete Quick 
Setup for each appliance replica.

Chapter 7, “Setting Up an Appliance 
Replica”
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4 Configuring and Using the RSA Authentication 
Manager Consoles

RSA SecurID Appliance 3.0 includes all of the RSA Authentication Manager 
administrative consoles, plus additional Appliance-specific web pages.

• Configuring Your Browser to Support the RSA Authentication Manager Consoles

• Logging On to the RSA Authentication Manager Consoles

• Additional Concepts

• Next Steps

Configuring Your Browser to Support the RSA Authentication 
Manager Consoles

The Authentication Manager administrative interfaces (the RSA Security Console, the 
RSA Operations Console, and the RSA Self-Service Console) are browser-based. 
Before you can log on and administer Authentication Manager on the Appliance, you 
must configure your browser to support the Consoles as described in the following 
sections.

Note: Browsers used to administer Authentication Manager must have JavaScript 
enabled and JRE 1.4.1 or later installed. To obtain JRE 1.4.1, go to www.sun.com, 
and enter “JRE 1.4.1” in the Search field. Follow the resulting links to download, and 
install the software. For information on enabling Javascript for your browser, see 
“Enabling JavaScript for Appliance Quick Setup” on page 33.

Accepting Security Certificates

During the Appliance primary Quick Setup, a self-signed root certificate for the 
deployment is generated and stored in 
/usr/local/RSASecurity/RSAAuthenticationManager/server/security/root.jks. 
Additional server certificates are generated and signed by this root certificate when 
you add additional appliance replicas.

Because the newly created default self-signed certificate is not in your list of trusted 
root certificates, you receive a warning the first time you access the Security Console, 
Operations Console, or Self-Service Console.

Accept the certificate to prevent the warning from continuing to occur.

For information on how to accept certificates in different browsers, see “Certificate 
and Keystore Management for SSL” on page 114.
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Adding the RSA Authentication Manager Consoles to Internet Explorer Trusted 
Sites 

If Internet Explorer is configured for enhanced security levels, you must add the 
Security Console URL, the Operations Console URL, and the Self-Service Console 
URL to the list of trusted sites.

To add the Authentication Manager Consoles to trusted sites:

1. In Internet Explorer, select Tools > Internet Options > Security.

2. Select the Trusted Sites icon, and click Sites.

3. Type the URL for the Consoles in the entry next to the Add button, and click Add 
for each entry.

4. Click OK.

Configuring Authentication Settings for the RSA Security Console

Important: Authentication settings are global and apply to all of the Appliances in 
your deployment.

To configure system-wide authentication settings:

1. In the Security Console, click Setup > Authentication Methods.

2. In the Console Authentication field, enter the authentication methods that 
administrators must use to log on to the Security Console. If you enter multiple 
authentication methods, use an available operator to create a valid expression. For 
example:

• To require an RSA password or LDAP password, enter 
RSA_Password/LDAP_Password.

• To require both an RSA SecurID passcode and LDAP password, enter 
SecurID_Native+LDAP_Password.

• To require an RSA password, enter RSA_Password.

Console URL

Security Console https://fully qualified domain name:7004/console-ims

Operations Console https://fully qualified domain 
name:7072/operations-console

Self-Service Console https://fully qualified domain 
name:7004/console-selfservice
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• To require an LDAP password, enter LDAP_Password.

• To require an RSA SecurID passcode, enter SecurID_Native.

Note: If you change the Console authentication method, you and all the 
administrators who are currently logged on must authenticate with the new 
credential.

3. (Optional) If you want to allow the same User ID to exist in more than one 
identity source, select Non-Unique User IDs. 
This can be useful if you have multiple identity sources. For example, suppose 
you have one identity source for employees and one for clients. If you select this 
option, it allows identical User IDs that exist in both identity sources to be 
managed by the system, for example, if you have an employee with the User ID 
jsmith and a customer with the User ID jsmith.

4. (Optional) To enable the LDAP password as an authentication method for console 
access, select LDAP Password.

5. Click Save.

6. Select Yes, update authentication methods configuration.

7. Click Update Authentication Methods Configuration.
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Logging On to the RSA Authentication Manager Consoles

To access the RSA Security Console, RSA Operations Console, or 
RSA Self-Service Console:

1. Click the link on the desktop or open a supported browser, and enter the URL for 
the desired Console listed in the following table.

For example, if the fully qualified domain name of your Appliance installation is 
“host.mycompany.com”, to access the Security Console, you would enter the 
following in your browser:
https://host.mycompany.com:7004/console-ims

2. To access the Security Console or Operations Console, enter the Super Admin 
User ID and password that you specified during Quick Setup. Any Super Admin 
can access the Security Console or the Operations Console.

Important: The Security Console may take considerable time to start on its 
initial startup. This may extend to 10 minutes in some cases.

Any RSA SecurID user has permission to access the Self-Service Console.

Note: Do not use your Internet browser Back button to return to previously 
visited pages. Instead, use the Console navigation menus and buttons to 
navigate.

Console URL

RSA Security Console https://fully qualified domain name:7004/console-ims

RSA Operations Console https://fully qualified domain name:7072/operations-console

RSA Self-Service Console https://fully qualified domain name:7004/console-selfservice
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Additional Concepts

The previous sections describe how to get started with RSA Authentication Manager 
Consoles. This section explains where to find information on more advanced features.

Next Steps

You are now ready to add users and import tokens. See Chapter 5, “Managing Users 
and Tokens.”

Concept See (Each link opens a separate window.)

Important: If the links do not work, you must put your RSA SecurID Appliance documentation set and your 
RSA Authentication Manager documentation set into the same directory. For more information, see “Links in 
the “Additional Tasks” and “Additional Concepts” Sections” on page 13.

Use the Super Admin role to create new 
administrators

Chapter 1, “Preparing RSA Authentication Manager for 
Administration” in the RSA Authentication Manager 7.1 
Administrator’s Guide
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5 Managing Users and Tokens

• Overview of Managing Users and Tokens

• Adding New Users

• Managing Tokens

• Additional Tasks

• Next Steps

Overview of Managing Users and Tokens

After you complete the Quick Setup, you can add users and token records on 
RSA SecurID Appliance. These tasks are performed through the RSA Security 
Console.

Token records contain token identification information, such as start date, end date, 
and serial number, as well as the algorithm used for tokencode generation. The 
Appliance requires this information to authenticate users who are assigned and use 
these tokens.

To use hardware or software tokens with your Appliance, you must import the token 
records. Hardware tokens are shipped with associated token records stored as XML 
files. Software token records are shipped as XML files.

Note: If you have an existing Appliance or Authentication Manager deployment, see 
the RSA SecurID Appliance 3.0 Migration Guide for information on migrating users 
and tokens to your new RSA Authentication Manager 7.1 deployment. For a direct 
link to this guide, see “Additional Tasks” on page 61.

Adding New Users

On the Security Console, you can perform a number of administrative tasks, such as 
adding users.

If your organization does not have an LDAP directory, or is setting up an 
Authentication Manager pilot with a small subset of users, you can store users in the 
Authentication Manager internal database. 

You can integrate LDAP directories with RSA Authentication Manager to access user 
and group data without modifying the LDAP schema. Depending on your needs, you 
can configure Authentication Manager to only read data from the LDAP directory, or 
to perform both read and write operations.To integrate an LDAP directory, see 
Chapter 9, “Integrating an LDAP Directory.”
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Use the Security Console to add users to the internal database. For information on 
editing and deleting users, see the Security Console Help topics “Edit Users” and 
“Delete Users.”

To add users to the internal database:

1. In the Security Console, click Identity > Users > Add New.

2. In the Administrative Control section, do the following:

a. From the Identity Source drop-down list, select the internal database.

b. From the Security Domain drop-down list, select the security domain where 
you want the user to be managed. The user is managed by administrators 
whose administrative scope includes the security domain you select.

3. In the User Basics section, do the following:

a. In the Last Name field, enter the last name of the user.

b. In the User ID field, enter the User ID for the user. The User ID cannot 
contain multibyte characters.

c. (Optional) If you require users to authenticate with certificates, in the 
Certificate DN field, enter the certificate DN of the user. The certificate DN 
must match the subject line of the certificate issued to the user for 
authentication.
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4. In the Password section, do the following:

a. In the Password field, enter a password for the user. 
Password requirements are determined by the password policy assigned to the 
security domain where the user is managed. This password may be used by 
administrators to access the Security Console.

b. In the Confirm Password field, enter the same password that you entered in 
the Password field.

c. (Optional) Select Force Password Change if you want to force the user to 
change his or her password the next time the user logs on. You might select 
this checkbox, for example, if you assign a standard password to all new 
users, which you want them to change when they start using the system.

5. In the Account Information section, do the following:

a. From the Account Starts drop-down lists, select the date and time when you 
want the user’s account to become active. The time zone is determined by 
local system time.

b. From the Account Expires drop-down lists, select the date and time when 
you want the user’s account to expire, or configure the account with no 
expiration date. The time zone is determined by local system time.

c. (Optional) Select Disabled if you want to disable the new account.

6. Click Save.

After you add users to Authentication Manager, you can use the Security Console to 
manage them and assign tokens to them.

You can also add users to the internal database, even if you are using an LDAP 
directory as your primary identity source. You would likely not want to duplicate all 
users from your directory in the internal database, but you might choose to create a 
subset, or you might add a set of users different from those in your LDAP directory. 
For example, you might store a group of temporary contractors or a specific group of 
administrators in the internal database.
5: Managing Users and Tokens 53



RSA SecurID Appliance 3.0 Owner’s Guide
Managing Tokens

Use the Security Console to import the required token records, assign hardware and 
software tokens to users, and distribute software tokens.

Note: If you have an existing Appliance or Authentication Manager deployment, see 
the RSA SecurID Appliance 3.0 Migration Guide for information on migrating users 
and tokens to your new RSA Authentication Manager 7.1 deployment. For a direct 
link to this guide, see “Additional Tasks” on page 61.

Token Types

SecurID tokens display a tokencode that automatically changes at a set interval, 
typically every 60 seconds.When a user authenticates with a token, Authentication 
Manager matches the tokencode entered by the user to the tokencode maintained 
within Authentication Manager. When the two tokencodes match, authentication is 
successful. 

There are two kinds of SecurID tokens, hardware tokens and software tokens:

• Hardware tokens are usually key fobs or USB keys that display the tokencode. 

• Software tokens and their accompanying application are installed on devices such 
as Palm Pilots and BlackBerries. Once installed in a device, the application can be 
used to display the tokencode.

While the two types of tokens perform the same function, the situations in which you 
use them can be very different.

For example, suppose your organization has internal users who must authenticate with 
a SecurID token when they log on to their desktop computer, as well as a remote sales 
force whose members must authenticate with a SecurID token when they log on to 
their laptop computers.

You might choose to distribute hardware tokens to your internal users. Because they 
generally log on at their desktop machine each day, the internal users are less likely to 
lose their tokens than someone who travels frequently. Many users choose to attach 
the key fob to their keychain, so that as long as they have their car keys, they have 
their token.

You might choose to distribute software tokens to your remote sales force. Your sales 
force is on the go constantly, and with a software token installed directly on a PDA or 
cell phone, they will be less likely to leave it at home, or lose it in an airport. As long 
as they have their PDA, they have their token.

Deployment Steps

To successfully deploy hardware and software tokens to users, you must perform the 
following steps:

1. Import the hardware or software token records to Authentication Manager using 
the Security Console.

2. Assign the hardware or software tokens to users.
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3. Distribute the tokens to users.

• Hardware tokens - distribute the tokens to the users.

• Software tokens - electronically deliver the software tokens to the assigned 
users in a token file or using remote token-key generation (CT-KIP).

Note: The deployment steps are the same for time-based and event-based tokens.

All of these steps are described in detail in the sections that follow.

Importing Hardware and Software Token Records

Before you can assign tokens to users, use the Security Console to import the token 
records into the internal database.

Hardware tokens are shipped with associated token records stored as XML files. 
Software token records are shipped as XML files. You import token records on the 
Import SecurID Tokens Job page in the Security Console.

When you import token records, you must select the security domain where you want 
to import the token records. You can import token records into any security domain 
that is included in the scope of your administrative role. To administer the token 
records, administrators must have an administrative role that includes this security 
domain, and grants permission to administer tokens.

Token record XML files may be password protected when you receive them. Be sure 
to get the password from RSA before you try to import the token records.

Note: When importing tokens, you can choose to ignore or overwrite duplicate tokens. 
If you choose to overwrite duplicate tokens, there are certain cases when you cannot 
overwrite the token. For the complete list of exceptions, see the Security Console Help 
topic “Import Tokens.”

For instructions on importing tokens, see the Security Console Help topic “Import 
Tokens.”

After you import the token records, you can view them in the Security Console, and 
assign them to users.

Important: As part of your Appliance purchase, RSA e-mails you instructions to 
download the password required to decrypt your license files and token records file, if 
necessary. If you have not received these instructions, fill out the End-User 
Registration and License Activation form at 
https://www.rsa.com/go/end_user_ssl.asp, and RSA will e-mail the information to 
you.
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To import an RSA SecurID token:

1. In the Security Console, click Authentication > SecurID Tokens > Import 
Tokens Job > Add New.

2. Enter a name for the import job. The job is saved with this name, so that you can 
go back and review the details of the job later. The name must be from 1 to 128 
characters. The characters & % > < are not allowed. 

3. From the Security Domain drop-down list, select the security domain into which 
you want to import the tokens. The tokens are managed by administrators whose 
scope includes the security domain you select. 

4. Browse to select the token files that you want to import.

5. If the file you selected is password protected, enter the password.

6. Use the Import Options buttons to specify how you want to handle duplicate 
tokens.
If you choose to ignore all duplicate tokens, all tokens except for duplicates are 
imported. 
If you choose to overwrite all duplicate tokens, duplicate tokens are overwritten 
during the import process, except in the following situations: 

• Tokens assigned to administrators are ignored and not overwritten. 
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• Tokens previously imported to another realm in the deployment are ignored 
and not overwritten.Tokens that the current administrator does not have 
permission to view, for example, if they are outside his or her administrative 
scope, are ignored and not overwritten. 

• Tokens that have been replaced or that have replaced another token are 
ignored and not overwritten.

Note: Assigned tokens are unassigned and overwritten, except for tokens 
assigned to administrators.

7. Click Submit Job.

Assigning and Unassigning Hardware and Software Tokens

Use the Security Console to assign hardware and software tokens to users. A token 
assigned to a user can be used by that user to authenticate.

Before you can assign tokens to users, you must:

• Import the token records from the XML file to the internal database.

• Make sure a user record exists in Authentication Manager for each user to whom 
you want to assign a token.

Note: A maximum of three tokens can be assigned to each user. If you attempt to 
assign more than three tokens at the same time, no tokens are assigned. For example, 
if a user has no assigned tokens, and you attempt to assign four tokens, no tokens are 
assigned to the user.

There are two ways to assign a token through the Security Console:

• Select Assign More or Assign Next Available SecurID Token in the user 
Context menu on the Users page.

• Select Assign to User in the token Context menu. This option only appears for 
unassigned tokens.

For instructions, see the Security Console Help topics “Assign Hardware Tokens to 
Users” and “Assign Software Tokens to Users.”

After you assign a token to a user, distribute the token to the user. For hardware 
tokens, see “Distributing Hardware Tokens to Users” on page 58. For software tokens, 
see “Distributing Software Tokens to Users” on page 58.

To assign an RSA SecurID token:

1. In the Security Console, click Identity > Users > Manage Existing.

2. Use the search fields to find the user to whom you want to assign tokens. 

3. From the search results, click the user to whom you want to assign tokens.

4. From the Context menu, click Assign More.
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5. From the list of available RSA SecurID tokens, select the checkbox next to the 
tokens that you want to assign. 

6. Click Assign. 

Important: To assign the next available token to a user, click the user to whom you 
want to assign a token. From the Context menu, click Assign Next Available SecurID 
Token.

Distributing Hardware Tokens to Users

Because hardware tokens are physical devices, you must deliver them to users before 
they can be used to authenticate.

If your organization has a single location, the fastest and most secure method is to 
have users pick up tokens at a central location.

If your organization has multiple locations, consider having administrative personnel 
at each site distribute the tokens. Alternatively, have your administrative staff travel to 
different locations at pre-announced times. The advantages of this method are the 
assurance that the hardware tokens are delivered to the right users and that they work 
when users receive them.

Another distribution method is to mail tokens to users. Mailing hardware tokens 
through interoffice mail, post, or overnight express, for example, might be more 
practical for your organization. However, this usually involves more up-front work, 
such as developing a process for generating mailing labels, and verifying that users 
receive their tokens, to ensure success.

RSA recommends that you only mail disabled tokens, which can be enabled after 
receipt by the correct user. Send information about how to enable tokens separately 
from the actual tokens or make it accessible only from a secure location. You may also 
want to consider grouping users so mailing can be accomplished in a controlled 
manner.

Ultimately, you may decide to use a combination of these delivery methods. For 
example, if you must distribute enabled tokens to assigned users, be sure to use secure 
channels, such as having them delivered in person by trusted staff members.

Distributing Software Tokens to Users

Distributing a software token is a different process than distributing a hardware token. 
Because a software token is installed on a device and cannot be mailed, distribution is 
electronic, and involves generating a token file and delivering the token file to the 
user. 

Note: Before distributing the software token, make sure that you have imported the 
token records and assigned the token to a user.
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There are four steps in the distribution process:

1. Make sure that the user has the token application. The token application is 
installed on the device and displays the tokencodes on the device screen. To get a 
token application, go to http://www.rsa.com/node.asp?id=1313.
Installation instructions are included in the token application download kit.

2. Distribute the software token file. Software token files (.sdtid) are generated using 
the Security Console, and must be distributed to users and installed on desktops 
and handheld devices. These files can be distributed in two ways:

– Token file (XML). Save the software token to an XML file, and deliver it 
through secure e-mail or other electronic medium.

– CT-KIP (Remote Token-Key Generation). Use the Cryptographic 
Token-Key Initialization Protocol (CT-KIP). This option can only be used 
with CT-KIP-capable SecurID software tokens. A CT-KIP-capable SecurID 
software token is a 128-bit token.

3. Deliver the token file to the user through secure e-mail or other secure means. If 
you are using CT-KIP, provide the appropriate URL.

4. Instruct the user to install the software token on his or her device.

For instructions, see the Security Console Help topic “Distribute Software Tokens.”

For instructions on using CT-KIP to distribute software tokens, see the Security 
Console Help topic “Distribute a Software Token Using Remote Token Key 
Generation (CT-KIP).”

Delivering Tokencodes Using Text Message or E-mail

In addition to receiving tokencodes on hardware and software tokens, users can 
receive tokencodes using cell phones or personal e-mail. You can deliver tokencodes 
to a cell phone using Short Message Service (SMS) or to an e-mail address using 
Simple Mail Transfer Protocol (SMTP). Tokencodes delivered by SMS or SMTP are 
called on-demand tokencodes.

As with the tokencode generated by a hardware or software token, on-demand 
tokencodes are used with a PIN to achieve two-factor authentication. However, 
on-demand tokencodes differ from tokencodes generated by hardware or software 
tokens in the following ways:

• The user must already be assigned a PIN to use on-demand tokencodes.
You must either manually assign a PIN through the RSA Security Console, or 
configure RSA Credential Manager to allow the user to request an account so that 
he or she can set a PIN.

• The user initiates the request for the on-demand tokencode, either through the 
RSA Credential Manager, which you must configure to allow such a request, or 
through any authentication agent.

• The on-demand tokencode has a lifetime that you configure, after which it expires 
and can no longer be used to authenticate.
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Users must be enabled to receive on-demand tokencodes before they can request 
them. You can use the Security Console to enable users for on-demand tokencodes. 
Users who are enabled for Credential Manager can also use Credential Manager to 
request the on-demand tokencode service.

When a user is enabled for the on-demand tokencode service, the user can request a 
tokencode in the following ways:

• Through an existing authentication agent during an authentication attempt.

• Through a RADIUS client configured as an authentication agent.

• If the user is enabled for Credential Manager, the user can log on to Credential 
Manager and request a tokencode.

• If the user is not enabled for Credential Manager, the user can go to the Credential 
Manager home page, and click On-Demand Tokencode Service. The link directs 
the user to the screen where he or she can request a tokencode.

In all cases, the user enters his or her on-demand tokencode PIN to request the 
tokencode. As long as the user is assigned an on-demand tokencode, 
RSA Authentication Manager handles such a request by sending the tokencode to the 
designated e-mail address or cell phone number, and prompting the user to enter the 
next tokencode. The user then enters the received tokencode at the prompt. The 
on-demand tokencode can only be used once, and it expires after the lifetime you 
specify when configuring Authentication Manager for on-demand tokencodes.

The delivery time for the tokencode depends on the mail server or SMS service.

For more information on Credential Manager, see “Administering RSA Credential 
Manager” in the RSA Authentication Manager 7.1 Administrator’s Guide.
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Additional Tasks

The previous sections describe how to get started with basic features on the 
Appliance. This section explains where to find information on deploying software 
tokens and using more advanced features.

All of these tasks, except for data migration, are performed using the Security 
Console.

Task See (Each link opens a separate window.)

Important: If the links do not work, you must put your RSA SecurID Appliance documentation set and your 
RSA Authentication Manager documentation set into the same directory. For more information, see “Links in 
the “Additional Tasks” and “Additional Concepts” Sections” on page 13.

Migrate existing users and tokens to 
RSA SecurID Appliance 3.0

RSA SecurID Appliance 3.0 Migration Guide

Note: You can migrate from an existing deployment of 
RSA Authentication Manager 6.1 or later, or from 
RSA SecurID Appliance 2.0 or later.

Assign software tokens to users Security Console Help topic “Assign Software Tokens to Users”

Assign software tokens to users with 
Remote Token Key Generation (CT-KIP)

Security Console Help topic “Distribute a Software Token Using 
Remote Token Key Generation (CT-KIP)”

View the tokens assigned to a user Security Console Help topic “View All Tokens Assigned to a 
User”

Unassign tokens from users Security Console Help topic “Unassign Tokens from Users”

Resynchronize a token Security Console Help topic “Resynchronize a Token with RSA 
Authentication Manager”

Note: A token must be resynchronized when the tokencode 
displayed on the token does not match the tokencode generated by 
Authentication Manager. When the tokencodes do not match, 
authentication attempts fail.

Clear the SecurID PIN assigned to a token Security Console Help topic “Clear an RSA SecurID PIN”

Note: After you clear a PIN, the user can then create a new PIN, 
and continue to use the token.

Disable a token Security Console Help topic “Disable Tokens”
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Next Steps

You are now ready to set up RSA Authentication Agents to protect network resources. 
See Chapter 6, “Protecting Network Resources with RSA Authentication Agents.”
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6 Protecting Network Resources with 
RSA Authentication Agents

• Overview of RSA SecurID Authentication

• Installing RSA Authentication Agent Software on the Resource You Want to 
Protect

• Creating an RSA Agent Record

• Creating and Installing the RSA Authentication Manager Configuration File

• Using Authentication Agents to Restrict User Access

• Additional Concepts and Tasks

• Next Steps

Overview of RSA SecurID Authentication

When users successfully authenticates through RSA Authentication Manager, they 
can access a resource, a VPN server for example, for example, a VPN server, that is 
protected by Authentication Manager. Authentication Manager uses authentication 
agents to protect network resources.

You must install authentication agents on each machine that you want to protect with 
Authentication Manager and RSA SecurID. You can either install an agent manually 
or use hardware that comes with preinstalled authentication agents. Authentication 
agents are software applications that securely pass authentication requests to and from 
Authentication Manager.

When a user attempts to gain access to a network resource, the agent receives the 
authentication request and submits it to Authentication Manager. The Authentication 
Manager then approves or denies the request, prompting the agent to allow or deny 
access to the user.

The following figure shows the flow of SecurID authentication in a VPN deployment.

User A 
(with VPN client)

VPN Server
with
Agent

"May I Enter?"

"Enter." "Yes"

"Is This User A?"

Authentication 
Manager

RSA SecurID Token
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Installing RSA Authentication Agent Software on the Resource You 
Want to Protect

There are different types of authentication agents. The agent that you need depends on 
what type of resource you want to protect. For example, to protect an Apache Web 
server, download and install the latest RSA Authentication Agent for Web for Apache. 

RSA provides the latest RSA Authentication Agent software for your platform at 
http://www.rsa.com/node.asp?id=1174 Included with the agent download package is 
an Installation and Administration Guide and a Readme. RSA recommends that you 
read these documents before installing the agent.

Important: For information about installing agent software, see your agent 
documentation.

You may also purchase products that contain embedded RSA Authentication Agent 
software. The software is embedded in a number of products, such as remote access 
servers, VPNs, firewalls, and web servers. For more information about products with 
embedded RSA Authentication Agents, go to http://www.rsasecured.com.

Creating an RSA Agent Record

After you install and configure authentication agent software on the machines that you 
want to protect, use the Security Console to create an agent record in the 
Authentication Manager for each agent. This process is called registering the agent.

The agent record identifies the agent to the Authentication Manager and contains the 
following configuration information:

Hostname. The name of the machine where you installed the agent software. In 
most cases, the hostname must be a fully qualified domain name (machine name 
and domain), for example, mymachine.example.net. However, if the machine is a 
member of a Windows workgroup, the hostname is the machine name only, for 
example, mymachine.

IP Address. The IP address of the machine where you installed the agent 
software.

Protect IP Address. Select this option to prevent the agent auto-registration 
utility from reassigning the agent’s IP address. For more information on agent 
auto-registration, see “Allowing Agents to Automatically Add Authentication 
Agent Records” on page 67.

Alternate IP Address. A secondary IP address for the machine where you 
installed the agent software. You can specify as many IP addresses as necessary.

Agent Type. This can be Standard Agent or Web Agent. The default agent type is 
Standard Agent. Select Web Agent if you are adding an agent to a web server. 
Select Standard Agent for all other agents. This field is for informational use only, 
and is used primarily to simplify the task of searching for agents.

RADIUS Profile. Select a RADIUS profile for the agent.
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Disabled. Select to disable the agent.

Agent May Be Accessed By. You can choose whether to allow all users to 
authenticate to a specific agent, or allow only users who are members of a user 
group that has been explicitly given permission to authenticate to the agent.

Agents that allow all users to authenticate are called unrestricted agents. Agents 
that require users to be members of user groups that are explicitly given 
permission to authenticate to the agent are called restricted agents. See “Using 
Authentication Agents to Restrict User Access” on page 70.

Authentication Manager Contact List. By default, authentication agents send 
authentication requests to the Appliance that responds first. That Appliance sends 
the agent an automatically maintained contact list informing the agent of other 
Appliances to communicate with if the original Appliance is offline.

You can override this default by manually assigning the agent a contact list. 
Choose this option if you have specific requirements for managing your 
authentication request traffic. See “Specifying Where Agents Send Authentication 
Requests” in the RSA Authentication Manager 7.1 Administrator’s Guide. For a 
direct link, see “Additional Concepts and Tasks” on page 73.

Trusted Realm Authentication. Enable the agent for trusted realm 
authentication. For more information on trusted realm authentication, see the 
chapter “Administering Trusted Realms” in the RSA Authentication Manager 7.1 
Administrator’s Guide. For a direct link, see “Additional Concepts and Tasks” on 
page 73.

For instructions on registering agents, see the following section, “Adding 
Authentication Agents to the Internal Database” on page 66.

Another way to add agents is to duplicate an existing agent. You might do this when 
you are adding agents with settings similar to an existing agent. For instructions, see 
the Security Console Help topic “Duplicate Authentication Agents.”

You may also configure the system so that agent records are added to the internal 
database automatically. See “Allowing Agents to Automatically Add Authentication 
Agent Records” on page 67.

Note: To edit an agent record, see the Security Console Help topic “Edit 
Authentication Agents.”
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Adding Authentication Agents to the Internal Database

Before an authentication agent can communicate with RSA Authentication Manager, 
you must add the agent to the internal database.

Note: To add an agent for a RADIUS client, you must use the RADIUS client pages in 
the Security Console RADIUS menu. By default, RSA RADIUS is configured to use 
proxy authentication. If you are using proxy authentication, Authentication Manager 
cannot authenticate requests from a client without an agent. For more information, see 
the Security Console Help topic “Add RADIUS Client Agents.”

To add an authentication agent:

1. In the Security Console, click Access > Authentication Agents > Add New. 

2. From the Security Domain drop-down list, select the security domain to which 
you want to add the new agent. 

3. Use the Hostname buttons to specify whether you want to enter a new name for 
the agent or use an existing server name.
If you choose to enter a new name, the name must be unique.
If you choose to use an existing server name, the IP Address and Alternate IP 
Address fields are automatically populated with information for the host and are 
read-only. 

4. In the IP Address field, enter the IP address of the agent.
If you choose to use an existing server name, this field is automatically populated 
and read-only. 

5. In the Alternate IP Address field, enter alternate IP addresses for the agent. 
The alternate IP addresses are used, for example, if the agent has more than one 
network interface card, or is located behind a static NAT firewall. It is possible 
that your agent does not have alternate IP addresses.
If you choose to use an existing server name, this field is automatically populated 
and read-only. 

6. From the Agent Type drop-down list, select the type of agent that you want to 
add. The default choice is Standard Agent. Select Web Agent if you are adding a 
web agent on a web server. 

7. Use the Agent may be accessed by buttons to specify whether the new agent is 
restricted or unrestricted. Only users who are members of user groups that have 
been explicitly granted access to a restricted agent can use it to authenticate. Any 
user can use an unrestricted agent to authenticate. If you want to add a restricted 
agent, click Only members of user groups granted access to this agent. 
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8. Use the Authentication Manager Contact List buttons to specify whether you 
want to assign a manual or automatic contact list to the new agent. 
Contact lists are ordered lists of Appliances available to accept authentication 
requests. Automatic contact lists are automatically created and maintained by 
Authentication Manager. Manual contact lists are created and maintained by the 
Super Admin in order to route authentication requests in a specific way. For 
information on creating manual contact lists, see the Security Console Help topic 
“Contact Lists.”

9. If your deployment uses trusted realms, select Enable Trusted Realm 
Authentication, and then select whether you want to allow all trusted users to 
authenticate through the new agent or only those trusted users who belong to a 
trusted user group that has been granted explicit permission to use the agent. 

10. Click Save. 

Allowing Agents to Automatically Add Authentication Agent Records

The Automated Agent Registration and Update utility, installed as an optional 
component of your RSA Authentication Agent for Windows software, enables new 
authentication agents to automatically add their agent record to the Authentication 
Manager internal database. This process is called registering the agent. Allowing 
authentication agents to automatically register themselves saves time and money by 
eliminating the need for an administrator to perform these tasks.

By default, the Automated Agent Registration and Update utility automatically runs 
whenever the agent host is started. This allows any IP address changes to be registered 
in the internal database before the agent is started. This is useful for systems that use 
the Dynamic Host Configuration Protocol (DHCP) to assign IP addresses. If you use 
DHCP and do not enable this utility, you must manually update the IP addresses each 
time the agent host changes its IP address. You can also run the Automated Agent 
Registration and Update utility manually whenever the IP address of an agent host 
changes to update the IP address in the internal database.

To allow agents to automatically register themselves in Authentication Manager, do 
the following:

• During the agent installation, install the Automated Agent Registration and 
Update utility on the agent hosts.
For utility installation instructions or for information about manually running the 
utility, see your RSA Authentication Agent documentation.

• Enable agent auto-registration on the Authentication Manager Settings page in the 
Security Console. This enables agent auto-registration on the Authentication 
Manager server.
For configuration instructions, see the following section, “Allow Agents to 
Register Themselves with RSA Authentication Manager” on page 67.

Allow Agents to Register Themselves with RSA Authentication Manager

To allow agents to register themselves with Authentication Manager:

1. On the Appliance primary, log on to the Security Console.

2. In the upper-right corner of the Security Console, click Configuration. 
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3. Click the Authentication Manager tab. 

4. Select Allow authentication agent auto-registration if you want to allow agents 
to automatically register themselves with Authentication Manager. 

5. Click Save. 

6. Restart Authentication Manager. See “Starting and Stopping RSA Authentication 
Manager 7.1 Services” on page 116.

Default Agent Settings

When you run the Automated Agent Registration and Update utility on a newly 
installed, unregistered agent, a record for the agent is created in the internal database. 
By default, the agent has the following characteristics:

Disabled. The agent is unable to process authentication requests.

Unrestricted. All users are allowed to authenticate with this agent.

Has not been passed the node secret. The node secret is a shared secret known 
only to the authentication agent and the Authentication Manager, and it is 
established on first successful authentication, or manually by an administrator

IP address is unprotected. The agent IP address is not protected by default. The 
Automated Agent Registration and Update utility can reassign the IP address if 
the agent is inactive.

If these default settings are not appropriate for the new agent, edit the agent record to 
change the settings. For instructions, see the Security Console Help topic “Edit 
Authentication Agents.”

Agent Auto-Registration and Denial of Service (DOS)

It is important that you protect your critical IT infrastructure from potential Denial of 
Service (DOS) attacks. To reduce the vulnerability of your system:

• Do not install the agent auto-registration component on critical machines such as 
e-mail and VPN servers.

• In your IT infrastructure, give critical agents static IP addresses. 

• Protect IP addresses within Authentication Manager. To do this, select Protect IP 
Address on the Authentication Agent page in the Security Console. For more 
information, see “Creating an RSA Agent Record” on page 64.

Agent Auto-Registration and Multi-Realm Deployments

When an Authentication Manager deployment has more than one realm, only one of 
the realms can have full agent auto-registration support. Full agent auto-registration 
support means that the auto-registration service adds new authentication agents and 
updates the IP addresses of existing authentication agents. The remaining realms have 
only partial agent auto-registration support. With partial support, the auto-registration 
service only updates the existing agent record. It does not add new agent records to the 
database.
68 6: Protecting Network Resources with RSA Authentication Agents



RSA SecurID Appliance 3.0 Owner’s Guide
To designate the default realm for full auto-registration support, do the 
following:

1. Enable agent auto-registration on the Authentication Manager Settings page in the 
Security Console, and then select the default realm from the list of available 
realms.

2. For each realm other than the default realm, from the Authentication Manager 
Realm Level Configuration page in the Security Console, and enable each realm 
for agent auto-registration. 

For more information, see the Security Console Help topic “Configure your RSA 
Authentication Manager Deployment” and “Allow Agents to Register Themselves 
with RSA Authentication Manager” on page 67.

Changing Agent Auto-Registration to Legacy Mode

By default, the current version of Authentication Manager uses enhanced mode for 
agent auto-registration. Auto-registration running in enhanced mode is more flexible 
when updating agent IP addresses. This allows Authentication Manager to make agent 
IP address changes more efficiently in a Dynamic Host Configuration Protocol 
(DHCP) environment.

If you want to return to the legacy mode used in previous versions of Authentication 
Manager, see “Changing Agent Auto-Registration to Legacy Mode” in the 
RSA Authentication Manager 7.1 Administrator’s Guide. For a direct link, see 
“Additional Concepts and Tasks” on page 73.

Creating and Installing the RSA Authentication Manager 
Configuration File

The Authentication Manager configuration file contains the IP addresses of 
Authentication Manager servers with which an agent can communicate.

You must perform the following tasks for each agent in your deployment:

• Using the Security Console, generate a server configuration file. See the following 
section, “Generating the RSA Authentication Manager Configuration File”.

• Install the server configuration file (sdconf.rec) on the machine where the 
authentication agent is installed (the agent host). For instructions on installing the 
configuration file, see your agent documentation.

Authentication agents use the server IP addresses in the configuration file to establish 
initial contact with the Authentication Manager. One of the IP addresses listed in the 
configuration file must be available for the first authentication.

After an agent makes initial contact with the Authentication Manager, the 
Authentication Manager provides the agent with a new list of servers, called the 
contact list, where the agent can direct authentication requests. For more information 
on contact lists, see “Specifying Where Agents Send Authentication Requests” in the 
RSA Authentication Manager 7.1 Administrator’s Guide. For a direct link, see 
“Additional Concepts and Tasks” on page 73.
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If an agent cannot contact any of the servers in the contact list, the agent reverts to the 
Authentication Manager configuration file and uses one of the IP addresses in the 
configuration file to reconnect with the Authentication Manager. 

Authentication Manager automatically populates the Authentication Manager 
configuration file with a list of IP addresses. If you have multiple instances in your 
deployment, IP addresses from each instance are added.

The configuration file also contains port numbers for the Authentication Service and 
the Agent Auto-Registration Service. You can edit these port numbers on the 
Authentication Manager Settings page in the Security Console. For instructions, see 
the Security Console Help topic “Configure RSA Authentication Manager Port 
Numbers.”

Generating the RSA Authentication Manager Configuration File

This procedure configures communication between the authentication agent and 
Authentication Manager, and generates the Authentication Manager configuration file, 
sdconf.rec. Before an authentication agent can communicate with the Authentication 
Manager, you must copy this file to the agent host.

To configure communication options and generate the configuration file:

1. In the Security Console, click Access > Authentication Agents > Generate 
Configuration File. 

2. From the Maximum Retries drop-down list, enter the number of times that you 
want the authentication agent to attempt to establish communication with 
Authentication Manager before returning the message “Cannot initialize agent - 
server communications.” 

3. From the Maximum Time Between Each Retry drop-down list, enter the 
number of seconds that you want to set between attempts by the authentication 
agent to establish communications with Authentication Manager. 

4. Click Generate Config File. 

5. Click Download Now to download the configuration file. 

6. Extract sdconf.rec, and install it on the agent

Using Authentication Agents to Restrict User Access

Authentication Manager allows you to configure authentication agents in two ways: 

Unrestricted agents. Unrestricted agents process all authentication requests from 
all users in the same realm as the agent. They eliminate the need to grant access to 
user groups on the agent.

Restricted agents. Restricted agents only process authentication requests from 
users who are members of user groups that have been granted access to the agent. 
Users who are not members of a permitted user group cannot use the restricted 
agent to authenticate.
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For example, when an authentication request comes from a restricted agent, 
Authentication Manager checks to see if the request comes from a user that is a 
member of a user group that is granted access to the agent. If a user is a member 
and satisfies access policies, such as restricted use times, he or she is authenticated 
and access is granted. If a user is not a member, he or she is not authenticated and 
access is denied.

You can grant access to existing user groups, or you can create new user groups 
specifically for use with restricted agents.

A group can only contain users from the same identity source. If you want to 
include users from a different identity source, you need to add a user group to that 
identity source as well.

Important: Active Directory supports multiple types of groups. When 
configured to use Active Directory groups, Authentication Manager only 
supports Universal groups. When you view the Active Directory groups from 
the Security Console, the Security Console displays all groups, regardless of 
type. If you select a group from this list to activate users on restricted agents, 
make sure that you select a Universal group. If you use any other type of 
Active Directory group, the user cannot authenticate.

Resources protected by restricted agents are considered to be more secure because, 
rather than allowing access to any user in the identity source, only a subset of users are 
allowed access. If you want to limit access to certain network resources, protect those 
resources with restricted agents.

New agents are unrestricted by default. The use of restricted agents increases 
administrative overhead because administrators need to associate user groups with the 
agents. In contrast, any user in your identity source can be authenticated on an 
unrestricted agent without explicitly being activated.

Granting Access to Restricted Agents Using User Groups

To provide access to restricted agents, you must first create the appropriate user group. 
A user group is a group of one or more users, all belonging to the same identity 
source. User groups have the following characteristics:

• They can be made up of one or more user groups. 

• They can occur across security domains. This means that users in security domain 
A and users in security domain B can both be members of the same user group and 
thus access the same protected resources. 

• A user can be a member of more than one user group.

You can create user groups in one of two ways:

• In the Security Console, use the User Groups option in the Identity menu. For 
instructions on how to create user groups using the Security Console, see 
“Additional Concepts and Tasks” on page 73.

• For external data sources such as Active Directory, create the groups using the 
directory’s user interface.
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After you create the user groups for your restricted agents, use the Security Console to 
nest user groups within other user groups (if applicable to your deployment), or add 
users to the various user groups. For instructions, see “Additional Concepts and 
Tasks” on page 73. 

Note: The Security Console cannot display a user’s primary Active Directory user 
group, such as Domain Users. The group appears empty even though it has members.

After creating the user groups and adding users, give the user groups access to the 
restricted agents. 

For example, assume that you are a system administrator. Your company VPN is a 
restricted agent so you need to create a user group whose members can access this 
agent. The members of the VPN user group do not need to be in the same security 
domain, but they do have to belong to the same identity source. After creating the user 
group, grant the group access to the agent on the VPN machine. Only these users can 
access the restricted agent.

For instructions, see the Security Console Help topics “Add Users to User Groups” 
and “Grant Access to Restricted Authentication Agents.”

To view the list of user groups that have access to a restricted agent, see the Security 
Console Help topic “View User Groups Allowed to Authenticate on a Restricted 
Authentication Agent.”

Note: You can also configure your user groups so that the users in the group can only 
access the restricted agents at certain times of day. For more information, see the 
following section, “Setting Restricted Access Times for User Groups.”

Setting Restricted Access Times for User Groups

You can assign restricted access times to your user groups. Restricted access times 
allow you to control the days and hours in which a user group can access a restricted 
agent.

Note: Restricted access times apply to restricted agents only.

For example, assume that you have a user group with Outlook Web Access (OWA). 
Because OWA is for work purposes only, you decide that members of the user group 
should only be able to access the OWA agent during regular business hours. To 
enforce these time constraints, you create a Time Restricted Access policy for the user 
group. The policy specifies the days and times that the user can access OWA.
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To use the Security Console to configure a Time Restricted Access policy for a user 
group, use the Restricted Access Times option in the user group Context menu. From 
the Time Restricted Access page, you can select the days and times of allowable 
access. You can also use one of the Access Time templates. To use the example 
above, you may choose to use the “8am - 5pm Weekdays” template instead of 
configuring the policy manually.

Note: Fractional and local time zones are not available from the Access Times 
drop-down list. You must select an available time zone closest to the desired fractional 
time zone.

Additional Concepts and Tasks

The previous sections describe how to get started with RSA Authentication Agents. 
This section explains where to find information on additional features.

Next Steps

You are now ready to add Appliance replicas, if desired. See Chapter 7, “Setting Up 
an Appliance Replica.”

For information on administering your Appliance, see Chapter 8, “Performing 
Post-Setup Tasks” and Chapter 10, “Advanced Administration.”

Concept or Task See (Each link opens a separate window.)

Important: If the links do not work, you must put your RSA SecurID Appliance documentation set and your 
RSA Authentication Manager documentation set into the same directory. For more information, see “Links in 
the “Additional Tasks” and “Additional Concepts” Sections” on page 13.

Manage your authentication request traffic “Specifying Where Agents Send Authentication Requests” in the 
RSA Authentication Manager 7.1 Administrator’s Guide

Enable trusted realm authentication Chapter 7 “Administering Trusted Realms” in the RSA 
Authentication Manager 7.1 Administrator’s Guide

Revert to legacy mode for agent 
auto-registration

“Changing Agent Auto-Registration to Legacy Mode” in the 
RSA Authentication Manager 7.1 Administrator’s Guide
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7 Setting Up an Appliance Replica

• How to Set Up an Appliance Replica

• Generating a Replica Package File

• Performing Quick Setup on an Appliance Replica

• Attaching the Appliance Replica to the Appliance Primary

How to Set Up an Appliance Replica

You add an Appliance replica to your RSA Authentication Manager deployment to 
provide high availability for the Appliance primary.

Note: Each deployment requires at least one Appliance primary. You must set up an 
Appliance primary before setting up an Appliance replica. See chapter 3, “Setting Up 
the Appliance Primary”.

To set up an Appliance replica, complete the tasks in the following table.

Task See

1. Generate a replica package file for each 
replica.

“Generating a Replica Package File” on 
page 76

2. Verify the Appliance box contents. “Unpacking the Appliance Package” on 
page 37

3. Prepare for Quick Setup. “Preparing for Quick Setup” on page 38

4. Complete Quick Setup. “Performing Quick Setup on an Appliance 
Replica” on page 78

5. Attach the Appliance replica to the 
Appliance primary.

“Attaching the Appliance Replica to the 
Appliance Primary” on page 80

6. Put the Appliance in its final location. “Putting the Appliance in its Final Location” 
on page 41
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Generating a Replica Package File

Before setting up an Appliance replica, you must create a replica package file. The 
replica package file contains information about the Appliance primary that enables 
replication from the primary to the replica. It also contains all of the information 
required to configure RSA RADIUS Server on the Appliance replica.

When you install an Authentication Manager Appliance replica, you must provide a 
replica package file and, optionally, a primary data file:

Replica package file. A .pkg file containing information about the Authentication 
Manager Appliance primary that enables replication from the Appliance primary 
to the Appliance replica.

Primary data file. A .dmp file containing a copy of the data in the Appliance 
primary database. The data from the Appliance primary database must be copied 
to the Appliance replica database when an Appliance replica is first installed.

Use the RSA Operations Console on the Appliance primary to generate the replica 
package file and, if you are doing a manual data transfer, the primary data .dmp file. 

After the Operations Console generates the files, it prompts you to download the 
replica package file to your local machine. It might also prompt you to download the 
primary data file to your local machine.

From your local machine, you copy the data to the replica host. When installing the 
Appliance replica, you are prompted for the necessary files.

During the process of generating the replica package and, if you are doing a manual 
data transfer, the primary data file, you must select one of the following options:

Manual. Two files are created: the replica package file and the primary data file. 
In the process of attaching the Appliance replica to the Appliance primary, the 
Appliance replica database is created locally using the data in the primary data 
file. After that, changes in the Appliance primary database are synchronized over 
the network. 

Important: The primary data file cannot be used after seven days. The file 
must never be renamed.

Automatic. Only the replica package file is created. After setup of the Appliance 
replica, all of the data from the Appliance primary database is copied directly to 
the Appliance replica database over the network, which can take a long time. If 
you have a large Appliance primary database, and a relatively slow or unreliable 
network connection, select the manual option.

Each replica package file can be used for only one Appliance replica to ensure security 
during the Appliance replica Quick Setup. Therefore, you need to generate a new 
replica package file and, if you are doing a manual data transfer, the primary data .dmp 
file for each Appliance replica that you set up.

Important: Do not generate more than one replica package file and primary data .dmp 
file at a time. If you do not use the most recent primary data .dmp file, the replica 
attachment fails.
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To generate and download the replica files:

Note: You must be a Super Admin to perform this task.

1. On the Appliance primary, start the Operations Console, and log on using your 
Operations Console User ID and password.

2. Click Deployment Configuration > Instances > Generate Replica Package.

3. In the Replica Hostname field, enter the fully qualified hostname of the 
Appliance replica. 

4. In the Replica IP Address field, enter the IP address of the Appliance replica.

5. In the Master Password field, enter the master password. The master password is 
required to create a replica package.
During the Appliance primary Quick Setup, the initial Super Admin password that 
you specify is also the initial master password. If you have not changed the Super 
Admin or master password after the Appliance primary Quick Setup, you enter the 
Super Admin password in this field. For more information, see “Password 
Administration” on page 111.

6. In the Initial Data Transfer field, select Automatic or Manual. 

7. Click Generate File(s) to create the replica package file and, if you are doing a 
manual data transfer, the primary data .dmp file.

Note: You will get an error message if another Appliance replica setup is still 
in progress or if a previous Appliance replica setup has failed. This error 
message provides directions for resolving these problems.

8. On the Download Files page, do one of the following, depending on your choice 
in step 6:

• If you selected Automatic, click Download > Save. In the Save As dialog 
box, select a location for the replica package file, and click Save to save the 
file to your local machine.

• If you selected Manual, do the following:

– Click Download > Save. In the Save As dialog box, select a location for 
the replica package file, and click Save to save the file to your local 
machine.

– Click Download > Save. In the Save As dialog box, select a location for 
the primary data file, and click Save to save the file to your local machine.
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9. Click Done to return to the Operations Console Home page.

10. If the local machine is not the computer that you will connect to the Appliance 
replica, copy the replica package file and, if you are doing a manual data transfer, 
the primary data .dmp file from the local machine to the appropriate target host.

Note: The encrypted replica package file contains sensitive data. RSA 
recommends that you transfer the replica package file and the primary data 
.dmp file through a secure network or by removable media. 

Note the location on the target host where you copy the files. This information, 
along with the master password, is required during Appliance replica setup.
When transferring the file using ftp, use binary mode to avoid corrupting the file.

Before you perform Quick Setup for the Appliance Replica, verify the Appliance box 
contents and prepare for Quick Setup. For more information, see “Unpacking the 
Appliance Package” on page 37 and “Preparing for Quick Setup” on page 38.

Performing Quick Setup on an Appliance Replica

Important: During the Quick Setup process, some internal accounts are created. In 
order for Authentication Manager to function properly, make sure that these accounts 
and their passwords never expire. Also, you must ensure that these accounts are not 
restricted by any network policies that might cause them to expire.

To perform Quick Setup on an Appliance replica:

1. Launch Quick Setup:

a. On the computer connected directly to the Appliance, open a browser and 
enter https://192.168.100.100.

b. Click Start Replica Quick Setup. 

Important: If you try to launch Quick Setup immediately after completing the 
procedure in “Preparing for Quick Setup” on page 38, you might need to wait 
a few minutes for Quick Setup to be available.

2. On the Replica Quick Setup page, click Start Step 1.
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3. On the License File page, select the license.zip file, and click Next.
Be sure that you have copied the license.zip file onto the computer that you 
connect to the Appliance for Quick Setup. Use the same license file for both the 
Appliance primary and replica Quick Setup.

4. On the Replica Package page, enter the path to the replica package file in the 
Upload Replica Package field, and enter the master password in the Replica 
Package Password field. Click Next.

5. On the Date and Time page, configure the Appliance replica with the correct date 
and time, and click Next.

6. On the OS Password page, create and confirm the operating system password, and 
click Next.
You use this password with the predefined User ID, emcsrv, to access the 
Appliance operating system for troubleshooting and advanced administration, for 
example, to run RSA Authentication Manager 7.1 command line utilities (CLUs). 
Record the password, so that you can access it when you need it.

7. On the Super Admin Password page, enter an existing Super Admin User ID and 
password, and click Next.
You must enter a Super Admin account that already exists within the 
Authentication Manager system. You can enter the same User ID and password 
that you entered during the Appliance primary Quick Setup, or you can enter a 
Super Admin User ID and password that you created after the Appliance primary 
Quick Setup.
The User ID and password that you enter is the initial logon information for the 
Security Console and the Operations Console. The password you enter is used as 
the master password for operations such as handling security certificates. 
The Super Admin password expires according to the password policy. The master 
password does not expire or change unless it is altered with the Manage Secrets 
utility. For more information about these passwords, see “Password 
Administration” on page 111.

8. On the Network page, configure the network data settings for the first Appliance 
replica Network Interface Card (NIC), and click Next.
You can enter multiple hostnames or IP addresses for the DNS Server 
Configuration. Use the up and down arrows to specify the order.

Note: If you enter incorrect information, the Quick Setup warns you that 
something appears to be wrong, but it continues to complete the network 
setup.

To configure an additional NIC, see “Configuring Secondary Network Interface 
Cards (NICs)” on page 89.

9. On the Quick Setup Summary page, review the information that you have entered. 
If you want to change any of the information, click Back, and make the change on 
the applicable page.
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10. Click Start Configuration.

Note: You cannot change the hostname once Quick Setup begins to configure 
the Appliance, unless you restore the system defaults and run Quick Setup 
again. For more information, see “Restoring System Defaults on the 
Appliance” on page 165.

11. The Appliance prompts you with a message when it completes the first two 
configuration tasks. Click Shut Down Appliance Now, or wait for the Appliance 
to shut down automatically.

12. Put the Appliance in its final location. For instructions, see “Putting the Appliance 
in its Final Location” on page 41.

Attaching the Appliance Replica to the Appliance Primary

When you attach an Appliance replica to the Appliance primary, the Appliance replica 
is configured to receive data from the Appliance primary. 

Important: An Appliance replica cannot perform any functions during the attach 
process.

To attach an Appliance replica to the Appliance primary:

1. On the Appliance replica, open the RSA Operations Console.

2. When prompted by your browser, accept the certificate for the Operations 
Console.

Note: RSA Authentication Manager acts as a certificate authority to issue and 
manage product certificates, such as the self-signed SSL certificate for 
browsing to the Security Console. For more information, see “Certificate and 
Keystore Management for SSL” on page 114.

3. Log on to the Operations Console using the Operations Console User ID and 
password.

4. A page displays that explains the process of adding the new instance as a replica. 
Do one of the following:

• Under Reuse Replica Package, select Yes, use the replica package file 
stored on this server, enter the master password, and click Next.

• Under Reuse Replica Package, select No, I will provide a new replica 
package file. Enter the location of the new replica package file, enter the 
master password, and click Next.

Select this option if you want to use a new replica package file and primary data 
file. For example, you must select this option if more than seven days had passed 
since you set up the Appliance replica. Before you choose this option, you must 
generate and transfer a new replica package file and primary data file from the 
Appliance primary.
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5. If you are prompted to provide the location of the primary data file, do one of the 
following:

• Under Reuse Primary Data File, select Yes, use the existing primary data 
file that is stored on this server, enter the master password, and click Next.

• Under Reuse Primary Data File, select No, I will provide a new primary 
data file, enter the location of the new primary data file, enter the master 
password, and click Next.

Note: Select “No, I will provide a new primary data file” if you selected “No, 
I will provide a new replica package file” in step 4.

6. On the Progress Monitor page, the attach process displays. When the attach 
process is finished, click Done.
The Manage Instance Replication page displays showing that the instance has 
been added as a replica.

7. (Optional) If you are using RSA RADIUS as an additional feature, you must 
configure it using the Operations Console to complete the setup. For more 
information on post-migration tasks, see “Integrating the RSA RADIUS Server 
into the Existing Deployment” on page 90. For more information on testing 
RADIUS, see “Testing RSA RADIUS Operation” on page 92.
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8 Performing Post-Setup Tasks

• Backing Up the System

• Configure Appliance System Network Settings

• Maintaining Accurate System Time Settings

• Changing the Appliance IP Address

• Configuring Secondary Network Interface Cards (NICs)

• Integrating the RSA RADIUS Server into the Existing Deployment

• Additional Concepts

Backing Up the System

If your deployment has a standalone Appliance primary with no Appliance replicas, 
you must back up the database immediately after completing Quick Setup. Store the 
backup file in a protected location available only to trusted administrative personnel. 
If the Appliance fails, use this backup to restore the database.

You might want to perform a back up if you add or delete an Appliance replica, or if 
you add or delete an identity source.

Administrators of all deployment types should back up their database on a regular 
basis to ensure that a current version of the database is always available for disaster 
recovery.

For more information, see “Backing Up the Appliance Primary Internal Database” on 
page 143.

Configure Appliance System Network Settings

The Configure Network Settings page allows you to change network settings that were 
specified during Appliance Quick Setup.

These settings apply to all of the Network Interface Cards (NICs) on the Appliance. 
To specify individual network settings for each NIC, see “Changing the Appliance IP 
Address” on page 86 and “Configuring Secondary Network Interface Cards (NICs)” 
on page 89. 
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To configure system network settings:

1. In the RSA Operations Console, click Administration > Networking > 
Configure Network Settings. 

2. In the Default Gateway field, enter the network point that acts as an exit from the 
local subnet to another network.
This setting applies to all NICs, and the initial value is based upon the default 
gateway that you specified during Appliance Quick Setup. 

3. In the DNS Search Domain field, manage the DNS Search Domains that the 
Appliance uses to locate computers on the network: 

• If you want to add an IP address or hostname, enter the IP address or 
hostname, and click Add. 

• If you want to remove an IP address or hostname, select the IP address or 
hostname from the list box, and click Remove. 

• If you want to update an IP address or hostname, select the IP address or 
hostname from the list box, enter the new IP address or hostname in the field, 
and click Update. 

• You can enter multiple DNS servers and use the up and down arrows to 
specify the order. 

4. In the DNS Servers field, manage the DNS servers to which the Appliance 
connects: 

• If you want to add an IP address or hostname, enter the IP address or 
hostname, and click Add. 

• If you want to remove an IP address or hostname, select the IP address or 
hostname from the list box, and click Remove. 

• If you want to update an IP address or hostname, select the IP address or 
hostname from the list box, enter the IP address or hostname in the field, and 
click Update. 

• You can enter multiple DNS servers and use the up and down arrows to 
specify the order. 

5. Click Save. You must wait for the Operations Console to automatically restart 
network services. This process may take some time.
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Maintaining Accurate System Time Settings

RSA SecurID Appliance relies on standard time settings known as Coordinated 
Universal Time (UTC). The time, date, and time zone settings on computers running 
RSA SecurID Appliance must always be correct in relation to UTC.

Make sure that the time on the computer on which you are installing RSA SecurID 
Appliance is set to the local time and corresponds to the UTC. For example, if UTC is 
11:43 a.m. and RSA SecurID Appliance is installed on a computer in the Eastern 
Standard Time Zone in the United States, make sure that the computer clock is set to 
6:43 a.m. This differs during Daylight Saving Time.

To get the correct UTC in the United States, go to www.time.gov or the national time 
service provided in your country.

Synchronizing Clocks

RSA requires that all Appliances have their time synchronized to the same NTP 
server. In the absence of a reliable external time source, Authentication Manager will 
make a best effort attempt to synchronize the clock on each Appliance. Even with 
these controls, time drift may still exceed acceptable levels. Having a different time on 
several Appliances can result in authentication failures and problematic replication 
behavior.

Configure the NTP server, and confirm that the synchronization is working before 
running Quick Setup.

Important: If the time on your system differs by more than 10 minutes from UTC, call 
RSA Customer Support before changing the time on an Appliance primary or an 
Appliance replica. 

To configure the NTP server, do the following on each Appliance:

1. Log on to the Appliance through SSH.

2. Stop all services.

3. Type:

sudo su -

echo “server <Time Server Hostname or IP address>”>> 
/etc/ntp.conf

chkconfig --level 2345 ntpd on

chkconfig --list | grep ntp

The following output displays:
ntp 0:off1:off2:on3:on4:on5:on6:off

4. To start the NTP server, type:

service ntpd start

5. Start all services.

6. Perform steps 1 to 5 on all your Appliances.
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Changing the Appliance IP Address

The initial IP address on the primary Network Interface Card (NIC) is specified during 
Appliance Quick Setup. By default, secondary NICs are disabled. If you have 
secondary NICs, see “Configuring Secondary Network Interface Cards (NICs)” on 
page 89.

The RSA Consoles (RSA Operations Console, RSA Security Console, and RSA 
Self-Service Console) use the IP address on the primary NIC. On an Appliance 
primary, Authentication Manager uses the primary NIC to communicate with 
Appliance replicas. 

All of the NICs can be used for authentication, RSA RADIUS, and for logging on to 
the physical Appliance with SSH. The Agent Protocol Server (APS), the 
Authentication Manager component that communicates with authentication agents, 
uses all of the NICs.

If you change the primary NIC IP address, you must enter a new URL to access the 
RSA Consoles. 

If you change the primary NIC IP address on an Appliance primary, you must provide 
the new IP address to each of the Appliance replicas in your deployment. The 
Appliance replicas require the new IP address to contact the Appliance primary.

When a network is segmented for traffic or routing reasons and the Appliance is using 
a dual-NIC system connected to both networks, you cannot access the RSA Consoles 
from the network connected to the secondary NIC.

If you change the IP address on all of your NICs, and you have a standalone Appliance 
primary or if some authentication agents can only communicate with an Appliance 
that has a new IP address, you must update your deployment. If your authentication 
agents can communicate with an Appliance replica, you are not required to make any 
changes. In the Security Console, generate a new Authentication Manager 
configuration file, sdconf.rec, and deploy it to all of the authentication agents that are 
affected by the IP address change. For instructions, see the Security Console Help 
topic “Generate the RSA Authentication Manager Configuration File.”

Update the Primary NIC IP Address on an Appliance Primary

This section describes how to change the primary NIC IP address on an Appliance 
primary.

To change the primary NIC IP address for an Appliance primary:

1. On the Appliance primary, log on to the Operations Console.

2. Click Administration > Networking > Manage Existing NICs. 

3. On the Manage Existing NICs page, select the primary NIC. 
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4. On the Configure Primary NIC page, configure the following fields: 

• In the IP Address field, enter a static IP address. The primary NIC does not 
support DHCP. 

• In the Subnet Mask field, enter a new subnet mask for the primary NIC. 
The read-only Default Gateway field displays the network point that acts as an 
exit from the local subnet to another network. The initial setting is based upon the 
default gateway that you specified during Appliance Quick Setup. 

5. In the Master Password field, specify the master password. 
The master password is initially the same as the Super Admin password that you 
assigned during the Appliance primary Quick Setup, and provided during the 
Appliance replica Quick Setup. See “Master Password” on page 112.

6. Click Save. 
Changing the IP address requires the Operations Console to restart the network 
services and Authentication Manager. This process may take some time. 
The Operations Console displays a warning that the old URL will no longer work. 
You must use the new URL to log on to the Operations Console and the other RSA 
Consoles. Select Change Primary IP Address to confirm that you want to make 
the change. 

7. Update the IP address on each Appliance replica in your deployment. For 
instructions, see the following section, “Update the Appliance Primary IP Address 
on an Appliance Replica.”

Update the Appliance Primary IP Address on an Appliance Replica

On the Appliance primary, Authentication Manager uses the primary NIC IP address 
to communicate with Appliance replicas. If you update the Appliance primary to use a 
different IP address on the primary NIC, you must provide the new IP address to each 
of the Appliance replicas in your deployment.

To update the Appliance replica with the new primary NIC IP address for the 
Appliance primary:

1. For each Appliance replica in your deployment, log on to the Operations Console. 

2. Click Deployment Configuration > Instances > Appliance Primary IP 
Address. This menu option is only provided on Appliance replicas. 

3. In the Appliance Primary IP Address field, enter the new Appliance primary IP 
address. 

4. Click Save. 

5. Restart the Authentication Manager services on the Appliance replica. 

6. Log on to the Appliance operating system using SSH, with the User ID, emcsrv, 
and the operating system password.
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7. Type: 

sudo /sbin/service rsaauthmgr restart 

and press ENTER.

8. (Optional) If you are using RSA RADIUS on the Appliance replica, you must 
re-enable the Appliance replica for RADIUS replication, and force replication to 
all RADIUS servers. 
For more information, see the Security Console Help topics “Edit RADIUS 
Servers” and “Force Replication to All RADIUS Replica Servers.”

Update the Primary NIC IP Address on an Appliance Replica

This section describes how to change the primary NIC IP address on an Appliance 
replica.

To change the primary NIC IP address on an Appliance replica:

1. On the Appliance replica, log on to the Operations Console.

2. Click Administration > Networking > Manage Existing NICs. 

3. On the Manage Existing NICs page, select the primary NIC. 

4. On the Configure Primary NIC page, configure the following fields: 

• In the IP Address field, enter a static IP address. The primary NIC does not 
support Dynamic Host Configuration Protocol (DHCP). 

• In the Subnet Mask field, enter a new subnet mask for the primary NIC. 
The read-only Default Gateway field displays the network point that acts as an 
exit from the local subnet to another network. The initial setting is based on the 
default gateway that you specified during the Appliance primary Quick Setup. 

5. In the Master Password field, specify the current master password. 

6. Click Save. 
Changing the IP address requires the Operations Console to restart the network 
services and Authentication Manager. This process may take some time. 
The Operations Console displays a warning that the old URL will no longer work. 
You must use the new URL to log on to the Operations Console and the other RSA 
Consoles. Select Change Primary IP Address to confirm that you want to make 
the change. 

7. Update DNS to reflect the new IP address for the Appliance replica. 

8. On the Appliance primary, restart all Authentication Manager services.

a. Open an SSH connection to the Appliance.

b. Log on as emcsrv using the operating system password.
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c. Type:

sudo /sbin/service rsaauthmgr restart

and press ENTER.

d. When you are prompted for a password, enter the operating system password, 
and press ENTER.

9. On the Appliance primary, resume replication.

a. Open an SSH connection to the Appliance.

b. Log on as emcsrv using the operating system password.

c. Change user to rsaadmin. Type: 

sudo su rsaadmin

and press ENTER.

d. When you are prompted for a password, enter the operating system password, 
and press ENTER.

e. Change directories to RSA_AM_HOME/utils. Type:

cd /usr/local/RSASecurity/
RSAAuthenticationManager/utils

and press ENTER.

f. Use manage-replication to resume replication. Type:

./rsautil manage-replication -a resume

and press ENTER.

g. When you are prompted for a password, enter the operating system password, 
and press ENTER.

10. On the Appliance primary, log on to the Operations Console.

11. Click Deployment Configuration > Instances > Status Report to check the 
replication status and verify that replication has resumed. 

Configuring Secondary Network Interface Cards (NICs)

On the Appliance, the primary NIC is configured during Quick Setup, but a system 
administrator must enable and configure any secondary NICs. 

The IP address and subnet mask are specific to the secondary NIC. The default 
gateway applies to all NICs, and is based upon the default gateway that you specified 
during Appliance Quick Setup.

All of the NICs can be used for authentication, RSA RADIUS, and for logging on to 
the physical Appliance with SSH. The Agent Protocol Server (APS), the 
Authentication Manager component that communicates with authentication agents, 
uses all of the NICs.
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To change the IP address for a secondary NIC:

1. In the Operations Console, click Administration > Networking > 
Manage Existing NICs. 

2. On the Manage Existing NICs page, select a secondary NIC. 

3. On the Configure Secondary NIC page, the IP Settings field provides three 
options. Do one of the following: 

• If you do not want to configure the NIC, click Disabled. This is the default 
setting. 

• If you want to enter a static IP address, click Manually Configure IP 
Settings. 

• If you want DHCP to automatically acquire an IP address, click 
Automatically Configure IP Settings. The network settings are 
automatically displayed in the IP Address, Subnet Mask, and Default 
Gateway fields. 

4. If you chose to manually configure your IP settings, enter a static IP address and 
subnet mask in the IP Address and Subnet Mask fields. The read-only Default 
Gateway field displays the default gateway that you specified during Appliance 
Quick Setup. 

5. Click Save. 
Changing the IP address requires the Operations Console to automatically restart 
network services. This process may take some time.

Integrating the RSA RADIUS Server into the Existing Deployment

This section describes RADIUS server post-setup tasks.

Configuring the RADIUS Server on the Appliance Primary

After setting up RSA Authentication Manager and RADIUS server on the Appliance 
primary, you must configure RADIUS to complete the setup.

To configure the RADIUS server on the Appliance primary:

1. On the Appliance primary, launch and log on to the RSA Operations Console.

2. Click Deployment Configuration > RADIUS > Configure Server.

3. On the Additional Credentials Required page, enter the current Super Admin User 
ID and password, and click OK.

Important: Configuring the RADIUS server cannot be undone. Ensure that 
you have correctly supplied the required information before you submit it. If 
you make a mistake, use the Operations Console to delete the server and then 
configure the server again.
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4. On the Configure RADIUS Server page, fill in the required information. 

• Master Password. The current master password.

Important: When entering the administrator User ID and password, ensure 
that you do this correctly. This cannot be undone.

• Administrator User ID. The user name specified during the Appliance 
primary Quick Setup.

• Administrator Password. The password specified during the Appliance 
primary Quick Setup.

5. Click Configure.

Configuring the RADIUS Server on the Appliance Replica

After setting up RSA Authentication Manager and RADIUS server on the Appliance 
replica, you must configure RADIUS to complete the setup.

To configure the RADIUS server on the Appliance replica:

1. On the Appliance replica, launch and log on to the RSA Operations Console.

2. Click Deployment Configuration > RADIUS > Configure Server.

3. On the Additional Credentials Required page, enter the current Super Admin User 
ID and password. Click OK.

Important: Configuring the RADIUS server cannot be undone. Ensure that 
you have correctly supplied the required information before you submit it. If 
you make a mistake, use the Operations Console to delete the server and then 
configure the server again.

4. On the Configure RADIUS Server page, fill in the required information. 

• Realm. If necessary, select the realm for which the RADIUS server is being 
configured.

• Master Password. The current master password.

• Primary Hostname. The fully qualified hostname of the Appliance primary.

• Primary IP Address. The IP address of the Appliance primary.

Important: When entering the administrator User ID and password, ensure 
that you do this correctly. This cannot be undone.

• Administrator User ID. The user name specified during the Appliance 
primary Quick Setup.

• Administrator Password. The password specified during the Appliance 
primary Quick Setup.

5. Click Configure.
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Editing the RADIUS Server Configuration Files

Usually, the default settings in the RADIUS server configuration and dictionary files 
(such as *.ini or *.dct) are satisfactory. If you need to make any changes to the default 
settings, use the Operations Console. For instructions, see the Operations Console 
Help topic “List and Edit RADIUS Configuration Files.”

Using the RSA Security Console to Replicate Changes

Changes made in the RADIUS primary database are not automatically propagated to 
all of the RADIUS replica servers. You must use the Security Console to force the 
replication of database changes each time they occur. For information on how to 
replicate primary database changes, see the Security Console Help topics “Force 
Replication to a Single RADIUS Replica Server” and “Force Replication to All 
RADIUS Replica Servers.”

Adding Clients to the RADIUS Server and Editing Clients

After setting up a RADIUS server, you must add RADIUS clients to the new RADIUS 
server. For instructions, see the Security Console Help topic “Add RADIUS Clients.” 
However, you do not have to add any RADIUS clients that already existed in the 
RADIUS server prior to a migration from RSA RADIUS version 6.1.

If you added a new IP address or changed the IP address of the RADIUS server as part 
of the installation, you must use the Security Console to edit the RADIUS clients so 
that they know about new or modified server IP addresses. For instructions on 
updating RADIUS clients, see the Security Console Help topic “Edit RADIUS 
Clients.”

Testing RSA RADIUS Operation

There are two ways to test RSA RADIUS operation:

• Test to see that RSA SecurID authentication works between the RSA RADIUS 
server and Authentication Manager. You can use one of the many third-party 
RADIUS test authentication tools to facilitate your testing. (You can find many of 
these tools on the Internet.)

• Test end-to-end authentication to ensure that a RADIUS client can successfully 
authenticate using RSA RADIUS and Authentication Manager.

Testing End-to-End Authentication

Use the following test to ensure that a user can successfully authenticate using 
RSA RADIUS and Authentication Manager.

To test end-to-end authentication:

1. Configure a RADIUS client to communicate with the RSA RADIUS server. For 
more information, see the Security Console Help topic “Add RADIUS Clients.”

2. Provide a test user with an RSA SecurID token and any required software.
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3. If you want to test one particular RADIUS server, shut down other RADIUS 
servers to force testing of the active server.

4. Have the user attempt to access a protected resource using his or her SecurID 
token.
If the user can successfully authenticate, RADIUS is properly configured. 

Additional Concepts

The previous sections describe the typical post-Quick Setup tasks. This section 
explains where to find information on using more advanced features.

Concept See

Important: If the links do not work, you must put your RSA SecurID Appliance documentation set and your 
RSA Authentication Manager documentation set into the same directory. For more information, see “Links in 
the “Additional Tasks” and “Additional Concepts” Sections” on page 13.

Plan user self-service and token 
provisioning

Chapter 6, “Planning User Self-Service and Token Provisioning” 
in the RSA Authentication Manager 7.1 Migration Guide

Configure optional proxy servers for 
Remote Token-Key Generation (CT-KIP)

“Configuring Optional Proxy Servers for Remote Token-Key 
Generation” in the RSA Authentication Manager 7.1 Migration 
Guide

Configure an optional proxy server for 
remote access to the Self-Service Console

“Configuring an Optional Proxy Server for Remote Self-Service 
Console Access” in the RSA Authentication Manager 7.1 
Migration Guide
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9 Integrating an LDAP Directory

• LDAP Directory Integration

• Active Directory Considerations

• Setting Up SSL Between RSA Authentication Manager and LDAP

• Adding an Identity Source

• Linking an Identity Source to a Realm

• Verifying the LDAP Identity Source

• Additional Concepts

LDAP Directory Integration

You can integrate LDAP directories with RSA Authentication Manager to access user 
and group data without modifying the LDAP schema. Depending on your needs, you 
can configure Authentication Manager to only read data from the LDAP directory, or 
to perform both read and write operations.

Important: RSA recommends that you configure all identity sources as read-only.

To integrate an LDAP directory, you perform certain tasks using the RSA Operations 
Console and other tasks using the RSA Security Console. 

Microsoft Active Directory single forest environments require additional 
configuration steps, as described in “Active Directory Forest Identity Sources” on 
page 99.

Important: Many of the tasks in the following sections require detailed knowledge of 
LDAP and your directory server deployment. RSA recommends that these tasks be 
performed by someone with LDAP experience and familiarity with the directory 
servers you are integrating.
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How to Integrate an LDAP Identity Source

Complete the tasks in the following table to integrate an LDAP identity source. 

Task See

1. If you are integrating Active Directory 
only, do the following to prepare for 
integration: 

– Understand the guidelines for 
mapping the identity attributes.

“Guidelines for Mapping Identity Attributes” 
on page 98

– Consider the password policy. “Password Policy Considerations” on page 100

– Verify your domain functional level. “Supporting Groups” on page 100

– Verify that the Active Directory 
server name is a valid DNS name 
(Active Directory forest only).

“Active Directory Forest Considerations” on 
page 99

– Understand the process to integrate an 
Active Directory forest

“Integrating an Active Directory Forests” on 
page 100

– Understand the process to integrate an 
Active Directory Global Catalog

“Integrating an Active Directory Global 
Catalog” on page 101

2. Set up SSL connections between your 
LDAP directory server and 
Authentication Manager.

“Setting Up SSL Between RSA Authentication 
Manager and LDAP” on page 101

3. Add the identity source on the Appliance 
primary.

“Adding an Identity Source” on page 102

4. Link the identity source to a realm. “Linking an Identity Source to a Realm” on 
page 106

5. Verify that the LDAP integration was 
successful.

“Verifying the LDAP Identity Source” on 
page 107
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The following figure illustrates the process flow for integrating an LDAP directory as 
an identity source.

LDAP Integration Tasks

Link identity source to a realm 
(Security Console)

Add identity source on the 
Appliance primary

(Operations Console )

Prepare for integration

Add domain controllers as 
identity sources on the 

Appliance primary
(Operations Console )

Prepare for integration

Verify identity source 

End

Add Global Catalog as an 
identity source on the 

Appliance primary 
(Operations Console )

Active Directory
Forest?

YesNo

Add identity source on the 
Appliance primary

(Operations Console )
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Failover Directory Servers

You can specify your failover directory servers when you add an identity source. 
Provide the failover URL in the LDAP Failover URL field as described in “Adding 
an Identity Source” on page 102. In case of a failure on your primary directory server, 
the system automatically connects to the failover server you specified.

Important: The directory server for failover must be a replica, or mirror image, of the 
primary directory server. 

Active Directory Considerations

You must consider the following when you integrate Active Directory as an identity 
source:

• Guidelines for Mapping Identity Attributes

• Active Directory Forest Identity Sources

Guidelines for Mapping Identity Attributes

You must follow specific guidelines when you use the Security Console to map 
identity attributes to physical attribute names in an Active Directory identity source 
schema. You map the attributes when you add the identity source. For more 
information on adding the identity source, see “Adding an Identity Source” on 
page 102.

• If your Active Directory identity source is read-only (default): 

– Ensure that all user fields map to non-null fields. 

– Map the User ID to any unique attribute of the user. By default, User ID is 
mapped to the sAMAccountName.

• If your Active Directory identity source is read/write:

– Ensure that you map all of the fields you need when you add the identity 
source. If you do not map a field, the field remains blank when you add users. 

– Active Directory does not provide any values for user’s records for unmapped 
fields, except in one case: when you create a user without supplying the 
saMAccountName. In this case, Active Directory generates a random string 
for the saMAccountName value. You can handle this issue using identity 
attribute definitions.
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– If your environment requires specific attributes, you must explicitly map the 
identity source to those attributes using the Identity Source Mapping page in 
the Security Console. By default, when you add a new user, the user is 
mapped to the fields that are configured for the identity source. For example, 
the User ID is mapped to the sAMAccountName by default, but the User 
Principal Name (UPN) field is left blank. Use the Security Console to create 
an identity attribute definition that you can map to the UPN field in your 
Active Directory, and then use the Security Console to map the new attribute.

– If you map the User ID to an attribute other than sAMAccountName, for 
example to UPN, Active Directory generates a random value for 
saMAccountName. To avoid this scenario, define an identity attribute 
definition for saMAccountName. Make sure that you provide a proper value 
for this attribute every time you add a new user to Active Directory using the 
Security Console.

Active Directory Forest Identity Sources

Configuring Authentication Manager to access user and group data from an Active 
Directory forest entails some additional considerations and procedures. 

To account for the architecture of an Active Directory forest, this section refers to two 
distinct types of identity sources:

Runtime identity source. An identity source configured for runtime operations 
only, to find and authenticate users, and to resolve group membership within the 
forest. This identity source maps to your Active Directory Global Catalog.

Administrative identity source. An identity source used for administrative 
operations, such as adding users and groups. This identity source maps to a 
domain controller. 

In a multidomain Active Directory forest setup, the Global Catalog is added as an 
identity source and the domain controller servers are added as administrative identity 
sources. The Global Catalog is used at runtime as another directory to find and 
authenticate users, and to resolve group membership within the forest. 

The Global Catalog is used only for runtime operations, such as authentication. 
Authentication Manager does not use the Global Catalog for administrative 
operations. Administrative actions, for example, adding users, are performed against 
the administrative identity sources (domain) only. Changes to the domain are 
replicated by Active Directory to the Global Catalog.

Note: Active Directory supports multiple types of groups, such as Universal, Domain 
Local, and Global. The default is Universal groups. When you view the Active 
Directory groups from the Security Console, the Security Console displays all groups, 
regardless of type.

Active Directory Forest Considerations

The Active Directory server name must be a valid DNS name. Make sure that the 
name is resolvable for both forward and reverse lookups, and that the Active Directory 
server can be reached from the Authentication Manager server.
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Password Policy Considerations

Active Directory has a default password policy that is more strict than the default 
Authentication Manager password policy. This can lead to errors such as “Will Not 
Perform” when adding and updating users. 

To manage password policies with Active Directory identity sources, do one of the 
following:

• Make your Authentication Manager password policy password requirements more 
strict. See “Additional Concepts” on page 107.

• Relax the complexity requirements in the Windows 2003 Group Policy Editor. 
See your Windows documentation.

Supporting Groups

Setting the Domain Level for Group-to-Group Membership

To support group-to-group membership in Active Directory, you must set the domain 
functional level to Windows 2003. For more information about how to raise the 
domain functional level, go to 
http://technet.microsoft.com/en-us/library/cc776703.aspx.

Specifying a Group Container in the RSA Security Console

The default organizational unit “Groups” does not exist in the default Active Directory 
installation. Make sure that a valid container is specified for the Group Base DN when 
you add the identity source. 

Integrating an Active Directory Forests

The extent of the integration process depends on the scale of your Active Directory 
forest. You must add your runtime and administrative identity sources to integrate 
Active Directory forest with Authentication Manager.

To integrate an Active Directory forest:

1. Add each Global Catalog as a separate runtime identity source.

Note: If a forest has more than one Global Catalog, you can use one for 
failover. In this case, you do not need to deploy the Global Catalog, but you 
must specify it as a failover URL when you deploy the first Global Catalog. 

2. Add each additional domain controller as an administrative identity source.

For more information on adding identity sources, see “Adding an Identity Source” on 
page 102.
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Integrating an Active Directory Global Catalog

When you use an Active Directory Global Catalog as your authoritative identity 
source, you must integrate the Global Catalog and all the Active Directory replicas 
with Authentication Manager.

For example, suppose GC1 is the Global Catalog you want to use as your identity 
source, and AD1, AD2, and AD3 replicate a subset of their data to GC1. You must 
perform the procedure on each of the identity sources.

After you perform the integration, Authentication Manager accesses GC1 for 
authentication requests only. Authentication Manager accesses AD1, AD2, and AD3 
for all other administrative operations. If you grant Authentication Manager read/write 
access to your identity sources, Authentication Manager makes all administrative 
changes in AD1, AD2, and AD3, which replicate the changes to GC1.

Note: Active Directory Global Catalogs are always read-only.

To integrate an Active Directory Global Catalog:

1. Add the Global Catalog as an identity source.

2. Add all Active Directories that replicate data to the Global Catalog as an identity 
source.

For instructions, see “Adding an Identity Source” on page 102.

Setting Up SSL Between RSA Authentication Manager and LDAP

Setting up SSL for LDAP secures the connection between your Authentication 
Manager deployment and your identity sources. SSL setup is required for an Active 
Directory read/write connection and optional for Sun Java System Directory Server. 

Note: A read-only connection to Active Directory does not require SSL. By default, 
all identity sources are read-only, but you can configure them to read/write.

Note: Your directory server must already be configured for SSL connections, and you 
need ready access to the directory server certificate. If your system does not meet 
these requirements, see your directory server documentation for instructions on setting 
up SSL.

To set up SSL between Authentication Manager and LDAP:

1. Add the directory server certificate:

a. In the RSA Operations Console, click Deployment Configuration > 
Certificates > Identity Source Certificates > Add New.

b. Enter a name for the new SSL certificate.

c. Navigate to the directory where the directory server SSL certificate is located.

d. Click Import. 
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2. Specify the secure URL in the LDAP URL field when you are adding the identity 
source. For instructions, see the following section “Adding an Identity Source”. 

Note: If you are using the standard SSL-LDAP port 636, specify the value as 
ldaps://hostname/. For any other port, you must also specify the port number, 
for example, ldaps://hostname:port/.

Adding an Identity Source

Adding an identity source provides integration information about your LDAP 
directory in order to map Authentication Manager operations to the actual named 
location of user and group data in your schema. Authentication Manager reads data 
from these locations and writes data to them if you have configured the system for 
read/write operations. However, Authentication Manager never modifies the schema 
or adds to it in any way. If you are integrating with Active Directory, see “Active 
Directory Considerations” on page 98 before adding the identity source.

Important: You must be a Super Admin to perform this task.

To add an identity source:

1. In the Operations Console, click Deployment Configuration > Identity Sources 
> Add New.

2. In the Identity Source Basics section, do the following: 

a. In the Identity Source Name field, enter the name of the identity source. 
After an identity source is added to the system, you cannot change the name 
of the identity source.

b. In the Type field, select the type of identity source you want to add. After an 
identity source is added to the system, you cannot change the identity source 
type.

c. In the Notes field, enter any important information about the identity source.

3. In the Directory Connection section, do the following:

a. In the Directory URL field, enter the URL of the new identity source.

Note: If you are using the standard SSL-LDAP port 636, specify the value as 
ldaps://hostname/. For any other port, you must also specify the port number, 
for example ldaps://hostname:port/. 

For Active Directory identity sources, RSA recommends that you use an SSL 
connection because it is required for password management.

b. Optional. In the Directory Failover URL field, enter the URL of a failover 
identity source.
The system connects to the failover LDAP if the connection with the primary 
LDAP directory fails.
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c. In the Directory User ID field, enter the directory administrator User ID.

d. In the Directory Password field, enter the directory administrator password.

e. Click Test Connection to make sure that the system can successfully connect 
to the LDAP directory.

4. Repeat step 3 for each Appliance replica in your deployment.

Note: You must configure a connection for the Appliance primary and each 
Appliance replica in your deployment.

5. Click Next.

6. In the Directory Settings section, do the following: 

a. In the User Base DN field, enter the base DN for directory user definitions.

b. In the User Group Base DN field, enter the base DN for directory user group 
definitions.

c. Optional. Select Read-only to prevent administrators from using the Security 
Console to edit the users and groups in the identity source.

d. In the Search Results Time-out field, limit the amount of time a search is 
allowed to continue. If searches for users or groups are timing out on the 
directory server, either extend this time, or narrow individual search results. 
For example, instead of Last Name = *, try Last Name = G*.

e. Optional. In the User Account Enabled State drop-down menu, specify 
whether the system checks an external directory or the internal database to 
determine whether a user is enabled.

f. Optional. Select Validate Map Against Schema if you want the mapping of 
identity attribute definitions to the LDAP schema to be validated when 
identity attribute definitions are created or modified.

7. If the identity source is an Active Directory, in the Active Directory Options 
section, do one of the following: 

• If the identity source you are adding is a Global Catalog, select Global 
Catalog.

• If the identity source is not a Global Catalog, select whether to authenticate 
users to this identity source, or select a Global Catalog to which you want 
users to authenticate.

• In the Default Group Type, select a default user group type for the identity 
source. All user groups created in the new Active Directory identity source 
are assigned the default user group type. You can edit the user group type if 
necessary.
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8. If the identity source is an Active Directory forest, specify a Global Catalog as the 
identity source for authentication for each administrative domain controller added. 
In the Active Directory Options section, do the following:

• Select Authenticate Users to a global catalog.

• From the drop-down list, select the appropriate Global Catalog for the domain 
controller.

Note: If your Active Directory identity source is read-only, you do not need 
any administrative domain controllers.

9. In the Directory Configuration - Users section, do the following: 

a. Enter the directory attributes for which you want to map user attributes. For 
example, First Name might map to givenname and Last Name might map to 
sn.

b. Select Unique Identifier. This field helps the Security Console find users 
whose DNs have changed. This checkbox is selected by default. The default 
unique identifier for Active Directory is ObjectGUID. For Sun Java Directory 
Server, it is nsUniqueI. You can edit these identifiers to point to other fields.

Important: RSA recommends that you select the Unique Identifier checkbox. 
You must select this checkbox before you move or rename LDAP users who 
are viewed or managed through the Security Console. Otherwise, the system 
creates a duplicate record for the users that you moved, and disassociates 
them from data the system has stored for them.

c. In the Search Filter field, enter the filter that specifies how user entries are 
distinguished in your LDAP directory, such as a filter on the user object class.
Any valid LDAP filter for user entries is allowed, for example, 
(objectclass=inetOrgPerson).

d. In the Search Scope drop-down list, select the scope of user searches in the 
LDAP tree. By default, this is set to search all sub-levels in an LDAP tree. 
You can also search only a single level.

e. In the RDN Attribute field, enter the user attribute used for the Relative 
Distinguished Name, for example, in Active Directory, cn, and in Sun Java 
System Directory Server, uid.

f. In the Object Classes field, enter the object class of users that are created or 
updated using the Security Console, for example, 
inetOrgPerson,organizationalPerson,person.
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g. For Active Directory only, use the Required Attribute fields if you want to 
populate two Active Directory user attributes with the value of a single RSA 
user identity attribute. For example, if you want to map the identity attribute 
User ID to the Active Directory attributes CN and samaccountname, map 
User ID to CN and then use the Required Attribute field to assign the value of 
User ID to samaccountname.

h. For read/write setups only, in the Fixed Attribute fields, enter the name and 
fixed value of an attribute for all users. For example, you could create an 
attribute named “location,” with the value “headquarters” for all users.

Note: “Location” must be a defined attribute for the user object class.

10. In the Directory Configuration - User Groups section, do the following:

a. In the User Group Name field, enter the directory attribute that maps to the 
user group name attribute, for example, User Group Name might map to cn.

b. In the Search Filter field, enter an LDAP filter that returns only group 
entries, such as a filter on the group object class, for example, 
(objectclass=groupOfUniqueNames).

c. In the Search Scope drop-down box, select the scope of user group searches 
in the LDAP tree. By default, this is set to search all sub-levels in an LDAP 
tree. You can also search only a single level.

d. In the RDN Attribute field, enter the user group attribute used for the 
Relative Distinguished Name, for example, in Active Directory, cn, and in 
Sun Java System Directory Server, uid.

e. In the Object Classes field, enter the object class of users that are created or 
updated using the Security Console, for example, 
inetOrgPerson,organizationalPerson,person.

f. For Active Directory only, use the Required Attribute fields if you want to 
populate two Active Directory user group attributes with the value of a single 
RSA user group attribute. For example, if you want to map the RSA attribute 
User ID to the Active Directory attributes CN and samaccountname, you 
could map User ID to CN and then use the Required Attribute field to assign 
the value of User ID to samaccountname.

g. For read/write setups only, in the Fixed Attribute fields, enter the name and 
fixed value of an attribute for all users. For example, you could create an 
attribute named “location,” with the value “headquarters” for all users.

Note: “Location” must be a defined attribute for the user object class.

h. In the Membership Attribute field, enter the attribute that contains the DNs 
of all the users and user groups that are members of a user group.
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i. Select User MemberOf Attribute to enable the system to use the MemberOf 
Attribute for resolving membership queries.

j. In the MemberOf Attribute field, enter the user and user group attribute that 
contains the DNs of the user groups to which they belong.

11. Click Save.

Linking an Identity Source to a Realm

To enable administration of an identity source, you must link it to a realm. You can 
link multiple identity sources with a realm, but you cannot link an identity source with 
more than one realm. When you link an identity source with a realm, all of the users in 
the identity source can be read and managed with the Security Console. Users in an 
identity source are visible in the top-level security domain by default, but can be 
moved to other security domains as necessary. If you are integrating with Active 
Directory, see the following sections for more information:

• “Integrating an Active Directory Forests” on page 100

• “Integrating an Active Directory Global Catalog” on page 101

Note: Do not configure multiple identity sources with overlapping scope in the same 
realm or across realms. For example, make sure that two identity sources do not point 
to the same base DNs for user and group searches. For Active Directory, a runtime 
identity source can have overlapping scope with the corresponding administrative 
source, but two runtime identity sources cannot have overlapping scope. 

Important: Only the Super Admin can manage realms and identity sources, and the 
linkage between them.

To link the new identity source to a realm:

1. In the Security Console, click Administration > Realms > Manage Existing.

2. Use the search fields to find the appropriate realm.

3. Select the realm.

4. From the Context menu, click Edit.

5. From the list of available identity sources, select the identity sources you want to 
link with the realm, and click the right arrow.
If you link the realm to an Active Directory that is a Global Catalog, you must 
also link each identity source that replicates user data to the Global Catalog.
For example, if identity sources IS1 and IS2 replicate information to Global 
Catalog GC1, and you link GC1 to a realm as your identity source, you must also 
link IS1 and IS2 to the realm.

6. Click Save.
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Verifying the LDAP Identity Source

To verify that you have successfully added an identity source, you can view the 
particular users and groups from the LDAP identity source through the Security 
Console.

To verify the LDAP identity source:

1. In the Security Console, click Identity > Users > Manage Existing.

2. Use the search fields to find the appropriate realm and identity source, and click 
Search.

3. View the list of users from your LDAP identity source.

Additional Concepts

The previous sections describe the procedures for integrating your LDAP directory. 
This section explains where to find additional information.

Concept See (Link opens a separate window)

Important: If the link does not work, you must put your RSA SecurID Appliance documentation set and your 
RSA Authentication Manager documentation set into the same directory. For more information, see “Links in 
the “Additional Tasks” and “Additional Concepts” Sections” on page 13.

Make your Authentication Manager 
password policy requirements more strict

“Preparing RSA Authentication Manager for Administration” in 
the RSA Authentication Manager 7.1 Administrator’s Guide
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10Advanced Administration

• Logging On to the Appliance for Troubleshooting and Advanced Administration

• Password Administration

• Certificate and Keystore Management for SSL

• Legacy Compatibility Keystore

• Viewing the Appliance Software and License Information

• Starting and Stopping RSA Authentication Manager 7.1 Services

• Additional Concepts

Logging On to the Appliance for Troubleshooting and Advanced 
Administration

Although you use the RSA Operations Console and Security Console to administer 
Authentication Manager, there are times when you need to access the Appliance 
operating system to perform some advanced administration tasks: 

• Run RSA Authentication Manager 7.1 command line utilities (CLUs).

• Install upgrades that cannot be done using the Operations Console alone.

• Stop and start Authentication Manager services.

You access the operating system on the Appliance with an SSH client, a software 
application that uses the secure shell (SSH) protocol to connect with a remote 
computer. The client must be installed on a computer that has a network connection to 
the Appliance.

This section contains information about using an SSH client to access the Appliance 
operating system.

• “Enabling SSH on a Network Interface Card”

• “Logging On to the Appliance”

• “Running Command Line Utilities on the Appliance”

Enabling SSH on a Network Interface Card

Before you can log on to the Appliance operating system using a SSH client, you must 
enable SSH on at least one Network Interface Card (NIC). 

To enable SSH on a NIC:

1. In the Operations Console, click Administration > Networking > Configure 
Connectivity using SSH.

2. Click Enable SSH.
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3. In the Network Interfaces Selected list box, select one or more Available NICs. 
To select multiple NICs, hold the CTRL key while clicking more than one NIC.

4. Use the arrow buttons to move the NICs to the Selected box on the right. This 
selects the NICs.

5. Click Save.

Logging On to the Appliance

After you have enabled SSH on a NIC, you can access the Appliance operating system 
using your SSH client.

Before You Begin

Enable SSH on at least one NIC. See the preceding section, “Enabling SSH on a 
Network Interface Card.”

To log on to the Appliance:

1. Enter the Appliance IP address in your SSH client, and launch the client.

2. At the logon prompt, type:

emcsrv

and press ENTER.

3. When prompted for the password, type the operating system password created 
during Quick Setup, and press ENTER.

Running Command Line Utilities on the Appliance

To run CLUs on the Appliance:

1. Log on to the Appliance operating system using your SSH client, with the User 
ID, emcsrv, and the operating system password created during Quick Setup.

2. Change user. Type:

sudo su rsaadmin

and press ENTER.

3. Change directories. Type: 

cd /usr/local/RSASecurity/RSAAuthenticationManager/utils

and press ENTER.

4. Run the utility. 
For example, to list all of the available CLUs, type ./rsautil -l,
and press ENTER.
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Password Administration

The Appliance includes administrative accounts and passwords that you can change 
after setting up the Appliance. It is typically not necessary to change the default 
security settings described in this section.

• “Operating System Password Account”

• “Super Admin Account”

• “Changing the Super Admin Password”

• “Master Password”

• “Changing Your Master Password”

Operating System Password Account

Each Appliance has an operating system password that you can use to log on to the 
physical Appliance. You can then run command line utilities (CLUs) for system 
maintenance and troubleshooting. 

The operating system User ID is always emcsrv. The initial operating system 
password is created during Quick Setup.

In order to log on to the Appliance with this password, you must use the Configure 
SSH and Operating System Connectivity page to enable SSH and bind it at least one 
Network Interface Card (NIC). See “Enabling SSH on a Network Interface Card” on 
page 109.

To change the operating system password:

1. In the Operations Console, click Administration > Networking > Configure 
Connectivity using SSH. 

2. In the Current Operating System Password field, enter the current operating 
system password. 

3. In the New Operating System Password field, enter a new operating system 
password. The password must be between 8 and 32 characters and contain at least 
6 alphabetic characters and at least 1 non-alphanumeric character excluding @ 
and ~. For example: gyz!8Kmh. Create a unique password for each Appliance. 

4. In the Confirm Operating System Password field, re-enter the new operating 
system password. 

5. Click Save. 
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Super Admin Account

You create the default Super Admin account for the Security Console and the 
Operations Console during Quick Setup on the Appliance primary. The Super Admin 
account can perform all tasks within Authentication Manager. 

The Super Admin password that you created during Quick Setup is also used as the 
master password. You can change either or both the master password and the Super 
Admin password for the default Super Admin account after Quick Setup.

Note: The default Super Admin account password for the Security Console and the 
Operations Console will expire according to the password policy of the security 
domain in which the accounts were created. The master password will not expire or 
change unless it is altered with the Manage Secrets utility.

Changing the Super Admin Password

The Super Admin has all Authentication Manager administrative privileges, including 
the ability to create new users and administrative accounts. By changing the Super 
Admin password, you can separate Super Admin privileges from the master password 
privileges. You can also achieve separation of privileges by creating additional Super 
Admin accounts. Most tasks in the Operations Console require both the master 
password and a Super Admin password.

You can use the Security Console to specify a new password for the Super Admin.

To change the Super Admin password:

1. In the Security Console, click Identity > Users > Manage Existing. 

2. Use the search fields to find the user that you want to edit. 

3. Select the user that you want to edit. 

4. From the Context menu, click Edit. 

5. Enter the new password in the Password field. 

6. Enter the new password again in the Confirm Password field. 

7. Click Save. 

Master Password

The master password is initially the same as the Super Admin password that you 
assigned during the Appliance primary Quick Setup, and provided during Appliance 
replica Quick Setup. The master password is required to perform certain 
administrative tasks in the Operations Console, such as generating replica package 
files and changing the IP address on the Appliance. 

Choosing a strong but memorable master password is important. The master password 
protects other sensitive credentials, and is used with many of the 
Authentication Manager command line utilities. 

Note: The master password will not expire or change unless it is altered with the 
Manage Secrets utility.
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RSA recommends that you develop a policy around maintaining the master password.

The master password is needed to perform several critical tasks in the Operations 
Console.

Changing Your Master Password

If you want to change your master password from the one chosen during the 
Appliance primary Quick Setup, it is easiest to change it before adding Appliance 
replicas. Changing the master password is done on a per machine basis. Changing the 
master password on the Appliance primary does not automatically change the master 
password on the Appliance replica. If you change it later, you must run the manual 
password change procedure on each Appliance replica. RSA recommends that you use 
the same master password on all Appliances in your system.

By changing the master password, you can separate the master password privileges 
from the Super Admin privileges. The master password is required to perform certain 
administrative tasks in the Operations Console, such as generating replica package 
files and changing the IP address on the Appliance. The Super Admin has all 
Authentication Manager administrative privileges, including the ability to create new 
administrators.

You can change your master password using the Manage Secrets utility. 

Before You Begin

Enable SSH on at least one NIC. See “Enabling SSH on a Network Interface Card” on 
page 109.

To change your master password using manage-secrets:

1. Log on to the Appliance operating system using your SSH client, with the User 
ID, emcsrv, and the operating system password created during Quick Setup.

2. Change users. Type:

sudo su rsaadmin

and press ENTER.

3. Change directories. Type: 

cd /usr/local/RSASecurity/RSAAuthenticationManager/utils

and press ENTER.

4. Change your master password. Type:

./rsautil manage-secrets --action change --new-password 
new_password

where new_password is the new password you want to use.

5. Press ENTER.

6. When prompted, type your current master password (the one you want to change), 
and press ENTER.
The message “Master password changed successfully” appears.
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7. To make sure that your new master password is backed up, copy the 
systemfields.properties file in 
/usr/local/RSASecurity/RSAAuthenticationManager/utils/etc to a secure 
location using secure networking or removable media.

Certificate and Keystore Management for SSL

SSL is enabled by default for all communication ports. During the Appliance primary 
Quick Setup, a self-signed root certificate for the deployment is generated and stored 
in /usr/local/RSASecurity/RSAAuthenticationManager/server/security/root.jks.

Additional server certificates are generated and signed by this root certificate when 
you add additional replicas.

Internet Explorer 6 Considerations

Because the newly created default self-signed certificate is not in your list of trusted 
root certificates, you receive a warning when first accessing the Security Console. 
Select Yes to continue, or select Examine Certificate, and then select Install.

Internet Explorer 7 Considerations

When accessing the Security Console, in Internet Explorer 7, a message appears 
warning you that there is a problem with the web site’s security certificate, and advises 
you not to continue to the web site. Click Not Recommended to access the Security 
Console. A “Certificate Error” message appears on the Security Console URL. 
Adding the self-signed root certificate to the trusted root list prevents this warning 
from appearing.

Importing LDAP Certificates

If you choose to integrate LDAP directories, it may be necessary to import additional 
trusted root certificates for Authentication Manager to correctly authenticate the 
LDAP server. See “Setting Up SSL Between RSA Authentication Manager and 
LDAP” on page 101.

Legacy Compatibility Keystore

Certain internal services and protocols use these certificates and keys provided with 
your license:

sdti.cer. A copy of the sdti.cer signing certificate.

server.cer. RSA Authentication Manager server certificate generated by 
manufacturing for each license and signed by sdti.cer. This is required by the 
auto-registration agent.

server.key. Private key representation for server.cer.

These certificates and keys are not replaceable.
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Viewing the Appliance Software and License Information

Viewing the Appliance Software Version Information

To view your Appliance software version information:

In the Operations Console, click Maintenance > Manage Updates > Apply Updates. 
The page lists the Appliance software version information.

Viewing License Information

Checking license status shows a summary of the installed license. You can then view 
an individual license to see details about your license type, including features and 
limitations. For more information, see “Appliance License Types” on page 26.

Important: Only the Super Admin can perform license-related tasks.

To view your current license:

1. In the Security Console, click Setup > Licenses > Status. The system updates the 
License Status page every hour.

Note: You can view licensing information on any Appliance, but you can only 
upgrade your license on the Appliance primary. After obtaining a new license 
file from RSA, see the Security Console Help topic “Install a New License.”

2. Click View Installed Licenses. 

3. Select the license that you want to view. 

4. From the Context menu, click View.
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Starting and Stopping RSA Authentication Manager 7.1 Services

The Authentication Manager services are automatically started if you restart the host 
machine. You can also start and stop the Authentication Manager services manually.

• “Starting or Stopping All RSA Authentication Manager Services”

• “Starting or Stopping Individual RSA Authentication Manager Services”

Starting or Stopping All RSA Authentication Manager Services

Use the rsaauthmgr service command found in the /sbin/service directory if you 
need to start or stop all RSA SecurID Appliance 3.0 services manually for testing or 
troubleshooting.

To restart, stop, start, or view the status of all of the services on the Appliance:

1. Log on to the Appliance operating system using your SSH client, with the User 
ID, emcsrv, and the operating system password. 

2. Type: 

sudo /sbin/service rsaauthmgr stop|start|status|restart

where stop, start, status, and restart are your options,
and press ENTER.
For example, to stop all services, type sudo /sbin/service rsaauthmgr stop.

Starting or Stopping Individual RSA Authentication Manager Services

After changing users to rsaadmin, you can use the rsaam command found in the 
RSA_AM_HOME/server directory with the service name to stop, start, restart, and 
view the status of all services or each service independently.

• “Starting, Stopping, Restarting, or Reviewing the Status of the Administration 
Server (Security Console)”

• “Starting All Services Except for the RSA RADIUS Services”

• “Starting the RADIUS Operations Console”

• “Stopping the Database Service”

• “Stopping the Operations Console”

• “Stopping the RSA RADIUS Services”

• “Stopping All Services Except for the Database Server, Database Listener, and the 
Operations Console”
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Starting, Stopping, Restarting, or Reviewing the Status of the 
Administration Server (Security Console)

Perform this procedure when you are troubleshooting.

To start, stop, restart, or review the status of the RSA Authentication 
Administration Server (Security Console):

1. Log on to the Appliance operating system using your SSH client, with the User 
ID, emcsrv, and the operating system password.

2. Change users. Type:

sudo su rsaadmin

and press ENTER.

3. Change directories. Type: 

cd /usr/local/RSASecurity/RSAAuthenticationManager/server

and press ENTER.

4. Run the utility to start, stop, restart, or review the status of the administration 
server. Type:

./rsaam stop|start|status|restart admin

where stop, start, status, and restart are your options,
and press ENTER.
For example, to stop the Security Console, type ./rsaam stop admin.

Starting All Services Except for the RSA RADIUS Services

Perform this procedure when you are troubleshooting.

To start all of the Appliance services, except for the RSA RADIUS services:

1. Log on to the Appliance operating system using your SSH client, with the User 
ID, emcsrv, and the operating system password.

2. Change users. Type:

sudo su rsaadmin

and press ENTER.

3. Change directories. Type: 

cd /usr/local/RSASecurity/RSAAuthenticationManager/server

and press ENTER.

4. Run the utility to start all of the Appliance services, except for RSA RADIUS 
services. Type:

./rsaam start managed

and press ENTER.
All of the services start, except for the radius and radiusoc services.
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Starting the RADIUS Operations Console

Perform this procedure when you are troubleshooting.

To start the RSA RADIUS Server functionality in the Operations Console:

1. Log on to the Appliance operating system using your SSH client, with the User 
ID, emcsrv, and the operating system password.

2. Change users. Type:

sudo su rsaadmin

and press ENTER.

3. Change directories. Type: 

cd /usr/local/RSASecurity/RSAAuthenticationManager/server

and press ENTER.

4. Run the utility to start the RSA RADIUS Server functionality in the Operations 
Console. Type:

./rsaam start radiusoc

and press ENTER.

Stopping the Database Service

Perform this procedure when you are troubleshooting.

To stop the database service:

1. Log on to the Appliance operating system using your SSH client, with the User 
ID, emcsrv, and the operating system password.

2. Change users. Type:

sudo su rsaadmin

and press ENTER.

3. Change directories. Type: 

cd /usr/local/RSASecurity/RSAAuthenticationManager/server

and press ENTER.

4. Run the utility to stop the database service. Type:

./rsaam stop db

and press ENTER.
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Stopping the Operations Console

Perform this procedure when you are troubleshooting.

To stop the Operations Console:

1. Log on to the Appliance operating system using your SSH client, with the User 
ID, emcsrv, and the operating system password.

2. Change users. Type:

sudo su rsaadmin

and press ENTER.

3. Change directories. Type: 

cd /usr/local/RSASecurity/RSAAuthenticationManager/server

and press ENTER.

4. Run the utility to stop the Operations Console. Type:

./rsaam stop oc

and press ENTER.

Stopping the RSA RADIUS Services

Perform this procedure when you are troubleshooting.

To stop the RSA RADIUS Services:

1. Log on to the Appliance operating system using your SSH client, with the User 
ID, emcsrv, and the operating system password.

2. Change users. Type:

sudo su rsaadmin

and press ENTER.

3. Change directories. Type: 

cd /usr/local/RSASecurity/RSAAuthenticationManager/server

and press ENTER.

4. Run the utility to stop the RSA RADIUS Server. Type:

./rsaam stop radius

and press ENTER.

5. Run the utility to stop the RSA RADIUS Server functionality in the Operations 
Console. Type:

./rsaam stop radiusoc

and press ENTER.
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Stopping All Services Except for the Database Server, Database 
Listener, and the Operations Console

Perform this procedure when you are troubleshooting.

To stop all services except for the database server, database listener, and the 
Operations Console:

1. Log on to the Appliance operating system using your SSH client, with the User 
ID, emcsrv, and the operating system password.

2. Stop all services, type: 

sudo /sbin/service rsaauthmgr stop

and press ENTER.

3. Change users. Type:

sudo su rsaadmin

and press ENTER.

4. Change directories. Type: 

cd /usr/local/RSASecurity/RSAAuthenticationManager/server

and press ENTER.

5. Run the utility to start the internal database. Type:

./rsaam start db

and press ENTER.

6. Run the utility to start the database listener. Type:

./rsaam start dblistener

and press ENTER.

7. Run the utility to start the Operations Console. Type:

./rsaam start oc

and press ENTER.
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Additional Concepts

The previous sections describe how to administer and maintain the Appliance. This 
section explains where to find additional administrative and maintenance information.

Concept See (Each link opens a separate window.)

Important: If the links do not work, you must put your RSA SecurID Appliance documentation set and your 
RSA Authentication Manager documentation set into the same directory. For more information, see “Links in 
the “Additional Tasks” and “Additional Concepts” Sections” on page 13.

Add additional administrative accounts “Adding Administrators” in the RSA Authentication Manager 
7.1 Administrator’s Guide
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11Updating the Appliance

• Update and Rollback Process

• How to Apply an Update

• Configuring an Appliance for Updates

• Scanning for Updates

• Applying an Update

• Rolling Back an Update

Update and Rollback Process

You use the RSA Operations Console to apply or roll back (remove) updates for RSA 
SecurID Appliance. An update can be a patch or a service pack. An update can be for 
Appliance-only functionality (for example, the Appliance operating system) or for 
RSA Authentication Manager.

Note: If you are using RSA SecurID Appliance 2.0 or RSA Authentication Manager 
6.1 or later, you must migrate (rather than update) to RSA SecurID Appliance 3.0. For 
more information, see the RSA SecurID Appliance 3.0 Migration Guide.

If RSA releases an update, you will receive an e-mail. Apply the update first to the 
Appliance primary, and then apply the update to each Appliance replica in your 
deployment. For more information, see the following section, “How to Apply an 
Update”.

Although you can roll back a patch update if RSA Customer Support instructs you to 
do so, you cannot roll back a service pack update. 
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How to Apply an Update

Complete the tasks in the following table to apply an update.

Configuring an Appliance for Updates

Before you apply updates, you must specify the locations of the updates. You can 
either save the updates to these locations when you download them from RSA 
SecurCare Online, or you can copy the updates to these locations after you download 
them. 

You only need to specify the locations once. If you want to change a location, you can 
edit it. If you disable a location (for example, USB), you must re-specify the location 
information before you can use it again. 

Task See

1. From RSA SecurCare Online, download 
the update.

You can download the update to a USB 
drive, an NFS server accessible by the 
Appliance, or another location. If you 
download it to another location, you must 
copy it to a USB drive, or an NFS server, 
so that the Appliance can locate the update.

Note: Do not save the update to a DVD. You 
should only use a DVD that has been supplied 
directly from RSA to update your Appliance.

2. Specify the locations (NFS or USB) where 
you will store updates.

“Configuring an Appliance for Updates” on 
page 124

3. Scan the locations for updates. “Scanning for Updates” on page 125

4. Apply updates one a time. “Applying an Update” on page 126
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To configure update settings:

1. In the Operations Console, click Maintenance > Manage Updates > Configure 
Updates.

2. Specify the locations of the updates. The Appliance always searches for updates 
on the Appliance DVD or CD drive. If you want the Appliance to search more 
locations, do at least one of the following: 

• Select Enable USB if you want the Appliance to search for updates on a USB 
flash drive that you have connected to the Appliance. (The Appliance 
auto-mounts the USB drive.) Enter the directory on the USB flash drive where 
the updates are stored.

Note: The Appliance does not scan for subdirectories within the directory. 
Make sure that you only store updates in one location.

• Select Enable NFS if you want the Appliance to search for updates on an 
NFS server. Enter an IP address or hostname and then enter the full path to 
where the updates are stored, for example, 
/home/nfs/securid_appliance/updates.

Note: The Appliance does not scan for subdirectories within the directory. 
Make sure that you only store updates in one location.

3. Click Save.

Scanning for Updates

After you specify the locations for updates, scan these locations so that the Appliance 
can locate the updates. Always scan for updates right before you apply an update so 
that the Appliance applies the most recent updates.

Important: If you restart the Operations Console or the Appliance, you need to rescan 
for updates.
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To scan for updates:

1. In the Operations Console, click Maintenance > Manage Updates > Scan for 
Updates.

2. Click Scan for Updates Now.
You are redirected to the Apply Updates page.

Applying an Update

Immediately before you apply an update, scan the configured locations for updates, 
and apply any updates one at a time. Scanning for updates right before you apply an 
update ensures that the most recent updates are applied. 

Apply the update with the lowest version number first, move to the next lowest 
version number, and so on. For example, apply Update 1.2 before you apply Update 
1.3. In the update list, the Appliance first displays the updates available on the DVD or 
CD drive, then the updates on the USB flash drive, and then the updates on the NFS.

If the same update is available in more than one location, the Appliance displays the 
update multiple times in the list. Select the update from one of the locations to apply 
it. After you apply the update, the Appliance removes the update from the list in all the 
locations. The Appliance does not remove the update from the actual location.

To apply an update:

1. In the Operations Console, click Maintenance > Manage Updates > Apply 
Updates.

2. Identify the update that you want to apply, and click Apply Update.
If the update requires the system to restart the Operations Console, you are 
redirected to the Operations Console Restart page to confirm that you still want to 
apply the update.
If the update does not require the system to restart the Operations Console, you are 
redirected to the Progress Monitor. On the Progress Monitor, you can track the 
installation status. If the Appliance completes the update process, the Progress 
Monitor displays a message. View the update log for details about this process. 
For more information, see the Operations Console Help topic “Download or 
Delete an Update Log.” If the Appliance cannot apply the update, the Progress 
Monitor displays an error message. 
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Rolling Back an Update

After you have applied an update, you might need to roll back (remove) the update. 
Roll back one update at a time.

Important: Do not roll back an update unless RSA Customer Support instructs you to 
do so. Rolling back an update removes the selected update (and its specified version) 
from your system and may make it unstable.

To roll back an update:

1. In the Operations Console, click Maintenance > Manage Rollback > Execute 
Rollback.

2. Identify the update that you want to roll back, and click Roll Back This Update.
If the rollback requires the system to restart the Operations Console, you are 
redirected to the Operations Console Restart page to confirm that you still want to 
roll back the update.
If the rollback does not require the system to restart the Operations Console, you 
are redirected to the Progress Monitor. On the Progress Monitor, you can track the 
rollback status. If the Appliance completes the rollback process, the Progress 
Monitor displays a message. View the rollback log for details about this process. 
For more information, see the Operations Console Help topic “Download or 
Delete a Rollback Log.” If the Appliance cannot roll back the update, the Progress 
Monitor displays an error message.
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12 Appliance Logging and SNMP

• Appliance Logging

• Configuring Appliance Log Settings

• Viewing Appliance and Operating System Logs

• Appliance SNMP

• Configuring Appliance SNMP

• Configuring Appliance Syslog

• Configuring Local Files

• Configuring Local Files

• Additional Concepts and Tasks

Appliance Logging

RSA SecurID Appliance 3.0, which includes RSA Authentication Manager 7.1, 
maintains logs of events specific to the Appliance. You can use these logs to monitor 
the Appliance and maintain an audit trail of operations performed using the RSA 
Operations Console and the Appliance operating system.

The Appliance maintains the following logs:

• Appliance log. Contains messages for features that are only available in the 
Appliance version of Authentication Manager, such as SNMP hardware 
monitoring, update and rollback of the Appliance, and backup and restore of 
the Appliance. 

You can download this log in the Operations Console. For more information, 
see “Viewing Appliance and Operating System Logs” on page 133.

• Operating system logs. Contains messages about the underlying Appliance 
operating system, such as disks, the BIOS, and memory usage and 
performance. 

You can download the messages log (located in /var/log/) in the Operations 
Console. For more information, see “Viewing Appliance and Operating 
System Logs” on page 133. To access other operating system logs, you must 
log on to the operating system using SSH, and locate the desired log files. For 
more information, see “Logging On to the Appliance for Troubleshooting and 
Advanced Administration” on page 109.
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Note: These logs do not duplicate the messages contained in the Authentication 
Manager logs. Authentication Manager events that are not specific to the Appliance 
are still written to the Authentication Manager logs. For more information, see the 
RSA Authentication Manager 7.1 Administrator’s Guide. For a direct link to this 
guide, see “Additional Concepts and Tasks” on page 141.

Log Files Backup

The Appliance and operating system logs are not included in the backup functionality, 
so you must manually back up the log files. Follow your organization's backup and 
archival policies to determine how often to back up the log files.

Log Rotation Policy

To simplify log data management, the Appliance uses a log rotation policy that creates 
multiple files for the Appliance log. You can specify the log rotation policy for the 
Appliance log. For more information, see “Configuring Appliance Log Settings” on 
page 131. The operating system specifies the log rotation policy for the operating 
system logs.

The Appliance log starts with one file, cap.log. After the initial file reaches its 
specified limit (for example, file size or number of days), the Appliance renames the 
initial file cap.log.1 and starts writing new data to a new file called cap.log.

After the second file reaches its specified limit, the Appliance renames the initial file 
to cap.log.2, renames the second file to cap.log.1, and then starts writing new data to a 
new file called cap.log. Cap.log always contains the most recent log messages.

After the Appliance creates the maximum number of log files, it archives the older log 
files. For example, you specify 5 as the maximum number of files. After cap.log 
reaches the specified limit and the Appliance has already created cap.log.1, cap.log.2, 
cap.log.3. cap.log.4, and cap.log.5, the Appliance renames and compresses cap.log.5 
to cap.log.1.tar.gz. The next archived log file is named cap.log.2.tar.gz and so on. 
Each tar.gz file consists of only one log file.

The Appliance stores all archived log files on the local hard disk. The log files are 
stored in the /var/log/CAP directory. If you need to remove some of these files 
because of space limitations, be sure to follow your organization’s backup and 
archival policies. To remove these files, use SSH to access the operating system and 
then the log files. For more information, see “Logging On to the Appliance for 
Troubleshooting and Advanced Administration” on page 109.

Appliance Log Configuration

You can also configure the severity level and checksum (a value used to determine 
data integrity) validation for the Appliance log. For more information, see the 
Operations Console Help topic “Configure Appliance Log Settings.” You cannot 
configure these settings for the operating system logs because the settings are 
determined by the operating system.
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The following table lists the severity levels available for the Appliance log.

Configuring Appliance Log Settings

You can configure the settings of the Appliance log. You might configure the settings 
to specify the level of messages that you want recorded in the logs or to specify the log 
rotation policy. 

Note: The operating system determines the settings of the Appliance operating system 
logs.

You configure the settings for Authentication Manager logs in the Security Console 
under Setup > Instances. For more information, see the Security Console Help topic 
“Configure Logging.” 

Severity Level Description

Emergency Captures only log messages of the highest priority, which indicate 
the Appliance-only functionality is unusable.

Alert Captures all emergency messages and other messages that require 
immediate attention.

Critical Captures all emergency and alert messages and other messages of 
a critical condition, such as a hard device error.

Error (default) Captures all emergency, alert, and critical messages and other 
error conditions that must be addressed, but may not necessarily 
cause the Appliance to crash.

Warning Captures all emergency, alert, critical, and error messages and 
messages for minor problems that occur when the Appliance is 
running.

Notice Captures all emergency, alert, critical, error, and warning 
messages and messages for significant events in the normal life 
cycle of the Appliance.

Information Captures all emergency, alert, critical, error, warning, and notice 
messages and messages associated with minor and frequently 
occurring but otherwise normal events.

Debug Captures information used for troubleshooting, such as values for 
parameters, and for generating a code dump.

Trace Captures information used for troubleshooting, such as the enter 
and exit time of traced functions.
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To configure Appliance log settings:

1. In the Operations Console, click Administration > Log Management > 
Configure Log Files.

2. Select the severity level for the Appliance log.
Each level records all levels above it. For example, if you select Error, the log 
contains Error, Critical, Alert, and Emergency messages. For more information 
about each level, see “Appliance Logging” on page 129. 

3. Select Use Checksum for Accuracy if you want the system to generate a 
checksum (a value used to determine data integrity) after it writes each message to 
the Appliance log. 
Before the system writes a new message to the Appliance log, it validates the 
checksum to confirm that the log has not changed. You might not want to select 
this if the checksum process significantly slows system performance.

4. To select how the system rotates the log files, do one of the following: 

• Select Maximum file size to rotate the log file by size. Enter the maximum 
file size.
After the first log file (cap.log) reaches the specified size, the Appliance 
renames that file to cap.log.1 and starts writing to a new file called cap.log.

• Select Rotate every to rotate the log file by number of days. Enter the number 
of days.
After the Appliance writes to the first log file (cap.log) for the specified 
number of days, the system renames that file to cap.log.1 and starts writing to 
a new file called cap.log.

5. In the Maximum Number of Files field, specify the maximum number of files 
that the system keeps before it archives older log files. The maximum number of 
files does not include the active log file, cap.log. 
To archive older log files, the Appliance renames and compresses the files. For 
example, it changes cap.log.5 to cap.log.1.tar.gz.

6. Click Save. 
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Viewing Appliance and Operating System Logs

You can download the Appliance log and operating system messages log to view with 
your own log-viewing software or to archive.

To view the other operating system logs, use SSH to access the operating system and 
then the log files. For more information, see “Logging On to the Appliance for 
Troubleshooting and Advanced Administration” on page 109.

To view the Appliance and operating system log files:

1. In the Operations Console, click Administration > Log Management > 
Download Log Files.

2. Click either the Appliance Logs or Operating System Logs tab.

3. Click the log file that you want to download.

4. From the Context menu, click Download.

Appliance SNMP

If you use a Network Management System (NMS) and have Simple Network 
Management Protocol (SNMP) running on your network, you can configure the 
Appliance to send Appliance hardware-specific information, such as fan failure and 
temperature sensors, to the NMS. You can also configure the Appliance so that the 
NMS can request information from the Appliance.

Information that you configure the Appliance to send automatically is called a trap. 
Information that you configure the NMS to request from the Appliance is called a get. 
A get is composed of aggregate or real-time data, but a trap is an individual piece of 
data. 

For example, assume that you have the Appliance configured to send notifications 
whenever the temperature probe has detected a warning value. If there are five 
instances of this happening, five trap messages are sent. If an administrator does a get 
on temperature, he or she receives the current temperature of the Appliance. For more 
information about available Appliance traps and gets, see the RSA SecurID Appliance 
3.0 SNMP Reference Guide.

The Appliance SNMP agent does not duplicate the functionality available in the 
Authentication Manager SNMP agent. If you want to use SNMP to monitor the 
Authentication Manager system, you must configure the Authentication Manager 
SNMP agent. For more information about Authentication Manager, see the 
RSA Authentication Manager 7.1 Administrator’s Guide and the RSA Authentication 
Manager 7.1 Performance and Scalability Guide (only available on RSA SecurCare 
Online).

However, you can download the Authentication Manager Management Information 
Base (MIB) files, along with the Appliance MIB file, through the Operations Console. 
For more information, see “Configuring Local Files” on page 137. 

By default, the Appliance SNMP uses port 161 for gets and port 162 for traps. The 
Appliance SNMP uses different ports than the Authentication Manager SNMP.
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Configuring Appliance SNMP

To configure Appliance SNMP:

1. In the Operations Console, click Administration > SNMP > Configure 
Appliance SNMP.

2. Select Network Management to enable the Appliance SNMP agent.

3. In the SNMP Adapter Port field, enter the SNMP adapter port number.
The default port number is 161.

4. In the SNMP Community String field, enter the SNMP community string. This 
is the password to access the SNMP adapter.

5. In the Access Control List, in the IP Address or Hostname or Subnet field, 
enter either the IP address, hostname, or subnet of the machines that you want to 
allow to access the SNMP agent, and click Add. When you finish, click Update. 
If you do not enter any information, all of the machines on the network can access 
the agent.

6. In SNMP Trap Receivers, in the IP Address or Hostname field, enter the IP 
address or hostname and port numbers of the machines that receive SNMP trap 
notifications, and click Add. When you finish, click Update.
The default port number is 162.

7. In the System Log Trap Level field, select the level of trapping that you want: 
None, Error, Warning, or Success. 
The Appliance can send the traps that meet the specified severity level. Each level 
records all levels above it. For example, if you select Success, the log contains 
Error, Warning, and Success messages. For a list of available traps and the 
corresponding levels, see the RSA SecurID Appliance 3.0 SNMP Reference Guide. 
For a direct link, see “Additional Concepts and Tasks” on page 141.

8. Click Save.
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Downloading Files

In order for the machines that you specify in “Configuring Appliance SNMP” on 
page 134 to request Authentication Manager and Appliance hardware data, you must 
copy the Authentication Manager and Appliance MIB files onto those machines, and 
load them in a MIB browser.

In the Operations Console, you can download a .zip file that contains the 
Authentication Manager and Appliance MIBs, to the necessary machines on your 
network.

To download the MIB files:

1. In the Operations Console, click Administration > SNMP > Download MIB 
Files.

2. Click Download, and browse to the machine where you want to download the 
file.

Configuring Appliance Syslog

To collect log messages to maintain an audit trail of all logon requests and operations 
performed using the RSA Security Console, you can configure the Appliance to send 
log messages to a local Syslog server.

Configure Syslog for an Appliance Environment

This section describes how to configure RSA Authentication Manager to send log 
messages to a local Syslog server in an Appliance environment.

Before You Begin

The default port is 514/UDP for sending and receiving log messages.

Important: The following procedure assumes knowledge of the Linux operating 
system. Do not attempt this procedure without the necessary knowledge.

To configure Syslog in an Appliance environment, perform these steps on the primary 
and replica instances.

To configure Syslog in an Appliance environment:

1. Log on to the primary instance host, and change users to rsaadmin.

2. Change directories to RSA_AM_HOME/utils/resources/.

3. Configure Authentication Manager to send log messages to a local or remote 
Syslog server. Using a text editor, open the 
RSA_AM_HOME/utils/resources/ims.properties file for editing.
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4. Replace the following values shown in italics. Replace false with true to enable 
logging. Replace host_name with the Syslog server name. The Syslog server 
name can be a local or remote hostname or IP address.

ims.logging.audit.admin.syslog_host = host_name

ims.logging.audit.admin.syslog_layout = 

%d, %X{clientIP}, %c, %p, %m%n

ims.logging.audit.admin.syslog_facility = 8

ims.logging.audit.admin.use_os_logger = false

ims.logging.audit.runtime.syslog_host = host_name

ims.logging.audit.runtime.syslog_layout = 

%d, %X{clientIP},%c, %p, %m%n

ims.logging.audit.runtime.syslog_facility = 8

ims.logging.audit.runtime.use_os_logger = false

ims.logging.system.syslog_host = host_name

ims.logging.system.syslog_layout =

%d, %X{clientIP},%c, %p, %m%n

ims.logging.system.syslog_facility = 8

ims.logging.system.use_os_logger = false

5. Save ims.properties, and close the editor.

6. Repeat steps 1 to 5 on all replica instances.

To configure the Syslog server to write log messages to a file from RSA 
Authentication Manager:

1. Log on to the Syslog server host, and open the /etc/syslog.conf file for editing.

2. At the bottom of the file, add the following text:

# RSA Authentication Manager 7.1 log
user.* /var/log/rsa.log

3. Save the file, and close the editor.

To configure the syslog daemon to receive logs from user processes:

1. Open the /etc/sysconfig/syslog file for editing.

2. Locate SYSLOGD_OPTIONS and add the “-r” option, as follows:

SYSLOGD_OPTIONS=”-m 0 -r”

3. Save the file, and close the editor.

4. Restart the Syslog daemon using the following command:

/etc/init.d/syslog restart
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To configure the logging levels:

1. On the primary instance, log on to the RSA Security Console.

2. Click Setup > Instances.

3. Select the name of the instance where you want to configure event logging.

4. From the context menu, click Logging.

5. Specify the logging levels. For information on each log level, see the Security 
Console Help topic “Configure Logging.”

6. To ensure that all log messages are written to the system log, make sure the option 
Send system messages to OS system log is selected.

7. Click Save.

Configuring Local Files

To collect log messages to maintain an audit trail of all logon requests and operations 
performed using the RSA Security Console, you can configure RSA Authentication 
Manager to send log messages to a local file. 

Configure the Appliance to Send Log Messages to a Local File

This section describes how to configure Authentication Manager to send log messages 
to a local file.

Before You Begin

Local log files are kept in the following locations:

• Admin: RSA_AM_HOME/server/logs/imsAdminAudit.log

• Runtime: RSA_AM_HOME/server/logs/imsRuntimeAudit.log

• System: RSA_AM_HOME/server/logs/imsSystem.log

These locations cannot be changed.

Use the Manage Data Store utility, store, to configure Authentication Manager to send 
log messages to a local file. 

In general, to make the change for all instances (primary and replicas), type:

./rsautil store -a config_all name value

where:

• name is the entry to be changed

• value is the value to be set

and press ENTER.
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In general, to make the change for only one instance (primary, for example), type:

./rsautil store -a config name value instance_name

where:

• name is the entry to be changed

• value is the value to be set

• instance_name is the name of the instance

To obtain the instance name, log on to the Security Console, and click Setup > 
Instances.

Important: The following procedure assumes knowledge of the Linux operating 
system. Do not attempt this procedure without the necessary knowledge.

To configure all instances in your deployment to send log messages to a local 
file:

1. Log on to the primary instance host, and change users to rsaadmin.

2. Change directories to RSA_AM_HOME/utils. Type one of the following 
commands, and press ENTER:
For the Admin log:

./rsautil store -a config_all 
ims.logging.audit.admin.datastore database,file

For the Runtime log:

./rsautil store -a config_all 
ims.logging.audit.runtime.datastore database,file

For the System log:

./rsautil store -a config_all 
ims.logging.system.datastore database,file

3. When prompted, enter the master password, and press ENTER.

To configure one instance to send log messages to a local file:

1. Log on to the primary instance host, and change users to rsaadmin.

2. Change directories to RSA_AM_HOME/utils. Type one of the following 
commands, and press ENTER:
For the Admin log:

./rsautil store -a config 
ims.logging.audit.admin.datastore database,file 
instance_name

where instance_name is the name of the primary instance or replica instance.
138 12: Appliance Logging and SNMP



RSA SecurID Appliance 3.0 Owner’s Guide
For the Runtime log:

./rsautil store -a config 
ims.logging.audit.runtime.datastore database,file 
instance_name

where instance_name is the name of the primary instance or replica instance.

For the System log:

./rsautil store -a config ims.logging.system.datastore 
database,file instance_name

where instance_name is the name of the primary instance or replica instance.

3. When prompted, enter the master password, and press ENTER.

Set the Maximum Number of Local Log Files 

You can use the Manage Data Store utility, store, to determine how many local log 
files are saved. After the maximum is reached, the oldest files are automatically 
deleted as new log files are saved. You change the maximum backup file index to set 
this limit. The default is 100 files.

Important: The following procedure assumes knowledge of the Linux operating 
system. Do not attempt this procedure without the necessary knowledge.

To set the maximum number of local log files:

1. Log on to the primary instance host, and change users to rsaadmin.

2. Change directories to RSA_AM_HOME/utils. Type one of the following 
commands, and press ENTER:
For the Admin log:

./rsautil store -a config 
ims.logging.audit.admin.file.max_backup_index n 
instance_name

where:

• n is the maximum number of local log files

• instance_name is the name of the primary instance or replica instance
For the Runtime log:

./rsautil store -a config 
ims.logging.audit.runtime.file.max_backup_index n 
instance_name

where:

• n is the maximum number of local log files

• instance_name is the name of the primary instance or replica instance
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For the System log:

./rsautil store -a config 
ims.logging.system.file.max_backup_index n instance_name

where:

• n is the maximum number of local log files

• instance_name is the name of the primary instance or replica instance

If you want to change the setting for all of the instances, use the config_all option 
instead of config and omit the instance_name. For example, to change the setting for 
System log to 5 log files for all instances, type the following:

./rsautil store -a config_all 
ims.logging.system.file.rotation_size 5

Set the Maximum Size of Each Local Log file

The default size of a local log file is 10 MB.

Important: The following procedure assumes knowledge of the Linux operating 
system. Do not attempt this procedure without the necessary knowledge.

To change the maximum file size:

1. Log on to the primary instance host, and change users to rsaadmin.

2. Change directories to RSA_AM_HOME/utils. Type one of the following 
commands, and press ENTER:
For the Admin log:

rsautil store -a config 
ims.logging.audit.admin.file.rotation_size n 
instance_name

where:

• n is the maximum size in MB of the local log files

• instance_name is the instance name.
For the Runtime log:

./rsautil store -a config 
ims.logging.audit.runtime.file.rotation_size n 
instance_name

where:

• n is the maximum size in MB of the local log files

• instance_name is the instance name
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For the System log:

./rsautil store -a config 
ims.logging.system.file.rotation_size n instance_name

where:

• n is the maximum size in MB of the local log files

• instance_name is the instance name

If you want to change the setting for all of the instances, use the config_all option 
instead of config and omit the instance_name. For example, to change the setting for 
System log to 5 MB for all instances, you type the following:

./rsautil store -a config_all 
ims.logging.system.file.rotation_size 5

Additional Concepts and Tasks

The previous sections describe how to use the logging and SNMP functionality in the 
Appliance. This section explains where to find additional information on logging, 
SNMP, and reporting tasks.

Concept or Task See (Each link opens a separate window.)

Important: If the links do not work, you must put your RSA SecurID Appliance documentation set and your 
RSA Authentication Manager documentation set into the same directory. For more information, see “Links in 
the “Additional Tasks” and “Additional Concepts” Sections” on page 13.

Review available Appliance SNMP traps 
and gets

RSA SecurID Appliance 3.0 SNMP Reference Guide

Understand Authentication Manager 
logging and reporting (including SNMP)

Chapter 9, “Logging and Reporting” in the 
RSA Authentication Manager 7.1 Administrator’s Guide

View Authentication Manager log 
messages in real time

Security Console Help topic “Use the Activity Monitors to 
Troubleshoot Problems”

Configure Authentication Manager to run 
reports automatically

Security Console Help topic “Schedule Recurring Report Jobs”
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13System Maintenance and Disaster Recovery

• Backing Up the Appliance Primary Internal Database

• Restoring the Database from a Backup

• Restoring the System Directly to the Appliance Primary

• Restoring the System from a Backup File to a Promoted Appliance Replica

• Detecting a Failed Appliance Primary or Appliance Replica

• Promoting an Appliance Replica to the Appliance Primary Overview

• Promoting an Appliance Replica to the Appliance Primary

• Reattaching Appliance Replicas to the New Appliance Primary

• Attaching the Demoted Appliance Primary as an Appliance Replica

• Turning a Promoted Appliance Replica into a Standalone Appliance Primary

• Configuring RADIUS After Promoting an Appliance Replica

• Reconfiguring CT-KIP After Promoting a Replica

• Restoring System Defaults on the Appliance

• Additional Tasks

Backing Up the Appliance Primary Internal Database

You back up your Appliance primary internal database in order to restore lost data, to 
replace the Appliance primary during disaster recovery, or as part of a planned 
Appliance replica promotion. Use the RSA Operations Console to back up a 
standalone Appliance primary or an Appliance primary in a replicated environment. 
The Authentication Manager database can service requests during the backup. 
However, backup operations affect general system performance, so back up your 
database during off-peak periods. 

The backup file contains the following data:

• RSA Authentication Manager internal database, including configuration, policy, 
users, and groups

• RSA RADIUS server data and configuration data

• Appliance-only data and configuration, such as update and rollback logs, SNMP 
settings, and bootloader settings

• Keys and passwords used to access internal services, such as the Authentication 
Manager database

• Authentication Manager database log files: Administrative Audit, Runtime Audit, 
and System
13: System Maintenance and Disaster Recovery 143



RSA SecurID Appliance 3.0 Owner’s Guide
The backup does not include the Appliance and operating system log files. You must 
manually back up these log files. For information on backing up the Appliance and 
operating system log files, see “Viewing Appliance and Operating System Logs” on 
page 127.

You can choose to store the backup files on the Appliance or on a remote NFS 
(Network File Server). 

Important: The backup operation does not encrypt a backup file, which contains 
sensitive information. To encrypt a backup file, use a third-party encryption 
application. Before you save the backup file to a NFS, confirm that you have secured 
the NFS and the network on which it resides.

Note: If you have a standalone Appliance primary, RSA RADIUS is unavailable 
during the backup.

The Operations Console has two backup options:

• Back Up Now

• Schedule Backups

Back Up Now 

Use this option to make an immediate backup of the Appliance primary before 
performing any action that might require a recovery from data loss or system 
malfunction, for example:

• Immediately after completing migration or Quick Setup

• Before and after applying an update

• Before and after adding or deleting an Appliance replica

• Before and after adding or deleting an identity source

For more information, see the Operations Console Help topic “Back Up Now.”

Before you back up the Appliance primary using Back Up Now, you must specify the 
maximum number of backups the system stores as well as where the backup files are 
stored. By default, the Appliance saves the backup files to the local hard disk in the 
/var/cap/backups directory. You can also choose to store the backup files on a remote 
network file server (NFS). For more information, see the Operations Console Help 
topic “Configure Backup and Restore Settings.”

Do not move, rename, or delete the backup files. After the Appliance makes the 
specified maximum number of backup files, it deletes the oldest backup file when a 
new one is saved. 

Use the most recent backup file to restore your Appliance primary database. For more 
information, see the Operations Console Help topic “Restore System from Backup 
File.”

If you have multiple deployments of RSA SecurID Appliance (for example, an 
environment with a standalone Appliance primary and another environment with an 
Appliance primary and one or more Appliance replicas), save the backup files from 
each deployment in separate directories on the NFS or on separate servers. 
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Schedule Backups

Schedule regular backups of your database to ensure that you always have a current 
backup file when you want to restore lost data or promote an Appliance replica to an 
Appliance primary. Use the most recent backup file to restore your Appliance primary 
database.

For more information about specifying a backup schedule, see the Operations Console 
Help topic “Schedule Backups.”

Before you back up the Appliance primary using Schedule Backups, you must specify 
the maximum number of backups the system stores as well as where the backup files 
are stored. For more information, see the Operations Console Help topic “Configure 
Backup and Restore Settings.”

When deciding how often to schedule database backups, consider these issues:

• How much data can you afford to lose in the event of a crash? Although 
configuration and policy data might change infrequently, consider that new log 
data is added regularly. To minimize data loss for data that changes frequently, 
schedule frequent backups. 

• The Authentication Manager database can service requests during the backup. 
However, backup operations affect general system performance, so schedule your 
backups during off-peak periods. 

Important: If you promote an Appliance replica to an Appliance primary, you must 
configure the backup and restore settings on the new Appliance primary. A scheduled 
backup will not take place until you specify the number of backups to save and the 
location of the backup files.

Restoring the Database from a Backup

You can use a backup file to restore your Appliance primary in a disaster recovery 
situation or as part of a planned replica promotion. For example, if you have 
inadvertently deleted data from the Appliance primary and that mistake has been 
propagated to the Appliance replicas, you can restore the database to recover the lost 
data.

Note: Before restoring the database from a backup, you must first install any updates 
on the Appliance primary, and then one at a time on each Appliance replica.

During a restore operation:

• All of the backup data is copied to the Appliance primary or to an Appliance 
replica that will become the primary. 

• No other processes can connect to the database because the Authentication 
Manager Service is stopped. 
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• The backup data overwrites all existing data in the tables.

• The encrypted system data is restored.

Important: When you restore the database, you must use the same master password as 
was used to create the backup. This is true even if the master password was changed 
after the backup. 

Choosing a Method to Restore the Database

You can restore the database from a backup using one of these methods: 

• Restore the database directly to the existing Appliance primary.
This method applies to deployments with or without Appliance replicas, and 
requires the authentication service to be down during the time it takes to restore 
the database.

• Promote an Appliance replica to be the new Appliance primary, and restore the 
data to this new Appliance primary.
This method applies to deployments with two or more Appliance replicas, and 
requires a reconfiguration of the layout of your deployment. This method allows 
users to authenticate while you are restoring the database.

If you are facing a disaster recovery scenario, consider the following questions before 
deciding which method you want to use to restore your system:

• Why do you need to perform a system restore?

• Does your deployment have Appliance replicas?

• Is it more important to you to maintain authentication for the duration of the 
restore, or to maintain the network layout of your deployment? For instance, do 
you want to maintain the Appliance primary in the same geographic location?

The answers to these questions will assist you in determining the best method to use to 
restore your system.

Why Perform a Restore

There are two reasons that you may need to restore your Appliance primary:

Data loss. In this case, you may have inadvertently deleted data, and the change is 
propagated to all of your Appliance replicas. 

Hardware failure. In this case, the Appliance primary has failed, and the 
database has been lost. You must restore the backup to an existing Appliance 
replica that you promote to the Appliance primary.

Does Your Deployment Have Replicas

Deploying one or more Appliance replicas gives you the option of choosing either of 
the restore methods, as long as you have not experienced a hardware failure on your 
Appliance primary. In this case, the main consideration may simply be whether you 
want to maintain authentication or the physical deployment of your Appliances.
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Do You Want to Maintain Authentication or the Physical Deployment

If you choose to restore directly to the existing Appliance primary, your system cannot 
authenticate any users for the duration of the time it takes to restore. If you choose to 
promote an Appliance replica, your system can authenticate users. However, the 
physical location of the promoted primary may not be the same as the failed primary.

To maintain authentication, you must have two or more Appliance replicas, and use 
the promotion method of restoring your system. If you have only one replica, you can 
still use the promotion method, but you will not maintain authentication while 
restoring the system.

The following table lists the options available to you when considering a system 
restore.

Important: You cannot restore the system with a backup file from a different type of 
deployment (for example, you cannot restore a standalone primary with a backup file 
from an Appliance primary in a replicated environment). If you attempt to do this, you 
must reset the Appliance to its factory state. For more information, see “Restoring 
System Defaults on the Appliance” on page 165.

Deployment Type
Use When There Is Data 
Loss

Use When There Is 
Hardware Failure

Standalone Appliance 
primary

Restoring the System 
Directly to the Appliance 
Primary

Install a new Appliance 
primary

Appliance primary with

one Appliance replica

Restoring the System 
Directly to the Appliance 
Primary

or

Restoring the System from a 
Backup File to a Promoted 
Appliance Replica

Restoring the System from a 
Backup File to a Promoted 
Appliance Replica

Appliance primary with

one or more Appliance 
replicas

Restoring the System 
Directly to the Appliance 
Primary

or

Restoring the System from a 
Backup File to a Promoted 
Appliance Replica

In this case, restoring through 
promotion allows you to 
maintain authentication

Restoring the System from a 
Backup File to a Promoted 
Appliance Replica

In this case, restoring 
through promotion allows 
you to maintain 
authentication
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Restoring the System Directly to the Appliance Primary

Use this method when your deployment has Appliance replicas that are connected to 
the Appliance primary through a wide area network (WAN) and are physically distant 
from the Appliance primary. 

To restore the system directly to the Appliance primary, you must:

1. Delete the Appliance replicas in your deployment.

2. Restore the data to your Appliance primary from a backup file. During this 
process, no authentication or administration can take place.

3. Attach the Appliance replicas to your Appliance primary.

On the Operations Console Restore from Backup page, you select the backup file that 
you want to use for the restore operation. 

To delete the Appliance replicas in your deployment:

Delete all of the Appliance replicas from your deployment. In the Operations Console, 
click Deployment Configuration > Instances > Manage Existing, and click Delete 
Replicas to select the replicas you want to delete. For more information, see the 
Operations Console Help topic “Delete Replica Instances.”

Note: Appliance replicas can be easily attached after being deleted.

To restore the data to your Appliance primary from the backup file:

1. In the Appliance primary Operations Console, click Maintenance > Backups > 
Restore from Backup.

2. Refer to the Created On date to determine which backup file to use.

Note: The backup filename consists of the following components:

am-version-machine ID number-backup-timestamp.tgz

where:

• version is the version of the Appliance on which the backup file was created.

• machine ID number is the UUID of the Appliance on which the backup file 
was created.

• timestamp is the creation date and time of the backup file.

The timestamp date indicates which backup file is the most recent.

Click the backup file that you want to restore. From the Context menu, click 
Restore.
You are redirected to a second Restore from Backup page. Review the Backup 
Source field. The system uses a backup file created on the Appliance primary. If 
you are on an Appliance replica, the system uses a backup file created on the 
Appliance primary in this deployment.
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3. On the second Restore from Backup page, enter the master password in the Master 
Password field.

4. On the second Restore from Backup page, select the type of restore that you want 
to perform:

• Database and log files. Restores your Authentication Manager database, 
which contains Appliance-only data and configuration, and your 
Authentication Manager database log files.

• Log files only. Restores only your Authentication Manager database log files. 
You might select this option if the audit log files are accidentally lost or 
damaged.

• Database only. Restores only your Authentication Manager database, which 
contains the Appliance-only data and configuration.

5. Click Restore.

6. After your data is restored, run the finalize-radius-restore command:

a. Open an SSH connection to the Appliance.

b. Log on as emcsrv using the operating system password specified during 
Quick Setup.

c. Change users to root. Type:

sudo su -

and press ENTER.

d. When you are prompted for a password, enter the operating system password 
specified during Quick Setup.

e. Change directories to RSA_AM_HOME/config. Type:

/usr/local/RSASecurity/RSAAuthenticationManager/config

and press ENTER.

f. Run the finalize-radius-restore command. Type:

./configUtil.sh configure radius 
finalize-radius-restore

and press ENTER.
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To attach the Appliance replicas in your deployment:

1. Generate a replica package using the Appliance primary Operations Console. For 
more information, see the Operations Console Help topic “Generate a Replica 
Package.”

2. On the chosen Appliance replica Operations Console, use the attach process to 
attach the replica to the Appliance primary. For more information, see the 
Operations Console Help topic “Attach a Replica Instance.” 
When the Appliance replica is successfully attached, all services on the replica are 
restarted.

3. Repeat steps 1 to 2 on each remaining Appliance replica.

Important: You must generate a new replica package for each Appliance 
replica.

Restoring the System from a Backup File to a Promoted Appliance 
Replica

Use this method when your deployment has Appliance replicas that are connected to 
the Appliance primary through a local area network (LAN) and are physically close to 
the Appliance primary. If you have more than one Appliance replica in your 
deployment, authentication will continue during this process.

To restore the system to a promoted Appliance replica, you must:

1. Restore the data to an Appliance replica from a backup file.with a backup file 
created on the Appliance primary.

2. Promote the restored Appliance replica to become the Appliance primary.

3. Reattach the remaining Appliance replicas to the new Appliance primary.

Note: This procedure assumes that the Appliance primary internal database has been 
backed up and that the backup files are available to the Appliance replica.

To restore the data to an Appliance replica with a backup file created on the 
Appliance primary:

1. Select the Appliance replica that will be the new Appliance primary. 

2. On the chosen Appliance replica Operations Console, click Maintenance > 
Backups > Restore from Backup.
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3. Refer to the Created On date to determine which backup file to use.

Note: The backup filename consists of the following components:

am-version-machine ID number-backup-timestamp.tgz

where:

• version is the version of the Appliance on which the backup file was created.

• machine ID number is the Universal Unique Identifier (UUID) of the 
Appliance on which the backup file was created.

• timestamp is the creation date and time of the backup file.

The timestamp date indicates which backup file is the most recent.

Click the backup file that you want to restore. From the Context menu, click 
Restore.
You are redirected to a second Restore from Backup page. Review the Backup 
Source field. The system uses a backup file created on the Appliance primary in 
this deployment.

4. On the Restore from Backup page, enter the master password in the Master 
Password field.

5. On the second Restore from Backup page, select the type of restore that you want 
to perform:

• Database and log files. Restores your Authentication Manager database, 
which contains Appliance-only data and configuration, and your 
Authentication Manager database log files.

• Log files only. Restores only your Authentication Manager database log files. 
You might select this option if the audit log files are accidentally lost or 
damaged.

• Database only. Restores only your Authentication Manager database, which 
contains Appliance-only data and configuration.

6. Click Restore.

To promote the restored Appliance replica to become the Appliance primary:

1. On the restored Appliance replica Operations Console, promote the restored 
Appliance replica to the Appliance primary.
For more information, see “Promoting an Appliance Replica to the Appliance 
Primary” on page 157.

2. On the new Appliance primary, run the finalize-radius-restore command:

a. Open an SSH connection to the new Appliance primary.

b. Log on as emcsrv using the operating system password specified during 
Quick Setup.

c. When you are prompted for a password, enter the operating system password 
specified during Quick Setup.
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d. Change user to root. Type:

sudo su -

and press ENTER.

e. When you are prompted for a password, enter the operating system password 
specified during Quick Setup.

f. Change directories to RSA_AM_HOME/config. Type:

/usr/local/RSASecurity/RSAAuthenticationManager/config

and press ENTER.

g. Run the finalize-radius-restore command. Type:

./configUtil.sh configure radius 
finalize-radius-restore

and press ENTER.

3. On the new Appliance primary and each Appliance replica, use the Manage 
Secrets utility to reset the location of RADIUS:

a. Open an SSH connection to the new Appliance primary.

Note: Open an SSH connection to each Appliance replica to reset the location 
of RADIUS.

b. Log on as emcsrv using the operating system password specified during 
Quick Setup.

c. When you are prompted for a password, enter the operating system password 
specified during Quick Setup.

d. Change users to rsaadmin. Type:

sudo su rsaadmin

and press ENTER.

e. When you are prompted for a password, enter the operating system password 
specified during Quick Setup.

f. Change directories to RSA_AM_HOME/utils. Type:

cd /usr/local/RSASecurity/RSAAuthenticationManager/

radiusoc/utils
and press ENTER.

g. Use the Manage Secrets utility to reset the location of RADIUS. Type:

./rsautil manage-secrets -a set 
com.rsa.radius.oc.cert.cn.1 cn

where cn is the fully qualified hostname of the new Appliance primary.
and press ENTER.

h. Repeat steps a to g on each Appliance replica.
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To reattach the remaining Appliance replicas to the new Appliance primary:

Use the Operations Console to reattach the remaining Appliance replicas to the new 
Appliance primary. Use Automatic synchronization if the Appliance replica is 
connected to a local area network (LAN). Use Manual synchronization if the 
Appliance replica is connected to a wide area network (WAN).

For more information, see “Reattaching Appliance Replicas to the New Appliance 
Primary” on page 159.

Detecting a Failed Appliance Primary or Appliance Replica

Use the Operations Console to view the replication status for each Appliance 
(instance) in the deployment and to detect failures. 

When an Appliance fails, you might also notice:

• The Appliance is not generating any logs. 

• A Help Desk resolution does not work. For example, you might clear a user’s PIN 
but the user still cannot authenticate.

Note: The log messages indicate if the database connection between the Appliance 
primary and the Appliance replicas is disconnected, and if the replication system is 
functioning as it should. You can request a status report for additional information.

If you shut down the Appliance replica, you must wait three minutes before restarting. 
If you restart immediately and the process takes less than three minutes, you might not 
see any messages in the System Activity Monitor. However, you can run a report and 
see the events.

Use the Operations Console to generate the replication status report. For information 
and instructions, see the Operations Console Help topic “Check Replication Status.”

If an Appliance has failed, you need to find out why. See the following section, 
“Determining Why an Appliance Might Stop Responding.”
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Determining Why an Appliance Might Stop Responding

Determine why the Appliance failed so that you can take appropriate action. An 
Appliance primary or Appliance replica might fail for any of the following reasons: 

Power failure. The Appliance can be restarted when power is restored. You 
probably do not need to take further action. When the Appliance primary is 
restarted, Authentication Manager synchronizes the databases. 

Hardware failure. Contact Customer Support.

Database corruption. If runtime or Console error messages indicate that the 
database is corrupted, you can assume that all databases in the deployment are 
also corrupted. You must restore the Appliance primary database from a previous 
backup. For more information, see “Restoring the Database from a Backup” on 
page 145.

Inoperable database. A database is inoperable if it runs out of disk space, or if its 
configuration prevents Authentication Manager from accessing it. If the surviving 
Appliance replica appears to function normally, you need to promote the 
Appliance replica to an Appliance primary. For instructions, see “Promoting an 
Appliance Replica to the Appliance Primary Overview” on page 155.

Network failure. When wide area network (WAN) connectivity is lost between 
an Appliance replica and an Appliance primary, the disconnected Appliance 
replica can neither send nor receive database updates. Transactions sent to the 
Appliance replica quickly queue up, consuming valuable disk space. Consider 
removing the Appliance replica from the system. After removal, agents update 
their contact lists. You can add another Appliance replica to improve 
performance.

What To Do When an Appliance Primary Stops Responding

When deciding whether to recover the failed Appliance primary, consider these issues:

• How long do you estimate the Appliance primary will be unavailable?

• Can the problem be fixed?

• Does the surviving Appliance replica have enough disk space to handle 
transactions that will queue up while the Appliance primary is down?

At the site where the Appliance primary is located, trained and authorized personnel 
must decide whether it is worthwhile to fix the problem that caused the failure, or to 
promote an Appliance replica to take over for the failed Appliance primary. 

If you cannot recover the Appliance primary, see “Promoting an Appliance Replica to 
the Appliance Primary Overview” on page 155.
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What To Do When an Appliance Replica Stops Responding

If a failed Appliance replica cannot be recovered, remove the failed Appliance replica 
from the system, and install a new Appliance replica as soon as possible to ensure 
failover and scalability. For instructions, see Chapter 7, “Setting Up an Appliance 
Replica.”

Important: Agents route authentication requests to specific Appliance replicas based 
on information defined in an automatic contact list, manual contact list, or an 
sdconf.rec file. When you configure the agents, make sure they point to multiple 
Appliance replicas. If an agent is configured to use just one Appliance replica and that 
replica fails, transactions intended for the failed Appliance replica queue up and 
consume valuable disk space. 

Promoting an Appliance Replica to the Appliance Primary Overview

You promote an Appliance replica to an Appliance primary in one of these situations:

• To replace an Appliance primary that is not working.

• To replace a working Appliance primary with another machine.

Note: For information on promoting a RADIUS server, see “Promoting an 
RSA RADIUS Replica Server” in the RSA Authentication Manager 7.1 
Administrator’s Guide. For a direct link to this section, see “Additional Tasks” on 
page 166.

The Promotion Process

Promoting an Appliance replica changes your whole replication topology. After you 
promote an Appliance replica, the following occurs:

• The Appliance replica becomes the new Appliance primary.

• The original Appliance primary is automatically detached from all Appliance 
replicas in the deployment. You must manually reattach each replica, one by one, 
to the new Appliance primary. For instructions, see “Task 3: Reattach all 
Appliance Replicas to the New Appliance Primary” on page 145.

• All configuration data referring to the original Appliance primary is removed 
from all Appliance replicas in the deployment.

Note: During the promotion process, you cannot perform any administrative 
functions, such as adding or deleting users.

This section describes the tasks done during an Appliance replica promotion in a 
sample multisite replicated deployment containing one Appliance primary and three 
Appliance replicas.
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Task 1: Identify the Appliance Replica You Want to Promote

Identify which Appliance replica you are promoting to be the new Appliance primary. 
Consider these factors:

• How much hardware do you need for a satisfactory load and performance?

• Which Appliance replica was updated most recently?

After promotion, the new Appliance primary performs all administrative functions, 
such as accumulating all logs from the Appliance replicas. Consider this issue when 
you review the memory and disk capacity of the Appliance replica being promoted.

If you cannot recover the Appliance primary, consider promoting the Appliance 
replica that was most recently updated when the Appliance primary was available. 

To display the status of each Appliance replica:

Use the Operations Console to review the replication status report. For information 
and instructions, see the Operations Console Help topic “Check Replication Status.”

Task 2: Promote the Selected Appliance Replica

When you promote an Appliance replica to a Appliance primary, the following occurs:

• The original Appliance primary is detached from all Appliance replicas. 

• All references to the original Appliance primary, including the original 
configuration data of the Appliance primary, are removed at each Appliance 
replica.

• The selected Appliance replica is configured as the new Appliance primary. 

After you complete this step, all Appliance replicas are fully functional and capture all 
updates made locally at each Appliance. However, any updates made at either the 
Appliance replicas or the new Appliance primary are not propagated because the 
instances are not yet connected.

Note: After promotion, the new Appliance primary is configured to use the same 
identity sources that it used as an Appliance replica. Consider whether you need to 
reconfigure the new Appliance primary to use different identity sources. The identity 
sources that the Appliance replica used might offer lower capacity or performance 
than the new Appliance primary needs, because Appliance replicas do not send a large 
number of changes to an identity source. Consider using the same identity source that 
the original Appliance primary used, which may have better capacity to handle 
changes.

Task 3: Reattach all Appliance Replicas to the New Appliance Primary

In this task, you need to:

• Reattach all remaining Appliance replicas to the new Appliance primary. 

Note: An Appliance replica cannot perform any functions while you are 
reattaching it. The remaining Appliance replicas continue to function 
normally. 
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• Resynchronize data for all Appliances to ensure identical data at each Appliance.

After you complete this task: 

• The new Appliance primary is configured to receive data from the Appliance 
replica. 

• Any changes that occurred on the Appliance replica since it was detached are 
propagated to the new primary.

• The Appliance replica is reinitialized with data from the new Appliance primary, 
including the changes that the Appliance primary just received from the 
Appliance replica. You can perform this data synchronization step either 
automatically or manually. 

• The Appliance replica is configured to receive data from the Appliance primary. 

Note: If you want to add the old Appliance primary as an Appliance replica after the 
promotion, see “Attaching the Demoted Appliance Primary as an Appliance Replica” 
on page 161.

Task 4: Configuring RADIUS After Promoting an Appliance Replica

If you have RADIUS configured in your deployment, you need to change the 
RADIUS configuration after you have reattached your Appliance replicas. 

Promoting an Appliance Replica to the Appliance Primary

When you promote an Appliance replica to replace an Appliance primary, the system 
determines whether the Appliance primary is in a healthy or failed state. If the 
Appliance primary is in a healthy state, the chosen Appliance replica is promoted to 
become the Appliance primary, and the log files from the demoted Appliance primary 
are transferred into the new Appliance primary. If the Appliance primary is in a failed 
state, the chosen Appliance replica is promoted to become the Appliance primary, but 
the log files from the demoted Appliance primary are not transferred into the new 
Appliance primary. 

After you promote an Appliance replica to become the new Appliance primary, you 
can reattach any Appliance replicas in your deployment, and, optionally, the old 
Appliance primary as an Appliance replica.

To promote an Appliance replica to the Appliance primary:

1. Select an Appliance replica that will be the new Appliance primary. 

2. Log on to the Operations Console of the Appliance replica that you selected, and 
click Deployment Configuration > Instances > Promote to Primary.
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3. On the Promote Replica to Primary page under Primary Instance Status View, 
check to see that the Appliance primary network status is Reachable.

Note: You can still promote an Appliance replica when the Appliance 
primary network status is Unreachable, but you need to complete the 
promotion manually by transferring the logs from the demoted Appliance 
primary or from a recent backup after the promotion is complete. For more 
information, see “Importing Logs from the Old Appliance Primary” on page 
169.

Under the Replica Instance(s) Status View, check to see that the Appliance 
replica network status is Reachable and the replication status is Complete.

Note: If the replication status is Needs Action for an Appliance replica, click 
Deployment Configuration > Instances > Status Report. 

On the Replication Status Report page, do one of the following:

• If the Appliance replica status is Needs Action, click Resume Replication.

• If the Appliance replica status is Blocked or Unreachable, determine the 
cause and, if possible, make any necessary repairs.

If you click, Resume Replication, it may take some time for replication to 
catch up. Once the Data Transfer Status for the Appliance replica is 
Complete, click Deployment Configuration > Instances > Promote to 
Primary to return to the Promote Replica to Primary page. If you are unable 
to resolve the problem, you can continue with the promotion process, but you 
will need to restore the Appliance replica after the promotion process is 
complete. For more information, see “Reattaching a Problem Appliance 
Replica to the New Appliance Primary” on page 170.

Click Next.

4. On the Promote Replica Confirmation page, review the warnings and 
recommendations. If you are sure that you want to continue with the promotion, 
under Confirmation, select Yes, promote the replica, and click Promote.

5. On the Promote Replica to Primary page under Replica Promotion Status, the 
promotion progress displays. For detailed information about the promotion 
process, click Advanced Status View. When all of the promotion tasks are 
completed, click Next.

6. The Promotion Summary page displays Successfully promoted replica instance. 
If the promotion process completes with errors, you are given information about 
completing the process manually. Complete all of the required tasks to fix these 
errors. When you are finished, click Done.

Note: If you are logged on to the demoted Appliance primary Operations 
Console after an Appliance replica promotion, you must log off and log back 
on for the changes to take effect.
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Reattaching Appliance Replicas to the New Appliance Primary

You use the Operations Console to reattach Appliance replicas to the new Appliance 
primary after the promotion process is complete. The reattachment process 
synchronizes the data between the Appliance primary and any Appliance replicas. 

Note: If you have an Appliance replica whose network status is Unreachable or whose 
replication status is not complete before you promote your chosen Appliance replica 
to become the new Appliance primary, it becomes a problem Appliance replica after 
promotion is complete. Reattaching a problem Appliance replica requires a special 
procedure. For more information, see “Reattaching a Problem Appliance Replica to 
the New Appliance Primary”on page 170.

Synchronizing Data Between the Appliance Replica and the Appliance 
Primary

When you reattach an Appliance replica, the Appliance replica database server must 
be synchronized with the Appliance primary database server. Synchronization ensures 
that both instances contain the same data. You can perform data synchronization 
automatically or manually. Use automatic synchronization if your network is able to 
reliably transfer all of the data, otherwise use manual synchronization.

Automatic synchronization. This method accomplishes data synchronization by 
establishing the network connection between the two instances and transferring 
over the network a schema file containing a snapshot of data in the Appliance 
primary database. You can perform this task using the Operations Console or the 
Manage Replication utility. 

Note: You should not use automatic synchronization if you have a large 
database or if you are reattaching an Appliance replica over a wide area 
network (WAN).

Manual synchronization. This method accomplishes data synchronization by 
having you manually generate a schema file containing a snapshot of data in the 
Appliance primary database, and copying this file to the tablespace directory of 
the Appliance replica. You can perform this task using the Operations Console or 
the Manage Replication utility.

Important: Each time you use the manual synchronization method, you must generate 
a new replication data file. Do not use the same replication data file for multiple 
Appliance replicas. Each new Appliance replica copies instance-specific data to the 
Appliance primary at the time of attachment. Using a previously used schema data file 
causes errors in replication. For more information, see “Reattach an Appliance 
Replica Using Manual Synchronization” on page 160.
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Reattach an Appliance Replica Using Automatic Synchronization

To reattach an Appliance replica using automatic synchronization:

1. Log on to the new Appliance primary Operations Console, and reattach an 
Appliance replica:

a. In the Operations Console, click Deployment Configuration > Instances > 
Manage Existing.

b. On the Manage Instance Replication page, click Attach Replicas.

c. Select the Appliance replica you want to attach.

d. Click Select.

e. Select Attach with Automatic Synchronization.

2. At the end of the attach process, click Done to return to the Manage Existing 
Instances page.

3. Repeat steps 1 and 2 for each Appliance replica. 

4. On the Appliance primary Operations Console, check the Manage Existing 
Instances page to see that replication between the Appliance primary and all the 
Appliance replicas is current.

5. Rebalance the Authentication Manager contact list.

a. In the Security Console, click Access > Authentication Agents > 
Authentication Manager Contact List > Automatic Rebalance.

b. On the Automatically Rebalance All Contact Lists page, click Rebalance.

Reattach an Appliance Replica Using Manual Synchronization

To reattach an Appliance replica using manual synchronization:

1. Log on to the new Appliance primary Operations Console, and reattach an 
Appliance replica:

a. In the Operations Console, click Deployment Configuration > Instances > 
Manage Existing.

b. On the Manage Instance Replication page, click Attach Replicas.

c. Select the Appliance replica you want to attach.

d. Click Select.

e. Select Attach with Manual Synchronization.

f. Click Attach to generate the replication data file.
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g. Use a third-party utility such as WinSCP to manually transfer the replication 
package file (.dmp) from the Appliance primary to the Appliance replica. 
Transfer the file from the Appliance primary to your Windows machine, and 
then transfer the file to the Appliance replica tablespace directory in 
/usr/local/RSASecurity/RSAAuthentication 
Manager/db/oradata/database_name where database_name is the name of 
the directory containing the database files, for example, abdmfys6. 

Important: Make sure that the replication data file is copied as belonging to 
the Super Admin who ran the Appliance replica Quick Setup.

h. In the Appliance primary Operations Console, click Deployment 
Configuration > Instances > Manage Existing.

i. Click Complete the Manual Attach Process.

j. Select the Appliance replica where you want to finish doing the manual 
attach.

k. Click Select.

l. Select Yes, the Replication Package file is copied to the replica instance.

m. Click Complete Attach.

2. At the end of the manual attach process, click Done to return to the Manage 
Existing Instances page.

3. Repeat steps 1 and 2 for each Appliance replica.

4. In the Appliance primary Operations Console, check the Manage Existing 
Instances page to see that replication between the Appliance primary and all the 
Appliance replicas is current.

5. Rebalance the Authentication Manager contact list.

a. In the Security Console, click Access > Authentication Agents > 
Authentication Manager Contact List > Automatic Rebalance.

b. On the Automatically Rebalance All Contact Lists page, click Rebalance.

Attaching the Demoted Appliance Primary as an Appliance Replica

After you demote an Appliance primary because of network connectivity or other 
problems, you can attach the demoted Appliance primary to the new Appliance 
primary after the problems are corrected, making the demoted Appliance primary an 
Appliance replica.

To ensure that the following procedure works successfully:

• You must perform this procedure on the demoted primary instance.

• You must attach all other replica instances before you can attach the demoted 
primary instance.

• You must be a Super Admin. If you have not already provided your RSA Security 
Console credentials, you will be prompted to provide them during the procedure.
13: System Maintenance and Disaster Recovery 161



RSA SecurID Appliance 3.0 Owner’s Guide
To attach the demoted Appliance primary as an Appliance replica:

1. Log on to the demoted Appliance primary Operations Console, and click 
Deployment Configuration > Instances > Attach Demoted Instance.

2. On the Attach Demoted Instance to Replication System page under New Primary 
Instance, enter the fully qualified domain name of the new Appliance primary, 
and click Continue.

3. If the Clean Instance Confirmation page opens, select Yes, clean this instance, 
and click Clean.

4. The Progress Monitor page displays the progress of the cleaning process.When 
the process is completed, click Done. 

5. On the Attach Demoted Instance to Replication System page, click Continue. 

6. The Progress Monitor page displays the progress of the attach process. When the 
process is completed, click Done.

Turning a Promoted Appliance Replica into a Standalone Appliance 
Primary

If your deployment consists of an Appliance primary that is not working and a single 
Appliance replica, and you do not plan to attach the demoted Appliance primary after 
promoting the Appliance replica, you must use the Setup Replication utility, 
setup-replication, after you promote your Appliance replica in order to turn the 
promoted Appliance replica into a standalone Appliance primary.

To turn a promoted Appliance replica into a standalone Appliance primary:

1. Open an SSH connection to the Appliance replica.

2. Log on as emcsrv using the operating system password specified during Quick 
Setup.

3. Change users to rsaadmin. Type:

sudo su rsaadmin

and press ENTER.

4. When prompted for a password, enter the operating system password specified 
during Quick Setup.

5. Change directories to RSA_AM_HOME/utils. Type:

cd /usr/local/RSASecurity/RSAAuthenticationManager/utils

and press ENTER.

6. Run setup-replication to remove the old primary site from the replication system. 
Type:

./rsautil setup-replication -a remove-primary

and press ENTER.
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7. When prompted for a password, enter the operating system password specified 
during Quick Setup.

8. Run setup-replication to set up the new primary site. Type:

./rsautil setup-replication -a set-primary

and press ENTER.

9. When prompted for a password, enter the operating system password specified 
during Quick Setup.

Configuring RADIUS After Promoting an Appliance Replica

If you have RADIUS configured in your deployment, you must configure RADIUS to 
work with the new Appliance primary.

Setting the Location of the New Appliance Primary

If you have RADIUS configured in your deployment, you need to set the location of 
the new Appliance primary after you have reattached your Appliance replicas.

To set the location of the new Appliance primary:

1. Use the Manage Secrets utility to set the location of the new Appliance primary 
for RADIUS:

a. Log on to the Appliance primary operating system using your SSH client, 
with the User ID, emcsrv, and the operating system password specified during 
Quick Setup.

b. Change users to rsaadmin. Type:

sudo su rsaadmin

and press ENTER.

c. When you are presented with a password prompt, use the operating system 
password specified during Quick Setup.

d. Change directories. Type:

cd /usr/local/RSASecurity/
RSAAuthenticationManager/radiusoc/utils

and press ENTER.

e. Type:

./rsautil manage-secrets -a set 
com.rsa.radius.oc.cert.cn.1 current_machine_hostname

where current_machine_hostname is the fully qualified hostname of the 
current machine,
and press ENTER.

f. When you are presented with a password prompt, use the operating system 
password specified during Quick Setup.
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g. Type:

./rsautil manage-secrets -a set 
com.rsa.radius.oc.cert.cn.2 new_primary_hostname

where new_primary_hostname is the fully qualified hostname of the new 
Appliance primary, 
and press ENTER.

h. When you are presented with a password prompt, use the operating system 
password specified during Quick Setup.

i. Repeat steps a to h for each Appliance in your deployment that has RADIUS 
configured.

2. In the Appliance primary Security Console, click RADIUS > RADIUS Servers. 
On the RADIUS Servers page, click Force Replication to All.

Promoting the RADIUS Replica Server to the RADIUS Primary Server

RSA recommends that you promote the RADIUS replica server on the new Appliance 
primary to the RADIUS primary server so that the RADIUS primary server is hosted 
on the same machine as the Appliance primary.

To promote the RADIUS replica server to the RADIUS primary server:

1. In the new Appliance primary Operations Console, click Deployment 
Configuration > RADIUS > Manage Existing.

2. Select the RADIUS replica server on the new Appliance primary, and click 
Manage RADIUS Server from the Context menu. 

3. On the Manage RADIUS Server page, click Promote. (Make sure that the server 
is running. If it is not running, start it. The Promote option is only available if the 
replica server is running.)
After promotion is complete, the former RADIUS replica server becomes the 
RADIUS primary server. (The Promote option demotes the former RADIUS 
primary server automatically.)

Reconfiguring CT-KIP After Promoting a Replica

When you configured Authentication Manager, you likely configured the following 
two URLs necessary for Remote Token-Key Generation (CT-KIP):

Token-Key Generation URL. This is the URL to invoke the CT-KIP application 
that interacts with the Authentication Manager CT-KIP server for remote key 
generation.

Service Address URL. This is the server-side address of the CT-KIP service.

After you promote an Appliance replica to an Appliance primary instance, you must 
use the Security Console to modify the token-key generation and service address 
URLs to point to the new Appliance primary. For instructions, see the Security 
Console Help topic “Configure Your RSA Authentication Manager Deployment.”
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Restoring System Defaults on the Appliance

You can restore the Appliance to the state when it was first shipped out of the factory. 
When you do this, you delete all Authentication Manager and Appliance-only 
configuration and data. Therefore, you should only use this feature if instructed by 
RSA Customer Support.

To restore system defaults on the Appliance:

1. Attach a monitor and keyboard to the Appliance.

2. At the physical machine, restart the Appliance by pressing CTRL+ALT+DEL.

3. Using the down arrow key, immediately select Factory Reset from the boot 
menu.
If you do not select Factory Reset within 5-10 seconds, the Appliance starts. If this 
happens, start over with step 2.

4. When you are prompted to confirm that you want to reset the Appliance, type:

yes

and press ENTER.
After the Appliance completes the reset, it shuts down and restarts. The Appliance 
displays the logon prompt.

Note: Immediately after the logon prompt is displayed, the Console displays 
inventory errors, such as “The OpenIPMI driver is currently loaded, that 
prevent you from accessing the logon prompt. Press ENTER to access the 
logon prompt. Ignore the error messages, and continue with step 5.

5. Log on to the Appliance, and complete Quick Setup. For more information, see 
“Performing Quick Setup on the Appliance Primary” on page 38 and “Performing 
Quick Setup on an Appliance Replica” on page 78.
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Additional Tasks

The previous sections describe how to manage disaster recovery on the Appliance. 
This following table describes where to find information on additional disaster 
recovery tasks.

Task See (Each link opens a separate window.)

Important: If the links do not work, you must put your RSA SecurID Appliance documentation set and your 
RSA Authentication Manager documentation set into the same directory. For more information, see “Links in 
the “Additional Tasks” and “Additional Concepts” Sections” on page 13.

Automate backups “Automated Backups” in the RSA Authentication Manager 7.1 
Administrator’s Guide

Learn more about the Manage Backups 
utility

“Manage Backups Utility” in the RSA Authentication Manager 7.1 
Administrator’s Guide

Other disaster recovery tasks, such as 
removing a replica, restoring a Super 
Admin, or reconfiguring CT-KIP after 
promoting a replica on page 158

Chapter 10, “Disaster Recovery” in the RSA Authentication 
Manager 7.1 Administrator’s Guide
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A Troubleshooting

• Common Problems and Resolutions

• Importing Logs from the Old Appliance Primary

• Reattaching a Problem Appliance Replica to the New Appliance Primary

• Additional Tasks

Common Problems and Resolutions

The following table lists common RSA SecurID Appliance problems, their possible 
causes, and the corresponding resolutions. The topics are broken down into these 
categories:

• “Changing the IP address on an Appliance” on page 167

• “Replication” on page 168

• “The Appliance is unresponsive” on page 169

Note: The table includes problems associated with Appliance-only functionality. For 
Authentication Manager troubleshooting, see the appendix “Troubleshooting” in the 
RSA Authentication Manager 7.1 Administrator’s Guide. For a direct link to this 
guide, see “Additional Tasks” on page 171.

Problem Possible Cause Resolution

Changing the IP address on an Appliance

You tried to change the IP address 
on an Appliance primary or 
Appliance replica, but it did not 
work.

You closed the Operations Console 
browser before the process 
completed.

Repeat the procedure. For more 
information, see “Changing the 
Appliance IP Address” on page 86.

After you click Save, keep the 
browser open for several minutes to 
allow the process to complete.
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Replication

Authentication Manager and 
RADIUS replication is not 
working.

You changed the IP address on the 
Appliance primary.

You changed the IP address on an 
Appliance replica.

1. On the Appliance replica, update 
the IP address of the Appliance 
primary.

For more information, see 
“Update the Appliance Primary 
IP Address on an Appliance 
Replica” on page 87. 

2. On the Appliance replica, restart 
the Authentication Manager 
services. 

For more information, see 
“Starting and Stopping 
RSA Authentication Manager 
7.1 Services” on page 116.

3. On the Appliance primary, log on 
to the Security Console, and 
re-enable the Appliance replica 
for RADIUS replication.

Clear the Enable for 
Replication checkbox, save the 
change, select the same field, and 
save the change again.

4. On the Appliance primary, force 
replication to all RADIUS 
servers.

1. On the Appliance primary, restart 
the Authentication Manager 
services.

For more information, see 
“Starting and Stopping 
RSA Authentication Manager 
7.1 Services” on page 116.

2. On the Appliance primary, log on 
to the Security Console, and 
re-enable the Appliance replica 
that changed for RADIUS 
replication. 

Clear the Enable for 
Replication checkbox, save the 
change, select the same field, and 
save the change again.

3. On the Appliance primary, force 
replication to all RADIUS 
servers.

Problem Possible Cause Resolution
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Importing Logs from the Old Appliance Primary

The final task in promoting an Appliance replica to become the Appliance primary is 
importing the logs from the demoted Appliance primary to the new Appliance 
primary. If the Operations Console fails to complete this task, you need to complete 
this process manually using the following procedure. Importing the logs from the old 
Appliance primary does not interrupt any of the services that the Appliance primary is 
performing. Authentications and system administration can continue during this 
process.

Note: If the old Appliance primary is unavailable to make a backup file, you can use 
your most recent backup file. Any log information recorded since your most recent 
backup file was made cannot be recovered.

To import the logs from the old Appliance primary:

1. Make a backup file of the old Appliance primary. If the old Appliance primary is 
unavailable, you can use the most recent backup file. For more information, see 
“Backing Up the Appliance Primary Internal Database” on page 143.

2. Transfer the demoted Appliance primary backup file, either the one you made in 
step 1 or your most recent backup file, using a third-party utility such as WinSCP. 
Transfer the backup file from the current location to a directory on your Windows 
machine, and then transfer the backup file to a directory on the new Appliance 
primary. 

The Appliance is unresponsive

The Appliance does not respond to 
authentication requests.

Unknown problem with the 
Appliance services.

Reboot the Appliance that is 
unresponsive.

1. On the Appliance that you want 
to reboot, launch and log on to 
the RSA Operations Console.

2. Click Maintenance > Reboot 
Appliance.

3. On the Reboot Appliance 
Confirmation page, select Yes, 
reboot the appliance, and click 
Reboot.

4. On the Reboot Appliance 
Progress page, wait until the 
reboot process is complete.

5. When the Operations Console 
logon page displays, log on to the 
Operations Console.

Problem Possible Cause Resolution
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3. On the new Appliance primary, log on to the operating system using your SSH 
client, with the User ID, emcsrv, and the operating system password created 
during Quick Setup.

4. Change users. Type:

sudo su rsaadmin

and press ENTER.

5. Change directories Type: 

cd /usr/local/RSASecurity/RSAAuthenticationManager/utils

and press ENTER.

6. Import the logs from the old Appliance primary. Type:

./rsautil manage-backups -a import -A
-f absolute_path_filename

where absolute_path_filename is the absolute path and name of the old primary 
backup file that you transferred in step 2.

Note: It is very important that you include -A in this command. Omitting -A 
causes your system to become unusable.

and press ENTER.

7. When prompted, enter the master password.

8. When prompted, confirm that you want to import the logs.

Reattaching a Problem Appliance Replica to the New Appliance 
Primary

If you have an Appliance replica whose network status is Unreachable or whose 
replication status is not complete before you promote your chosen Appliance replica, 
it becomes a problem Appliance replica after promotion is complete. 

You can reattach any normal Appliance replicas in your deployment to the new 
Appliance primary using the RSA Operations Console. If you have a problem 
Appliance replica, you need to perform one of the following procedures to reattach it 
to the new Appliance primary.

To reattach an Appliance replica whose network status is Unreachable:

1. In the new Appliance primary Operations Console, delete the Appliance replica.

2. Perform a Factory Reset on the deleted Appliance replica. 
For more information, see “Restoring System Defaults on the Appliance” on page 
165.

3. Set up a new Appliance replica using Quick Setup and the replica package file 
created on the new Appliance primary. For more information, see “Setting Up an 
Appliance Replica” on page 75.
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4. Attach the new Appliance replica to the new Appliance primary.
For more information, see “Attaching the Appliance Replica to the Appliance 
Primary” on page 80.

To reattach an Appliance replica whose replication status is not complete:

1. Reattach the Appliance replica following one of the procedures described in 
“Reattaching Appliance Replicas to the New Appliance Primary” on page 159. If 
you cannot reattach the Appliance replica, continue with step 2.

2. In the new Appliance primary Operations Console, delete the Appliance replica. 

3. Perform a Factory Reset on the deleted Appliance replica. 
For more information, see “Restoring System Defaults on the Appliance” on page 
165.

4. Set up a new Appliance replica using Quick Setup and the replica package file 
created on the new Appliance primary. For more information, see “Setting Up an 
Appliance Replica” on page 75.

5. Attach the new Appliance replica to the new Appliance primary.
For more information, see “Attaching the Appliance Replica to the Appliance 
Primary” on page 80.

Additional Tasks

The previous sections describe how to troubleshoot the Appliance. This section 
explains where to find information on Authentication Manager troubleshooting tasks.

Task See (Each link opens a separate window.)

Important: If the links do not work, you must put your RSA SecurID Appliance documentation set and your 
RSA Authentication Manager documentation set into the same directory. For more information, see “Links in 
the “Additional Tasks” and “Additional Concepts” Sections” on page 13.

Authentication Manager troubleshooting 
information

Appendix G, “Troubleshooting” in RSA Authentication Manager 
7.1 Administrator’s Guide
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B Installing the RSA Authentication Manager 
MMC Extension

• MMC Extension Overview

• System Requirements and Prerequisite

• Installation Process

• Post-Installation

MMC Extension Overview

The RSA Authentication Manager 7.1 MMC Extension extends the Microsoft Active 
Directory Users and Computers Management (ADUC) snap-in. It extends the context 
menus, property pages, control bars, and toolbars to provide a convenient way for 
Windows Active Directory users to perform RSA SecurID token management. For 
more information on the administrative actions enabled by this extension, see the 
Administrator's Guide.

System Requirements and Prerequisite

Install the RSA Authentication Manager 7.1 MMC Extension only on the following 
platforms:

• Windows XP Professional SP1 or later, with Windows Server 2003 
Administration Tools Pack and Internet Explorer 6.0 or later installed

• Windows Server 2003 SP1 or later (if Active Directory is not available, install 
Windows Server 2003 Administration Tools Pack), with Internet Explorer 6.0 or 
later installed

Note: The RSA Authentication Manager 7.1 MMC Extension does not work with 
Active Directory 2008.

The following prerequisite must be met for installation of the MMC Extension.

The administrator running the installation for the MMC Extension setup program must 
have the appropriate administrative permissions to perform an installation. The 
appropriate level of permissions, for example, domain level, depends on your 
Windows network configuration. At a minimum, the installer must be a domain 
administrator and a local machine administrator.
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Installation Process

Choose one of these installation processes depending on whether you want to 
administer locally on the Active Directory host or remotely from a Windows station:

• “Installing the MMC Extension for Local Access”

• “Installing the MMC Extension for Remote Access”

Installing the MMC Extension for Local Access

Use this installation process if you want to perform Authentication Manager 
administration through the MMC Extension directly on the host where Active 
Directory is installed.

To install the MMC Extension on the Active Directory host:

1. Locate the installer at one of the following locations:

• For RSA Authentication Manager 7.1 SP2, access the installation files, and 
change directories to client\mmc\.

• For RSA SecurID Appliance 3.0, access the Extras CD, and change 
directories to utils\.

2. Run rsammc.exe.

3. Respond to the prompts for Welcome, Select Region, and License Agreement.

4. When prompted for Destination Location, either accept the default location or 
enter an alternative location.

5. For Authentication Manager server settings, enter your values for:

• Authentication Manager server hostname

• Authentication Manager server port number

• RSA Security Console URL

Note: Replace the Security Console fully qualified name and port number 
with your actual values, but do not change console-am. 

6. Review the Pre-installation screen, and click Next to continue.

7. Click Finish.

Installing the MMC Extension for Remote Access

To use the MMC Extension remotely from Windows XP or a Windows Server 2003 
without Active Directory installed, make sure that you meet these additional 
requirements before installing on the remote host:

• Windows Server 2003, with Active Directory installed, can be accessed from the 
Windows XP machine, and the Windows XP machine is part of the domain 
defined by the Windows Server 2003 machine.
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• The administrator uses a domain user account to log on to the Windows XP 
machine.

• The administrator using the Windows Server 2003 administration pack to 
remotely administer the Active Directory is granted appropriate administrative 
permissions. The appropriate level of permissions (for example, domain level) 
depends on your Windows network configuration.

Note: Remote administration mode is not available on Windows x64. You must install 
MMC in local admin mode on 64-bit computers, and use remote Desktop or the 
Windows Management Instrumentation Command-line (WMIC).

Windows Server 2003 Administration Tools Pack

The Windows Server 2003 Administration Tools Pack installs a set of server 
administration tools onto a Windows XP Professional or Windows Server 2003 
machine. This allows administrators to remotely manage Windows 2000 as well as 
Windows Server 2003.

The tools contained in the file are officially part of the Windows Server 2003 product, 
and the Administration Tools Pack installs them onto your Windows XP Professional 
or Windows Server 2003 machine. Download the Administration Tools Pack for your 
specific operating system and service pack from the Microsoft web site.

To install the MMC Extension on the Active Directory host:

1. Install the Administration Tools Pack, and restart the machine if necessary.

2. Locate the installer at one of the following locations:

• For RSA Authentication Manager 7.1 SP2, access the installation files, and 
change directories to client\mmc\.

• For RSA SecurID Appliance 3.0, access the Extras CD, and change 
directories to utils\.

3. Run rsammc.exe.

4. Respond to the prompts for Welcome, Select Region, and License Agreement.

5. When prompted for Destination Location, either accept the default location or 
enter an alternative location.

6. For Authentication Manager server settings, enter your values for:

• Authentication Manager server hostname

• Authentication Manager server port number

• Security Console URL

Note: Replace the Security Console fully qualified name and port number 
with your actual values, but do not change console-am. 

7. Review the Pre-installation screen, and click Next to continue.

8. Click Finish.
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Post-Installation

After a successful installation, configure your Internet Explorer security settings and 
start the ADUC before administering Authentication Manager through the MMC 
Extension.

Also, make sure that:

• Authentication Manager is installed and running. 

• Active Directory is configured and registered as an identity source. 
See Chapter 9, “Integrating an LDAP Directory.”

• The Windows user for the MMC Extension is a valid Active Directory 
administrator and a valid Authentication Manager administrative user. For more 
information on administrator and administrative permissions, see the 
Administrator’s Guide.

Configuring Internet Explorer Security Settings

Add the Security Console to your list of trusted sites, and make sure that your security 
settings comply with the following requirements.

To add the Security Console deployment to your Internet Explorer list of trusted 
sites:

1. Open Internet Explorer on the machine hosting the MMC Extension.

2. Click Control Panel > Internet Options > Security > Local Intranet > Sites > 
Advanced, and enter the URL for your Security Console, for example:
https://amserver.mydomain.com:7004/console-am.

3. Click OK or Apply to save the changes. 

To configure Internet Explorer security settings:

1. In Internet Explorer, select Tools > Internet Options > Security.

2. Click Custom Level.

3. At the bottom of the Security Settings window, in Reset custom settings, select 
Medium from the drop-down menu, and click Reset.

4. In the Settings window, select enable for these two settings:

• Download signed ActiveX controls

• Launching programs and files in an IFRAME

5. Click OK > OK.

6. Close the browser, and open a new browser window for the Security Console.
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Starting the Active Directory User and Computer Management Console

To use the MMC Extension for Authentication Manager administration, you must 
start the Active Directory User and Computer Management Console. Do one of the 
following:

• Click Control Panel > Administrative Tools > Active Directory Users and 
Computers.

• From a command prompt, run dsa.msc.
B: Installing the RSA Authentication Manager MMC Extension 177





RSA SecurID Appliance 3.0 Owner’s Guide 
C Sample Deployment Scenarios

This appendix describes sample deployment scenarios for 
RSA SecurID Appliance 3.0. These are fictitious representative companies that show 
examples of Appliance deployments.

• Acronyms Used in These Scenarios

• Summary of Scenario Elements

• Scenario 1: Using an RSA SecurID Appliance Base Server License for Secure 
Internal, Remote, and Wireless Access for a Single-Site Business

• Scenario 2: Using an RSA SecurID Appliance Enterprise Server License for 
Secure Internal, Remote, and Wireless Access for a Large International Enterprise

• Additional Concepts

Acronyms Used in These Scenarios

OWA. Outlook Web Access is a webmail service of Microsoft Exchange Server, used 
to access e-mail, calendars, contacts, tasks, and other mailbox contents.

PAM. Authentication Agent for PAM (pluggable authentication module) enables 
RSA SecurID authentication features to function at specific, common entry points of 
the user logon process on several UNIX operating systems.

RADIUS. Remote Authentication Dial-In User Service is an authentication, 
authorization, and accounting protocol for network access. 

VPN. A Virtual Private Network is a private communications network used to 
communicate over a public network.

DMZ. The Demilitarized Zone is the part of a network between an organization’s 
internal and external networks. The DMZ typically contains resources accessible to 
users outside the organization’s network, such as proxy servers.
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Summary of Scenario Elements

The following table lists the common elements in the two scenarios and the specifics 
of those common elements.

Element Scenario 1 Scenario 2

License type Base Server License:

• Supports 1 Appliance primary 
and 1 Appliance replica. 

• Preconfigured with support for 
10, 25, 100, 150, or 250 users.

Enterprise Server License, 
including support for 
RSA Credential Manager:

• Supports 1 Appliance primary 
and up to 14 Appliance 
replicas in each realm, in up to 
6 realms.

Note:  RSA SecurID Appliance 3.0 requires the use of an Appliance-specific license. The 
standard RSA Authentication Manager software license is not supported on the Appliance.

Number of 
employees

100 50,000

Primary servers 1 Appliance primary server 3 Appliance primary servers

Replica servers 1 Appliance replica server 5 Appliance replica servers

Note: RSA SecurID Appliance 3.0 is a plug-and-play solution that does not support server 
nodes.

Realms (used as 
top-level security 
domains)

1 3

Lower-level security 
domains

None 9 (New York - Finance, Sales, 
HR; London - Finance, Sales, 
HR; Tokyo - Sales, HR, 
Engineering)

Geographic 
locations

1 3 (New York, London, Tokyo)

Number of 
administrators

2 12

Number of IT 
support staff

0 150

Primary hardware 
platform

RSA SecurID Appliance 130 RSA SecurID Appliance 250 (3 
total, 1 in each geographic 
location)
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Replica hardware 
platform

RSA SecurID Appliance 130 London has one replica:

• RSA SecurID Appliance 250 
(for failover and to improve 
performance by assisting with 
authentication)

New York has two replicas:

• RSA SecurID Appliance 250 
(for failover and performance)

• RSA SecurID Appliance 130 
(for performance)

Tokyo has two replicas:

• RSA SecurID Appliance 250 
(for failover and performance)

• RSA SecurID Appliance 130 
(for performance)

Identity source

(user and user group 
data)

Authentication Manager internal 
database (read/write access)

Sun Java System Directory 
Server (read-only access)

Microsoft Active Directory 
(read-only access)

Authentication 
method for external 
users

RSA SecurID RSA SecurID

Policies Default Default

Custom

Credential Manager 
features

Self-Service (included with the 
Base Server license)

Token provisioning (requires a 
separately purchased RSA 
Credential Manager provisioning 
license that is added on top of the 
Base Server license)

Self-service

Token provisioning

Element Scenario 1 Scenario 2
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Scenario 1: Using an RSA SecurID Appliance Base Server License 
for Secure Internal, Remote, and Wireless Access for a Single-Site 
Business

Caruso and Smith, Attorneys at Law (a single office location with 100 
employees)

Caruso and Smith, Attorneys at Law, is a small private law firm, with 100 employees, 
all of whom require remote access to the network. As a private company, they have no 
specific Sarbanes-Oxley compliance requirements. However, for legal liability 
reasons, they need to maintain records of all business and network transactions.

The firm has a small, Windows-based network managed by two full-time IT 
administrators. The network includes a Windows domain controller inside the 
corporate firewall, a variety of file and print servers, and a client database. It also 
includes wireless access points connected to a RADIUS server. In the DMZ, the 
network includes a VPN server and a proxy server. The firm currently uses password 
authentication for all network access inside the corporate firewall, for wireless access, 
and remotely through a VPN. 

The following figure shows the initial network topology for a small, single-site 
organization.
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Business Needs

Caruso and Smith’s business needs are:

• Secure remote and wireless access. For partners, associates, and certain other 
employees, enable secure remote and wireless access to sensitive and confidential 
client files.

• Secure internal access. Enable secure onsite access to sensitive confidential files 
and research materials for management, researchers, and certain other employees.

• Auditing and non-repudiation. For legal and compliance reasons, the firm needs 
an audit trail and non-repudiation by persons accessing these files (meaning 
whoever accesses these files cannot claim that it was someone else).

• Low cost deployment and maintenance, without specialized staffing 
requirements. The firm requires basic features for implementing strong security, 
without a high total cost of ownership. The firm has two IT administrators and no 
additional IT support staff, so the solution cannot require IT staff with a 
specialized background in security and strong authentication.

How RSA Products Are Deployed to Satisfy the Business Needs

Physical Deployment

Caruso and Smith purchased RSA SecurID Appliance 3.0 with a Base server license. 

Caruso and Smith could have purchased and installed RSA Authentication Manager 
on its own, but with RSA SecurID Appliance, all of the required software is 
preinstalled on an Appliance. Configuration on an Appliance is easy with the 
web-based Appliance Quick Setup wizard.

In the future, the Appliance will save time and money by providing a common 
approach to upgrading and patching both the RSA Authentication Manager and the 
underlying operating system. The IT administrators can perform all of the necessary 
maintenance and administrative tasks through the Appliance web user interface (UI).

Because the Base Server license supports up to two Appliances (one primary and one 
replica), Caruso and Smith set up an Appliance primary (for authentication) and an 
Appliance replica (for improved performance and failover) behind the corporate 
firewall. Although a single RSA SecurID Appliance could handle the administration 
and authentication of the users in this deployment, Caruso and Smith decided to set up 
both an Appliance primary and an Appliance replica for the following reasons:

• Automatic data replication. To safeguard data in the Authentication Manager 
internal database, because Authentication Manager replication ensures that each 
internal database contains the most up-to-date data.

• Continuous authentication. To provide continuous authentication in the event 
that an Appliance stops responding.
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• Administrative access in the event of a failure. To provide a method of 
recovering administrative capabilities in the event that the Appliance primary 
stops responding.

• Better performance. To improve performance by distributing authentication over 
two servers.

Note: Two Appliances are the minimum recommended RSA SecurID Appliance 
installation.

RSA RADIUS primary and replica servers are used on the two Appliances. 
RSA RADIUS replaces the current RADIUS server, while providing redundancy and 
continuous access to RADIUS. 

To reduce hardware costs, the firm selected the RSA SecurID Appliance 130. The 
RSA SecurID Appliance 130 is designed for the small-to-medium business market, 
and it has been tested with up to a thousand authentication users and a small number 
of concurrent administrative sessions. The RSA SecurID Appliance 130 is an 
appropriate choice because Caruso and Smith have 100 RSA SecurID users and two 
IT Administrators with no additional IT support staff. 

RSA SecurID Appliance 130 does not include the redundant, hot-swappable power 
supplies and disk arrays that are provided by the high performance 
RSA SecurID Appliance 250, but because the firm is setting up two low-cost 
Appliances, they are achieving redundancy and continuous authentication. 

The firm uses the Authentication Manager internal database as the sole identity 
source. Administrators manually assigned and distributed 100 RSA SecurID tokens to 
the employees who require remote access.

The following figure shows the Appliance deployment for a small, single-site 
organization.
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Secure Remote and Wireless Access

For secure remote and wireless access, the firm used their existing VPN server, which 
is certified with RSA SecurID and includes a built-in 5.x custom agent. Remote access 
is now protected by two-factor authentication. Users who log on through the VPN, or 
who use wireless or dial-in access, now enter a SecurID passcode before they are 
allowed to access the firm’s network.

The following figure shows the components supporting secure remote and wireless 
access for a small, single-site organization.

Secure Internal Access

To secure internal access to the corporate network with two-factor authentication, 
Caruso and Smith deployed the SecurID for Windows Local Authentication Client 
(LAC) on all internal desktop and laptop machines. All internal users now enter a 
SecurID passcode before they can access their desktop machine.

To strengthen internal wireless access and better track the consumption of network 
resources by certain remote users, the company is using the RSA RADIUS software 
that is automatically configured during Appliance Quick Setup.

To secure internal wireless access, the company deployed EAP/RADIUS-enabled 
wireless access points on their internal network and SecurID for Windows on all 
wireless-enabled laptops. Just like the internal wired users, wireless users must enter a 
passcode from their SecurID token before they can access their laptop.
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The following figure shows the components supporting secure internal access for a 
small, single-site organization.

Auditing and Non-Repudiation

The firm’s auditing and non-repudiation requirements are met by the RSA 
Authentication Manager's robust logging and reporting capabilities.

Self-Service Features

To lighten their administrative load, Caruso and Smith use RSA Credential Manager 
(a component of Authentication Manager that is preinstalled on the Appliance) to 
enable users to troubleshoot their own problems with their assigned tokens. To enable 
self-service capabilities for remote users, the company installed a proxy server in the 
DMZ to field self-service requests and proxy to the Credential Manager server on the 
Appliance primary inside the corporate firewall. All self-service features are available 
because the firm uses the Authentication Manager internal database as their identity 
source.

Because the firm has only 100 users, RSA SecurID tokens are distributed manually by 
the two system administrators. If the firm expands, or decides to allow users to request 
their own tokens, an additional RSA Credential Manager provisioning license can be 
added to the Base Server license.
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The following figure shows the components supporting self-service features for a 
small, single-site organization.

Logical Deployment

Caruso and Smith chose a simplified logical deployment, accepting many of the 
Authentication Manager default configurations. The firm decided to use only a single 
realm, and assigned all users, administrative roles, authentication agents, tokens, and 
reports to the default top-level security domain. The relatively small user population 
and small number of administrators did not require a security domain hierarchy. 

The firm also decided to use the default system policies (password, lockout, token, 
and offline authentication). Because Caruso and Smith users have the same usage 
requirements, it was not necessary to create custom policies.

Two administrators, each with the Super Admin role, perform all of the Authentication 
Manager administrative tasks.
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Scenario 2: Using an RSA SecurID Appliance Enterprise Server 
License for Secure Internal, Remote, and Wireless Access for a 
Large International Enterprise

International Gizmo and Gadget Corporation (50,000 employees with multiple 
deployments in multiple international locations)

International Gizmo and Gadget Corporation (IGGC) is a publicly traded, large 
enterprise company with 50,000 employees, headquartered in New York, with 
divisions in London and Tokyo. Because the company is publicly traded, it must meet 
all Sarbanes-Oxley requirements and maintain detailed records of all business and 
network transactions.

IGGC is a multi-platform shop with a variety of Windows, Linux, and Solaris systems 
on their corporate network. They employ an IT staff of 162 who oversee general 
administrative tasks and operate the Help Desk. Employee data is maintained in an 
Active Directory forest, with a domain for each of the locations. London employee 
data is also maintained in a Sun Java Directory Server. Employees have local and 
remote access to the network.

IGGC maintains a wide-area network (WAN) that links together its three international 
sites. Each site maintains a local-area network (LAN) that includes Windows domain 
controllers inside the corporate firewall, each maintaining a variety of file and print 
servers. Each site includes wireless access points with WPA encryption. In the DMZ, 
each LAN also includes a VPN server, a proxy server, a CITRIX presentation server, a 
web server, a PAM-protected sever, and an OWA front end.
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The following figure shows the initial network topology for a large, multi-realm, 
multi-site organization.
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Business Needs

IGGC’s business needs are:

• Secure internal access for every employee. Enable secure onsite wired and 
wireless access for users at all three company sites to confidential proprietary 
files, intellectual property, and research materials. 

• Low cost deployment and maintenance, without specialized staffing 
requirements. IGGC wants a quick and cost-effective solution for implementing 
strong authentication. Although IGGC already has administrators with a 
background in strong authentication, the company wants less experienced IT 
personnel to deploy and maintain authentication servers in multiple locations. 
IGGC also wants to save time and money with a common approach to upgrading 
and patching both its authentication software and the underlying operating system 
on the authentication servers. By reducing the total cost of ownership, IGGC can 
devote more resources to the other challenges facing their business.

How RSA Products Are Deployed to Satisfy Business Needs

Physical Deployment

IGGC added three Appliance primarys and four Appliance replicas. To minimize the 
amount of authentication traffic on the corporate WAN, they configured three separate 
deployments, one in each geographic location where the company has a major facility. 
Each deployment has a separate Enterprise Server license, its own supply of RSA 
SecurID tokens, and its own identity sources. 

The company uses Active Directory and Sun Java System Directory Server as its 
identity sources, and has granted Authentication Manager read-only access to them. 
Administrators assigned and distributed SecurID tokens to all 50,000 employees. 
They keep an additional supply of 3,000 tokens for new users, and to replace lost or 
damaged tokens.

The deployments are configured as follows:

• London: One RSA SecurID Appliance 250 primary (for authentication), and one 
high-performance RSA SecurID Appliance 250 replica (for improved 
performance and failover) inside the corporate firewall.
The London division uses the higher performance RSA SecurID Appliance 250. 
The high-performance Appliance configuration provides the following benefits 
over the lower-cost configuration:

– The RSA SecurID Appliance 250 has been tested with up to 50,000 SecurID 
users and can support up to 10 concurrent administrative sessions. The 
RSA SecurID Appliance 130 has excellent performance, but it is designed for 
a small-to-medium business environment. The higher-performance Appliance 
can easily support all 50,000 users at IGGC and all 162 IT administrators and 
support staff.

– The RSA SecurID Appliance 250 includes a RAID 5 system for data 
protection and redundancy, and a hot-swappable power supply. The redundant 
power supplies and disk arrays can be removed, repaired, and replaced 
without restarting the Appliance. This reduces the chance that the primary 
server will become unavailable.
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The Appliance replica shares the authentication workload. By adding a replica, 
IGGC increases the number of authentications per minute, while decreasing the 
average number of seconds required for a typical authentication attempt.

Failover is also provided by the Appliance replica.

• New York: One high-performance RSA SecurID Appliance 250 primary (for 
authentication), one high-performance RSA SecurID Appliance 250 replica (for 
improved performance and failover), and one low-cost 
RSA SecurID Appliance 130 replica (for improved performance) inside the 
corporate firewall.
The New York office uses two of the higher-performance Appliances, each with a 
redundant hardware configuration. One is used as the primary server. If this 
Appliance is taken offline, the high performance Appliance replica can be 
promoted to replace the primary. The Appliance primary’s redundant disk arrays 
and hot-swappable power supply reduces the possibility that this will need to 
happen. Both servers are used for authentication.

By quickly and inexpensively adding an RSA SecurID Appliance 130 as an 
additional replica, IGGC improves performance by sharing the authentication 
workload between three Appliances. The RSA SecurID Appliance 130 usually 
acts as a primary server for a smaller deployment.

• Tokyo: One high-performance RSA SecurID Appliance 250 primary (for 
authentication), one high-performance RSA SecurID Appliance 250 replica (for 
improved performance and failover), and one low-cost RSA SecurID Appliance 
130 replica (for improved performance) inside the corporate firewall. 
The Tokyo office uses the same configuration as the New York office.

IGGC could have selected other options for deploying RSA SecurID Appliance 3.0. 
Each of these choices has advantages, but loses some of the benefits of the chosen 
configuration:

• Fewer replicas. By adding just one high-end RSA SecurID Appliance 250 replica 
in New York and one high-end RSA SecurID Appliance 250 replica in Tokyo, 
IGGC could have purchased fewer Appliances, but still provided a backup server 
for each deployment. Authentication performance would be more than adequate, 
but slower than in the existing network configuration.

• Use only one type of Appliance hardware in each deployment. By using both 
the high-performance and the low-cost configuration of the Appliance in the same 
realm, IGGC saved money on the initial cost of the hardware, however keeping 
spare parts in stock for both types is more difficult. 
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The following figure shows the Appliance deployment for a large, multi-realm, 
multi-site organization.
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Secure Remote and Wireless Access

For secure remote and wireless access, the company performed the following actions 
for each deployment:

• They used their existing VPN server, which is certified with RSA SecurID and 
includes a built-in version 5 or later custom agent. Remote access is now protected 
by two-factor authentication. Users who log on through the VPN, or who use 
wireless or dial-in access, must enter a SecurID passcode before they are allowed 
to access the firm’s network.

• They installed RSA Authentication Agents on their web server, Citrix 
Presentation Server, and Outlook Web Access (OWA) Server in the DMZ. All 
users accessing these servers must enter a SecurID passcode.

• To support users whose resource consumption must be closely tracked, the 
company deployed an EAP/RADIUS-enabled VPN server (for broadband and 
DSL users) and EAP/RADIUS-enabled network access server and modems for 
dial-in users. RADIUS users now use a VPN client to enter a SecurID passcode 
before they are allowed to access the network.

The following figure shows RSA components supporting secure remote access for a 
large, multi-realm, multi-site organization. The figure shows only the New York 
realm. Other locations are similar.
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Secure Internal Access

For secure internal access, the company performed the following actions:

• To secure internal wired and wireless access to the corporate network with 
two-factor authentication, IGGC deployed the SecurID for Windows local 
authentication client (LAC) on all internal desktop machines and laptops (wired 
and wireless). All internal users must enter a SecurID passcode before they can 
access their desktop machine.

• To strengthen internal wireless access and better track the consumption of 
network resources by certain remote users, the company is using RSA RADIUS 
on the Appliance primary and Appliance replicas. 

• To ease RADIUS Administration, RSA RADIUS is automatically configured 
during Appliance Quick Setup, and routine management operations can be 
conducted from within the Authentication Manager administration interface on 
the Appliance.

• To secure internal wireless access, the company deployed 
EAP-POTP/RADIUS-enabled wireless access points on their internal network 
and the RSA SecurID for Windows Local Authentication Client (LAC) on all 
wireless-enabled laptops. Just like the internal wired users, wireless users now 
enter a SecurID passcode before they can access their laptop.

The following figure shows RSA components supporting secure internal access for a 
large, multi-realm, multi-site organization. The figure shows only the London realm. 
Other locations are similar.
194 C: Sample Deployment Scenarios



RSA SecurID Appliance 3.0 Owner’s Guide 
Logical Deployment

IGGC set up three separate deployments, one in each geographic location where the 
company has a major facility. Each deployment uses a single realm. A mix of custom 
and default security policies (password, lockout, token, self-service, restricted access 
time, and session lifetime) is used for the top-level security domain in each realm. For 
an example of a similar logical deployment, see the RSA Authentication Manager 7.1 
Planning Guide. For a direct link, see the following section, “Additional Concepts.”

Additional Concepts

This section explains where to find additional information on related topics.

Concept See (Each link opens a separate window)

Important: If the links do not work, you must put your RSA SecurID Appliance documentation set and your 
RSA Authentication Manager documentation set into the same directory. For more information, see “Links in 
the “Additional Tasks” and “Additional Concepts” Sections” on page 13.

Example of a large, multi-realm, 
multi-site organization

“Scenario 4, Secure Internal, External, and Guest Access for a 
Large Enterprise (Multiple International Locations, Multiple 
Deployments Using Trusted Realm Authentication)” in the 
RSA Authentication Manager 7.1 Planning Guide
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Glossary

The following table includes key terms and definitions specific to RSA SecurID 
Appliance 3.0. For a comprehensive RSA Authentication Manager glossary, see the 
glossary in the RSA Authentication Manager 7.1 Administrator’s Guide.

Term Definition

agent A software application installed on a device, such as a 
domain server, web server, or desktop computer, that enables 
authentication communication with Authentication Manager 
on the network server.

Business Continuity option Authentication Manager option that allows you to 
temporarily increase the number of users allowed into your 
system and the number of users allowed to use on-demand 
authentication.

CAP The framework on which the Appliance runs.

command line utility (CLU) A utility that provides a command line user interface.

CT-KIP Cryptographic Token-Key Initialization Protocol.

deployment The arrangement of Authentication Manager instances into 
appropriate locations in a network to perform authentication.

identity source A data store containing user and user group data. The data 
store can be the internal database or an external directory 
server, such as Sun Java System Directory Server or 
Microsoft Active Directory.

instance An instance is one installation of Authentication Manager 
acting as a primary or a replica. RSA SecurID Appliance is 
an Authentication Manager instance with all components on 
one server.

Management Information Base (MIB) A type of virtual database used to manage the devices 
(switches and routers, for example) in a communication 
network. For example, SNMP uses MIB to specify the data in 
a device subsystem.

Master password Required to perform certain administrative tasks in the RSA 
Operations Console, such as generating replica package files 
and changing the IP address on the Appliance. The initial 
master password is created during Quick Setup on the 
Appliance primary.
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Network Management System (NMS) Software used to manage and administer a network. The 
NMS uses SNMP to monitor networked devices and is 
responsible for polling and receiving SNMP traps from 
agents in the network.

operating system password The password of the predefined operating system User ID, 
emcsrv. The operating system User ID and password are used 
to access the Appliance operating system for troubleshooting 
and advanced administration. The initial operating system 
password is created during Quick Setup. 

Quick Setup Software wizard used to set up an Appliance primary or an 
Appliance replica.

Remote Authentication Dial-In User Service 
(RADIUS)

A UDP-based protocol for administering and securing remote 
access to a network.

rollback Process that removes an update from an Appliance.

rPath Linux Operating system of RSA SecurID Appliance 3.0. 
Compatible with Red Hat Linux. 

RSA Operations Console An administrative user interface through which the user 
configures and sets up Authentication Manager, for example, 
adding and managing identity sources, adding and managing 
instances, and disaster recovery.

RSA Security Console An administrative user interface through which the user 
performs most of the day-to-day administrative activities.

RSA Self-Service Console A user interface through which the user requests, maintains, 
and troubleshoots tokens.

Simple Network Management Protocol 
(SNMP)

A protocol for exchanging information about networked 
devices and processes. SNMP uses MIBs to specify the 
management data, and then uses the User Datagram Protocol 
(UDP) to pass the data between SNMP management stations 
and the SNMP agents.

SNMP agent Software module that performs the network management 
functions requested by network management stations.

SNMP trap An asynchronous event that is generated by the agent to tell 
the NMS that a significant event has occurred. SNMP traps 
are designed to capture errors and reveal their locations.

Term Definition
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Super Admin An account that can perform all tasks within Authentication 
Manager. A Super Admin account is required to log on to the 
Security Console and Operations Console. The initial Super 
Admin account is created during Quick Setup on the 
Appliance primary.

Super Admin password The password for a Super Admin.

update A patch, service pack, or hot fix to install on the Appliance. 
Also the process that installs the patch, service pack, or hot 
fix on the Appliance.

Term Definition
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Index 

A
access, restricting, 72
Active Directory, 28

group membership, 100
integrating, 98–101
MMC Extension, 173
password policy, 100
starting console, 177

Active Directory Application Mode, 28
Active Directory forest

considerations, 99
identity sources, 99
integrating, 100

Active Directory Global Catalog, 
integrating Active Directory, 101

adadmreg.exe, 67
ADAM, 28
adding users, 52
administration, where to perform, 20
Administrative Consoles

configuring, 45
logging on to, 48
using, 45

administrators
authentication method for, 46
creating, 49

agent
adding, 66
adding RADIUS client, 66
alternate IP addresses, 32
authenticating users, 16
auto-registration, 67–69
communication to server, 18
creating, 64
default settings for, 68
definition, 18, 197
downloading, 64
embedded, 64
explanation of, 17
restricted, 17, 70
restricting user access with, 70
standard, 64
unrestricted, 17, 70
web, 64

agent record
adding, 66
creating, 64
definition, 16

agent types
standard, 64
web, 64

aliases, allowed number of, 32
ambient temperature limit, 28
Appliance log

configuring settings of, 131
explanation of, 129
severity levels, 130
viewing, 133

Appliance primary, setting up, 37
Appliance replica, reattaching a problem 

replica, 170
Appliance replica, setting up, 75
Appliance SNMP

configuring, 134
gets and traps, 141
MIB file, 135

Appliance unresponsive, 169
applying an update, 126
authentication

agents, 64
data required by Authentication 

Manager, 16
enabling trusted realm, 73
method for administrators, 46
overview, 63
RSA SecurID, 16
user experience of, 16

Authentication Manager
authenticating through, 63
configuration file, 69
documentation set, 12
internal database, 28
MIB files, 135
purpose of, 16
starting services of, 116
stopping services of, 116

Automated Agent Registration and Update 
utility, 67

automatic synchronization, 159
auto-registration, agent, 67–69
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B
backup, 83

Appliance and operating system log 
files and, 144

configuring settings for, 144
restoring system from, 150–??
RSA RADIUS and, 144

Base Server license, 26
bezel installation, 28
bezel, attaching, 41
box contents, 37
bracket, retention, 41
broken links, fixing, 13
browsers, supported, 29
Business Continuity option, 26
Business Continuity option, 

definition, 197

C
CAP, definition, 197
cap.log, 132
certificate

generated during Quick Setup, 45
LDAP, 114
SSL-LDAP, 29

checklist, planning, 32
checksum, 132
clip, retention, 41
command line utility

definition, 197
running, 110
See also  CLU

communication
agent to server, 17, 18
port usage, 30
with an agent, 18

configuration file, Authentication 
Manager, 69

configuring Appliance for updates, 124
Credential Manager Provisioning

license, 26
Cryptographic Token-Key Initialization 

Protocol, definition, 197

CT-KIP. See Cryptographic Token-Key 
Initialization Protocol

Customer Support, 13

D
database, internal, 28
default agent settings, 68
demoted primary

importing logs, 169
Denial of Service, 68
deployment

definition, 18, 197
differences from RSA SecurID 

Appliance and RSA Authentication 
Manager, 23

process, 15
RSA RADIUS, 27

DHCP. See Dynamic Host Configuration 
Protocol

differences between RSA SecurID 
Appliance and RSA Authentication 
Manager, 23

directory server
secure connections, 29

disaster recovery
promoting a replica, 155

DNS search domain, configuring, 84
DNS servers, changing, 84
documentation set

RSA Authentication Manager, 12
RSA RADIUS, 13
RSA SecurID Appliance, 11

domain, security, 20
DOS. See Denial of Service
Dynamic Host Configuration Protocol, 67

E
enabling trusted realm authentication, 73
Enterprise Server license, 26

F
factory reset, 165
fixing, broken links, 13
forest

identity source
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G
generate

replica package file, 76
gets, Appliance SNMP, 141
Global Catalog

integrating, 101
mapping to identity source, 99

H
hardware requirements, 28
hardware token

definition, 19
hardware tokens

assigning, 57
delivering to users, 58
mailing, 58
unassigning, 57

I
identity attributes, mapping, 98
identity source

Active Directory forest, 99
adding, 102
definition, 197
linking to realm, 106
supported, 28
third-party, 28
verifying LDAP, 107

importing logs
from old primary, 169

installing
agent software, 64
Authentication Manager configuration 

file, 69
bezel, 28
rack, 28

instance, definition, 19, 197
internal database, 28
Internet Explorer 6, 29, 114
Internet Explorer 7, 114
IP address

aliases, 32
changing, 86, 89
number of allowed, 32
problems with changing, 167
updating replica with Appliance 

primary, 87
updating replica with new 

primary, 87

J
JavaScript, enabling, 33
JRE 1.4.1, 45

K
keystore, legacy, 114

L
LDAP

Active Directory Global Catalog, 101
directory integration flowchart, 97
directory integration overview, 95
integrating, 96
SSL setup, 101
trusted root certificate, 114
verifying identity source, 107

license
Base Server, 26
Business Continuity option, 26
determining ID of, 14
downloading, 38
Enterprise Server, 26
provisioning, 26
RSA Credential Manager provisioning 

option, 26
SMS, 26
viewing information about, 115

linking identity source to realm, 106
links, fixing broken, 13
Linux, rPath, 198
logging on to the Appliance, 109
logs

backup, 130
configuring Appliance, 130
configuring settings of 

Appliance, 131
overview, 129
rotation policy, 130
severity level in, 131
viewing, 133

logs, importing from old primary, 169

M
Manage Secrets utility, 113
Management Information Base, 

definition, 197
manual synchronization, 159
mapping identity attributes, 98
Index 203



RSA SecurID Appliance 3.0 Owner’s Guide
master password
changing, 113
creating, 32
definition, 197

member user group, on restricted 
agents, 17

MIB files, 135
Microsoft Active Directory 2003, 28
migrating existing users and tokens, 61
MMC

installing, 174
post-installation configuration, 176
purpose, 173

Mozilla 1.07, 29

N
NAT. See Network Address Translation
Network Address Translation

agent IP address alias, 32
using

Network Interface Card, 86
Network Management System (NMS), 

definition, 198
network settings, system, 84
NFS server, 124
NIC. See Network Interface Card
NTP service, 85

O
old primary

importing logs, 169
on-demand tokencode service, 59
on-demand tokencodes, 59
operating system

changing password of, 111
logging on to, 109
logs, 129
password, 32
password definition, 198
requirements, 28
user account, 111
viewing logs of, 133

Operations Console
configuring browser to support, 45
definition, 198
URL, 48

P
packing list, 37
passcode

components, 16
tokens, 17
use in authentication, 17

password
Active Directory policy, 100
changing master, 113
changing operating system, 111
changing Super Admin, 112
definition of master, 197
definition of operating system, 198
definition of Super Admin, 199

patch management, 123
pilot test, 34
planning checklist, 32
port usage

for Quick Setup, 30
list of listening ports, 30

post setup tasks, 83–93
power cord retention clip or bracket, 41
power requirements, 28
preparing, for Quick Setup, 38
primary

network interface card, 86
performing Quick Setup on, 38
recovering, 154
setting up, 37

problem replica
reattaching, 170

promoting a replica, 155
provisioning, license, 26

Q
Quick Setup

definition, 198
on the Appliance primary, 38
on the Appliance replica, 78
port usage, 31
preparing for, 38
self-signed root certificate generated 

during, 45
tasks after, 83–93

R
rack, installing Appliance on, 28, 41
RADIUS, 168
RADIUS client agent, adding, 66
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realm
definition, 20
identity source, 106
linking identity source to, 106

reattaching
problem replica, 170

reattaching a replica, 160
reboot Appliance, 169
record

agent, 16
token, 16
user, 16

Remote Authentication Dial-In User 
Service

adding clients, 92
definition, 198
post-installation configuration, 90
replication of database changes, 92
See also RADIUS
testing operation, 92

replica
cause of failure, 154
definition, 20
detecting failed, 153
package file, 32, 76
performing Quick Setup on, 78
promoting, 155
reattaching, 160
recovering, 155
setting up, 75
updating IP address of Appliance 

primary on, 87
replica instance

synchronizing with primary 
instance, 159

replica package file
generate, 76

replication not working, 168
requests

from an agent, 16
using Authentication Manager, 16

requirements
browsers, 29
hardware, 28
identity sources, 28
operating system, 28
power, 28

reset, factory, 165
restore

configuring settings for, 144
overview, 145
system from backup file, 150–??

restoring system defaults, 165
restricted access times, 72
restricted agent, 17
resynchronizing a token, 61
retention bracket, 41
retention clip, 41
rollback

definition, 198
performing, 127
process, 123

root certificate generated during Quick 
Setup, 45

rPath
definition, 198
preinstalled on hardware, 28

RSA Appliance Rack and Bezel 
Installation Guide CD, 28

RSA RADIUS deployment, 27
RSA SecurID Appliance 130, 41
RSA SecurID Appliance 250, 42
RSA SecurID Appliance 3.0 Planning 

Checklist, 32
RSA Security Console

MMC Extension configuration, 176

S
scanning for updates, 125
sdconf.rec, 69, 86
sdti.cer, 114
secondary network interface card

configuring IP address of, 89
disabled by default, 86

SecurID
authentication overview, 16
PIN purpose, 16
token definition, 17

SecurID Appliance documentation set, 11
security certificates

accepting, 45
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Security Console
adding to trusted sites, 46
configuring browser to support, 45
definition, 198
MMC Extension configuration, 176
system-wide authentication 

settings, 46
URL, 48

security domain, definition, 20
seed file, tokens, 17
Self-Service Console

configuring browser to support, 45
definition, 198
URL, 48

server.cer, 114
server.key, 114
service pack, 123
setting local time, 85
setting up

Appliance primary, 37
Appliance replica, 75

severity levels, in logs, 131
Short Message Service

option, 26
See also SMS, 26

Simple Network Management Protocol
definition, 198

Simple Network Management Protocol. 
See SNMP

SMS
license, 26
sending tokencodes using, 59

SMTP
sending tokencodes using, 59

SNMP
agent definition, 198
overview of Appliance, 133
trap definition, 198

software token
assigning, 61
definition, 22

SSH
enabling, 109
port, 31

SSL LDAP
certificate, 29
setup, 101

standard agents, 64
starting Authentication Manager 

services, 116

stopping Authentication Manager 
services, 116

Sun Java System Directory Server, 28
Super Admin

changing password of, 112
creating initial, 33
definition, 199
password definition, 199

Support, Customer, 13
synchronizing data between 

instances, 159
system network settings, 84

T
temperature limit, ambient, 28
time settings, 85
time synchronization, 85
times, restricted access, 72
token record, definition, 16
token records

importing, 55
tokencode

generating, 17
in two-factor authentication, 17
role in authentication, 16

tokencodes
delivering using cell phone, 59
delivering using email, 59

tokens
assigning software, 61
hardware, 54
managing, 54
migrating, 61
passcode, 17
resynchronizing, 61
seed file, 17
two-factor authentication, 17
unassigning, 61

traps, Appliance SNMP, 141
troubleshooting, 167–171
trusted realm authentication, enabling, 73
trusted sites, adding RSA administrative 

interfaces to, 46
two-factor authentication

on-demand tokencodes, 59
tokens, 17

U
unassigning token, 61
unpacking Appliance package, 37
unresponsive Appliance, 169
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unrestricted agent, 17
update

applying, 124, 126
configuring Appliance for, 124
definition, 199
process, 123
rolling back an, 127
scanning for, 125

URL
RSA Operations Console, 48
RSA Security Console, 48
RSA Self-Service Console, 48

USB drive, 124
user record

definition, 16
source, 16

users
adding, 52
assigning software tokens to, 61
migrating existing, 61
unassigning token from, 61

utility
Manage Secrets, 113

V
verifying LDAP identity source, 107
version, viewing, 14, 115

W
web agents, 64
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