
Configure the Intel Remote Management Module for the
RSA SecurID Appliance 250

RSA supports remote access to the Intel version of the RSA SecurID Appliance 250 hardware appliance. The
Intel version of the RSA SecurID Appliance 130 does include a port for remote access. For disaster recovery, you
can log on to the RSA SecurID Appliance 250 and remotely restore the original system image.

These instructions describe the basic steps for deploying the Intel Remote Management Module (RMM) for use
with RSA Authentication Manager. The complete Intel RMM features are described in the Intel Remote
Management Module 4 and Integrated BMC Web Console User Guide, Revision 2.8, which is available at
http://www.intel.com/content/www/us/en/support/boards-and-kits/000006023.html. For the most current
Intel documentation, see the Intel® Support website.

Configure Secure Shell Access to the Hardware Appliance

You must configure Secure Shell (SSH) access to the hardware appliance eth0 NIC.

Procedure

1. In the Operations Console, click Administration > Operating System Access.

2. Select Enable SSH.

3. In the SSH Settings section, select the eth0 NIC checkbox. If you have multiple NICs configured, you
can enable SSH on more than one NIC.

4. Under Session Lifetime Settings, select Time out idle sessions,and enter the time out duration, if
you want to time out sessions after a period of inactivity.

5. Click Save.

Configure Remote Access

To configure the Intel Remote Management Module (RMM) for remote access, you must use the Intel Integrated
Baseboard Management Controller (BMC). The BMC provides a user interface for configuring access.

Before you begin

You must have physical access to the hardware appliance, so that you can connect a keyboard and monitor to
the appliance.

Procedure

1. Connect a keyboard and monitor to the appliance.

2. Reboot the appliance.

3. During POST, press F2 to access the BIOS.

4. When prompted for a password, enter rsabios.

5. Edit the BIOS to configure an IP address for the RMM. You can use a static IP address or one provided by
DHCP.

If you are on an IPv4 network, do the following:

http://www.intel.com/content/www/us/en/support/boards-and-kits/000006023.html
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a. Scroll to Baseboard LAN configuration > IP source, and select either Static or Dynamic.

b. Scroll to Intel(R) RMM4 IPV4 LAN configuration > IP source, and select either Static or
Dynamic.

c. If you selected Static, configure the IP address, Subnet mask, and Gateway IP as needed.

If you are on an IPv6 network, do the following:

a. Scroll to Baseboard LAN IPv6 cofiguration >IP source, and select Enabled.

b. Scroll to IPV6 source, and select Static or Dynamic.

c. Scroll to Intel(R) RMM4 IPv6 LAN configuration > IP source, and select Static or
Dynamic.

d. If you selected Static, configure the IPV6 address, Gateway IPV6, and IPV6 Prefix Length
as needed.

6. Enter a password for the root user. Do the following:
a. Scroll toUser ID, and select root.

b. Scroll toUser password, and enter a password twice.

c. Verify that the User Status is now set to Enabled.

7. Press F10 to save and exit. The appliance reboots with the new settings.

8. Log on to the Integrated BMC Web Console, and finish configuring the RMM. Do the following:
a. When the appliance finishes rebooting, open a browser, and enter to the IP address for the RMM

that you created in step 2.

b. On the Intel Integrated BMC Web Console, enter the Username root and the password that you
created in step 6.
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c. Click Login. The BMC displays System information and Server Health pages that display
configuration and status information.

d. Click the Configuration tab, and then select the options that you need to configure.

Note: Uploading an SSL certificate is required.

The following is a list of some common options. For more information, see the Intel Remote
Management Module 4 and Integrated BMC Web Console User Guide at
http://www.intel.com/content/www/us/en/support/boards-and-kits/000006023.html.
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IPv4 Network

Define your DNS servers.

1. After you select IPv4 Network, click LAN Channel and select Intel(R) RMM.

2. Enter the Primary DNS Server and Secondary DNS Server IP addresses.

3. Click Save.

4. Follow the prompts to log out and log back into the BMC.

Users

To add or modify a user, click a row, and select Add User or Modify User.

If you add a user, you must select an authorization level of Administrator, Operator, or User.
Each level has different privileges in the BMC.
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Login Security Settings

Enter how many failed logon attempts are allowed before a user is locked out, define the length of
the lockout time, and specify when a session is locked because of inactivity.

RSA recommends that you enable the Force HTTPS option. After you enable this feature, the
screen will become blank, until you log out and log back into the BMC using https://.

VLAN

If you have a VLAN for your management segment, you can define the values. Select the correct
LAN Channel and the VLAN ID.

SSL

You must upload an SSL certificate and a privacy key. After uploading the certificate and privacy
key, you must reboot the server.
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Remote Session

Configure how the handling of the connection to the server is established and controlled.

Enable or disable encryption on KVM or Media during a redirection session, and select a USB Key
Emulation Type.

You can also create a port forwarding setting for the KVM, CD-ROM, or USB/Floppy session. This
only needs to be configured if there is Network Address Translation or port forwarding between
the client side (web browser and JViewer application) and the BMC side. If left blank, the JViewer
assumes that there is no translation, and the BMC standard ports are used, as described in the
Intel documentation.

Alerts

Specify what alerts you want to receive for hardware issues. You can receive alerts through
SNMP and email.
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Alert Email

Configure the SMTP Server for the email alerts that you selected in the Alerts tab.

Configuration is complete.

After you finish

l You can download rsa-am-hardware-appliance-8.2.0.0.0.iso, or a later ISO file, from RSA Download
Central at https://download.rsasecurity.com, and save the ISO file to a location that is accessible to the
RMM. In a disaster recovery situation, follow the instructions in the Authentication Manager Help topic
"Remotely Install the Original System Image on an Intel Hardware Appliance."

l On a primary or replica instance, you can download a text file that lists the network settings for that
instance. You can save this information, and refer to it if you need to restore the original system image
on a hardware appliance. For instructions, see the Help topic "Download Network Settings for a Primary
or Replica Instance."

l Launch the Remote Console (KVM) to remotely view and control the hardware appliance. For
instructions, see Run the Remote Console (KVM) on the next page.
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Run the Remote Console (KVM)

The Remote Console, or Kernel-based Virtual Machine (KVM) allows you to remotely view and manage the
hardware appliance with your local video monitor, keyboard, and mouse.

The KVM includes a JViewer window that provides full KVM controls. For example, you can launch the JViewer
before restarting the hardware appliance, and then monitor and control the entire hardware appliance boot
process.

The KVM does not replace the Integrated BMC Web Console. When the KVM is running, the commands to reboot,
shut down, or view the server status are still available in the BMC.

Note: If you are remotely managing the hardware appliance, and you select the "Power OFF Server" option, it
does not provide a second challenge, and it does not pause for graceful software shutdown.

Procedure

1. Log on to the Integrated BMC Web Console.

2. Click the Remote Control tab.

3. Click Launch Console.

4. Accept any Java messages that you might receive, including Security Warnings about untrusted
websites or certificates, and click Run to open the JViewer.

The menu bar at the top of the JViewer window allows you to configure settings and send key
sequences. For the hardware appliance, you can keep the default settings.
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Support and Service

You can access community and support information on RSA Link at https://community.rsa.com. RSA Link
contains a knowledgebase that answers common questions and provides solutions to known problems, product
documentation, community discussions, and case management.

The RSA Ready Partner Program website at www.rsaready.com provides information about third-party hardware
and software products that have been certified to work with RSA products. The website includes
Implementation Guides with step-by-step instructions and other information on how RSA products work with
third-party products.
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