
RSA® Authentication Manager 8.2 SP1 or Later

Configure the Integrated Dell Remote Access Controller for Remote 
SSH Access to the RSA SecurID Appliance

You can configure the Dell Remote Access Controller (iDRAC) for secure shell (SSH) remote access to either a 
new RSA SecurID Appliance 350, a new or upgraded Dell version of the RSA SecurID Appliance 250,  or a new 
Dell version RSA SecurID Appliance 130. RSA has not qualified upgraded versions of the RSA SecurID Appliance 
130 for remote access. This approach connects directly to the iDRAC firmware in order to assist in maintenance 
and disaster recovery.

This document is based on the current version of the iDRAC. For the latest updates, see the iDRAC resources on 
the Dell Support site.

Before you begin 

 l You must have physical access to the hardware appliance so that you can connect a keyboard and 
monitor to configure the BIOS and iDRAC.

 l Ports 5900 (remote) and 22 (default SSH) must be open on the network firewall.

 l The remote management station must have an SSH client installed.

 l The hardware appliance must have Local RACADM installed for Linux, available at Dell Support site.

1. Configure SSH Access to the Hardware Appliance
You must first configure SSH access to the hardware appliance eth0 NIC. 

Procedure 

 1. In the Operations Console, click Administration > Operating System Access.

 2. Select Enable SSH. 

 3. In the SSH Settings section, select the  eth0 NIC checkbox.  If you have multiple NICs configured, you 
can enable SSH on more than one NIC.

 4. Under Session Lifetime Settings, select Time out idle sessions,and enter the time out duration, if 
you want to time out sessions after a period of inactivity.

 5. Click Save.

2. Configure the BIOS
You must then configure the BIOS to enable  serial communication to the iDRAC. 

Procedure 

 1. Connect a keyboard and monitor to the appliance.

 2. Reboot the appliance. 

 3. During POST, press F11 to access the BIOS.

 4. When prompted for a password, enter rsabios.

 5. Go to System BIOS Settings, then Serial Communication.

https://www.dell.com/support/contents/us/en/04/article/product-support/self-support-knowledgebase/enterprise-resource-center/systemsmanagement/idrac
https://www.dell.com/support/Search/


 6. Specify the following values:
 l Serial Communication - On with Console Redirection

 l Serial Port Address - COM2 (or COM1 if serial device2 is also set to COM1)

 l External serial connector - Serial Device 2

 l Failsafe Baud Rate - 115200

 l Remote Terminal type - VT100/VT0220

 l Redirection After Boot - Enabled

 7. Click Back and then click Finish.

 8. Click Yes to save the changes.

 9. Press Escape to exit System Setup.

3. Configure network settings for the iDRAC
After BIOS configuration, first-time setup is needed for the iDRAC network settings.

Procedure 

 1. Turn on or restart the hardware appliance. 

 2. During POST, press F10 for the Dell Lifecycle Controller.

 3. Click Settings, then click Network Settings. 

 4. Select the NIC port that you want to configure in the NIC Card dropdown list.

 5. Select the appropriate IP Address Source for your network.

 6. Click the appropriate radio button to enable or disable VLAN and then fill the applicable fields.

 7. Click Finish to save your settings, then click OK to close the dialog box.

 8. Click Network Settings to confirm your IP Address information.

 9. Click Exit to leave the Dell Lifecycle Controller.

4. Configure the root iDRAC user account
After network configuration, the root DRAC user account requires setup on the RSA hardware appliance.

Procedure 

 1. Turn on or restart the hardware appliance.

 2. Open an administrator command prompt, type RACADM and then press Enter.

 3. Log in with the default administrator account: 
 l Username: root 

 l Password: themaster01

 4. Verify the index number of the root account by typing the following command once for each index (1–
16): racadm get iDRAC.Users.<index>.UserName where <index> is the assigned index number. 
Several parameters and object IDs are displayed with their current values. The key field is 
iDRAC.Users.UserName=. If a user name is displayed after =, that index number is taken.

 5. To set the root account username, use this command: racadm set idrac.users.<index>.username 
<user_name> where <index> is the root user account's index number and <user_name> is the new user 
name. 

 6. To set the root account password, use this command: racadm set idrac.users.<index>.password 
<password> where <index> is the root user account's index number and <password> is the password.

 7. Verify with this command: racadm get idrac.users.<index>

Note:  Steps 5 and 6 can also add user accounts. New user accounts require unique index numbers, must be 
enabled with the command racadm set.idrac.users.<index>.enable 1 and require additional setup for user 
privileges. For more information, see the iDRAC RACADM Command Line Interface Reference Guide available on  
the Dell Support site.
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5. Configure the iDRAC to use Serial over LAN (SOL) 
The SOL function must then be set up for network access by the SSH remote management station.

Procedure 

 1. Enable IPMI Serial over LAN using this command: racadm set iDRAC.IPMISol.Enable 1

 2. Update the IPMI SOL minimum privilege level using this command: racadm set 
iDRAC.IPMISol.MinPrivilege <level> where <level> sets the required privilege.

 l 2 = User

 l 3 = Operator

 l 4 = Administrator

 3. Update the IPMI SOL baud rate using this command: racadm set iDRAC.IPMISol.BaudRate <baud_
rate> where <baud rate> is identical to the managed system’s baud rate. Allowed values:

 l 9600

 l 19200

 l 57600

 l 115200

 4. Enable SOL for each user using the command: racadm set iDRAC.Users.<id>.SolEnable 2 where 
<id> is the Unique ID of the user.

6. Enable the SSH protocol in iDRAC
This step enables remote management station access to the DRAC.

Procedure 

To enable the SSH: 

racadm set iDRAC.SSH.Enable 1 

To change the SSH port:

racadm set iDRAC.SSH.Port <port number>

7. Upload SSL security certificate and SSH public key
For security you will need an SSL certificate for the iDRAC. You would also need an SSH public key to assign to 
the user account logging in through the remote management station. For detailed instructions, refer to to the 
iDRAC User's Guide  on the Dell Support site.

For more information
Refer to the following guides on the Dell Support site for detailed instructions on the use of the iDRAC and the 
RACADM command-line interface:

 l iDRAC User's Guide

 l iDRAC RACADM Command Line Interface Reference Guide

 l iDRAC RACADM Support Matrix
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Support and Service
You can access community and support information on RSA Link at https://community.rsa.com. RSA Link 
contains a knowledgebase that answers common questions and provides solutions to known problems, product 
documentation, community discussions, and case management.

The RSA Ready Partner Program website at www.rsaready.com provides information about third-party hardware 
and software products that have been certified to work with RSA products. The website includes Implementation 
Guides with step-by-step instructions and other information on how RSA products work with third-party 
products.
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