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Introduction

This document lists what is new and changed in RSA® Authentication Manager 8.1, as well as workarounds for known 
issues. Read this document before you deploy Authentication Manager 8.1. This document contains the following 
sections: 

• What's New in This Release

• Product Documentation

• Known Issues

• Fixed Issues

• Support and Service

Important: Before performing Quick Setup, verify the date and time of the appliance BIOS. If you perform Quick Setup 
with an incorrect date or time, this setting can result in a failure to start Authentication Manager or other issues. 
For more information, see the Knowledgebase article a63283 at 
https://knowledge.rsasecurity.com/scolcms/knowledge.aspx?solution=a63283.

What's New in This Release
This section describes the major changes introduced in this release. For detailed information on each change, see the 
product documentation.

Upgrading from RSA Authentication Manager 8.0
RSA Authentication Manager 8.0 without patches or with any patch can be upgraded to version 8.1. The 8.0 to 8.1 
upgrade kit installs the base version of 8.1, which includes the software fixes in the cumulative Patch 4 for version 8.0. 
After upgrading to version 8.1, you can obtain the fixes included in later 8.0 patches by applying the latest version 8.1 
cumulative patch. 

If you have applied Patch 5, 6, or 7 to version 8.0, then you should apply RSA Authentication Manager 8.1 Patch 1 after 
upgrading. Version 8.1 Patch 1 includes the software fixes in the version 8.0 Patches 5 through 7. For the upgrade 
instructions, see Appendix A, “Upgrading RSA Authentication Manager 8.0 to 8.1,” in the RSA Authentication Manager 
8.1 Setup and Configuration Guide.

Hardware Appliance Support
RSA Authentication Manager 8.1 supports a hardware appliance and a virtual appliance. Each type of appliance 
provides the same Authentication Manager features. A deployment can use one or both types of appliance. Both 
appliances include a Linux operating system, pre-installed RSA Authentication Manager 8.1 software, and RSA 
RADIUS server software. 

The following differences between the hardware appliance and virtual appliance apply:

• Before you perform Quick Setup, you deploy the hardware appliance by connecting a keyboard and monitor to 
the RSA-supplied hardware appliance to configure the network and keyboard language settings.

• The factory reset functionality is only supported on the hardware appliance.
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• You deploy the virtual appliance using either VMware vCenter Server or the VMware ESXi Server (VMware 
Hypervisor) on a host machine that you provide. You must use a host machine that meets the hardware 
requirements. For more information, see the Setup and Configuration Guide.

• The virtual appliance supports VMware features, such as VMware snapshots.

Factory Reset

If you cannot recover a malfunctioning hardware appliance, or if you want to restore a hardware appliance to a 
pre-configured state, you can perform a factory reset. A factory reset removes all data associated with an 
Authentication Manager instance, including all logs and configured settings. Depending on how you perform a factory 
reset, the network settings can be preserved.

You can perform a factory reset directly on the hardware or remotely through either the Operations Console or the 
command line. 

For more information, see the Administrator's Guide.

Upgrade from RSA SecurID Appliance 3.0 on the Existing Hardware 

You can upgrade RSA SecurID Appliance 3.0 (Service Pack 4 or later) to RSA Authentication Manager 8.1 on the Dell 
PowerEdge R210, R210XL, R710, or the R710XL. 

Upgrading the Dell PowerEdge 2950 and the Dell PowerEdge R200 is not supported. A new hardware appliance is 
required.

For instructions on how to determine if you can upgrade and migrate on a particular appliance, see the 
RSA Authentication Manager 7.1 to 8.1 Migration Guide: Upgrading RSA SecurID Appliance 3.0 on Existing Hardware.

Support for Dual Network Interface Cards
RSA Authentication Manager 8.1 supports configuring an additional network interface card (NIC). All Authentication 
Manager services are available on both NICs. For example, you can use one Authentication Manager deployment to 
authenticate users from two networks by configuring the agents on each network to send authentication requests to 
different NICs.

Replica Instance Promotion for Maintenance
RSA Authentication Manager 8.1 supports promoting a replica instance to a primary instance while the original primary 
instance is online and functioning. During the promotion process, authentication, administration, and self-service on the 
original primary instance and the replica instance involved in promotion will be unavailable, but authentication remains 
available on additional replica instances in the deployment. After promotion is complete, all additional replica instances 
automatically connect to the new primary instance. The original primary instance is demoted to become a replica 
instance and is automatically synchronized to the new primary instance.

Reporting
The following new report templates have been added to the Security Console: 

• List all RADIUS clients

• List all User Alias

The following report templates have been enhanced with additional input and output fields:

• All Users

• Token Expiration Report

Unrestricted Agent Access Using an Alias
A logon alias allows users to authenticate on agents with alternate logon names that are based on their group 
membership. In this release, you can allow users with logon aliases to authenticate through an unrestricted agent. To 
do so, you must enable user groups that are associated with the logon alias on an unrestricted agent. Previously, 
aliases could only be used with restricted agents.
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Quick Setup Access Code
After you deploy RSA Authentication Manager 8.1 on a hardware appliance or a virtual appliance, the operating system 
console screen displays a Quick Setup Access Code along with a Quick Setup URL. The Quick Setup Access Code is 
required to begin Quick Setup, which configures the appliance as an RSA Authentication Manager instance. This code 
makes it more difficult for an unauthorized user to access Quick Setup and take control of the appliance.

Important: You must have the Quick Setup Access Code to begin Quick Setup. 

On a hardware appliance, a factory reset returns the appliance to a pre-configured state. Any time you perform a 
factory reset, a new Quick Setup Access Code is displayed in the operating system console or the Factory Reset in 
Progress window in the Operations Console. The new code is required to run Quick Setup. The factory reset feature is 
not available for a virtual appliance.

BlackBerry 10 Support
RSA Authentication Manager 8.1 provides built-in support for the BlackBerry 10 platform. When adding a software 
token profile for the BlackBerry 10 platform, you can select the BlackBerry 10 1.x device type. You do not need to 
separately import a device definition file. 

For more information on software token profiles and provisioning software tokens, see the RSA Authentication 
Manager 8.1 Administrator's Guide.

Product Documentation
RSA Authentication Manager 8.1 includes the following documentation.

Title Purpose

Administrator's Guide Provides an overview of Authentication Manager and 
its features. Describes how to configure the system 
and perform a wide range of administration tasks, 
including managing users and security policies. 

Hardware Appliance Getting Started Describes how to deploy a hardware appliance and 
perform the Authentication Manager Quick Setup 
process.

Virtual Appliance Getting Started Describes how to deploy a virtual appliance and 
perform the Authentication Manager Quick Setup 
process.

Planning Guide Describes the high-level architecture of 
Authentication Manager and how it integrates with 
your network.

Setup and Configuration Guide Describes how to set up and configure Authentication 
Manager, and how to upgrade from version 8.0 to 8.1.

RSA Authentication Manager 6.1 to 8.1 Migration 
Guide

Describes how to migrate from an RSA 
Authentication Manager 6.1 deployment to an RSA 
Authentication Manager 8.1 deployment.

RSA Authentication Manager 7.1 to 8.1 Migration 
Guide: Migrating to a New Hardware Appliance or 
Virtual Appliance

Describes how to migrate from an RSA 
Authentication Manager 7.1 deployment to an RSA 
Authentication Manager 8.1 deployment on a new 
hardware appliance or virtual appliance. 
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RSA Authentication Manager 7.1 to 8.1 Migration 
Guide: Upgrading RSA SecurID Appliance 3.0 on 
Existing Hardware

Describes how to migrate from an RSA 
Authentication Manager 7.1 deployment to an RSA 
Authentication Manager 8.1 deployment on existing, 
supported RSA SecurID Appliance 3.0 hardware.

Help Desk Administrator’s Guide Provides instructions for the most common tasks that 
a Help Desk Administrator performs.

Hardware Appliance SNMP Reference Guide Describes how to configure Simple Network 
Management Protocol (SNMP) to monitor an instance 
of Authentication Manager on a hardware appliance.

Virtual Appliance SNMP Reference Guide Describes how to configure Simple Network 
Management Protocol (SNMP) to monitor an instance 
of Authentication Manager on a virtual appliance.

Troubleshooting Guide Describes the most common error messages in RSA 
Authentication Manager and provides the appropriate 
actions to troubleshoot each event.

Security Configuration Guide Describes the security configuration settings available 
in RSA Authentication Manager. It also describes 
secure deployment and usage settings, secure 
maintenance, and physical security controls.

RSA RADIUS Reference Guide Describes the usage and settings for the initialization 
files, dictionary files, and configuration files used by 
RSA RADIUS.

Developer’s Guide Provides information about developing custom 
programs using the RSA Authentication Manager 
application programming interfaces (APIs). Includes 
an overview of the APIs and Javadoc for Java APIs.

Note: The software development kit (SDK) is located 
in the RSA Authentication Manager SDK directory of 
the RSA Authentication Manager 8.1 Extras ZIP 
file. The Extras ZIP file is located on Download 
Central at https://download.rsasecurity.com.

Security Console Help Describes day-to-day administration tasks performed 
in the Security Console.

Operations Console Help Describes configuration and setup tasks performed in 
the Operations Console.

Self-Service Console Help Describes how to use the Self-Service Console. To 
view the Help, on the Help tab in the Self-Service 
Console, click Self-Service Console Help.

RSA Token Management Snap-In for the
Microsoft Management Console Help

Describes how to use software that works with the 
Microsoft Management Console (MMC) for 
deployments that have an Active Directory identity 
source. Using this snap-in, you can enable or disable 
a token, assign a token, or perform other 
token-related tasks without logging on to the Security 
Console.

Title Purpose
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Known Issues
This section describes issues that remain unresolved in this release. If a workaround or fix is available, it is noted or 
referenced in detail. Many of the workarounds in this section require administrative privileges. If you do not have the 
required privileges, contact your administrator.

Migration

Migrating version 7.1 to a promoted version 8.1 replica instance is unsuccessful

Tracking Number: AM-24674

Problem: When you promote a version 8.1 replica instance to a primary instance, and then try to migrate version 7.1 
data to the promoted replica instance, migration is unsuccessful.

Workaround: If you have not imported your first migration package, or you want to perform an additional import that 
does not retain the system settings and deployment topology, you must delete the promoted replica instance, redeploy 
a version 8.1 primary instance, and import data to the new primary instance. If you have performed your first import and 
you want to perform an import that retains the system settings and deployment topology, you may do so on the 
promoted replica instance.

Authentication Manager 6.x migration of bulk user extension data fails

Tracking Number: AM-25754

Problem: Migrating a large number of unique extension keys, for example, 1000 keys, causes migration to slow down 
and fail.

Workaround: Clean up the extension keys to ensure that there are not multiple fields for the same data.

PIN management data from versions 6.1.3 and 6.1.4 is not migrated into a version 8.1 deployment

Tracking Number: AM-25968

Problem: Versions 6.1.3 and later support the use of system extension data attributes to manage PIN policies for the 
deployment. The supported extension data keys are: RSA_PIN_HISTORY, RSA_PIN_EXPIRATION, 
RSA_MIN_NUM_ALPHA, and RSA_MIN_NUM_NUMERIC. These settings are not migrated to version 8.1.

Workaround: Manually configure the version 8.1 token policy settings to match the behavior of the version 6.1.x PIN 
management settings.

Procedure

1. Log on to the version 6.1.x deployment.

2. In the Database Administration application, click System > Edit System Extension Data.

3. In the Key field, look for the following keys and record the Data values:

• RSA_PIN_HISTORY

• RSA_PIN_EXPIRATION

• RSA_MIN_NUM_ALPHA

• RSA_MIN_NUM_NUMERIC

4. Log on to the Authentication Manager 8.1 Security Console and click Authentication > Policies > Token 
Policies > Manage Existing.

5. Use the search fields to find the token policy that you want to edit.

6. Click the token policy that you want to edit, and select Edit from the context menu.
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7. Enter the data from step 3 as follows:

• If a value exists for RSA_PIN_HISTORY, under SecurID PIN Lifetime, select the Restrict Reuse option 
Users cannot reuse their last value SecurID PINs, and enter the value from RSA_PIN_HISTORY in the 
text field.

• If a value exists for RSA_PIN_EXPIRATION, under SecurID PIN Lifetime, in the Periodic Expiration 
field, click the checkbox for Require periodic SecurID PIN changes. Enter the RSA_PIN_EXPIRATION 
value in the Maximum Lifetime text field. Select days from the drop-down menu.

• If a value exists for RSA_MIN_NUM_ALPHA, under SecurID PIN Format, in the Character 
Requirements field, select Allow alphanumeric PINs. Select the value from RSA_MIN_NUM_ALPHA 
from the Require at least value alphabetic characters drop down menu.

• If a value exists for RSA_MIN_NUM_NUMERIC, under SecurID PIN Format, in the Character 
Requirements field, select Allow alphanumeric PINs. Select the value from RSA_MIN_NUM_ALPHA 
from the Require at least value numeric characters drop down menu.

8. Click Save.

For more information about token policies in version 8.1, see the Security Console Help topic “Token Policy.”

Unable to restore RADIUS administrative functionality after running the RADIUS export utility on a version 6.1 
deployment running on a Spanish language Windows host

Tracking Number: AM-25969

Problem: On a version 6.1 deployment running on a Spanish language Windows host, you cannot restore RADIUS 
administrative functionality after exporting the RADIUS data. After you use the command prompt to restore RADIUS 
administrative functionality and remove the RADIUS export utility, when you select RADIUS > Manage RADIUS 
Server from the version 6.1 Database Administration application, the RADIUS export utility appears and you cannot 
manage the RADIUS server.

Workaround: To restore access to the version 6.1 RADIUS administrative functionality, perform the following 
procedure.

Procedure

1. On the version 6.1 deployment, go to RSA_HOME/prog/radius/Admin/.

2. Rename the file sbradmin.exe to rsa_patch_sbradmin.exe.

3. Rename the file sbradmin.exe.orig to sbradmin.exe.

Browsers cannot upload a migration data file that is larger than 2 GB

Tracking Number: AM-26224

Problem: Browsers do not support uploading a migration data file that is larger than 2 GB. On a slower network, a file 
that is less than 2 GB may not upload. 

Workaround: If you cannot upload a migration data file as a result of file size or a slow network, you can import the 
migration data file with one of the following methods instead:

• A Network File System (NFS) shared folder

• A Windows shared folder

• The RSA Authentication Manager 8.1 server in the directory /opt/rsa/am/migration. To copy the migration file 
to version 8.1, you can use a Secure Copy Protocol (SCP). If you use an SCP client, log on as rsaadmin, and 
enter the operating system password that you specified during Quick Setup.

To use the browser option on a slower network, you can log on to the Security Console and increase the default 
time-out setting for the Console and Command API Session. For example, you can increase the time-out setting to 240 
minutes. After migration is complete, you can change the setting back to the previous value. For instructions, see the 
Security Console Help topic “Edit Session Lifetime Settings.”
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Invalid path to a Windows or NFS shared folder causes a system internal error in the Import Migration Package 
page for version 7.1 migration

Tracking Number: AM-26632

Problem: If you enter an invalid path to a Windows or Network File System (NFS) shared folder when attempting to 
import a version 7.1 migration package through the Operations Console, a System Internal Error message displays. 

Workaround: Click home in the error message and return to the import page for version 7.1 migration. If you want to 
import a migration package from a Windows or NFS shared folder, enter a valid path to the Windows shared folder or 
NFS server and directory. For example, a valid path may look like the following:

• For a Windows Shared Folder: \\example.com\migration_folder

• For an NFS Shared Folder: fileserver.example.net:/migration_directory

Cannot change the header text for the Self-Service Console on primary and replica instances using the 
Operations Console

Tracking Number: AM-26726

Problem: You cannot change the header text on the Self-Service Console on the primary instance and replica 
instances using the Operations Console in Authentication Manager 8.1. In version 8.1, you can only use the Operations 
Console to change the header text for the Self-Service Console in a web tier. 

Workaround: 

If you plan to migrate Authentication Manager 7.1 to 8.1, note the following:

• If the Self-Service Console header text on the primary instance and replica instances in the Authentication 
Manager 7.1 deployment is customized, the customization is retained during migration. The system applies the 
7.1 customization to the primary instance, replica instances, and web tiers in the 8.1 deployment.

• If you customize the Self-Service Console header text in web tiers during pre-production testing, you can retain 
the system settings and deployment topology when you perform a migration scenario for production. If you 
choose to overwrite the system settings and deployment topology when you perform a migration scenario for 
production, you must customize Self-Service Console header text again after migration.

In the version 8.1 deployment, whether it is a new deployment or one that was migrated, do one of the following.

• If you only want to customize the Self-Service Console header text in the web tier, use the Operations Console. 
For instructions, see the Operations Console Help topic “Customize Self-Service Console Web Pages.”

• If you want to customize the Self-Service Console header text on all components, including the primary 
instance, replica instances, and web tiers, update the resource bundle files using the following procedure. 

Procedure

This procedure changes the Self-Service Console header text in the Authentication Manager 8.1 resource bundles and 
saves them to each primary instance, replica instance, and web tier where you want the header text to display.

1. Locate the am-i18n-resources-version-full.jar file.

• On the primary instance and replica instances, go to 
/opt/rsa/am/utils/resources/am-i18n-resources-version-full.jar

• On the web tier, go to RSA_WT_HOME/utils/resources/am-i18n-resources-version-full.jar.

where:

• RSA_WT_HOME is the location where the web tier is installed.

• version is the version of Authentication Manager.

2. Back up am-i18n-resources-version-full.jar.

3. Extract am-i18n-resources-version-full.jar to a temporary location.

4. Go to com/rsa/ucm/web/selfservice/i18n.
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5. Locate the following properties files.

• UCMSelfService.properties

• UCMSelfService_en.properties

• UCMSelfService_en_US.properties

6. In each properties file, locate the following line:

#UCM.Home.Welcome=Welcome to the RSA Self-Service Console

7. In each properties file, delete # and replace Welcome to the RSA Self-Service Console with your 
text.

For example, UCM.Home.Welcome=Welcome to the <your company> Self-Service Console

8. Save all three properties files and re-create am-i18n-resources-version-full.jar

9. On each primary instance, replica instance, and web tier where you want the customized Self-Service Console 
header text to display, put the am-i18n-resources-version-full.jar in the following directory.

• On the primary instance and replica instances, go to 
/opt/rsa/am/utils/resources/am-i18n-resources-version-full.jar

• On the web tier, go to RSA_WT_HOME/utils/resources/am-i18n-resources-version-full.jar

10. Restart all instances and web tiers.

Version 7.1 migration requires additional time on an Appliance 130 hardware appliance

Tracking Number: AM-27523

Problem: When you migrate a large amount of data from version 7.1 to 8.1, the import time is substantially longer on 
an Appliance 130 hardware appliance than on an Appliance 250 hardware appliance or a virtual appliance. Depending 
on the size of the database, the import process can require two to five times as much time.

Workaround: Use an Appliance 250 hardware appliance for large amounts of data, or plan accordingly.

Different version 6.1 user extension data that is given the same identity source mapping name is not migrated

Tracking Number: AM-27794

Problem: When you migrate user extension data, in addition to migrating the attribute name, the migration process 
creates an identity source mapping name. Any 6.1 user extension data that contains special characters in the name is 
given an identity source mapping name that replaces the special character with an underscore. If the migration process 
attempts to migrate attributes with the same identity source mapping name, the attributes are not migrated.

Workaround: Before completing a 6.1 migration, test the migration process and review the migration of user extension 
data. If data is not migrated because of identical identity source mapping names, make the appropriate changes to the 
name of your user extension data to ensure that the original extension data name does not contain special characters.

Migrate from version 7.1 before applying the version 8.0 to 8.1 upgrade patch

Tracking Number: AM-27945

Problem: Migrating from RSA Authentication Manager 7.1 to an upgraded version 8.1 deployment is not supported. If 
you attempt to do this, migration fails, and the RADIUS dictionary files are deleted. 

Workaround: After upgrading from version 8.0 to version 8.1, you cannot do a full migration. You can only choose to 
import data from version 7.1 while retaining the existing system settings and deployment topology. Migrate from version 
7.1 before applying the version 8.0 to 8.1 upgrade patch, or migrate from version 7.1 to a new version 8.1 deployment. 
To recover the RADIUS dictionary files, see the Knowledgebase article a63914 at 
https://knowledge.rsasecurity.com/scolcms/knowledge.aspx?solution=a63914.
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Administration

A default user search that finds more than 10,000 users yields no results when a filter is not applied

Tracking Number: AM-24836

Problem: When you perform a default search (no filter applied to the search) in an identity source that has multiple 
lower-level security domains mapped to organizational units (OUs) within the identity source, no results are returned 
when the search finds more than 10,000 users.

Workaround: Search users by specific criteria, for example user ID or the user's first name or last name.

Authentication

User in identity source can authenticate after being removed from user group

Tracking Number: AM-22035

Problem: If an identity source uses a group filter to determine the users in the identity source, removing a user from 
the group does not prevent the user from authenticating through unrestricted agents. The user is not displayed in the 
Security Console, and the user is listed in the “Users and User Groups Missing from Identity Source” report, but the 
user can still authenticate. 

Workaround: Use a restricted agent or run the cleanup job frequently. RSA recommends using a restricted agent 
because the user can still authenticate until the cleanup job is run.

Recent authentication activity does not display in the Security Console User Dashboard after you click 
Refresh

Tracking Number: AM-26907

Problem: In the User Dashboard, if you click Refresh under the Recent Authentication Activity component, the 50 
most recent events are no longer displayed.

Workaround: In the User Dashboard, use the Quick User Search to find the user that you want to view. After you 
search for the user, the User Dashboard displays the most recent authentication activity.

Logging and Reporting

Large completed report cannot open in browser after report is downloaded in XML or HTML formats

Tracking Number: AM-26593

Problem: If you download a completed report in XML or HTML format and open the report in a browser, the browser 
may become unresponsive and eventually close when the report contains a large volume of data.

Workaround: Download the report output file in CSV, HTML, or XML format, and open the report with an application 
that is not a browser. For example, you can open an HTML or XML report file in a text editor and a CSV report file in a 
spreadsheet application.

Activity Monitor displays the first NIC IP address even though the second NIC is used

Tracking Number: AM-27715

Problem: When two NICs are enabled and assigned different IP addresses, authentication and administration 
activities on the second NIC are logged with the IP address used by the first NIC. Authentication and administration 
work properly, and all activities are logged.

Workaround: Use the IP address for the first NIC to get information on authentication and administration activities.

SNMP MIB file cannot be extracted with WinZip when downloaded with Internet Explorer 8

Tracking Number: AM-27769

Problem: After using Internet Explorer 8 to download the Authentication Manager SNMP MIB file through the Security 
Console, you cannot extract the files with WinZip.
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Workaround: Download the SNMP MIB file with a different browser, or use a different product, such as 7-Zip, to 
extract the file.

System Log reports RADIUS replication errors when starting RSA Authentication Manager services

Tracking Number: AM-27773

Problem: While starting Authentication Manager services, the system log reports RADIUS replication errors.

Workaround: Ignore these errors. These errors are no longer reported when services are running, and RADIUS 
replication runs normally.

System Log reports errors when starting the RSA Runtime Server 

Tracking Number: AM-27774

Problem: While starting the RSA Runtime Server (biztier service), the system log reports errors on the following 
activity keys:

• Read administrative role

• Read top-level security domain

Workaround: Ignore these errors. These errors are no longer reported after the RSA Runtime Server is running, and 
the system runs normally.

Self-Service Console

Email notifications are not sent to self-service users

Tracking Number: AM-26579

Problem: The system does not send email notifications to self-service users and workflow participants.

Workaround: Restart services on the Authentication Manager server and the system sends email notifications to 
self-service users and workflow participants. 

Workflow notification is unsuccessful when any participant is in an unresponsive identity source

Tracking Number: AM-26589

Problem: When any participant in a Waiting for Approval workflow notification is listed in an identity source that is 
unresponsive, the notification is not sent. The participants in the workflow do not receive the notification and do not 
know that a user is waiting for approval. The system displays “Error connecting to IS” in the System Activity Monitor.

Workaround: Resolve the connection issue with the unresponsive identity source.

Users cannot change their passwords from the Self-Service Console when passwords are optional for the 
identity source and the minimum lifetime for the password is not reached

Tracking Number: AM-27813

Problem: If you set the user password as optional for an identity source, a user cannot change his or her password 
until the password has reached the minimum lifetime that was set in the password policy.

Workaround: Advise users to contact the appropriate administrator for the password change. The user can also 
change his or her password when the password reaches its minimum lifetime. The error message that displays for the 
user in the Self-Service Console provides the date when the user can change the password. 

Self-Service Console does not provide an error message when a created new password does not match the 
confirmed new password

Tracking Number: AM-27820

Problem: When a user changes his or her password through the Forgot your password? link on the Self-Service 
Console logon page, an error is not displayed if the created new password and the confirmed new password entries do 
not match. The password change is completed with the password in the Create New Password field. 

Workaround: There is no workaround for this issue. This issue does not prevent a user from changing the password in 
the Self-Service Console.
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RADIUS

RADIUS replication status check reports synchronization failure

Tracking Number: AM-26591

Problem: After a replica instance is added to the deployment, the RADIUS replication report indicates that the new 
replica instance is not synchronized with the primary instance.

Workaround: Allow time for the new replica instance to synchronize. The RADIUS failure message no longer displays 
after the new replica instance has been updated.

Restoring data from a backup does not restore RADIUS EAP trusted root certificates

Tracking Number: AM-26637

Problem: If you restore a backup file that contains a RADIUS EAP trusted root certificate that was added to an 
instance with Internet Explorer or contains characters that are typically associated with a Windows file path (such as : 
or \ characters), the certificate is not restored.

Workaround: Do not use Internet Explorer to add RADIUS EAP trusted root certificates. Ensure that characters 
associated with a Windows file path are not included in the filename.

You cannot use the Operations Console to restart a stopped RADIUS server on a primary instance

Tracking Number: AM-26738

Problem: Using the Operations Console to restart a stopped RADIUS server for a primary instance results in the 
message “RADIUS Server not found.”

Workaround: Perform one of the following procedures:

To restart the RADIUS service manually:

1. Use a Secure Shell (SSH) client or the VMware vSphere client to log on to the primary instance appliance with 
the User ID rsaadmin and the current operating system password. 

2. Change the directory. Type:

cd /opt/rsa/am/server

and press ENTER.

3. Restart the RADIUS server. Type:

./rsaserv restart radius

and press ENTER.

The RADIUS server restarts.

To restart all services by rebooting the primary instance:

1. On the primary instance, log on to the Operations Console.

2. Click Maintenance > Reboot Appliance.

The reboot process can take approximately 10 minutes. All services restart.
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Miscellaneous

Keyboard shortcuts do not work in the Security Console

Tracking Number: AM-25511

Problem: Keyboard shortcuts that are listed for the Security Console under My Preferences do not work. 

Workaround: Do not use keyboard shortcuts in the Security Console.

Last Modified field for a user record does not display administrator who performed latest administrative task

Tracking Number: AM-27569

Problem: The Last Modified field for a user record does not display the administrator who performed an 
administrative task for the user account.

Workaround: You can view administrative tasks by running a report that is based on the Administrator Activity 
template, or by reviewing logs files to identify the administrator who completed a task for the user record.

Internet Explorer 10 freezes when setting an initial PIN for an on-demand authentication user

Tracking Number: AM-27733

Problem: After enabling a user for on-demand authentication, choosing to enable an initial PIN causes Internet 
Explorer 10 to freeze.

Workaround: This issue only occurs if Internet Explorer is not in Compatibility Mode. This issue does not occur in other 
browsers.

Support of Special Characters
Authentication Manager does not support all of the characters that are available in the supported LDAP directories. 
When some combinations of characters are present in the distinguished name of users or user groups, your ability to 
manage users or user groups through the Security Console may be affected. The following table lists the bugs related 
to these special character issues.

Tracking 
Number

Description Symptom
Characters Affecting 
Functionality

AM-18884 While attempting to register, a 
user error message reported: 
“There was a problem processing 
your request.”

You cannot manage a user from an external 
identity source when the user’s DN contains 
a backslash (\) with leading or trailing white 
space. 

A backslash (\) with a leading or 
trailing white space in any portion 
of the DN

AM-18391 Unable to manage a user or user 
group from the Security Console 
if the names contain the <> 
characters.

The Security Console cannot manage a 
user or user group when any part of the 
User Base DN and User Group Base DN of 
the identity source containing the user or 
user group contains a left angle bracket (<) 
followed by a right angle bracket (>). Either 
bracket alone is acceptable in the DN.

A left angle bracket and a right 
angle bracket (<>) together, or 
before and after other characters 
in either of the following:
• The DN of a user or user group

• An organizational unit in the 
LDAP directory specified as the 
identity source

AM-18452 Users and user groups are not 
listed for an identity source that is 
mapped to an OU where the OU 
name contains a combination of \ 
and any special characters.

The Security Console returns no results 
when searching for users or user groups in 
the identity source. 

An OU that contains:
• A backslash (\) immediately 

followed by a special character.

• An equals sign (=) in the 
organizational unit.
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8.1
RSA Authentication Manager 8.1 includes numerous fixes to RSA Authentication Manager, including the fixes that 
were provided in Patch 1 through 4 for RSA Authentication Manager 8.0. 

Version 8.1 also resolves the following issue:

AM-27542 Replication services failed to start after shutting down due to an HTTP: ERROR 500 exception, as follows:

Caused by: 
com.rsa.authmgr.internal.replication.TransportClientUnexpectedStatusException: 
Expected the HTTP response code 200 or 202, but got: 500 Message: 
java.net.SocketTimeoutException: Read timed out

Replication services now restart after this exception, and they keep attempting to restart until the temporary network 
issue is resolved.

8.1 P1
RSA Authentication Manager 8.1 Patch 1 (P01) includes the fixes in Patches 5 through 7 for RSA Authentication 
Manager 8.0. 

Patch 1 also resolves the following issue:

AM-27660 Version 8.1 did not support the following special characters in certain database records:

< > & % ‘

Patch 1 supports migrating the following version 6.1 database records and their associated fields, which can include 
these special characters:

For more details about the fixes included in Patch 1, see the RSA Authentication Manager 8.1 Patch 1 Readme.

Record Fields

AgentAlternates Net Address

Agent Name, Net Address

EnabledUser Login, Shell

Extension Key, Value

Group Login, Shell

Site Name

TaskList Name

User Login, First Name, Last 
Name, Shell, Remote Alias
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Copyright © 1994-2014 EMC Corporation. All Rights Reserved. Published in the USA.

Trademarks
RSA, the RSA Logo, SecurID, and EMC are either registered trademarks or trademarks of EMC Corporation in the 
United States and/or other countries. All other trademarks used herein are the property of their respective owners. For 
a list of EMC trademarks, go to www.emc.com/legal/emc-corporation-trademarks.htm#rsa.

Open Source License
This product may be distributed with open source code, licensed to you in accordance with the applicable open source 
license. If you would like a copy of any such source code, EMC will provide a copy of the source code that is required 
to be made available in accordance with the applicable open source license. EMC may charge reasonable shipping 
and handling charges for such distribution. Please direct requests in writing to EMC Legal, 176 South St., Hopkinton, 
MA 01748, ATTN: Open Source Program Office.

RSA SecurCare Online https://knowledge.rsasecurity.com

Customer Support Information www.emc.com/support/rsa/index.htm

RSA Solution Directory https://gallery.emc.com/community/marketplace/rsa?view=overview
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