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Before Applying This Patch
The RSA Authentication Manager 8.0 Patch 2 zip file (am-update-8.0.0.2.0.zip) contains the following:

am-update-8.0.0.2.0.iso. The RSA Authentication Manager 8.0 Patch 2 ISO file that is used to apply the patch to
Authentication Manager.
RSA Authentication Manager 7.1 Migration Export Utility. The folder that contains the necessary files for installing the
updated Migration Export Utility on version 7.1. If you plan to perform a migration from version 7.1 or you are testing the
version 7.1 migration process, install this version of the utility after applying the patch. For more information, see After
Applying This Patch.

RSA recommends the following:

You must apply this patch to the primary and all replica instances in your RSA Authentication Manager 8.0 deployment.
Make sure you apply the patch first to the primary instance before applying the patch to the replica instances.
If you have a replicated environment, all replica instances must be running and replicating successfully when you apply the
patch to the primary or replica instances. All instances must be able to communicate while the patch is applied.
You must have at least 4 GB of free disk space to apply the patch.
Note the Authentication Manager software version. To view the software version information, log on to the Security Console,
and click Software Version Information.
If you are running RSA Authentication Manager 8.0 without any patch updates, you must perform additional tasks after
applying this patch. If you are running RSA Authentication Manager 8.0 P 01, you do not need to perform these tasks after
applying the patch. To review the tasks that are required after applying this patch, see After Applying This Patch.
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Instructions for Applying a Patch
To apply Patch 2, do the following:

Specify a Product Update Location
Scan for Product Updates
Apply the Patch Product Update

Specify a Product Update Location

If you have not specified a product update location or you want to edit a previously specified location, perform the following



procedure to allow RSA Authentication Manager 8.0 to locate patches. You can apply an update through your local browser, or you
can store patches in an NFS share, Windows shared folder, a DVD/CD, or an ISO image on your client machine.

If you have already specified a location, see Scan for Product Updates.

Before You Begin

Download the patch available on RSA SecurCare Online to a location that is accessible to the primary or replica instance.
If you intend to scan for updates on a DVD or CD, you must configure the virtual appliance to mount a DVD/CD or an ISO
image. See the Operations Console Help topic "VMWare DVD/CD or ISO Image Mounting Guidelines."

Procedure

1. In the Operations Console, click Maintenance > Update & Rollback.
2. On the Update & Rollback page, your local browser is configured as the method to apply an update. To change that setting,

click Configure Update Source. 

Note: You can only upload an update through your local browser when the update file does not exceed 2 GB. If the
patch exceeds 2 GB, you must change the update source setting and configure a new update source.

3. On the Configure Update Sources page, specify a location for updates.
If you want to apply a specific update, select Use your web browser to upload an update. You do not need to scan
for updates.
If you want to scan for updates on an NFS share, select Use NFS as the update source. Enter the full path,
including the IP address or hostname where updates are stored. For example, 192.168.1.2:/updates
If you want to scan for updates on a Windows shared folder, select Use Windows Share as the update source.

In the Windows Share Path field, enter the full path including the IP address or hostname where updates are
stored. For example, \\192.168.1.2\updates
(Optional) In the Windows Username field, enter a username. If it is required by your Windows share
configuration, enter the domain and username.
(Optional) In the Windows Password field, enter a password only if it is required by your Windows share
configuration.

To scan for updates on an DVD or CD, select Use DVD/CD as the update source.
4. To test the NFS or Windows share directory settings, click Test Connection. A message indicates whether the configured

shared directory is available to the primary or replica instance.
5. Click Save.

Next Steps

Do one of the following:

If you configured your local web browser as the method to apply an update, see Apply the Patch Product Update.
If you configured an NFS share, a Windows shared directory, or a DVD/CD as an update location, see Scan for Product
Updates.

Scan for Product Updates

If you configured an NFS share, a Windows shared directory, or a DVD/CD as an update location, scan for product updates to
locate the update that you require. This option allows you to review a list of available updates.

If you want to apply an update through your local web browser, then you do not need to scan for updates. You can upload and
apply the update. For instructions, see Apply the Patch Product Update.

Note the following:

After you apply an update, Authentication Manager moves the update from the Available Updates section to the Applied
Updates section.
After you scan for updates, the new list displays for 24 hours. Logging out of the Operations Console does not remove the
list from the system cache. If you restart the Operations Console, download additional updates, or change the product
update locations, you must perform another scan to see the most current list.

Procedure

https://knowledge.rsasecurity.com/


1. In the Operations Console, click Maintenance > Update & Rollback.
2. Click Scan for Updates. You can view the progress of the scan on the Basic Status View tab. You can view more detailed

information on the Advanced Status View tab.
3. Click Done to return to the Update & Rollback page.

The Available Updates section displays the following information for each update:
Version. The version of the update. To see the current Authentication Manager version, see the top of the Update
and Rollback page.
Reversible. Indicates whether you can roll back (undo) the update.
Automatic Appliance Reboot. Indicates whether Authentication Manager automatically restarts the appliance to
apply the update. If the appliance restarts, you must perform another scan to see a current list of updates.
Automatic Operations Console Reboot. Indicates whether Authentication Manager automatically restarts the
Operations Console to apply the update. If the Operations Console restarts, you must perform another scan to see a
current list of updates.
Action. States whether the update is available to apply. Lists the minimum system requirement for the update.

4. In the Applied Updates section, click Download Detailed History Log for a complete update history.
The Applied Updates section displays the updates applied to the instance. This section includes the update version
numbers, the time and date that each update was applied, and which administrator applied the update.

Next Steps

Apply the patch to the RSA Authentication Manager deployment.

Apply the Patch Product Update

Perform the following procedure to apply the patch to the RSA Authentication Manager deployment. You must apply the patch first
to the primary instance and then to each replica instance.

Before You Begin

Specify a Product Update Location
If you have configured an NFS share, a Windows shared directory, or a DVD/CD as an update location, Scan for Product
Updates.

Procedure

1. In the Operations Console, click Maintenance > Update & Rollback.
2. RSA recommends that you apply the most recent update. Do the following that applies to your configuration:

If you are applying an update through your local web browser, do the following:
a. Click Upload & Apply Update.
b. Click Browse to navigate to the location of the update. You cannot type the update location in the Update Path field.
c. Click Upload.
d. Verify the update details, and click Apply.

If you have configured an NFS share, a Windows shared directory, or a DVD/CD as an update location, do the following:
a. Click Scan for Updates. Available Updates displays all of the updates that can be applied.
b. Next to the update that you want to apply, click Apply Update.
c. Click Confirm to apply the update.

3. In the Password field, enter the password for the operating system user rsaadmin, and click Log On.
4. The basic status messages are displayed while the update is applied. You can view more detailed information on the

Advanced Status View tab.
After the patch is applied, the following occurs:

The Operations Console or appliance automatically restarts. When the restart is complete, click Done.
When you return to the Update & Rollback page, the update is listed in the Applied Updates section. To save the
high-level update history, click Download Detailed History Log.
The software version information is updated with the patch number. To view the software version information, log on
to the Security Console, and click Software Version Information.

Next Steps

If the deployment includes a web tier, you must update the web tier when you update the version of Authentication Manager.
Authentication Manager displays an Update button in the Operations Console for each web tier that is not up-to-date.
You can download a detailed log file containing the information that was displayed on the Advanced Status View tab. The



file is named update-version-timestamp.log, where version is the update version number and timestamp is the time that the
update completed. For instructions, see the Operations Console Help topic "Download Troubleshooting Files."
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After Applying This Patch
After applying Patch 2, perform the following tasks:

Patch 2 prevents Authentication Manager from logging the administrative account password that is used to create a
connection between applications developed with the RSA Authentication Manager 8.0 Software Development Kit (SDK) and
Authentication Manager. If you developed an application with the SDK that communicates with Authentication Manager, and
you configured Verbose logging as a log level for Trace logs, RSA recommends that you create a new password for the
administrative account that is responsible for this connection. After changing the password in the Security Console, you must
communicate the new password to the administrators who use the custom application. For instructions on changing a user
password, see the Security Console Help topic "Change a User's Password."

If you plan to perform a migration from RSA Authentication Manager 7.1 or you are currently testing the migration process,
install the RSA Authentication Manager 7.1 Migration Export Utility that is packaged with this patch to generate a migration
package for your pre-production testing environment. If you already installed another version of the utility on version 7.1 for
testing purposes, you must uninstall the previous version of the utility and install the utility that is packaged with this patch to
generate a new migration package for your version 8.0 pre-production testing environment.

To install the utility, you can access the necessary files in the RSA Authentication Manager 7.1 Migration Export Utility folder
that displays when you extract the patch zip file. For instructions on installing or uninstalling the utility, see the RSA
Authentication Manager 7.1 to 8.0 Migration Guide. 
Back up the version 8.0 deployment. For instructions, see the Operations Console Help topic "Create a Backup Using Back
Up Now."

Additional Tasks

Depending on the software version that you were running before installing this patch, you may need to perform additional tasks. If
you were previously running RSA Authentication Manager 8.0 without a patch update and this patch was the first applied to your
deployment, complete the following tasks. If you were previously running software version 8.0 P 01, you do not need to complete
these tasks.

If you migrated data from version 7.1 before applying the patch, and you had imported a migration package from the local
machine, a copy of the encrypted migration package was automatically created in the following location on the virtual
appliance: /opt/rsa/am/utils/packages.  RSA recommends that you delete the migration package from this location.
Patch 1 prevents the logging of the Operating System password and the Simple Network Management Protocol (SNMP)
passwords in the syslog. To further secure these passwords, do the following:

Change the Operating System account password and the passwords that are associated with your SNMP
configuration. For instructions, see the Operations Console Help topics "Change the Operating System Account
Password" and "Configure SNMP."
Remove the Operating System account password and the SNMP passwords from existing log entries. For
instructions, see the knowledgebase article with the Solution ID a61380 on RSA SecurCare Online.

If you migrated data from RSA Authentication Manager 7.1 before applying this patch and the migrated data included HTTP
plug-in settings that use a Short Message Service (SMS) HTTP proxy for on-demand tokencode delivery, you must
reconfigure the proxy password. For instructions, see the Security Console Help topic "Configure the HTTP Plug-In for On-
Demand Tokencode Delivery."
If you changed the default Security Console display options in version 8.0 or in a version 7.1 deployment that was migrated
before applying this patch, review the display options for token lists in the Security Console. This patch resolves an issue
regarding the display options. This patch also includes the following improvements: 

More display options available for token lists. For instructions on configuring these additional options, see the Security
Console Help topic “Set Console Display Options.”
Consistent terminology between the column names that display in the Security Console and the values that can be
set to display token lists.

Note:These improvements do not change which display options were set to show or hide in the Security Console for
token lists.

https://knowledge.rsasecurity.com/
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Rolling Back This Patch
When you roll back a patch, you remove the patch and all the fixes associated with the update. You can only remove the patch
that was last applied to Authentication Manager.

Note: Patch 1 includes a fix for an issue that required you to reinstall the web tier after you rolled back a patch. If you applied
this patch while running RSA Authentication Manager 8.0 without a patch update, you must reinstall the web tier after you roll back.
If you were running software version 8.0 P 01 before installing this patch, you do not need to reinstall the web tier after rolling back
this patch.

Procedure

1. In the Operations Console, click Maintenance > Update & Rollback.
2. Under Applied Updates, a list of updates displays with the following information:

Version. The version of the update. To see the current version of the Authentication Manager instance, refer to the
top of the Update & Rollback page.
Updated on. When the update was applied. If a log file is available, you can click Download log to save and read
information about the update process.
Updated by. The user who applied the update.
Action. Displays the Roll Back Update button or the message “Cannot be rolled back.”

3. To roll back the last update that was applied, click Roll Back Update. Only a reversible update can be rolled back.
4. Click Confirm to roll back the update.
5. In the Password field, enter the password for the operating system user rsaadmin, and click Log On. 

The Progress Monitor displays with the basic status view of the rollback. You can view more detailed information on the
Advanced Status View tab. When the rollback completes, the Operations Console restarts.

6. When the restart is complete, click Done.

Next Steps

Verify the software version information. To view the software version information, log on to the Security Console, and click
Software Version Information.
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Known Issues
Some Help topics may not be accessible from the Help on this page link in the Security Console or Operations Console
Tracking Number: AM-26636, AM-24612
Problem: When you click on certain Help on this page links, a blank page may display in the Help window.
Workaround: If a blank page displays in the Help window after you click on a Help on this page link, you can access the topic you
need in the Help table of contents. To access the table of contents, click Help > All Help Topics.

Recent authentication activity does not display in the Security Console User Dashboard after you click Refresh
Tracking Number: AM-26907
Problem: In the User Dashboard, if you click Refresh under the Recent Authentication Activity component, the 50 most recent
events no longer display.
Workaround: In the User Dashboard, use the Quick User Search to find the user that you want to view. After you search for the
user, the User Dashboard displays the most recent authentication activity.
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Defects Fixed in This Patch

8.0 P2
Patch 2 contains fixes for the following issues:

AM-26900  If the license batch job was migrated from version 7.1, the job was unable to run in version 8.0 and resulted in an error



in the system log.  The RSA Authentication Manager 7.1 Migration Export Utility no longer exports the 7.1 license batch job. 
If you plan to perform a migration or you are currently testing the migration process, install the Migration Export Utility that is
packaged with this patch to apply this fix. If you already have a previous version of the utility installed, you must uninstall the utility
and install the utility that is packaged with the patch zip file. For instructions, see the RSA Authentication Manager 7.1 to 8.0
Migration Guide.

AM-26924 If you created a custom application with the RSA Authentication Manager 8.0 Software Development Kit (SDK) and you
selected to record trace logs with a verbose log level, the administrative account password that is used by the custom application
to connect to Authentication Manager was in clear text in the trace log file.

AM-26939  A migrated version 7.1 report that was based on the 7.1 template Event Token Expiration by Event Report caused an
error when attempting to manage any existing report in version 8.0.  Event-based tokens are not supported in version 8.0. The RSA
Authentication Manager 7.1 Migration Export Utility no longer exports any version 7.1 report that was created with this unsupported
template.
If you plan to perform a migration or you are currently testing the migration process, install the Migration Export Utility that is
packaged with this patch to apply this fix. If you already have a previous version of the utility installed, you must uninstall the utility
and install the utility that is packaged with the patch zip file. For instructions, see the RSA Authentication Manager 7.1 to 8.0
Migration Guide.

AM-26993 Replica instance promotion was unsuccessful when the original primary instance included alias IP addresses.

8.0 P1
Patch 1 contains fixes for the following issues:

AM-9405 If you disabled the option to protect the IP address of auto-registered agents during version 6.1 migration, auto-
registered agents were still protected after migration.

AM-24142 On the SecurID Tokens page in the Security Console, the columns Pending Replacement By Token and Will Replace
Token did not display and were not available as display options for token lists in the Security Console. You can now configure
these options to  display in the Security Console. The following changes also apply:

The display options and column names now use consistent terminology.
There is a new default order to the display options.
Certain display options are now hidden or shown by default in the Security Console.

AM-24672 When a user set an on-demand authentication PIN through the Self-Service Console, the SNMP GET counters did not
update.

AM-24776 On the SecurID Tokens page in the Security Console, RSA improved the sorting of assigned and unassigned tokens.

AM-25985 The SNMP GET counters did not increase when calculating the following events:

Self-Service Console and on-demand authentication requests
Token assignments
PIN events
Self-service enrollment
Offline authentication policies

AM-26224 A version 6.1 import may have been unsuccessful when importing a database dump file that was less than 2 GB.

AM-26514 If you migrated data from version 7.1 before applying the patch, and you had imported a migration package from the
local machine, a copy of the encrypted migration package was automatically created in the following location on the virtual
appliance: /opt/rsa/am/utils/packages. This directory temporarily stores the migration package for import purposes only.  The
import process now deletes this migration package after data is migrated into version 8.0.

AM-26616 After migrating from RSA Authentication Manager 6.1, migrated RADIUS clients were not associated with a RADIUS
agent.

AM-26651 If you never managed a user group from an external identity source in RSA Authentication Manager 8.0, you could not
configure restricted access times for the user group.



AM-26662 A warning message did not display when a user enabled for risk-based authentication attempted to use on-demand
authentication as an identity confirmation method but did not have the necessary attributes mapped for on-demand authentication.
A message now displays that describes the issue and advises users to contact an administrator to set up on-demand
authentication.

AM-26669 If more than 500 administrators ran concurrent searches for tokens when a large number of tokens were deployed, the
Security Console might display an internal server error.

AM-26689 In a deployment with multiple replica instances, any attempt to synchronize the replica instances was unsuccessful
when the operation was performed within 15 minutes of completing any of the following tasks:

Reverting the primary instance to a snapshot
Restoring the primary instance with a backup
Promoting a replica instance to a primary instance

AM-26692 RSA updated the RSA Authentication Manager 8.0 to prevent storing the Short Message Service (SMS) HTTP plug-in
proxy password in clear text in configuration file.

AM-26707 When viewing silent collection details for an enabled risk-based authentication user, the Security Console did not
display the correct number of days remaining in the silent collection period.

AM-26715 When migrating from RSA Authentication Manager 6.1, user groups in external identity sources that were activated on
agents and had access time restrictions did not retain these settings after migration.  The settings for restricted access times and
access to restricted agents are now migrated into 8.0.

AM-26723 The Security Console periodically displayed a blank page when administrators attempted to view trusted users from the
context menu of the Trusted Realms page. 

AM-26727 In the Operations Console, downloaded troubleshooting files related to product information provided misleading
information about the software version.

AM-26742 If you rolled back a product update, the web tier failed to update and as a result, was unavailable.

AM-26750 Jython scripts did not automatically use package scanning functionality.

AM-26759 If an SSL-VPN was associated with the replica instance and a user was auto-enabled for risk-based authentication, the
Security Console did not show that the user was enabled for risk-based authentication when viewing risk-based authentication
settings through the Users page.

AM-26760 An out-of-memory error did not allow an administrator to log to the Security Console or a user log on to the Self-
Service Console after more than 24,000 authentications.

AM-26769 The virtual appliance logged when network time protocol (NTP) packets were sent and received. The virtual appliance
no longer logs these events.

AM-26798 If you changed the browser language preferences to an invalid language or locale, the Security Console did not load.

AM-26805 Editing the RADIUS server agent host in the Security Console, changed the Protect IP Address setting from Yes to No.
The Protect IP Address setting is no longer modified when you edit the agent host associated with the RADIUS server.

AM-26807 When you configured the TokenDTO.setPIN API with an empty string parameter, Authentication Manager cleared the
PIN instead of returning an error. Authentication Manager now returns an error in this case.

AM-26810 The filter in the Real-Time Authentication Activity Monitor is no longer case sensitive in the User ID or the
Authentication Agent fields.

AM-26813 When you updated a lockout policy with the UpdateLockoutPolicyCommand API,  Authentication Manager did not
validate the provided value for the maximum number of failed authentication attempts. Authentication Manager now validates
accepted values when the lockout policy is updated with the UpdateLockoutPolicyCommand API. If values are set beyond the
accepted range, Authentication Manager returns the expected error codes.

AM-26815 When you configured an external identity source and used a semicolon as a separator for the Distinguished Name
(DN), the Operations Console reported that the User Base DN and User Group Base DN did not exist.



AM-26838 RSA updated the RSA Authentication Manager 8.0 embedded database PostgreSQL to mitigate known vulnerability
(CVE-2013-1899).

AM-26858 Internal files that are used to replicate data from the primary instance to a replica instance may have consumed disk
space and slowed performance.

AM-26872, AM-26885 RSA updated the syslog to prevent logging of the Operating System password and the Simple Network
Management Protocol (SNMP) passwords.

AM-26873 If you disabled LDAP Password as a non-native authentication method in version 7.1 and you combined
LDAP_Password with another authentication method by using the operators AND (+) or OR (/), you could not log on to the version
8.0 Security Console after performing a migration. For instructions on configuring these options, see the Security Console Help
topic “Configure Security Console Authentication Methods.”

AM-26892 After importing security questions in the Security Console, the following occurred:

Users originally enabled for risk-based authentication were disabled for risk-based authentication.
Users originally disabled for risked based authentication were automatically disabled for on-demand authentication.
Users originally enabled for risk-based authentication were automatically enabled for on-demand authentication.

AM-26902 Corrects a potential Java issue (CVE-2013-1537) announced by Oracle in April of 2013. This patch updates the RSA
Authentication Manager's JRockit Java Runtime Environment (JRE) to the version provided with the Oracle Java SE Critical Patch
Update Advisory for April 2013. The update is cumulative, including all previously released fixes for this JRE.

AM-26923 A backup operation was unsuccessful when backing up a database that contained 500,000 users with assigned tokens.

AM-26931 If you disabled LDAP Password as a non-native authentication method for the Security Console and you use the
operators AND (+) or OR (/) to combine LDAP_Password with another authentication method for the Self-Service Console, you
could not log on to the Self-Service Console.
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Support and Service
RSA SecurCare Online: https://knowledge.rsasecurity.com

Customer Support Information: www.emc.com/support/rsa/index.htm

RSA Secured Partner Solutions Directory: https://gallery.emc.com/community/marketplace/rsa?view=overview
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