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Using the RSA TokenManagement Snap-In

Managing Tokens Using the RSA Token Management Snap-In

You can use the RSA Token Management snap-in for Active Directory to manage RSA SecurID tokens for users.
SecurID tokens enable users to access network resources protected by RSA Authentication Manager. There are
two types of SecurID tokens:

Hardware tokens. Hardware tokens include handheld devices, such as a key fob or USB keys, that display
tokencodes that change at regular intervals.

Software tokens. Software tokens consist of two components that are installed separately, an application
specific to the intended device and a token record. Software token applications generate tokencodes on the
device screen and offer the same OTP functionality as hardware tokens. Devices include smartphones,
computers, and tablets. Instead of being stored in a hardware token, the seed (cryptographic key) is stored on
the user's device.
To gain access to protected resources, users must enter the number displayed on their assigned token + their
personal identification number (SecurID PIN). This combination of their SecurID PIN and tokencode is called a
passcode.

You performmost token-related tasks, such as assigning and unassigning tokens, managing user PINs, and
providing emergency access, on the Assigned SecurID Tokens and Authentication Attributes pages in the RSA
Token Management window.

You can use the Token Management snap-in to perform the following token-related procedures.

l Assign Hardware Tokens on the next page

l Assign Software Tokens on the next page

l View Token Properties on page 3

l Edit Token Properties on page 4

l Enable a Token on page 4

l Disable a Token on page 4

l Unassign a Token on page 4

l Replace a Token on page 5

l Generate an Online Emergency Access Tokencode on page 5

l Assign an Offline Emergency Access Tokencode on page 6

l Clear an RSA SecurID PIN on page 6

l Require a User to Change a PIN on page 7

l Edit Authentication Attributes on page 7
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Access the RSA Token Management Snap-In

You can use the RSA Token Management snap-in to assign tokens, manage passcodes, and perform other
token-related tasks.

Procedure

1. Click Start > Administrative Tools > Active Directory Users and Computers.

2. Open the Users folder to view all of the users and user groups in the Active Directory.

3. To launch RSA Token Managment, right-click a user name and click All Tasks > Manage SecurID
Token(s).

You performmost token-related tasks, such as assigning and unassigning tokens, managing user PINs, and
providing emergency access on the Assigned SecurID Tokens and Authentication Attributes pages in the RSA
Token Management Window.

Assign Hardware Tokens

Before a user can use a hardware token to authenticate, you must assign the token to the user. You can assign a
maximum of three tokens to a single user.

Procedure

1. In the Token Management snap-in, from the Assigned SecurID Tokens page click Assign Token.

2. In the Search and Select Token window, select a token from the list of available RSA SecurID tokens. You
can also use the search options to find a specific token.

3. Click Assign.
A dialog box indicates that the token has been successfully assigned to the user.

4. Click OK to close the Search and Select Token window.

Assign Software Tokens

Before a user can use a software token to authenticate, you must first assign the token to the user, and then
distribute the token.

Procedure

1. Assign an RSA SecurID Software Token below

2. Distribute Software Tokens on the facing page

Assign an RSA SecurID Software Token
Before a user can use a software token to authenticate, you must first assign the token to the user. You can
assign a maximum of three tokens to a single user.

Procedure

1. In the Token Management snap-in, from the Assigned SecurID Tokens page click Assign Token.

2. In the Assign Token to User window, use the search parameters to search for available tokens.

3. Select the token you want to assign.

4. Click Assign.
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A dialog box indicates that the token has been successfully assigned to the user.

5. Click OK to close the Assign Token to User window.

After you finish

Distribute Software Tokens below

Distribute Software Tokens
Before a user can use a software token to authenticate, you must first assign the token to the user, and then
distribute the token.

Before you begin

Assign an RSA SecurID Software Token on the previous page

Procedure

1. In the Token Management snap-in, on the Assigned SecurID Tokens page, select the software token.

2. Click Token Properties.

3. In the Token Basics tab, click Distribute Token to configure the token profile and attributes.

4. In the Software Token Profile drop-down, select a software token profile.

Note: The distribution method can be either file-based (SDTID) - SDTID 3.0 or dynamic seed
provisioning (CT-KIP). The distribution method is automatically populated, according to the software
token profile chosen.

5. In theDevice Attributes section, provide values for the attributes, if needed.

6. Do one of the following:

l If the distribution method is dynamic seed provisioning (CT-KIP), choose an option from the CT-
KIP Activation Code drop-down.

l If the distribution method is file-based (SDTID) – SDTID 3.0, choose an option for Password
Protection in the Token File Options section.

7. Click Save and Distribute.

View Token Properties

You can view token properties for all tokens that have been assigned to the user. You can view the following
information for each token:

l Token properties, such as token type, serial number, security domain, imported and exported dates,
token lifetime, and last modified date

l Authentication settings, such as PIN requirements and PIN status

l Device profile and attributes (software tokens only)

Note: You cannot view token properties for unassigned tokens.

Procedure

1. In the Token Management snap-in, on the Assigned SecurID Tokens page select the appropriate token.

2. Click Token Properties.

3. Click the tabs, Token Basics, Profile Details, Distribution Details, to view the token data.
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Edit Token Properties

You can edit token properties for all tokens that have been assigned to the user. You can edit the following token
properties:

l Security domain

l PIN settings

l Device profile and attributes (software tokens only)

You cannot edit token properties for unassigned tokens.

Procedure

1. In the Token Management snap-in, on the Assigned SecurID Tokens page, select the appropriate token.

2. Click Token Properties.

3. Click the tabs Token Basics to edit the token data.

4. Click Save to keep your changes or click Cancel to close the Token Properties window without saving.

Enable a Token

Before a user can use an assigned token to authenticate, you must enable the token.

Procedure

1. In the RSA Token Management snap-in, on the Assigned SecurID Tokens page select the appropriate
token.

2. From the Token Status menu, click Enable Token.

Disable a Token

When you disable a token, the token can no longer be used to authenticate. For example, you might disable a
token if a user will be out of the office for an extended period of time.

Procedure

1. In the Token Management snap-in, on the Assigned SecurID Tokens page select the appropriate token.

2. From the Token Status menu, click Disable Token.

Unassign a Token

When you unassign a token, the user can no longer use the token to authenticate and the token is disabled. If
you reassign the token to another user, it is automatically re-enabled.

Procedure

1. In the Token Management snap-in, on the Assigned SecurID Tokens page select the token that you want
to unassign.

2. Click Unassign Token.
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Replace a Token

Occasionally, you may need to replace a user's token. For example, you must replace a user's token when the
existing token has been permanently lost or destroyed or when the current token has expired.

Note: In the Security Console, you can extend the lifetime of a distributed software token that has expired or is
due to expire soon. The Token Management snap-in does not include this feature. For more information, see
"Software Token Lifetime Extension" in the RSA Authentication Manager Help.

Procedure

1. In the Token Management snap-in, from the Token Status menu on the Assigned SecurID Tokens page,
click Replace Token.

2. In the Replace Token window, select a token from the list of available RSA SecurID tokens. You can also
use the search options to find a specific token.

3. Click Replace Token.
A dialog box indicates that the token has been successfully replaced.

4. Click OK to close the Replace Token window.

Generate an Online Emergency Access Tokencode

Occasionally, it is necessary to give a user temporary access to RSA Authentication Manager. For example, you
can give temporary access to a user whose token has been permanently lost or destroyed. With temporary
access, a user can access protected resources while waiting for a replacement token.

You can provide temporary access by generating an online emergency access tokencode for the user. An online
emergency access tokencode replaces the tokencode generated by the user's token. Similar to the tokencode,
the online emergency access tokencode is entered with the user's PIN to create a passcode. In this fashion, the
user can still achieve two-factor authentication.

When generating an online emergency access tokencode, you configure the following properties:

l The online emergency access tokencode expiration date.

l What happens to the online emergency access tokencode if the lost token becomes available.

This feature generates a temporary fixed tokencode for the user. To generate a set of one-time tokencodes, you
must use the Security Console. For instructions, see the Security Console Help.

Procedure

1. In the Token Management snap-in, click the Assigned SecurID Tokens tab.

2. On the Assigned SecurID Tokens page, select the appropriate token.

3. Click Emergency Access.

4. In the Manage Emergency Access Tokencodes window, click theOnline Emergency Access tab.

5. On the Online Emergency Access page, select theOnline Emergency Access checkbox to enable
authentication with an online emergency access tokencode.

6. Click Generate New Code. The tokencode displays in the Manage Emergency Access Tokencodes
window.

7. In the Emergency Access Tokencode Lifetime field, select one of the following:

l No expiration.

l Set an expiration date for the tokencode.

8. In the If Token Becomes Available field, select one of the following:
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l Deny authentication with the recovered token.

Note: If a token is permanently lost or stolen, deny authentication with the recovered token so
that it cannot be used for authentication if recovered by an unauthorized individual.

l Allow authentication with the recovered token and simultaneously disable the emergency access
tokencode.

l Allow authentication with the recovered token only after the emergency access tokencode has
expired.

9. Click Save.

10. Click Cancel to close the Manage Emergency Access Tokencodes window.

Assign an Offline Emergency Access Tokencode

Occasionally, RSA SecurID for Windows users need temporary emergency access while working offline. For
example, users might need temporary access if their token has been temporarily or permanently lost or
destroyed. In these situations, you can grant temporary access by assigning an offline emergency access
tokencode to the user. This allows the user to authenticate offline without a token.

An offline emergency access tokencode replaces the tokencode generated by the user's token. Similar to the
tokencode, the offline emergency access tokencode is entered with the user's PIN to create a passcode. In this
fashion, the user can still achieve two-factor authentication.

When assigning an offline emergency access tokencode, you can specify that a new offline emergency access
tokencode is downloaded the next time the user authenticates online.

Procedure

1. In the Token Management snap-in, click the Assigned SecurID Tokens tab.

2. On the Assigned SecurID Tokens page, select the appropriate token.

3. Click Emergency Access.

4. In the Manage Emergency Access Tokencodes window, click theOffline Emergency Access tab.
The offline emergency access tokencode and its expiration date are displayed.

5. Select the Reset Offline Emergency Access Tokencode checkbox if you want the user to download a
new offline emergency access tokencode the next time he or she authenticates online. If checked, the
new tokencode downloads automatically.

6. Click Save.

7. Click Cancel.

Clear an RSA SecurID PIN

When you clear the SecurID PIN assigned to a user's token, at next logon, the user is prompted for a tokencode
and is then prompted to create a new PIN.

You can clear a PIN if a user has forgotten his or her PIN. The user can create a new PIN and continue to use the
token.

Procedure

1. In the Token Management snap-in, on the Assigned SecurID Tokens page select the appropriate token.

2. From the SecurID PIN menu, click Clear PIN.
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Require a User to Change a PIN

When you require a user to change an RSA SecurID PIN, the user is prompted to create a new PIN after
successfully authenticating with the token.

Before you begin

The user must know the existing PIN. If the user does not know the existing PIN, instruct the user to clear the
PIN. For more information see Clear an RSA SecurID PIN on the previous page.

Procedure

1. In the Token Management snap-in, on the Assigned SecurID Tokens page select the appropriate token.

2. From the SecurID PIN menu, click Require SecurID PIN Change on next logon.

Authentication Attributes

Use the following user authentication attributes to manage different aspects of the authentication process for
each user.

l Fixed Passcode. A fixed passcode is similar to a password. Instead of using a SecurID PIN and
tokencode to authenticate, a user can enter a fixed passcode to gain access. RSA does not recommend
the use of fixed passcodes because they eliminate all the advantages of two-factor authentication.

l Clear Incorrect Passcodes.The system counts each time a user enters an incorrect passcode, clearing
the count automatically with each correct passcode. If a user enters more incorrect passcodes than the
token policy allows, and then enters a correct passcode, the user is prompted for the next tokencode.

l Default Shell. Each user account is associated with a shell profile. The system logs on all
authenticated users to this default shell profile.

l Windows Password Integration. If your deployment uses RSA SecurID for Windows, RSA
Authentication Manager saves a hashed version of the user's Windows User ID and password.

l Logon Aliases. A logon alias allows users to authenticate with their RSA SecurID token, but using User
IDs other than their own. For example, suppose you assign the alias "root" to an administrator. The
administrator can log on using the User ID "root" and his or her own token.
Logon aliases can be used when users log on with their own account, or with a group account. For
example, a user may be able to use an account name based on their first initial and last name as well as
an administrative account with a specific name, such as "root". If a logon alias has been set up,
Authentication Manager verifies the authentication using the user's passcode, regardless of the account
the user used to log on to the operating system.

Edit Authentication Attributes
You can edit the following user authentication attributes, to manage different aspects of the authentication
process for each user.

l Fixed passcode

l Clear incorrect passcodes

l Default shell

l Windows password integration

l Logon aliases

For more information on each attribute see Authentication Attributes above.
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Procedure

1. In the Token Management snap-in, on the Assigned SecurID Tokens page, click the Authentication
Attributes tab.

2. If you want to assign a fixed passcode to the user, select the Allow Authentication with a Fixed
Passcode checkbox.

3. Create and confirm the fixed passcode, if applicable.

4. To clear any incorrect passcodes, select the Clear Incorrect Passcodes checkbox.

Note: When you select this checkbox, the user is not prompted for the next tokencode. If the user
exceeds the number of failed logon attempts allowed by the lockout policy, the user is locked out.

5. To clear a hashed version of a user's Windows User ID and password, select Clear cached copy of
selected user's Windows credential.

6. If you want to assign a default shell to the user, enter a value in theDefault Shell field.

7. Perform these steps to set up logon aliases:
a. Under User Authenticates With, select one:

l Default User ID, or any of the following aliases. Allows the user to authenticate
with either the default user ID or logon alias specified.

l Only the following aliases. Allows the user to authenticate with only the logon aliases
specified.

b. Select the user group to which you want to assign the alias.

c. In the User ID field, enter the User ID you want to assign to the alias.

d. In the Shell field, enter the shell you want assigned to the alias.

e. Click Add.

Note: If you enter SystemAdmin as the User ID and rsh as the shell, users log on as
SystemAdmin log on to the shell rsh.

8. Click Save.
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Support and Service

You can access community and support information on RSA Link at https://community.rsa.com. RSA Link
contains a knowledgebase that answers common questions and provides solutions to known problems, product
documentation, community discussions, and case management.

The RSA Ready Partner Program website at www.rsaready.com provides information about third-party hardware
and software products that have been certified to work with RSA products. The website includes
Implementation Guides with step-by-step instructions and other information on how RSA products work with
third-party products.
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