
 

 
Copyright © 1994- 2017 EMC Corporation, All Rights Reserved. 
Published in the U.S.A. 
March 22, 2017 
 

RSA Authentication Manager 8.2 Service Pack 1 
Risk-Based Authentication (RBA)  

Custom Integration Guide 

Last Modified: February 7, 2017 

RBA Integration Overview 

This guide describes how to integrate a web-based agent that is certified RSA SecurID Ready with  
RSA Authentication Manager, so that you can protect network resources using RBA. This guide does not 
cover details that are specific to the web-based agent.  
 
After integration, the web-based agent automatically redirects RBA authentication attempts to 
Authentication Manager. Authentication Manager authenticates the user and redirects the authentication 
attempt back to the web-based agent with proof that authentication is successful. The web-based agent 
presents the proof of authentication to Authentication Manager for verification by way of the RSA SecurID 
protocol. Authentication Manager grants the user access to protected network resources. For more 
information on RBA integration, see the Risk-Based Authentication topics in the Authentication Manager 
Help. 

Integrate RBA 

Perform the following steps to integrate Authentication Manager with the web-based agent for RBA. 
 

1. Create an Authentication Agent record in Authentication Manager for the web-based agent. 
2. Configure the web-based agent to communicate with Authentication Manager by way of the 

RSA SecurID protocol. 
3. Create an integration script that directs the user to Authentication Manager for authentication. 
4. Create an integration script template for the web-based agent install it on the Authentication 

Manager instances in your deployment 
5. Deploy the integration script to the web-based agent’s logon page. 
6. Test the integration. 

Before You Begin 

 The web-based agent must meet the following requirements. 
o The agent uses a customizable, web-based logon page to authenticate users. 
o The agent is certified as RSA SecurID Ready. (An RSA SecurID Ready agent has an 

embedded SecurID agent that enables it to communicate with Authentication Manager.) Go 
to www.rsaready.com/ to verify that your agent is RSA SecurID Ready. 

o The agent is not an RSA Certified Partner Solution for Authentication Manager. The RSA 
Ready Partner Program website, www.rsaready.com/, includes Implementation Guides with 
step-by-step instructions and other information on how RSA products work with third-party 
products. 

 

http://www.rsaready.com/
http://www.rsaready.com/
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 You must have access to the RSA Authentication Manager 8.2 SP1 Extras download kit or to 
RSA Link, where you can download the kit. Go to 
https://community.rsa.com/community/products/securid. (Access requires an RSA Link 
logon account.)  

 You must be familiar with HTML forms and JavaScript to develop a script for the custom RBA 
integration. 

 You must have a working knowledge of the web-based agent. 

Creating an Authentication Agent Record 

Authentication agents are software applications that securely pass user authentication requests to and 
from RSA Authentication Manager. Authentication agents are installed on each machine, such as a 
domain server, web server, or a personal computer, that you protect with Authentication Manager. 
Authentication Agent records are stored in the Authentication Manager internal database. They contain 
information about the hosts that embed the RSA SecurID protocol. 

Use the hostname and IP address of the host that is running your web-based agent when you create the 
agent. For more information, see the Authentication Manager Help topic “Add Authentication Agents”. 

Configuring the Web-Based Agent 

You must configure the web-based agent’s embedded SecurID agent to use the credentials that the user 
enters on the logon page to communicate with Authentication Manager. 
 
Download the Authentication Manager sdconf.rec configuration file from the Security Console and 
configure the web-based agent to use it. The sdconf.rec configuration file contains the connection 
parameters that allow the web-based agent to connect to Authentication Manager. For instructions, see 
the Authentication Manager Help topic “Generate the RSA Authentication Manager Configuration File”. 

Creating an Integration Script 

To use RBA to protect network resources, you must create an integration script and configure your web-
based agent to use the script to redirect authentication attempts to Authentication Manager for 
authentication. The integration script is typically written in JavaScript. 
 
Deploy the integration script to the web-based agent’s logon page, and use it to create an integration 
script template in Authentication Manager. After you create an integration script template in 
Authentication Manager, you can generate integration scripts automatically using the Security Console. 
For more information, see the Authentication Manager Help topic “Implementing Risk-Based Authentication.” 

Writing the Integration Script 

The integration script must redirect the user from the web-based agent’s logon page to an Authentication 
Manager logon page, so that Authentication Manager can validate the user’s credentials. The script 
submits an HTML form, using either the HTTP POST method (preferred) or GET method, to the following 
URL: 

https://<fully-qualified-hostname>:<port>/ims-rba/ 

https://community.rsa.com/community/products/securid
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Note: The URL must end with a forward slash. If you exclude this slash, authentications will fail 

because an extra HTTPS redirect will take place during every authentication, and the required 
parameters will be lost. 

The fully-qualified hostname and port values depend on your Authentication Manager deployment.  
If your deployment has only one instance: 

 <fully-qualified-hostname> is the fully-qualified hostname of the instance. 

 <port> is 7004. 
If your deployment has a web tier and a load balancer: 

 <fully-qualified-hostname> is the fully-qualified virtual hostname that you specified when you 
configured your deployment. 

 <port> is the virtual host port that you specified when you configured your deployment. The 
default virtual host port value is 443. 

The submitted form must include the following parameters: 
 

Form Parameter Description 

ORIG_ACTION_URL  The URL to which a user’s credentials are normally submitted. You will 
typically find this value in the action parameter of the agent’s original logon 
form. 

REFERRING_URL The URL that loads if the user cancels the authentication process. This is 
usually the URL of the agent’s original logon page. 

USER_ID_PARAM_NAME  The name of the parameter in the agent’s original logon form that contains 
the username. 

PASSWORD_PARAM_NAME The name of the parameter in the agent’s original logon form that contains 
the user's password. This parameter will be populated with proof of 
authentication (an authentication artifact), if Authentication Manager can 
validate the user’s credentials. 

AGENT_ID The authentication agent ID. See “Retrieving the Authentication Agent ID” 
for more information. 

USER_ID (optional) The user ID. If the user ID is already specified using this parameter, 
Authentication Manager prompts the user to enter a password only. 

Retrieve the Authentication Agent ID 

A unique authentication agent ID is generated each time you create an authentication agent in 
Authentication Manager.  
 
Procedure 

1. From the Security Console, retrieve the agent ID.  
2. Locate the agent, and generate an integration script for this agent.  
3. In the integration script, find the code that references the parameter AGENT_ID.  

The agent ID begins with “ims”, for example, “ims.c00e125dd1dc640a01ce95f2f522b332”. The 
quotation marks are not part of the agent ID. 

 
If you delete an authentication agent and re-add it in from Security Console, the agent will have a new 
agent ID. Make sure you update the integration script with the new agent ID. 
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Sample Logon Form and Parameters 

The following example maps an agent’s logon form to the form parameters that are required by 
Authentication Manager. Assume that: 

 An Authentication Manager primary instance is deployed at: 
am.example.com 

 The authentication agent ID is: 
ims.c00e125dd1dc640a01ce95f2f522b332 

 The agent’s logon page is located at: 
https://securelogon.example.com/login.html 

<form action="/authenticate.cgi" id=”myLogonForm”> 
 
  <table> 
    <tr> 
      <td>USERNAME:</td> 
      <td><input name="userName"></td> 
    </tr> 
    <tr> 
      <td>PASSWORD:</td> 
      <td><input name="password" type="password"></td> 
    </tr> 
 
    <input type="hidden" name="profile" value="sales"> 
 
    <input type=submit name=Login value="Login"> 
 
</form> 

To submit this form to Authentication Manager, you must submit the following parameters to 
https://am.example.com:7004/ims-rba/ using HTTP POST or GET: 
 

Form Parameter Sample Value 

ORIG_ACTION_URL  https://securelogon.example.com/authenticate.cgi 

REFERRING_URL https://securelogon.example.com/login.html  

USER_ID_PARAM_NAME  userName 

PASSWORD_PARAM_NAME password 

AGENT_ID ims.c00e125dd1dc640a01ce95f2f522b332 

 
Include all other existing logon form parameters, such as the “profile” form field that is shown in the 
sample logon form. All parameters are preserved and submitted to the web-based agent at the end of the 
authentication process. 
 
When authentication is complete, Authentication Manager submits the contents of the logon form to 
https://securelogon.example.com/authenticate.cgi using HTTP POST. The password field is populated 
with proof of authentication. Proof of authentication is an artifact that is cryptographically secure, and valid 
for one-time use by a specific user who is authenticating from a specific authentication agent within a 
specific window of time. 

Sample Integration Script 

The following is a sample integration script that redirects authentication attempts to Authentication 
Manager for authentication. Save this integration script to a file (for example, custom-integration.js), and 
edit it for your web-based agent. 
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function toAbsolutePath(url) { 
    if (url.search('://') != -1) { 
        return url; 
    } 
     
    if (url.indexOf('/') == 0) { 
        var loc = location.href + "/"; 
         
        return loc.replace(/(.*?:\/\/[^\/]*?)\/.*/, '$1' + url); 
    } 
     
    return location.href.replace(/(.*\/).*/, '$1' + url); 
} 
 
function redirectToIdP() { 
     
    // check for the existence of the logon form 
    var logonForm = document.getElementById('myLogonForm'); 
     
    if (logonForm) { 
         
        // change the document title 
        document.title = 'Please wait...'; 
         
        // hide the document contents while waiting to redirect 
        document.body.style.display = 'none'; 
         
        // add new input containing the original action URL 
        var origActionURL = document.createElement('input'); 
        origActionURL.setAttribute('type', 'hidden'); 
        origActionURL.setAttribute('name', 'ORIG_ACTION_URL'); 
        origActionURL.setAttribute('value', toAbsolutePath(logonForm.action)); 
        logonForm.appendChild(origActionURL); 
         
        // add new input containing the current (referring) URL 
        var referringURL = document.createElement('input'); 
        referringURL.setAttribute('type', 'hidden'); 
        referringURL.setAttribute('name', 'REFERRING_URL'); 
        referringURL.setAttribute('value', toAbsolutePath(document.location.href)); 
        logonForm.appendChild(referringURL); 
         
        // add new input containing the name of the user ID parameter 
        var userIDParamName = document.createElement('input'); 
        userIDParamName.setAttribute('type', 'hidden'); 
        userIDParamName.setAttribute('name', 'USER_ID_PARAM_NAME'); 
        userIDParamName.setAttribute('value', 'userName'); 
        logonForm.appendChild(userIDParamName); 
         
        // add new input containing the name of the password parameter 
        var passwordParamName = document.createElement('input'); 
        passwordParamName.setAttribute('type', 'hidden'); 
        passwordParamName.setAttribute('name', 'PASSWORD_PARAM_NAME'); 
        passwordParamName.setAttribute('value', 'password'); 
        logonForm.appendChild(passwordParamName); 
         
        // add new input containing the agent ID corresponding to the SSL VPN 
        var agentID = document.createElement('input'); 
        agentID.setAttribute('type', 'hidden'); 
        agentID.setAttribute('name', 'AGENT_ID'); 
        agentID.setAttribute('value', 'ims.c00e125dd1dc640a01ce95f2f522b332'); 
        logonForm.appendChild(agentID); 
         
        // change the form action to point at the AM service provider 
        logonForm.action = 'https://am.example.com:7004/ims-rba/'; 
         
        // submit the form 
        logonForm.submit(); 
    }  
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The integration script automatically fills in the ORIG_ACTION_URL and REFERRING_URL parameters 
based on the location and contents of the page containing the logon form. 
 
After you create an integration script, do one of the following. 

 Deploy the integration script to the web-based agent’s logon page. Proceed to Next Steps on 
page 8. 

 Use the integration script to create an integration script template in Authentication Manager. RSA 
recommends that you create an integration script template, so that you can generate integration 
scripts automatically using the Security Console. Proceed to the next section, Creating an 
Integration Script Template. 

Creating an Integration Script Template 

You must customize the integration script for your web-based agent for each Authentication Manager 
deployment. This ensures that the integration script includes the correct Authentication Manager 
hostnames, URLs, and authentication agent IDs. RSA recommends that you create an integration script 
template for your web-based agent and install it in Authentication Manager, so that you can generate 
integration scripts automatically using the Security Console. The integration script template is an XML file 
that must follow the XML schema.  

Note: The schema is located in the RSA Authentication Manager 8.2 SP1 Extras download kit. 

<?xml version="1.0" encoding="UTF-8" standalone="yes"?> 
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" 
    xmlns:rba="http://www.rsasecurity.com/schemas/2009/05/RBAAgent" 
    targetNamespace="http://www.rsasecurity.com/schemas/2009/05/RBAAgent" 
    elementFormDefault="unqualified" attributeFormDefault="unqualified" 
    version="1.0"> 
    <xs:element name="RBAAgent"> 
        <xs:complexType> 
            <xs:sequence> 
                <xs:element ref="rba:Name" /> 
                <xs:element ref="rba:Version" /> 
                <xs:element ref="rba:ScriptTemplate" /> 
            </xs:sequence> 
        </xs:complexType> 
    </xs:element> 
    <xs:element name="Name" type="xs:string" /> 
    <xs:element name="Version" type="xs:string" /> 
    <xs:element name="ScriptTemplate" type="xs:string" /> 
</xs:schema> 
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Create the Template File 

To create an integration script template for your web-based agent, use the code in Creating an Integration 
Script Template on page 6, and do the following. 
 

1. Locate the Name attribute, and enter a name for your web-based agent.  
 
This is the template display name that you will select when you generate an integration script 
in the Security Console. 

 
2. Locate the Version attribute, and enter a version number for the template.  

 
The Version attribute allows you to track your revisions. You may use any string format. The 
value i substituted wherever the ${version} parameter appears in the template. 
 

3. Locate the commented line // Contents of the script and allowed attributes, and 
insert the integration script that you created for your web-based agent.  
 
For the parameters that are specific to your deployment, replace their values with 
substitutable form parameters. For a list of parameters, see the table in   
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4. Sample Logon Form and Parameters on page 3. These parameter values will be replaced 
automatically when you generate an integration script in the Security Console. 
 

5. Save the template as an XML file, for example, MyAgent.xml. 
 

6. Use the integration script template schema with an XML validation tool to validate the 
integration script template.  
 
The schema is located in the RSA Authentication Manager 8.2 SP1 Extras download kit in 
the “Custom RBA Integration” directory. 

Install the Template on the Authentication Manager Instance 

If your deployment includes a primary instance and a replica instance, complete this procedure on the 
primary instance. Repeat the steps on the replica appliance. If the replica instance is promoted, the 
template will be installed and available in the Security Console. 

Procedure 
 

1. Using an SSH or SCP client, upload the template file to the /opt/rsa/am/utils/rba-agents directory 
on the Authentication Manager instance. 
 

2. From the Security Console, generate an integration script for your web-based agent.  
For more information, see the Authentication Manager Help topic “Generate an Integration Script 
for a Web-Based Application.” 
 

3. Inspect the integration script and confirm that the version shown in the first few lines of the script 
matches the template file.  
 

If the Agent Type drop-down list does not display the name of your integration script template, run a 
System Log Report and look for a detailed error message that explains why Authentication Manager 
rejected the template. 
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Deploying the Integration Script to the Web-Based Agent 

From the Security Console, you must generate an integration script for your web-based agent. For more 
information, see the Security Console help topic “Generate an Integration Script for a Web-Based Agent”. 
You must deploy the integration script to your web-based agent’s logon page, so that it is accessible 
through HTTPS and can be referenced by your logon form. 
 
To reference an integration script that you saved as am_integration.js, insert the following web-based 
agent’s logon page. 

<script src='am-integration.js' type="text/javascript"></script> 

Make sure that the value of the src parameter is a valid path that resolves to the integration script. This 
path must be unique for each installation of your agent because the integration script it references 
contains values specific to the host running the web-based agent. 
 
To trigger an automatic redirect when the web-based agent’s logon page loads, you can use the standard 
JavaScript window.onload event. For example, if your integration script contains a function called 
redirectToIdP, which redirects the user’s browser to Authentication Manager, you should insert the 
following into the web-based agent’s logon page below the previous <script> tag: 

<script>window.onload=redirectToIdP;</script> 

Next Steps 

See “Deploying Risk-Based Authentication” in the Authentication Manager Help. The Help also includes 
testing and troubleshooting information. 
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