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Preface

About This Guide

This guide is for administrators who are configuring Simple Network Management 
Protocol (SNMP) to monitor an instance of RSA® Authentication Manager. This guide 
describes the Management Information Base (MIB) objects that are supported by 
Authentication Manager on the hardware appliance and the virtual appliance.

RSA Authentication Manager 8.2 Documentation

RSA Authentication Manager 8.2 includes the following documentation.

Title Purpose

Configuration

Planning Guide Describes the high-level architecture of Authentication 
Manager and how it integrates with your network.

Hardware Appliance Getting Started Describes how to deploy a hardware appliance and perform 
the Authentication Manager Quick Setup process.

Virtual Appliance Getting Started Describes how to deploy a virtual appliance and perform the 
Authentication Manager Quick Setup process.

Setup and Configuration Guide Describes how to set up and configure Authentication 
Manager, and how to upgrade from version 8.1 Service Pack 
1 to version 8.2.

Security Configuration Guide Describes the security configuration settings available in 
RSA Authentication Manager. It also describes secure 
deployment and usage settings, secure maintenance, and 
physical security controls.

Administration

Administrator's Guide Provides an overview of Authentication Manager and its 
features. Describes how to configure the system and perform 
a wide range of administration tasks, including managing 
users and security policies.
 Preface 7
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Developer’s Guide Provides information about developing custom programs 
using the RSA Authentication Manager application 
programming interfaces (APIs). Includes an overview of the 
Authentication Manager APIs and the related Javadoc.

Note: The software development kit (SDK) is located in the 
RSA Authentication Manager SDK directory of the RSA 
Authentication Manager 8.2 Extras ZIP file. The Extras 
ZIP file is located on Download Central at 
https://download.rsasecurity.com.

Help Desk Administrator’s Guide Provides instructions for the most common tasks that a Help 
Desk Administrator performs.

RSA RADIUS Reference Guide Describes the usage and settings for the initialization files, 
dictionary files, and configuration files used by RSA 
RADIUS.

SNMP Reference Guide Describes how to configure Simple Network Management 
Protocol (SNMP) to monitor an instance of Authentication 
Manager on a hardware appliance or a virtual appliance.

Troubleshooting Guide Describes the most common error messages in RSA 
Authentication Manager and provides the appropriate 
actions to troubleshoot each event.

AMBA Custom Application Guide Describes how the RSA Authentication Manager Bulk 
Administration (AMBA) command-line utility simplifies the 
bulk administration of users, tokens, agents, and so on. 
Requires a standalone AMBA license or an Enterprise 
license.

Online Help

Security Console Help Describes day-to-day administration tasks performed in the 
Security Console.

Operations Console Help Describes configuration and setup tasks performed in the 
Operations Console.

Self-Service Console Help Describes how to use the Self-Service Console. To view the 
Help, on the Help tab in the Self-Service Console, click 
Self-Service Console Help.

Title Purpose
8  Preface
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Support and Service

You can access community and support information on RSA Link at 
https://community.rsa.com. RSA Link contains a knowledgebase that answers 
common questions and provides solutions to known problems, product 
documentation, community discussions, and case management.

The RSA Ready Partner Program website at www.rsaready.com provides 
information about third-party hardware and software products that have been certified 
to work with RSA products. The website includes Implementation Guides with 
step-by-step instructions and other information on how RSA products work with 
third-party products.

Before You Call Customer Support

Please have the following information available when you call:

 Access to the RSA Authentication Manager appliance.

 Your license serial number. To locate the license serial number, do one of the 
following:

• Look at the order confirmation e-mail that you received when your ordered 
the product. This e-mail contains the license serial number.

• Log on to the Security Console, and click License Status. Click View 
Installed License.

 The Authentication Manager appliance software version information. You can 
find this information in the top, right corner of the Quick Setup, or in the 
Security Console. Log on to the Security Console, and click Software Version 
Information.

RSA Token Management Snap-In for the

Microsoft Management Console Help

Describes how to use software that works with the Microsoft 
Management Console (MMC) for deployments that have an 
Active Directory identity source. Using this snap-in, you can 
enable or disable a token, assign a token, or perform other 
token-related tasks without logging on to the Security 
Console.

Title Purpose
 Preface 9

https://community.rsa.com
http://www.rsaready.com




RSA Authentication Manager 8.2 SNMP Reference Guide
1 RSA Authentication Manager SNMP

SNMP Overview

SNMP is a protocol used to manage systems on computer networks. It exposes 
management data in the form of variables, which can be queried by remote 
applications. These variables are read-only. RSA Authentication Manager does not 
support SNMP sets. 

If you use a network management system (NMS) and SNMP, you can configure 
Authentication Manager to send data, called traps, to the NMS and to accept requests, 
called GETS, from the NMS. The NMS uses this data to compile statistics for 
Management Information Base (MIB) objects. You can use a MIB browser to view 
these statistics.

Authentication Manager supports SNMP v3. 

Differences Between SNMP GETS and Traps

Authentication Manager sends an SNMP GET when the NMS requests specific 
information from it. You configure the data that you want the NMS to request. For 
example, the NMS might request the number of successful authentications in the form 
of a GET. In response, Authentication Manager sends the total number of successful 
authentications since the server was started.

SNMP traps allow you to use the NMS to monitor error events occurring within 
Authentication Manager. When an error event occurs, Authentication Manager sends a 
notification to the NMS. You can configure the NMS to receive these notifications. 
Notifications can be intercepted and filtered based on the data sent in the trap message 
(severity, for example). For information on how to interpret the trap message, see 
Object Identifier Structure for SNMP Traps on page 13.

GETS and traps differ in two ways:

• A GET is information that is requested, whereas a trap is information that is sent 
automatically. 

• A GET contains aggregate data, and can obtain a single value, or a tree of values. 
A trap is an individual piece of data. 
For example, suppose, Authentication Manager is configured to send notifications 
for each successful authentication. If 100 successful authentications occur, 100 
trap messages are sent. If you request a GET for successful authentications, you 
will receive one message showing a value of 100.

Note: Authentication Manager does not support puts. 
1: RSA Authentication Manager SNMP 11
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SNMP Configuration

You can configure SNMP GETS and traps using the Security Console. An SNMP 
agent is embedded in Authentication Manager, and responds to requests from the 
NMS. The agent can be enabled or disabled during configuration. 

To request Authentication Manager data, you must download the Authentication 
Manager management information base objects (MIB) files from the Security 
Console, and load them in a MIB browser. For more information on configuring 
Authentication Manager and downloading MIB files, see the chapter “Logging and 
Reporting” in the Administrator’s Guide. 

You can use a separate set of hardware-specific MIB files to monitor an 
RSA Authentication Manager hardware appliance. For more information, see 
Chapter 2, Management Information Base Objects for SNMP for the Hardware 
Appliance..

Interpreting RSA Authentication Manager SNMP Values 

Database-related SNMP GETS obtain values only from the internal database, not from 
external identity sources. For example, suppose an external identity source contains 
2000 users and the internal database contains 1000 users. A GET for the total number 
of users returns a value of 1000.

When SNMP performs a GET to retrieve the total number of policies for a specific 
type of policy, the system default policy is included in the total, despite the fact that 
you do not see the default policy in the Security Console. For example, if the Security 
Console displays three password policies, the GET request returns a total of four 
policies, because it counts the system default policy.

The PerSec values used in the GETS are calculated over a recent, limited period of 
time, and not from the time of starting Authentication Manager. For example, the 
amApsRateSampleTimeS value defines the number of seconds over which the 
amApsAuthReqPerSec data is sampled. The amApsAuthReqPerSec value is not 
calculated since startup, but is a dynamic calculation over the last 
amApsRateSampleTimeS seconds.
12 1: RSA Authentication Manager SNMP
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Object Identifier Structure for SNMP Traps

SNMP trap messages sent by Authentication Manager to the network management 
filter use a root-level object identifier (OID) structure that describes the cause of the 
trap notification.You can configure the NMS to filter trap messages based on this data. 
You do not have to open the trap message to understand details of the notification. 

The root-level OID consists of four segments, as shown in the following table. 

For example, the following root-level OID indicates that a user was successfully 
deleted: 

1.3.6.1.4.1.2197.20.28.3.10054

Where:

• 1.3.6.1.4.1.2197.20 indicates that this is an Authentication Manager trap

• 28 indicates that this trap is for an administrator event

• 3 indicates that the severity level is Success

• 10054 is the action ID of the DELETE_PRINCIPAL action key. 

The RSA Authentication Manager 8.2 Troubleshooting Guide provides 
troubleshooting steps for commonly occurring error messages, and a list of all action 
IDs and corresponding action keys and log messages.

OID Value Description

1.3.6.1.4.1.2197.20 Indication that this is an Authentication 
Manager trap message

• 28 - Administrator event

• 29 - Authentication event

• 30 - System event

Log event type

• 1 - Error

• 2 - Warning

• 3 - Information (Success)

• 4 - System Default

Severity level

Five digit numerical value corresponding 
to the action that the trap is monitoring

Action ID
1: RSA Authentication Manager SNMP 13
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Management Information Base Objects for SNMP GETS

The Authentication Manager MIB file contains the following MIB objects. Use these 
MIB objects for GETS, to collect aggregate and real-time data relating to the 
performance of Authentication Manager. You can view these objects and their 
corresponding statistics in a MIB browser.

Agent Protocol Service

The following table lists the MIB objects for the available agent protocol service.

MIB Object OID Description

amApsPacketsTotal .1.3.6.1.4.1.2197.30.1.1 Total number of legacy (UDP) packets 
sent and received.

amApsPacketsPerSec .1.3.6.1.4.1.2197.30.1.2 Average number of packets sent and 
received per second.

amApsAuthReqsTotal .1.3.6.1.4.1.2197.30.1.3 Total number of legacy (UDP) requests.

amApsAuthReqPerSec .1.3.6.1.4.1.2197.30.1.4 Average number of authentication 
requests received per second.

amApsAuthFailTotal .1.3.6.1.4.1.2197.30.1.5 Total number of authentication requests 
that were unsuccessful.

amApsAuthFailPerSec .1.3.6.1.4.1.2197.30.1.6 Average number of authentication request 
failures per second.

amApsAuthOkTotal .1.3.6.1.4.1.2197.30.1.7 Total number of authentication requests 
that succeeded.

amApsAuthOkPerSec .1.3.6.1.4.1.2197.30.1.8 Average number of successful 
authentication requests per second.

amApsNewPinTotal .1.3.6.1.4.1.2197.30.1.9 Total number of new PIN authentications 
processed.

amApsNextTokencodeTotal .1.3.6.1.4.1.2197.30.1.10 Total number of next tokencode 
authentications processed.

amApsTransactionQueue
Capacity

.1.3.6.1.4.1.2197.30.1.11 This value is for use by RSA. It is 
intended for diagnostic and 
troubleshooting purposes only.

Capacity of the queue that holds 
transactions that were processed, but not 
yet committed.
14 1: RSA Authentication Manager SNMP
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amApsAuthThreads .1.3.6.1.4.1.2197.30.1.12 This value is for use by RSA. It is 
intended for diagnostic and 
troubleshooting purposes only.

Total number of threads available to 
process authentications through the 
authentication broker.

amApsDupPacketSet
Capacity

.1.3.6.1.4.1.2197.30.1.13 This value is for use by RSA. It is 
intended for diagnostic and 
troubleshooting purposes only.

Capacity of the set of packets that the 
APS holds to respond to previous 
responses requests.

amApsDupPacketReqsTotal .1.3.6.1.4.1.2197.30.1.14 This value is for use by RSA. It is 
intended for diagnostic and 
troubleshooting purposes only.

Total number of duplicate responses the 
APS sent due to UDP packet transmission 
errors.

amApsAuthRoundTripMax
TimeMS

.1.3.6.1.4.1.2197.30.1.15 This value is for use by RSA. It is 
intended for diagnostic and 
troubleshooting purposes only.

Maximum time to send or receive an 
authentication request or response.

amApsAuthRoundTripMin
TimeMS

.1.3.6.1.4.1.2197.30.1.16 This value is for use by RSA. It is 
intended for diagnostic and 
troubleshooting purposes only.

Maximum time to send or receive an 
authentication request or response.

amApsAuthRoundTripAvg
TimeMS

.1.3.6.1.4.1.2197.30.1.17 This value is for use by RSA. It is 
intended for diagnostic and 
troubleshooting purposes only.

Average time to send or receive an 
authentication request or response.

amApsRateSampleTimeS .1.3.6.1.4.1.2197.30.1.18 Interval over which all rate-based values 
are sampled, in seconds.

amApsPacketProcAbort
ExceptionTotal

.1.3.6.1.4.1.2197.30.1.19 Total number of requests for which the 
APS aborted handling due to packet 
processing exceptions.

MIB Object OID Description
1: RSA Authentication Manager SNMP 15
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Agent Auto-Registration

The following table lists the MIB objects available for agent auto-registration. All 
values are for use by RSA and are intended for diagnostic and troubleshooting 
purposes only. 

Offline Authentication

The following table lists the available MIB objects for offline authentication. All 
values are for use by RSA and are intended for diagnostic and troubleshooting 
purposes only.

amApsPacketProcAbort
AgentNotFoundTotal

.1.3.6.1.4.1.2197.30.1.20 Total number of requests for which the 
APS aborted handling because the 
sending agent was not found.

MIB Object OID Description

MIB Object OID Description

amAarReqsTotal .1.3.6.1.4.1.2197.30.2.1 Total number of agent auto-registration 
requests.

amAarReqsOkTotal .1.3.6.1.4.1.2197.30.2.1 Total number of auto-registrations 
successfully processed.

amAarReqsFailTotal .1.3.6.1.4.1.2197.30.2.3 Total number of auto-registration 
failures.

amAarReqsPerSec .1.3.6.1.4.1.2197.30.2.4 Average number of auto-registration 
requests per second.

amAarReqMaxTimeMS .1.3.6.1.4.1.2197.30.2.5 Maximum time spent processing an agent 
registration.

amAarReqAvgTimeMS .1.3.6.1.4.1.2197.30.2.6 Average time spent processing an agent 
registration.

amAarRateSampleTimeS .1.3.6.1.4.1.2197.30.2.7 Interval over which all rate-based values 
are sampled, in seconds.

MIB Object OID Description

amOaReqsTotal .1.3.6.1.4.1.2197.30.3.1 Total number of offline authentication 
data requests processed.

amOaReqsFailTotal .1.3.6.1.4.1.2197.30.3.2 Total number of offline authentication 
data request failures.

amOaLogEventsTotal .1.3.6.1.4.1.2197.30.3.3 Total number of log events that have been 
uploaded by agent hosts.
16 1: RSA Authentication Manager SNMP



RSA Authentication Manager 8.2 SNMP Reference Guide
Adjudicator

The following table lists the MIB objects available for adjudication. All values are for 
use by RSA. They are intended for diagnostic and troubleshooting purposes only.

amOaPasswordUpdatesTotal .1.3.6.1.4.1.2197.30.3.4 Total number of password update requests 
that have been sent by agent hosts.

amOaDayfileAvgPerReq .1.3.6.1.4.1.2197.30.3.5 Average number of day files downloaded 
in response to each request.

amOaDayfileReqs .1.3.6.1.4.1.2197.30.3.5 Total number of agent data recharge 
requests processed (from agents that 
performed an offline authentication and 
later established a connection).

amOaDayfileMaxTimeMS .1.3.6.1.4.1.2197.30.3.7 Maximum time the day file generation 
service took to generate a single day file.

amOaServerListReqsTotal .1.3.6.1.4.1.2197.30.3.8 Total number of server list requests 
processed.

amOaAuthVerificationsTotal .1.3.6.1.4.1.2197.30.3.9 Total number of agent authentication 
verification requests processed.

amOaRateSampleTimeS .1.3.6.1.4.1.2197.30.3.10 Interval over which all rate-based values 
are sampled, in seconds.

MIB Object OID Description

MIB Object OID Description

amAdjLocalTotal .1.3.6.1.4.1.2197.30.4.1 Total number of locally processed 
adjudications.

amAdjRemoteTotal .1.3.6.1.4.1.2197.30.4.2 Total number of adjudications sent to 
remote systems for processing.

amAdjLocalFailTotal .1.3.6.1.4.1.2197.30.4.3 Total number of local adjudications that 
were denied due to adjudication 
violations.

amAdjRemoteFailTotal .1.3.6.1.4.1.2197.30.4.4 Total number of remote adjudications 
that were denied due to adjudication 
violations.

amAdjLocalPerSec .1.3.6.1.4.1.2197.30.4.5 Total number of locally processed 
adjudications processed per second.

amAdjRemoteRespMax
TimeMS

.1.3.6.1.4.1.2197.30.4.6 Maximum time spent processing a 
remote adjudication.
1: RSA Authentication Manager SNMP 17
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Database

The following table lists the MIB objects available for the database.

Note: Authentication Manager currently only supports a single node per instance.

amAdjRemoteRespMax
TimeIP

.1.3.6.1.4.1.2197.30.4.7 IP address of the adjudicator that 
resulted in the maximum adjudication 
time.

amAdjRemoteRespAvg
TimeMS

.1.3.6.1.4.1.2197.30.4.8 Average time spent processing a remote 
adjudication.

amAdjRateSample TimeS .1.3.6.1.4.1.2197.30.4.9 Interval over which all rate-based values 
are sampled, in seconds.

MIB Object OID Description

MIB Object OID Description

amDbUsersTotal .1.3.6.1.4.1.2197.30.5.1 Total number of users.

amDbUserAttrDefsTotal .1.3.6.1.4.1.2197.30.5.2 Total number of user attribute 
definitions.

amDbUserAttrsTotal .1.3.6.1.4.1.2197.30.5.3 Total number of user attributes.

amDbUserAliasesTotal .1.3.6.1.4.1.2197.30.5.4 Total number of user aliases.

amDbTrustedUsersTotal .1.3.6.1.4.1.2197.30.5.5 Total number of trusted users.

amDbTrustedUserGroups
Total

.1.3.6.1.4.1.2197.30.5.6 Total number of trusted user groups.

amDbTrustedUserGroup
MembershipsTotal

.1.3.6.1.4.1.2197.30.5.7 Total number of trusted user group 
memberships.

amDbTrustedUserGroup
AgentMembershipsTotal

.1.3.6.1.4.1.2197.30.5.8 Total number of trusted user group agent 
memberships.

amDbRealmsTotal .1.3.6.1.4.1.2197.30.5.9 Total number of realms.

amDbOfflineAuthPolicies
Total

.1.3.6.1.4.1.2197.30.5.10 Total number of offline authentication 
policies.

amDbTokenPoliciesTotal .1.3.6.1.4.1.2197.30.5.11 Total number of token policies.

amDbPasswordPoliciesTotal .1.3.6.1.4.1.2197.30.5.12 Total number of password policies.

amDbAuthGradesTotal .1.3.6.1.4.1.2197.30.5.13 Total number of authentication grades.
18 1: RSA Authentication Manager SNMP
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amDbAuthLockoutPolicies
Total

.1.3.6.1.4.1.2197.30.5.14 Total number of authentication lockout 
policies.

amDbEmergencyAuth
PoliciesTotal

.1.3.6.1.4.1.2197.30.5.15 Total number of emergency 
authentication policies.

amDbAuthQuestionsPolicies
Total

.1.3.6.1.4.1.2197.30.5.16 Total number of authentication questions 
policies.

amDbRadiusPoliciesTotal .1.3.6.1.4.1.2197.30.5.17 Total number of RADIUS policies.

amDbTokensTotal .1.3.6.1.4.1.2197.30.5.18 Total number of tokens.

amDbGroupsWithTime
RestrictionsTotal

.1.3.6.1.4.1.2197.30.5.19 Total number of groups with time 
restrictions.

amDbUnassignedTokens
Total

.1.3.6.1.4.1.2197.30.5.20 Total number of unassigned tokens.

amDbDisabledTokensTotal .1.3.6.1.4.1.2197.30.5.21 Total number of disabled tokens.

amDbTokenAttrDefsTotal .1.3.6.1.4.1.2197.30.5.22 Total number of token attribute 
definitions.

amDbTokenAttrsTotal .1.3.6.1.4.1.2197.30.5.23 Total number of token attributes.

amDbTokenReplacements
Total

.1.3.6.1.4.1.2197.30.5.24 Total number of token replacements.

amDbAgentsTotal .1.3.6.1.4.1.2197.30.5.25 Total number of agents.

amDbUnrestrictedAgents
Total

.1.3.6.1.4.1.2197.30.5.26 Total number of unrestricted agents.

amDbAgentAlternate
AddressesTotal

.1.3.6.1.4.1.2197.30.5.27 Total number of agent alternate 
addresses.

amDbInstancesTotal .1.3.6.1.4.1.2197.30.5.28 Total number of instances.

amDbInstanceNodesTotal .1.3.6.1.4.1.2197.30.5.29 Total number of instance nodes.

amDbNodeAliasesTotal .1.3.6.1.4.1.2197.30.5.30 Total number of node aliases.

amDbManualServerLists
Total

.1.3.6.1.4.1.2197.30.5.31 Total number of manual server lists.

amDbRadiusServersTotal .1.3.6.1.4.1.2197.30.5.32 Total number of RADIUS servers.

amDbRadiusClientsTotal .1.3.6.1.4.1.2197.30.5.33 Total number of RADIUS clients.

amDbRadiusProfilesTotal .1.3.6.1.4.1.2197.30.5.34 Total number of RADIUS profiles.

MIB Object OID Description
1: RSA Authentication Manager SNMP 19
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RADIUS and EAP-32

The following table lists the MIB objects available for RADIUS and EAP-32.

Remote Realm Authentication

The following table lists the MIB objects available for remote realm authentication

amDbRadiusAgentProfiles
Total

.1.3.6.1.4.1.2197.30.5.35 Total number of RADIUS agent profiles.

amDbCtkipAuthzCodesTotal .1.3.6.1.4.1.2197.30.5.36 Total number of CT-KIP authorization 
codes.

MIB Object OID Description

MIB Object OID Description

amV5RadiusAuthTotal .1.3.6.1.4.1.2197.30.6.1 Total number of authentication requests with 
RADIUS profile secondary segments.

amV5EapAuthTotal .1.3.6.1.4.1.2197.30.6.2 Total number of authentication requests using 
an EAP-32 credential.

amV5EapAuthOkTotal .1.3.6.1.4.1.2197.30.6.3 Total number of successful authentications 
using an EAP-32 credential.

MIB Object OID Description

amTrAuthHomeTotal .1.3.6.1.4.1.2197.30.7.1 Total number of remote realm authentications 
where the home realm is in this deployment.

amTrAuthHomeFailTotal .1.3.6.1.4.1.2197.30.7.2 Total number of remote realm authentication 
requests that were unsuccessful where the 
home realm is in this deployment.

amTrAuthHomeOkTotal .1.3.6.1.4.1.2197.30.7.3 Total number of remote realm authentication 
requests that succeeded where the home 
realm is in this deployment.

amTrAuthRemoteTotal .1.3.6.1.4.1.2197.30.7.4 Total number of remote realm authentications 
where the remote realm is in this deployment.

amTrAuthRemoteFail
Total

.1.3.6.1.4.1.2197.30.7.5 Total number of remote realm authentication 
requests that were unsuccessful where the 
remote realm is in this deployment.

amTrAuthRemoteOk 
Total

.1.3.6.1.4.1.2197.30.7.6 Total number of remote realm authentication 
requests that succeeded where the remote 
realm is in this deployment.
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On-Demand Tokencodes

The following table lists the MIB objects available for on-demand tokencodes.

amTrRespMaxTimeMS .1.3.6.1.4.1.2197.30.7.7 This value is for use by RSA. It is intended 
for diagnostic and troubleshooting purposes 
only.

Maximum time for the home realm to respond 
to an authentication request from the remote 
realm.

amTrRespAvgTimeMS .1.3.6.1.4.1.2197.30.7.8 This value is for use by RSA. It is intended 
for diagnostic and troubleshooting purposes 
only.

Average time for the home realm to respond 
to an authentication request from the remote 
realm.

amTrUsersDiscovered
Total

.1.3.6.1.4.1.2197.30.7.9 This value is for use by RSA. It is intended 
for diagnostic and troubleshooting purposes 
only.

Total number of trusted users discovered.

amTrRadiusAuthReqs
Total

.1.3.6.1.4.1.2197.30.7.10 This value is for use by RSA. It is intended 
for diagnostic and troubleshooting purposes 
only.

Total number of trusted realm authentication 
requests that used RADIUS from a remote 
realm in this deployment.

amTrEapAuthReqsTotal .1.3.6.1.4.1.2197.30.7.11 This value is for use by RSA. It is intended 
for diagnostic and troubleshooting purposes 
only.

Total number of trusted realm authentication 
requests that used EAP-32 to a home realm in 
this deployment.

amTrRateSampleTimeS .1.3.6.1.4.1.2197.30.7.12 Interval over which all rate-based values are 
sampled, in seconds.

MIB Object OID Description

MIB Object OID Description

amOttTokencodeReqsTot
al

.1.3.6.1.4.1.2197.30.8.1 Total number of on-demand tokencode 
requests.

amOttAuthReqsTotal .1.3.6.1.4.1.2197.30.8.2 Total number of authentication requests using 
on-demand tokencodes.
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amOttSmsProvider .1.3.6.1.4.1.2197.30.8.3 Name of the SMS provider the deployment is 
configured to use.

amOttMsgsSmsTotal .1.3.6.1.4.1.2197.30.8.4 Total number of on-demand tokencode 
messages using SMS for transport.

amOttMsgsSmsPerSec .1.3.6.1.4.1.2197.30.8.5 Average on-demand tokencode messages 
using SMS for transport.

amOttMsgsSmtpTotal .1.3.6.1.4.1.2197.30.8.6 Total number of on-demand tokencode 
messages using SMTP for transport.

amOttMsgsSmtpPerSec .1.3.6.1.4.1.2197.30.8.7 Average on-demand tokencode messages 
using SMTP for transport.

amOttMsgsSmtpGateway
Percent

.1.3.6.1.4.1.2197.30.8.8 This value is for use by RSA. It is intended for 
diagnostic and troubleshooting purposes only.

Estimated percentage of SMTP messages sent 
to what appears to be an SMTP-to-SMS 
gateway. If the part of the e-mail address 
before the at sign (@) is only digits, it is 
assumed to be an SMTP-to-SMS gateway.

amOttAuthAttemptsPerS
ec

.1.3.6.1.4.1.2197.30.8.9 This value is for use by RSA. It is intended for 
diagnostic and troubleshooting purposes only.

Average number of authentication requests 
per second.

amOttAuthAttemptsSecu
rIDPercent

.1.3.6.1.4.1.2197.30.8.10 This value is for use by RSA. It is intended for 
diagnostic and troubleshooting purposes only.

Percentage of authentication requests that are 
dispatched back to the SecurID authentication 
method. These are cases where the user is 
enabled for both SecurID and on-demand 
authentication (ODA) and the tokencode fails 
ODA.

amOttAuthAttemptsLega
cyPercent

.1.3.6.1.4.1.2197.30.8.11 This value is for use by RSA. It is intended for 
diagnostic and troubleshooting purposes only.

Percentage of authentication requests 
originating from legacy agents.

amOttPinSetSytemTotal .1.3.6.1.4.1.2197.30.8.12 This value is for use by RSA. It is intended for 
diagnostic and troubleshooting purposes only.

Total number of PINs automatically generated 
after enablement.

MIB Object OID Description
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Deployment Information

The following tables list the MIB objects available for the Authentication Manager 
deployment.

Cache Table

The following table lists the MIB objects available for the cache table.

Datasource Table

The following table lists the MIB objects available for the datasource table.

amOttPinSetDeferredTot
al

.1.3.6.1.4.1.2197.30.8.13 This value is for use by RSA. It is intended for 
diagnostic and troubleshooting purposes only.

Total number of PINs set by the user after 
enablement.

amOttPinSetTemporaryT
otal

.1.3.6.1.4.1.2197.30.8.14 This value is for use by RSA. It is intended for 
diagnostic and troubleshooting purposes only.

Total number of PINs set temporarily during 
enablement.

amOttPinSetPermanentT
otal

.1.3.6.1.4.1.2197.30.8.15 This value is for use by RSA. It is intended for 
diagnostic and troubleshooting purposes only.

Total number of PINs set permanently during 
enablement.

amOttRateSampleTimeS .1.3.6.1.4.1.2197.30.8.16 Interval over which all rate-based values are 
sampled, in seconds.

MIB Object OID Description

MIB Object OID Description

cacheName .1.3.6.1.4.1.2197.20.7.1.1 Cache name.

cacheCapacity .1.3.6.1.4.1.2197.20.7.1.2 Cache capacity.

cacheSize .1.3.6.1.4.1.2197.20.7.1.3 Cache size.

cacheHitRate .1.3.6.1.4.1.2197.20.7.1.4 Cache hit ratio.

cacheFlushCount .1.3.6.1.4.1.2197.20.7.1.5 Cache flush count.

cacheFlushFrequency .1.3.6.1.4.1.2197.20.7.1.6  Cache flush frequency.

MIB Object OID Description

datasourceName .1.3.6.1.4.1.2197.20.8.1.1 Data source name.
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Event Notification Objects

The following table lists the MIB objects available for the event notification objects 
table.

datasourceTotalRequests .1.3.6.1.4.1.2197.20.8.1.2 Total number of requests.

datasourceRequests
PerSecond

.1.3.6.1.4.1.2197.20.8.1.3 Requests per second.

datasourceMinResponse
Time

.1.3.6.1.4.1.2197.20.8.1.4 Minimum response time in milliseconds.

datasourceAvgResponse
Time

.1.3.6.1.4.1.2197.20.8.1.5 Average response time in milliseconds.

datasourceMaxRespons
Time

.1.3.6.1.4.1.2197.20.8.1.6 Maximum response time in milliseconds.

datasourceActive
Connections

.1.3.6.1.4.1.2197.20.8.1.7 Active connection count.

datasourceFailed
Requests

.1.3.6.1.4.1.2197.20.8.1.8 Total number of unsuccessful requests.

activeSessions .1.3.6.1.4.1.2197.20.9 Active number of sessions.

totalAuthentications .1.3.6.1.4.1.2197.20.10 Total number of authentications.

totalAulthnFrequency .1.3.6.1.4.1.2197.20.11 Authentication frequency.

successful
Authentications

.1.3.6.1.4.1.2197.20.12 Successful authentication count.

successfulAuthn
Frequency

.1.3.6.1.4.1.2197.20.13 Successful authentication frequency.

failedAuthentications .1.3.6.1.4.1.2197.20.14 Unsuccessful authentication count.

failedAuthnFrequency .1.3.6.1.4.1.2197.20.15 Unsuccessful authentication frequency.

MIB Object OID Description

MIB Object OID Description

eventLevel .1.3.6.1.4.1.2197.20.16.5 Event level.

eventMessage .1.3.6.1.4.1.2197.20.16.6 Event message.

eventMessageId .1.3.6.1.4.1.2197.20.16.7 Event message identifier.

eventCause .1.3.6.1.4.1.2197.20.16.8 Cause of this event.
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License Table

The following table lists the MIB objects available for the license table.

Feature Table

The following table lists the MIB object available for the feature-related table.

MIB Object OID Description

licenseId .1.3.6.1.4.1.2197.20.18.1.1 License ID.

customerName .1.3.6.1.4.1.2197.20.18.1.2 Customer name.

licenseInstanceId .1.3.6.1.4.1.2197.20.18.1.3 Instance associated with this license.

licenseCategory .1.3.6.1.4.1.2197.20.18.1.4 Category.

licenseCreationDate .1.3.6.1.4.1.2197.20.18.1.5 Creation date.

licenseAccountId .1.3.6.1.4.1.2197.20.18.1.6 Account ID.

licenseDeploymentType .1.3.6.1.4.1.2197.20.18.1.7 Deployment type.

licenseNode .1.3.6.1.4.1.2197.20.18.1.8 Node.

licenseProduct .1.3.6.1.4.1.2197.20.18.1.9 Product.

licenseProductId .1.3.6.1.4.1.2197.20.18.1.10 Product ID.

licenseProductVersion .1.3.6.1.4.1.2197.20.18.1.11 Product version.

licenseFileVersion .1.3.6.1.4.1.2197.20.18.1.12 License file version.

licenseInstallDate .1.3.6.1.4.1.2197.20.18.1.13 Install date.

MIB Object OID Description

featureId .1.3.6.1.4.1.2197.20.19.1.1 License feature ID.

featureLicenseId .1.3.6.1.4.1.2197.20.19.1.2 ID of the license for this feature.

featureName .1.3.6.1.4.1.2197.20.19.1.3 Feature name.

featureName .1.3.6.1.4.1.2197.20.19.1.4 Feature version.
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Strategy Table

The following table lists the MIB objects available for the strategy table.

Instance Table

The following table lists the available MIB objects for the instance table.

Node Table

The following table lists the MIB objects available for the node table.

Note: Authentication Manager currently only supports a single node per instance.

MIB Object OID Description

strategyId .1.3.6.1.4.1.2197.20.20.1.1 License strategy ID.

referenceId .1.3.6.1.4.1.2197.20.20.1.2 ID of the license or feature for this strategy.

strategyClassName .1.3.6.1.4.1.2197.20.20.1.3 License strategy class name.

strategyClassVersion .1.3.6.1.4.1.2197.20.20.1.4 License strategy class version.

strategyName .1.3.6.1.4.1.2197.20.20.1.5 License strategy name.

strategyDataKey .1.3.6.1.4.1.2197.20.20.1.6 License strategy data key.

strategyDataValue .1.3.6.1.4.1.2197.20.20.1.7 License strategy data value.

MIB Object OID Description

instanceId .1.3.6.1.4.1.2197.20.21.1.1 Instance ID.

instanceName .1.3.6.1.4.1.2197.20.21.1.2 Instance name.

instanceCpuCount .1.3.6.1.4.1.2197.20.21.1.3 CPU count.

instanceDescription .1.3.6.1.4.1.2197.20.21.1.4 Instance description.

replicationStatus .1.3.6.1.4.1.2197.20.21.1.5 Replication status, if replication is configured.

MIB Object OID Description

nodeInstanceId .1.3.6.1.4.1.2197.20.22.1.1 ID of the instance for this node.

nodeName .1.3.6.1.4.1.2197.20.22.1.2 Node name.

nodeHostName .1.3.6.1.4.1.2197.20.22.1.3 Host name of the node machine.

nodeAddress .1.3.6.1.4.1.2197.20.22.1.4 IP address of the node machine.
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Configuration Table

The following table lists the MIB objects available for the configuration table.

Self-Service and Provisioning

The following tables list the MIB objects available for user information for 
self-service and provisioning.

Provisioning 

The following table lists the MIB objects available for provisioning.

nodeLastUpdatedOn .1.3.6.1.4.1.2197.20.22.1.5 Date and time when this node was last 
updated.

nodeActivationTime .1.3.6.1.4.1.2197.20.22.1.6 Date and time when this node was started, if it 
is running.

MIB Object OID Description

MIB Object OID Description

configName .1.3.6.1.4.1.2197.20.24.1.1 Configuration entry name.

configValue .1.3.6.1.4.1.2197.20.24.1.1 Configuration entry value.

MIB Object OID Description

ucmReqTotal .1.3.6.1.4.1.2197.40.1.1 Total number of workflow requests.

ucmReqPendingTotal .1.3.6.1.4.1.2197.40.1.2 Total number of pending requests.

ucmReqCompletedTotal .1.3.6.1.4.1.2197.40.1.3 Total number of completed requests.

ucmReqCanceledTotal .1.3.6.1.4.1.2197.40.1.4 Total number of canceled requests.

ucmReqRejectedTotal .1.3.6.1.4.1.2197.40.1.5 Total number of rejected requests.

ucmReqApprovedTotal .1.3.6.1.4.1.2197.40.1.6 Total number of approved requests.

ucmReqDistributedTotal .1.3.6.1.4.1.2197.40.1. Total number of distributed requests.

ucmReqWFApproved
ProcessAvgTimeMS

.1.3.6.1.4.1.2197.40.1.10 Average approved request processing time 
(workflow).

ucmReqWFDistributed
ProcessAvgTimeMS

.1.3.6.1.4.1.2197.40.1.11 Average distributed request processing time 
(workflow).

ucmReqProcessAvg
TimeMS

.1.3.6.1.4.1.2197.40.1.12 Average request processing time 
(non-workflow).
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Configuration

The following table lists the MIB objects available for configuration.

Self-Service

The following table lists the MIB objects available for self-service 

MIB Object OID Description

ucmConfigIdentity
SourcesTotal

.1.3.6.1.4.1.2197.40.2.1 Total number of identity sources configured.

ucmConfigSecurity
DomainsTotal

.1.3.6.1.4.1.2197.40.2.2 Total number of security domains configured.

ucmConfigUserGroups
Total

.1.3.6.1.4.1.2197.40.2.3 Total number of user groups configured.

ucmConfigHardware
TypesTotal

.1.3.6.1.4.1.2197.40.2.4 Total number of hardware token types.

ucmConfigSoftware
TypesTotal

.1.3.6.1.4.1.2197.40.2.5 Total number of software token types.

ucmConfigProvHW
TypesTotal

.1.3.6.1.4.1.2197.40.2.6 Total number of configured hardware token 
types.

ucmConfigProvSW
TypesTotal

.1.3.6.1.4.1.2197.40.2.7 Total number of configured software token 
types.

MIB Object OID Description

ucmSSEnrollmentTotal .1.3.6.1.4.1.2197.40.3.1 Total number of enrollment requests.

ucmSSExistingISTotal .1.3.6.1.4.1.2197.40.3.3 Total number of existing identity source 
enrollment requests.

ucmSSSecurIDHardware
Total

.1.3.6.1.4.1.2197.40.3.3 Total number of SecurID hardware requests.

ucmSSSecurIDSoftware
Total

.1.3.6.1.4.1.2197.40.3.4 Total number of SecurID software requests.

ucmSSUserGroupsTotal .1.3.6.1.4.1.2197.40.3.5 Total number of user group requests.

ucmSSPasswordTotal .1.3.6.1.4.1.2197.40.3.6 Total number of change password requests.

ucmSSUpdateProfile
Total

.1.3.6.1.4.1.2197.40.3.7 Total number of update profile requests.

ucmSSEnableTokenTotal .1.3.6.1.4.1.2197.40.3.8 Total number of enable token requests.
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Emergency Access

The following table lists the MIB objects available for emergency access.

ucmSSChangePinTotal .1.3.6.1.4.1.2197.40.3.9 Total number of change token PIN requests.

ucmSSOnDemandTotal .1.3.6.1.4.1.2197.40.3.10 Total number of on-demand token requests.

ucmSSSMSChange
PinTotal

.1.3.6.1.4.1.2197.40.3.11 Total number of change SMS token requests.

ucmSSUpdateSMSTotal .1.3.6.1.4.1.2197.40.3.12 Total number of update SMS token requests.

ucmSSEnableRBATotal .1.3.6.1.4.1.2197.40.3.13 Total number of enable risk-based 
authentication (RBA) requests.

ucmSSClearRBATotal .1.3.6.1.4.1.2197.40.3.14 Total number of clear RBA devices requests.

ucmSSFailedPassword
Total

.1.3.6.1.4.1.2197.40.3.15 Total number of unsuccessful change 
password attempts.

ucmSSFailedChange
PinTotal

.1.3.6.1.4.1.2197.40.3.16 Total number of unsuccessful change token 
PIN attempts.

ucmSSEnableToken
DistributedPercent

.1.3.6.1.4.1.2197.40.3.17 Percentage of enabled token requests to 
approved.

MIB Object OID Description

MIB Object OID Description

ucmEAExpiredSecurID
HardwareTotal

.1.3.6.1.4.1.2197.40.4.1 Total number of replacements for expired 
SecurID hardware requests.

ucmEAExpiredSecurID
SoftwareTotal

.1.3.6.1.4.1.2197.40.4.2 Total number of replacements for expired 
SecurID software requests.

ucmEALostBroken
SecurIDHardwareTotal

.1.3.6.1.4.1.2197.40.4.3 Total number of replacements for lost or 
broken SecurID hardware requests.

ucmEALostBroken
SecurIDSoftwareTotal

.1.3.6.1.4.1.2197.40.4.4 Total number of replacements for lost or 
broken SecurID software requests.

ucmEAActivate
ReplacementTokenTotal

.1.3.6.1.4.1.2197.40.4.5 Total number of activate replacement token 
requests.

ucmEAResetPinTotal .1.3.6.1.4.1.2197.40.4.6 Total number of reset token PIN requests.

ucmEAResyncToken
Total

.1.3.6.1.4.1.2197.40.4.7 Total number of resynchronize token requests.

ucmEATokenEAMode
Total

.1.3.6.1.4.1.2197.40.4.8 Total number of requests to place token in 
emergency access (EA) mode.
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ucmEASMSEATotal .1.3.6.1.4.1.2197.40.4.9 Total number of EA SMS token requests.

ucmEAPinUnblockTotal .1.3.6.1.4.1.2197.40.4.10 Total number of EA smart card PIN unblock 
requests.

ucmEAFailedResync
TokenTotal

.1.3.6.1.4.1.2197.40.4.11 Total number of unsuccessful token 
resynchronize requests.

MIB Object OID Description
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2 Management Information Base Objects for 
SNMP for the Hardware Appliance

Overview

RSA Authentication Manager 8.2 includes Management Information Base (MIB) files 
that you can use to monitor the RSA Authentication Manager 8.2 hardware appliance. 

You can download the hardware appliance MIB files from the Security Console. 
When you configure SNMP for Authentication Manager, you specify the desired level 
of trapping. For more information, see the chapter “Logging and Reporting” in the 
Administrator’s Guide. 

The hardware appliance includes two MIB files. The basebrd5_v1.mib file supports 
SNMP v1 or later, and the basebrd5_v2.mib file supports SNMP v2 or later. Either 
MIB file can be used for SNMP monitoring because Authentication Manager supports 
SNMP v3. Authentication Manager does not support hardware trap generation 
through SNMPv1 or SNMPv2.

Each hardware appliance MIB file supports traps and GETS for the following 
components:

• Voltage

• Temperature

• System Fan (includes redundancy)

• Memory

• Processor

• Power Supply (includes redundancy)

• PCI Hot Plug Events

• Chassis

The hardware appliance MIB files contain MIB objects that you can use for GETS, to 
collect aggregate and real-time performance data for the hardware appliance. You can 
view these objects and their corresponding statistics in a MIB browser. To view the 
details of basebrd5_v1.mib and basebrd5_v2.mib, you must download a MIB browser.
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A Management Information Base Objects for 
SNMP GETS for Unreleased Agents

Management Information Base Objects for SNMP GETS for 
Unreleased Agents

The Authentication Manager MIB file contains the following MIB objects for 
authentication agents that will be released in future.

Agent Configuration Service

The following table lists the agent configuration service MIB objects. All values are 
for use by RSA. They are intended for diagnostic and troubleshooting purposes only.

MIB Object OID Description

amCfgBootstrapConfigsSent
Total

0.3.6.1.4.1.2197.30.10.1 Total number of initial bootstrap 
configurations sent to agents.

amCfgUpdateConfigsSentTo
tal

0.3.6.1.4.1.2197.30.10.2 Total number of configuration updates 
sent to agents.

amCfgAgentsNotFoundTotal 0.3.6.1.4.1.2197.30.10.3 Total number of agents in requests that 
were not found.

amCfgAgentsFoundDisabled
Total

0.3.6.1.4.1.2197.30.10.4 Total number of times requests for 
disabled agents were received.

amCfgMalformedRequestsT
otal

0.3.6.1.4.1.2197.30.10.5 Total number of malformed configuration 
service requests received.

amCfgResponseTimeAverag
e

0.3.6.1.4.1.2197.30.10.6 Average time, in milliseconds, to process 
a configuration request.

amCfgRateSampleTimeS 0.3.6.1.4.1.2197.30.10.7 Sample rate for average configuration 
response time.
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Message Key Service

The following table lists the MIB objects for the message key service. All values are 
for use by RSA. They are intended for diagnostic and troubleshooting purposes only.

MIB Object OID Description

amMkmNegotiationsTotal 0.3.6.1.4.1.2197.30.11.1 Total number successful or unsuccessful 
key negotiation requests.

amMkmLookupsTotal 0.3.6.1.4.1.2197.30.11.2 Total number of successful or 
unsuccessful key lookup requests.

amMkmDeletionsTotal 0.3.6.1.4.1.2197.30.11.3 Total number of successful or 
unsuccessful key deletion requests.

amMkmRmtLookupsTotal 0.3.6.1.4.1.2197.30.11.4 Total number of key lookup requests for 
keys negotiated on other servers.

amMkmRmtDeletionsTotal 0.3.6.1.4.1.2197.30.11.5 Total number of key lookup requests for 
keys negotiated on other servers.

amMkmFailedNegotiationsT
otal

0.3.6.1.4.1.2197.30.11.6 Total number of key negotiation requests 
that did not complete.

amMkmFailedLookupsTotal 0.3.6.1.4.1.2197.30.11.7 The total number of key lookup requests 
that were unsuccessful.

amMkmFailedDeletionsTota
l

0.3.6.1.4.1.2197.30.11.8 The total number of key deletion requests 
that were unsuccessful.

amMkmFailedCredentialsTo
tal

0.3.6.1.4.1.2197.30.11.9 The total number of key negotiation 
failures due to agent credential (secret 
key) errors.

amMkmNegotiationRatePer
Sec

0.3.6.1.4.1.2197.30.11.10 Key negotiations per second that occurred 
over the last 30 seconds.

amMkmLookupRatePerSec 0.3.6.1.4.1.2197.30.11.11 Key lookups per second that occurred 
over the last 30 seconds.

getAmMkmRateSampleTim
eS

0.3.6.1.4.1.2197.30.11.12 Time over which the “per second” rates 
are sampled. (30)
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The following table lists the MIB objects for the authentication service. All values are 
for use by RSA. They are intended for diagnostic and troubleshooting purposes only.

MIB Object OID Description

amAuthsvcMalformedXmlR
eqTotal

0.3.6.1.4.1.2197.30.12.1 Total number of malformed XML 
authentication requests

amAuthsvcSuccessAuthnTot
al

0.3.6.1.4.1.2197.30.12.2 Total number authentication requests 
which were successful

amAuthsvcAuthnRatePerSec 0.3.6.1.4.1.2197.30.12.3 Number of authentication requests 
received per second, over the last 60 
seconds

amAuthsvcAuthnSuccessRat
ePerSec

0.3.6.1.4.1.2197.30.12.4 Number of successful authentication 
requests received per second, over the last 
60 seconds.

amAuthsvcMalformedCmsT
otal

0.3.6.1.4.1.2197.30.12.5 Total number of authentication requests 
received with malformed CMS data

amAuthsvcInvalidMkTotal 0.3.6.1.4.1.2197.30.12.6 Total number of authentication requests 
received with invalid message keys

amAuthsvcAuthnReqTotal 0.3.6.1.4.1.2197.30.12.7 Total number of authentication requests 
received 
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