
RSA® Authentication Manager 8.4 or Later

Using Clonezilla to Back Up and Restore the RSA Authentication 
Manager Hardware Appliance

RSA tested Clonezilla Release 2018-08-12 (clonezilla-live-20180812-bionic-amd64.iso) to back up and 
restore RSA Authentication Manager 8.4 or later on the following appliance models:

 l RSA SecurID Appliance 130 (Dell PowerEdge R230)

 l RSA SecurID Appliance 230 (Dell PowerEdge R240)

 l RSA SecurID Appliance 250 (Dell PowerEdge R630)

 l RSA SecurID Appliance 350 (Dell PowerEdge R640)

 l RSA SecurID Appliance 130 (Intel)

For the latest Clonezilla software and documentation, go to https://clonezilla.org/downloads.php. 

For instructions, see:

 l Back Up to a Network File System (NFS) below

 l Restore from a Network File System (NFS) on page 4

 l Back Up to a Windows Share on page 5

 l Restore from a Windows Share on page 8

Back Up to a Network File System (NFS)

RSA recommends using Clonezilla after you initially deploy the hardware appliance. A successful backup is 
required in the event that the hardware appliance needs to be restored. Reverting a hardware appliance back to 
the original settings requires a backup of the entire appliance, not just the database.

Note:  Clonezilla supports encrypting the backup image.

Procedure 

 1. To download Clonezilla, go to https://clonezilla.org/downloads.php.

Download the version clonezilla-live-20180812-bionic-amd64.iso. Backup and restore of 
Authentication Manager 8.4 or later requires the Clonezilla alternative release branch, which is the 
Ubuntu-based variant of Clonezilla.

 2. If your hardware appliance supports iDRAC/iLOM, do the following: 
 a. Log on to iDRAC/iLOM console.

 b. Launch the virtual console of the appliance.

 c. Power Off the appliance.

 d. From the virtual console, select Connect Virtual Media, browse for the Clonezilla ISO file, and 
choose Map the device.

 e. Create a directory to store the appliance backup image on an NFS share. For example, 
/opt/backup.

 f. Power On the appliance.
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If your hardware appliance does not support iDRAC/iLOM, do the following:

 a. Burn the Clonezilla ISO image onto a CD.

 b. Create a directory to store the appliance backup image on an NFS share. For example, 
/opt/backup.

 c. Attach a monitor and a keyboard to the appliance.

 d. Insert the Clonezilla CD into the CD drive.

 e. Reboot the appliance.

 3. Select the appropriate key to go to the boot menu. 

 4. If prompted to enter a password, enter the BIOS password, for example, rsabios.

 5. Select the Virtual Optical Drive or the SATA CD-ROM (depending on the model of your hardware 
appliance). The Clonezilla ISO boots and the Clonezilla Live boot menu appears.

 6. Select the required resolution. The first option in the menu is the default resolution, Clonezilla live 
(Default settings, VGA 800x600). If other resolutions are required, select Other modes of Clonezilla 
live in the menu.

 7. At the choose language prompt, select your preferred language, for example, en_US.UTF-8English.

 8. At the keyboard configuration prompt, select Keep the default keyboard layout –US keyboard.

 9. (Upgraded appliances only) On a new RSA Authentication Manager 8.4 or later appliance, go to step 10. 
On an RSA Authentication Manager 8.4 or later appliance that was upgraded from version 8.3, do the 
following steps:

 a. At the Start Clonezilla prompt, select Enter_Shell.

 b. In the Shell, execute the following command:

sudo gdisk /dev/sda

You will get following prompt:

Partition table scan:
MBR: MBR only
BSD: not present
APM: not present
GPT: present
Found valid MBR and GPT. Which do you want to use?
1 – MBR
2 – GPT
3 – Create blank GPT
Your answer:

 c. Type 1 and press ENTER

 d. At the Command (? for help) prompt, type x and press ENTER.

 e. At the Expert command (? For help) prompt, type z and press ENTER.

 f. At the About to wipe out GPT on /dev/sda. Proceed? (Y/N) prompt, type y and press 
ENTER.

 g. At the Blank out MBR? (y/n) prompt, type n and press ENTER.

Note:  Do not choose Y. 

 h. Type EXIT and press ENTER to leave the command prompt and go back to the Clonezilla menu.
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 10. At the Start Clonezilla prompt, select Start Clonezilla.

 11. At the Clonezilla – Opensource Clone System (Select mode) prompt, select device-image: work 
with disks or partition using images.            

 12. At the Mount Clonezilla image directory, select nfs_server: Use NFS server.             

 13. At the Clonezilla – Opensource Clone System (which network device you want to configure) 
prompt, select the network device that you want to configure, for example, eth0.             

 14. At the Network Config prompt, select static: Use static IP address.             

 15. Enter the IP address, Network Mask, Default gateway, and nameservers in the subsequent prompts.             

 16. At the NFS version prompt, select nfs NFS v2, v3.             

 17. At the Mount NFS server prompt, enter the IP address or FQDN of the NFS server and press ENTER. 
Then, enter the directory in the NFS server where the backup image will be saved, for example, 
/opt/backup, and press ENTER.             

 18. Clonezilla verifies the NFS server details that you entered, and it displays the details of the NFS server in 
the shell with the message "Press 'Enter' to continue." Press ENTER.             

 19. At the Clonezilla – Opensource Clone System (Choose the mode to run the wizard) prompt, 
select Beginner mode: Accept the default options.            

 20. At the Clonezilla – Opensource Clone System (OCS): Select Mode prompt, select savedisk: Save 
local disk as an image.            

 21. At the Clonezilla – Opensource Clone System (OCS) | Mode: savedisk (input name for the 
saved image to use) prompt, enter the name for the Backup image and press ENTER.             

 22. At the Clonezilla – Opensource Clone System (OCS) | Mode: savedisk (Choose local disk as 
source) prompt, select the disk in which the Authentication Manager is installed, for example, sda, and 
press ENTER.            

 23. At the Clonezilla advanced extra parameters |Mode: savedisk (Choose if you want to check 
and repair the file system before saving it) prompt, select –fsck to interactively check and repair 
the source file system before saving.             

 24. At the Clonezilla advanced extra parameters | Mode: savedisk (After the image is saved, do 
you want to check if it is restorable?) prompt, select Yes, check the saved image.             

 25. At the Clonezilla advanced extra parameters | Mode: savedisk (Do you want to encrypt the 
image?) prompt, select –enc Encrypt the image if you want to encrypt the backup.     

 26. At the Mode: savedisk (Action to perform when everything is finished) prompt, select –p 
poweroff.             

 27. After entering your preferences, Clonezilla displays a command in the shell based on your preferences 
followed by the message "Press 'Enter' to continue." Press ENTER.             

 28. (Optional) If you are encrypting the backup image, do the following:
 a. At the Enter the passphrase to encrypt the image prompt in the shell, enter a password and 

press ENTER.             

 b. At the Re-enter the passphrase to encrypt the image prompt in the shell, re-enter the same 
password and press ENTER.            

 29. At the The following step is to save the hard disk on this machine image prompt in the shell, 
type y. 

The backup begins, and a progress bar appears.             

 30. Clonezilla performs the file system check and repair process. If you are prompted to fix the free inodes 
count, free blocks count, and so forth, then type y in each case.            

 31. After the back up is complete, the message "Please remove the live-medium, close the tray (if any) and 
press “Enter” to continue" appears. Remove the CD from the CD drive, and press ENTER to shut down 
the appliance.             
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 32. Turn on the appliance to resume using it.             

Restore from a Network File System (NFS)

The following procedure restores the original settings for the hardware appliance.

Before you begin 

This procedure removes all data from the appliance. Save any log files to a location that is not on the hardware 
appliance.

Procedure 

 1. If your hardware appliance supports iDRAC/iLOM, do the following:
 a. Log on to iDRAC/iLOM console.

 b. Launch the virtual console of the appliance.

 c. Power Off the appliance.

 d. From the virtual console, select Connect Virtual Media, browse for the Clonezilla ISO file, and 
choose Map the device.

 e. Power On the appliance.

If your hardware appliance does not support iDRAC/iLOM, do the following:

 a. Insert the Clonezilla CD into CD drive.

 b. Reboot the appliance.

 2. Select the  appropriate key to go to the boot menu. 

 3. If prompted to enter a password, enter the BIOS password, for example, rsabios.

 4. Select the Virtual Optical Drive or the SATA CD-ROM (depending on the model of your hardware 
appliance). The Clonezilla CD boots and the Clonezilla Live boot menu appears.

 5. Select the required resolution. The first option in the menu is the default resolution, Clonezilla live 
(Default settings, VGA 800x600). If other resolutions are required, select Other modes of Clonezilla 
live in the menu

 6. At the choose language prompt, select your preferred language, for example,    en_US.UTF-8English.

 7. At the keyboard configuration prompt, select Keep the default keyboard layout –US keyboard.

 8. At the Start Clonezilla prompt, select Start Clonezilla.

 9. At the Clonezilla – Opensource Clone System (Select mode) prompt, select device-image: work 
with disks or partition using images.

 10. At the Mount Clonezilla image directory prompt, select nfs_server: Use NFS server.

 11. At the Clonezilla – Opensource Clone System (which network device you want to configure) 
prompt, select the network device that you want to configure, for example, eth0.

 12. At the Network Config prompt, select static: Use static IP address.

 13. Enter the IP address, Network Mask, Default gateway and nameservers in the subsequent prompts.

 14. At the NFS version prompt, select nfs NFS v2, v3.

 15. At the Mount NFS server prompt, enter the IP address or FQDN of the NFS server and press ENTER. 
Then, enter the directory that contains the backup image, for example, /opt/backup, and press 
ENTER.

 16. Clonezilla verifies the NFS server details that you entered, and display the details of the NFS server in the 
shell with the message "Press 'Enter' to continue." Press ENTER.

 17. At the Clonezilla – Opensource Clone System (Choose the mode to run the wizard) prompt, 
select Beginner mode: Accept the default options.
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 18. At the Clonezilla – Opensource Clone System: Select Mode prompt, select restoredisk: Restore 
an image to local disk.

 19. At the Clonezilla - Clonezilla – Opensource Clone System | Mode: restoredisk (Choose the 
image file to restore) prompt, select the image file that is being restored.

 20. At the Clonezilla - Clonezilla – Opensource Clone System | Mode: restoredisk (Choose the 
target disk to be overwritten) prompt, select the disk to which the restore needs to be done.

 21. At the Clonezilla - Clonezilla – Opensource Clone System | Mode: restoredisk (Before 
restoring the image, do you want to check if image is restorable) prompt, select Yes to check 
the image before restoring.

 22. At the Mode: restoredisk (The action to perform when everything is finished) prompt, select –p 
poweroff.

 23. After entering your preferences, Clonezilla displays a command in the shell based on your preferences 
followed by the message "Press “Enter” to continue." Press ENTER.

 24. If you encrypted the backup, at the Enter the passphrase to decrypt the image prompt in the shell, 
enter the password.

 25. At the Warning. Existing data in this Harddisk/Partition will be overwritten prompt in the shell, 
you are asked for a confirmation: "Are you sure you want to continue? (y/n)." Type y and press ENTER. 
You are asked for a second confirmation: "Are you sure you want to continue? (y/n)." Type y and press 
ENTER.

 26. After the restore is completed, the message "Please remove the live-medium, close the tray (if any) and 
press “Enter” to continue" appears. Remove the CD from the CD drive, and press ENTER to shut down 
the appliance.

 27. Turn on the appliance, and verify that the restore was successful.

On an upgraded RSA Authentication Manager 8.4 or later appliance, the process is complete.

 28. (New version 8.4 or later appliances only) grub2 bootloader has to be installed manually. After the 
appliance is turned on, in the grub command prompt, execute configfile /grub2/grub.cfg.

After the system boots up, in the terminal, execute sudo grub2-install /dev/sda.

Back Up to a Windows Share

RSA recommends using Clonezilla after you initially deploy the hardware appliance. A successful backup is 
required in the event that the hardware appliance needs to be restored. Reverting a hardware appliance back to 
the original settings requires a backup of the entire appliance, not just the database.

Procedure 

 1. To download Clonezilla, go to https://clonezilla.org/downloads.php.

Download the version clonezilla-live-20180812-bionic-amd64.iso. Backup and restore of 
Authentication Manager 8.4 or later requires the Clonezilla alternative release branch, which is the 
Ubuntu-based variant of Clonezilla.

 2. If your hardware appliance supports iDRAC/iLOM, do the following:
 a. Log on to the iDRAC/iLOM console.

 b. Launch the virtual console of the appliance.

 c. Power Off the appliance.

 d. From the virtual console, select Connect Virtual Media and browse for the Clonezilla iso file and 
choose Map the device.

 e. Power On the appliance.
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If your hardware appliance does not support iDRAC/iLOM, do the following:

 a. Burn the Clonezilla ISO image onto a CD.

 b. Create a directory to store the appliance backup image on a Windows share.

 c. Attach a monitor and a keyboard to the appliance.

 d. Insert the Clonezilla CD into the CD drive.

 e. Reboot the appliance.

 3. Select the appropriate key to go to the boot menu. 

 4. If prompted to enter a password, enter the BIOS password, for example, rsabios.

 5. Select the Virtual Optical Drive or the SATA CD-ROM (depending on the model of your hardware 
appliance). The Clonezilla ISO boots and the Clonezilla Live boot menu displays.

 6. Select the required resolution. The first option in the menu will be the default resolution, Clonezilla live 
(Default settings, VGA 800x600). If other resolutions are required, select Other modes of Clonezilla 
live in the menu

 7. At the choose language prompt, select your preferred language, for example,    en_US.UTF-8English.

 8. At the keyboard configuration prompt, select Keep the default keyboard layout –US keyboard.

 9. (Upgraded appliances only) On a new RSA Authentication Manager 8.4 or later appliance, go to step 10. 
On an RSA Authentication Manager 8.4 or later appliance that was upgraded from version 8.3, do the 
following steps:

 a. At the Start Clonezilla prompt, select Enter_Shell.

 b. In the Shell, execute the following command:

sudo gdisk /dev/sda

You will get following prompt:

Partition table scan:
MBR: MBR only
BSD: not present
APM: not present
GPT: present
Found valid MBR and GPT. Which do you want to use?
1 – MBR
2 – GPT
3 – Create blank GPT
Your answer:

 c. Type 1 and press ENTER

 d. At the Command (? for help) prompt, type x and press ENTER.

 e. At the Expert command (? For help) prompt, type z and press ENTER.

 f. At the About to wipe out GPT on /dev/sda. Proceed? (Y/N) prompt, type y and press 
ENTER.

 g. At the Blank out MBR? (y/n) prompt, type n and press ENTER.

Note:  Do not choose Y. 

 h. Type EXIT and press ENTER to leave the command prompt and go back to the Clonezilla menu.

 10. At the Start Clonezilla prompt, select Start Clonezilla.
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 11. At the Clonezilla – Opensource Clone System (Select mode) prompt, select device-image: work 
with disks or partition using images.

 12. At the Mount Clonezilla image directory prompt, select samba_server: Use SAMBA server.

 13. At the Clonezilla – Opensource Clone System (which network device you want to configure) 
prompt, select the network device that you want to configure, for example, eth0.

 14. At the Network Config prompt, select static: Use static IP address.

 15. Enter the IP address, Network Mask, Default gateway and nameservers in the subsequent prompts.

 16. At the Mount Samba server (IP address of FQDN of the server) prompt, enter the IP address or 
FQDN of the Samba server and press ENTER.

 17. At the Mount Samba server (Domain in samba server) prompt, enter the domain in the samba 
server (if any), for example, abc.xyz.com, and press ENTER. 

 18. At the Mount Samba Server (Account in server, the account you have permission to write or 
read) prompt, enter the name of the account in the samba server that has write permissions to save the 
image, and press ENTER.

 19. At the Mount Samba server (the directory where the Backup image will be saved to or read 
from) prompt, enter the directory in the samba server where the Backup image will be saved and press 
ENTER.

 20. At the Samba protocol version prompt, select 1.0 SMB protocol 1.0.

 21. At the Security mode prompt, select auto Use system default.

 22. At the Mount Samba server (Now you have to enter the password), press ENTER.

 23. You will be prompted for the password in the shell. Type the password and press ENTER.

 24. Clonezilla will verify the details that you provided for the Samba server, and display the details of the 
Samba server in the shell with a message "Press “Enter” to continue." Press ENTER.

 25. At the Clonezilla – Opensource Clone System (Choose the mode to run the wizard) prompt, 
select Beginner mode: Accept the default options.

 26. At the Clonezilla – Opensource Clone System: Select Mode prompt, select savedisk: Save local 
disk as an image.

 27. At the Clonezilla – Opensource Clone System | Mode: savedisk (input name for the saved 
image to use) prompt, enter the name for the backup image and press ENTER.

 28. At the Clonezilla – Opensource Clone System | Mode: savedisk (Choose local disk as source) 
prompt, select the disk in which the Authentication Manager is installed, for example, sda, and press 
ENTER.

 29. At the Clonezilla advanced extra parameters |Mode: savedisk (Choose if you want to check 
and repair the file system before saving it) prompt, select –fsck to interactively check and repair 
the source file system before saving.

 30. At the Clonezilla advanced extra parameters | Mode: savedisk (After the image is saved, do 
you want to check if it is restorable?) prompt, select Yes, check the saved image.

 31. At the Clonezilla advanced extra parameters | Mode: savedisk (Do you want to encrypt the 
image?) prompt, select –enc Encrypt the image.

 32. At the Mode: savedisk (Action to perform when everything is finished) prompt, select   –p 
poweroff.

 33. After entering your preferences, Clonezilla displays a command in the shell based on your preferences 
followed by the message "Press “Enter” to continue." Press ENTER

 34. (Optional) You can encrypt the backup image:
 a. At the Enter the passphrase to encrypt the image prompt in the shell, enter a password and 

press ENTER.
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 b. At the Re-enter the passphrase to encrypt the image prompt in the shell, re-enter the same 
password and press ENTER.

 35. At the The following step is to save the hard disk on this machine image prompt in the shell, 
type y. 

The backup begins and a progress bar displays.

 36. Clonezilla performs file system check and repair process. If you are prompted to fix the free inodes 
count, Free blocks count, and so forth, then type y in each case

 37. After the back up is complete, the message "Please remove the live-medium, close the tray (if any) and 
press 'Enter' to continue" appears. Remove the CD from the CD drive, and press ENTER to shutdown the 
appliance.

 38. Turn on the appliance to resume using it.

Restore from a Windows Share

The following procedure restores the original settings for the hardware appliance.

Before you begin 

This procedure removes all data from the appliance. Save any log files to a location that is not on the hardware 
appliance.

Procedure 

 1. If your hardware appliance supports iDRAC/iLOM, do the following:
 a. Log on to iDRAC/iLOM console.

 b. Launch the virtual console of the appliance.

 c. Power Off the appliance.

 d. From the virtual console, select Connect Virtual Media, browse for the Clonezilla ISO file, and 
choose Map the device.

 e. Power On the appliance.

If your hardware appliance does not support iDRAC/iLOM, do the following:

 a. Insert the Clonezilla CD into CD drive.

 b. Reboot the appliance.

 2. Select the appropriate key to go to the boot menu. 

 3. If prompted to enter a password, enter the BIOS password, for example, rsabios.

 4. Select the Virtual Optical Drive or the SATA CD-ROM (depending on the model of your hardware 
appliance). The Clonezilla CD boots and the Clonezilla Live boot menu appears.

 5. Select the required resolution. The first option in the menu is the default resolution,  Clonezilla live 
(Default settings, VGA 800x600). If other resolutions are required, select Other modes of Clonezilla 
live in the menu.

 6. At the choose language prompt, select your preferred language, for example,    en_US.UTF-8English.

 7. At the keyboard configuration prompt, select Keep the default keyboard layout –US keyboard.

 8. At the Start Clonezilla prompt, select Start Clonezilla.

 9. At the Clonezilla – Opensource Clone System (Select mode) prompt, select device-image: work 
with disks or partition using images.

 10. At the Mount Clonezilla image directory prompt, select samba_server: Use Samba server.
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 11. At the Clonezilla – Opensource Clone System (which network device you want to configure) 
prompt, select the network device that you want to configure, for example, eth0.

 12. At the Network Config prompt, select static: Use static IP address.

 13. Enter the IP address, Network Mask, Default gateway and nameservers in the subsequent prompts.

 14. At the Mount Samba server (IP address of FQDN of the server) prompt, enter the IP address or 
FQDN of the Samba server and press ENTER.

 15. At the Mount Samba server (Domain in samba server) prompt, enter the domain in the samba 
server (if any), for example, abc.xyz.com, and press ENTER.

 16. At the Mount Samba Server (Account in server, the account you have permission to write or 
read) prompt, enter the name of the account in the samba server that has write permissions to save the 
image, and press ENTER.

 17. At the Mount Samba server (the directory where the Backup image will be saved to or read 
from) prompt, enter the directory in the samba server where the backup image should be saved, for 
example, /opt/backup, and press ENTER.

 18. At the Samba protocol version prompt, select 1.0 SMB protocol 1.0.

 19. At the Security mode prompt, select auto Use system default.

 20. At the Mount Samba server (Now you have to enter the password) prompt, press ENTER

 21. You are prompted for the password in the shell. Type the password and press ENTER

 22. Clonezilla verifies the Samba server details that you entered, and it displays the details of the Samba 
server in the shell with the message "Press 'Enter' to continue." Press ENTER.

 23. At the Clonezilla – Opensource Clone System (Choose the mode to run the wizard) prompt, 
select Beginner mode: Accept the default options.

 24. At the Clonezilla – Opensource Clone System : Select Mode prompt, select restoredisk: Restore 
an image to local disk.

 25. At the Clonezilla - Clonezilla – Opensource Clone System | Mode: restoredisk (Choose the 
image file to restore) prompt, select the image file that will be restored.

 26. At the Clonezilla - Clonezilla – Opensource Clone System | Mode: restoredisk (Choose the 
target disk to be overwritten) prompt, select the disk to which the restore needs to be done.

 27. At the Clonezilla - Clonezilla – Opensource Clone System | Mode: restoredisk (Before 
restoring the image, do you want to check if image is restorable) prompt, select Yes, check 
the image before restoring.

 28. At the Mode: restoredisk (The action to perform when everything is finished) prompt, select –p 
poweroff.

 29. After entering your preferences, Clonezilla displays a command in the shell based on your preferences 
followed by a message "Press “Enter” to continue." Press ENTER.

 30. If you encrypted the backup, at the Enter the passphrase to decrypt the image prompt in the shell, 
enter the password.

 31. At the Warning. Existing data in this Harddisk/Partition will be overwritten prompt in the shell, 
you will be asked for a confirmation: "Are you sure you want to continue? (y/n)." Type y and press 
ENTER. You are asked for a second confirmation: "Are you sure you want to continue? (y/n)." Type y and 
press ENTER.

 32. After the restore is completed, the message "Please remove the live-medium, close the tray (if any) and 
press 'Enter' to continue" displays. Remove the CD from the CD drive, and press ENTER. The appliance 
shuts down.

 33. Turn on the appliance, and verify that the restore was successful.

On an upgraded RSA Authentication Manager 8.4 or later appliance, the process is complete.
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 34. (New version 8.4 or later appliances only) grub2 bootloader has to be installed manually. After the 
appliance is turned on, in the grub command prompt, execute configfile /grub2/grub.cfg.

After the system boots up, in the terminal, execute sudo grub2-install /dev/sda.

 

 

 

10



Support and Service

You can access community and support information on RSA Link at https://community.rsa.com. RSA Link 
contains a knowledgebase that answers common questions and provides solutions to known problems, product 
documentation, community discussions, and case management.

The RSA Ready Partner Program website at www.rsaready.com provides information about third-party hardware 
and software products that have been certified to work with RSA products. The website includes Implementation 
Guides with step-by-step instructions and other information on how RSA products work with third-party 
products.
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