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 About This Patch 

This patch updates the internal third-party software components of your RSA Authentication Manager 
server. Updated components include Clam AntiVirus, VMware tools, and operating system utilities such 
as SNMP, NTP, and TAR. 

Before Installing This Patch 

Note: All Authentication Manager 8.1.1 Third-Party Patch releases are cumulative. 

Before installing this patch, review the following guidelines: 

• You must apply this patch to the primary and all replica instances in your RSA Authentication 
Manager 8.1 SP1 deployment. Make sure you apply the patch to the primary instance before 
applying the patch to the replica instances. 

• If you have a replicated environment, all replica instances must be running and replicating 
successfully when you apply the patch to the primary or replica instances. All instances must be 
able to communicate while the patch is applied. 

• You must have at least 4 GB of free disk space to apply the patch. 

Update to the Prerequisite Release Version 
You must upgrade each appliance to version 8.1 SP1 Patch 8 or later, before installing this Third-Party 
Patch. See the RSA Authentication Manager 8.1 Service Pack 1 Patch 8 Readme (or a later patch readme) 
for instructions. 

Back up Your Deployment 
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RSA strongly recommends that you create a backup of your Authentication Manager deployment data 
before installing this patch. See the Authentication Manager 8.1 Administrator’s Guide for instructions. 

This Patch Cannot Be Rolled Back 
To revert the updates made by this patch, you must perform a factory reset on a hardware appliance, or 
redeploy the OVA image for a virtual appliance. Then, reapply updates and patches, and restore the most 
recent backup of the RSA Authentication Manager deployment data.  

If supported by your virtualization infrastructure, you can also use VMware snapshots or Hyper-V 
checkpoints to restore a virtual appliance to an earlier functional state. 

See the Authentication Manager 8.1 Administrator’s Guide for instructions. 

Installing a Patch 

The RSA Authentication Manager 8.1.1 Third-Party Patch 1.0 ZIP file (tp-update-1.0.zip) contains the 
following files: 

• tp-update-1.0.iso. The RSA Authentication Manager 8.1.1 Third-Party Patch 1.0 ISO file that is 
used to apply the patch to Authentication Manager. 

You can apply an update through your web browser, or you can store patches in an NFS share, a shared 
folder on Windows, a DVD/CD, or an ISO image on your local machine.  

The overall steps to install this patch are as follows: 

• Specify a Product Update Location 

• Scan for Product Updates 

• Apply Product Update 

Specify a Product Update Location 
To specify a product update location, or to edit a previously specified location, perform the following 
procedure. This will allow RSA Authentication Manager 8.1 SP1 to locate patches.  

If you have already specified a location, see Scan for Product Updates on page 3. 

Before You Begin  
To scan for updates on an RSA-supplied DVD or CD, do the following:  

• On a hardware appliance, use the DVD/CD drive or mount an ISO image.  

• On a virtual appliance, you must configure the virtual appliance to mount a DVD/CD or an ISO 
image. See the Operations Console Help topic “VMWare DVD/CD or ISO Image Mounting 
Guidelines.”  

Procedure 
1. In the Operations Console, click Maintenance > Update & Rollback. 

2. On the Update & Rollback page, the default update source is your local browser. To change that 
setting, click Configure Update Source.  
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Note: If the update file is smaller than 2 GB, you can upload it through your local browser. If the size 
of the patch file exceeds 2 GB, however, you must change the update source settings and configure a 
new update source. 

3. On the Configure Update Sources page, specify a location for updates. 

• To apply a specific update, select Use your web browser to upload an update. You do not 
need to scan for updates. 

• To scan for updates on an NFS share, select Use NFS as the update source. Enter the full 
path, including the IP address or hostname where updates are stored. For example: 
192.168.1.2:/updates 

• To scan for updates on a Windows shared folder, select Use Windows Share as the update 
source.  

o In the Windows Share Path field, enter the full path, including the IP address or 
hostname where updates are stored. For example: \\192.168.1.2\updates 

o (Optional) In the Windows Username field, enter a username. If your Windows 
share configuration requires it, enter the domain and username. 

o (Optional) In the Windows Password field, enter a password only if it is required by 
your Windows share configuration. 

• To scan for updates on a DVD or CD, select Use DVD/CD as the update source. 

4. To test the NFS or Windows share directory settings, click Test Connection.  

A message indicates whether the configured shared directory is available to the primary or replica 
instance. 

5. Click Save. 

Next Steps 
Do one of the following: 

• If you configured your local web browser as the method to apply an update, see Apply Product 
Update on page 4. 

• If you configured an NFS share, a Windows shared directory, or a DVD/CD as an update 
location, see Scan for Product Updates on page 3. 

Scan for Product Updates 
If you configured an NFS share, a Windows shared directory, or a DVD/CD as an update location, you 
can scan to locate and review a list of available product updates. If you want to apply an update through 
your local web browser, then you do not need to scan for updates. 

Procedure 
1. In the Operations Console, click Maintenance > Update & Rollback. 

2. Click Scan for Updates.  

The system displays the progress of the scan on the Basic Status View tab. You can view more 
detailed information on the Advanced Status View tab. 
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3. Click Done to return to the Update & Rollback page. 

4. In the Applied Updates section, click Download Detailed History Log for a complete update 
history. 

The Applied Updates section displays the updates applied to the instance. This section includes 
the update version numbers, the time and date that each update was applied, and which 
administrator applied the update. 

Note: After you scan for updates, the new list displays for 24 hours. Logging out of the Operations 
Console does not remove the list from the system cache. If you restart the Operations Console, download 
additional updates, or change the product update locations, you must perform another scan to see the most 
current list. 

Next Steps 
Apply the patch to the RSA Authentication Manager deployment.  

Apply Product Update 
Apply the patch to the primary instance first, and then to each replica instance. 

Before You Begin 
• Ensure that port 8443/TCP is open for https traffic.  

Access to this port is required for real-time status messages when applying Authentication 
Manager patches and service packs. 

During a product update, the appliance opens this port in its internal firewall. The appliance 
closes this port when the update is complete. 

If an external firewall blocks this port, the browser displays an inaccessible or blank web page, 
but the update can successfully complete. 

• Specify a Product Update Location, as described on page 2. 

• If you have configured an NFS share, a Windows shared directory, or a DVD/CD as an update 
location, Scan for Product Updates, as described on page 3. 

• In a replicated deployment, after upgrading the primary instance, wait for the replication status to 
return to normal for all replica instances before upgrading the replica instances. To verify the 
replication status, log on to the primary instance Operations Console, and click Deployment 
Configuration > Instances > Status Report. 

• Download and unzip the patch from SecurCare Online to a location that the primary or replica 
instance can access. 

Procedure 
1. In the Operations Console, click Maintenance > Update & Rollback. 

2. RSA recommends that you apply the most recent update. Do one of the following, depending on 
your configuration: 

• To apply an update through your local web browser, do the following: 

a. Click Upload & Apply Update. 
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b. Under Update Location, click Browse to navigate to the location of the update. You 
cannot type the update location in the Update Path field. 

c. Click Upload.  

• If you have configured an NFS share, a Windows shared directory, or a DVD/CD as an 
update location, do the following: 

a. Click Scan for Updates. Available Updates displays all of the updates that can be 
applied.  

b. Next to the update to apply, click Apply Update. 

3. Review the warning message and update details. 

4. Enter the password for the User ID rsaadmin. 

5. Select Apply Update Confirmation to confirm the update. 

6. Click Apply. 

As the update process begins, the following occurs: 

• In the Upload & Apply window, the Basic Status View tab shows the progress of the update 
preparation process. More detailed information appears on the Advanced Status View tab. 

• When the update preparation is complete, the Upload & Apply window closes, and a new 
browser window opens in which to complete the update process.  

Note: When applying the update, a certificate warning might appear. In this case, you can 
safely click Continue to this website to proceed with the update. 

• In the new browser window, the Update Installer applies the update. The Basic Status View 
tab shows the progress of the update as it is applied. More detailed information appears on the 
Advanced Status View tab.  

Note: The operating system and individual services on the appliance will restart during the 
update. 

7. When the update is complete, the Operations Console displays a success message, and the 
operating system restarts. 

Note: The third-party patch does not appear in the Applied Updates section of the Operations 
Console. Download the troubleshooting logs to view version information for third-party 
components. For instructions, see the Operations Console Help topic “Download Troubleshooting 
Files.” 
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Next Steps  
• You can download log files containing troubleshooting and version information for this patch. 

For instructions, see the Operations Console Help topic “Download Troubleshooting Files”. 
 
The installation log contains debugging information and details about the third-party components 
updated in this patch. The file is named update-version-build-timestamp.log, where version is 
the update version number (1.0.0.0.0), build is the build number, and timestamp is the time that 
the update completed. 
 
The version log contains basic version information for the currently installed third-party patch. 
The file is named thirdparty_updates.log. 

• After you have upgraded the primary instance and all of the replica instances, verify that 
replication and RADIUS replication is functioning correctly on the primary instance and each 
replica instance. 

• This patch does not update the Clam Antivirus definition files on the appliance. After you install 
this patch, update the virus definition files manually. See the Authentication Manager 8.1 
Administrator’s Guide for instructions. 

 

Known Issues 
Starting the Network Time Protocol (NTP) service after installing the Third-Party Patch triggers a 
warning message. 
Tracking Number: AM-29473 
Problem: The message “Warning: cryptographic keys dir specified but not found or is not a directory” 
appears in the vSphere console and the boot.msg log file when the appliance starts the NTP service after 
the Third-Party Patch is installed. 
Workaround: You can safely ignore this warning, because it does not affect the security or performance 
of the RSA Authentication Manager appliance. 
Rolling back Patch 8 after installing Third-Party Patch 1.0 causes subsequent installation of any 
patch version lower than Patch 8 to fail. 
Tracking Number: AM-29546 
Problem: Rolling back Authentication Manager 8.1 SP1 Patch 8 to an earlier version after installing 
Authentication Manager Third-Party Patch 1.0 causes conflicts with libraries, protocols, and utility 
updates included in the Third-Party Patch. When reapplying patch versions lower than Patch 8 after 
performing the rollback, installation fails due to conflicts with older resource updates included in Patch 2 
through Patch 7. Patch 8 and later versions do not include the conflicting resource updates, and install 
successfully. 
Workaround: Do not roll back Authentication Manager 8.1 SP1 Patch 8 after installing Authentication 
Manager 8.1 SP1 Third-Party Patch 1.0. 
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Support and Service 

RSA SecurCare Online https://knowledge.rsasecurity.com 

Customer Support Information www.emc.com/support/rsa/index.htm  

RSA Ready Partner Solution Gallery https://gallery.emc.com/community/marketplace/rsa 
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Trademarks 
RSA, the RSA Logo, SecurID, and EMC are either registered trademarks or trademarks of EMC 
Corporation in the United States and/or other countries. All other trademarks used herein are the property 
of their respective owners. For a list of EMC trademarks, go to www.emc.com/legal/emc-corporation-
trademarks.htm#rsa. 

Open Source License 
This product may be distributed with open source code, licensed to you in accordance with the applicable 
open source license. If you would like a copy of any such source code, EMC will provide a copy of the 
source code that is required to be made available in accordance with the applicable open source license. 
EMC may charge reasonable shipping and handling charges for such distribution. Please direct requests in 
writing to EMC Legal, 176 South St., Hopkinton, MA 01748, ATTN: Open Source Program Office. 
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