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Preface

About This Guide

The Performance and Scalability Guide describes the factors that affect the 
performance of an RSA® Authentication Manager 8.0 deployment and provides 
suggestions for ensuring efficient and reliable authentication service.

This guide provides performance test data for RSA SecurID authentication, risk-based 
authentication (RBA), and administrative tasks. Actual performance results in a 
production environment may be different.

This guide is intended for administrators and other trusted personnel. Do not make this 
guide available to the general user population.

RSA Authentication Manager 8.0 Documentation

For information about RSA Authentication Manager 8.0, see the following 
documentation. RSA recommends that you store the product documentation in a 
location on your network that is only accessible to administrators. 

Release Notes. Describes what is new and changed in this release, as well as 
workarounds for known issues.

Getting Started. Describes how to perform the Authentication Manager Quick Setup 
process.

Planning Guide. Describes the high-level architecture of Authentication Manager and 
how it integrates with your network.

Setup and Configuration Guide. Describes how to set up and configure 
Authentication Manager.

Administrator’s Guide. Provides an overview of Authentication Manager and its 
features. Describes how to configure the system and perform a wide range of 
administration tasks, including manage users and security policies. 

Help Desk Administrator’s Guide. Provides instructions for the most common tasks 
that a Help Desk Administrator performs on a day-to-day basis. 

SNMP Reference Guide. Describes how to configure Simple Network Management 
Protocol (SNMP) to monitor an instance of Authentication Manager.

Troubleshooting Guide. Describes the most common error messages in 
RSA Authentication Manager and provides the appropriate actions to troubleshoot 
each event. 

Developer’s Guide. Provides information about developing custom programs using 
the RSA Authentication Manager application programming interfaces (APIs). 
Includes an overview of the APIs and Javadoc for Java APIs.

6.1 to 8.0 Migration Guide. Describes how to migrate from an RSA Authentication 
Manager 6.1 deployment to an RSA Authentication Manager 8.0 deployment. 
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7.1 to 8.0 Migration Guide. Describes how to migrate from an RSA Authentication 
Manager 7.1 deployment to an RSA Authentication Manager 8.0 deployment. 

Security Console Help. Describes day-to-day administration tasks performed in the 
Security Console. 

Operations Console Help. Describes configuration and setup tasks performed in the 
Operations Console. 

Self-Service Console Help. Describes how to use the Self-Service Console. To view 
the Help, on the Help tab in the Self-Service Console, click Self-Service Console 
Help.

RSA Token Management Snap-In Help. Describes how to use software that works 
with the Microsoft Management Console (MMC) for deployments that have an Active 
Directory identity source. Using this snap-in, you can enable or disable a token, assign 
a token, or perform other token-related tasks without logging on to the Security 
Console.

Related Documentation

For more information about products related to RSA Authentication Manager, see the 
following:

RADIUS Reference Guide. Describes the usage and settings for the initialization 
files, dictionary files, and configuration files used by RSA RADIUS.

Security Configuration Guide. Describes the security configuration settings available 
in Authentication Manager. It also describes secure deployment and usage settings, 
secure maintenance, and physical security controls.

Support and Service

RSA SecurCare Online offers a knowledgebase that contains answers to common 
questions and solutions to known problems. It also offers information on new releases, 
important technical news, and software downloads.

The RSA Solution Gallery provides information about third-party hardware and 
software products that have been certified to work with RSA products. The gallery 
includes Secured by RSA Implementation Guides with step-by-step instructions and 
other information about interoperation of RSA products with these third-party 
products.

RSA SecurCare Online https://knowledge.rsasecurity.com

Customer Support Information www.emc.com/support/rsa/index.htm

RSA Solution Gallery https://gallery.emc.com/community/ma
rketplace/rsa?view=overview
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Before You Call Customer Support

Please have the following available when you call:

 Access to the RSA Authentication Manager appliance.

 Your license serial number. To locate the license serial number, do one of the 
following:

• Look at the order confirmation e-mail that you received when your ordered 
the product. This e-mail contains the license serial number.

• In the RSA Security Console, click Setup > Licenses > Status > View.

 The Authentication Manager appliance software version information. You can 
find this information in the top, right corner of the Quick Setup, or in the 
RSA Security Console. Log on to the Security Console, and click Software 
Version Information.
 Preface 7
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1 Summary of Performance Factors

RSA Authentication Manager 8.0 is configured by default to provide adequate 
authentication performance for most organizations. However, deployment, user, and 
administration factors can influence overall performance.

The following sections provide a summary of the areas that affect the performance of 
an Authentication Manager deployment.

Deployment Performance Factors

Authentication efficiency is affected by several deployment factors. For more 
information, see Deployment Performance Factors on page 13.

What VMware factors affect 
authentication performance?

• Allocated disk space

• Number of CPUs

• Allocated RAM

• Differing hardware and performance characteristics of hard drives and 
network infrastructure

• Other resources available on the VMware host

What identity source factors 
improve authentication 
performance?

• Network performance between the Authentication Manager instance and 
the identity source

• Efficiency of the LDAP server

• Active Directory Global Catalog

What network factors improve 
authentication performance?

• Installation on a packet-switched network

• Reduction of network latency by providing a local replica instance

How does replication affect 
authentication performance?

Each replica instance added to the deployment increases the load on the 
primary instance.

How does automatic tuning affect 
authentication performance?

Automatic tuning optimizes authentication performance by making 
adjustments according to the memory size allocated for Authentication 
Manager. These settings can also be adjusted manually.
1: Summary of Performance Factors 9
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User Performance Factors

User location and work schedule can affect RSA SecurID authentication performance. 
For more information, see User Performance Factors on page 21. 

Administration Performance Factors

The efficiency of the deployment is more affected by the tasks performed than by the 
number of administrators working concurrently. For more information, see 
Administration Performance Factors on page 25.

How does user location affect 
authentication performance?

Authentication performance can suffer when all users must log on from 
geographically remote offices on a WAN. You can improve performance 
and reliability by locating replica instances physically closer to the users 
who authenticate to them.

How many concurrent 
authentications can 
Authentication Manager 
accommodate?

Authentication testing has been done simulating 5,000 concurrent agent 
authentications. Successful authentication by large numbers of users can be 
affected by the Agent Retry and Time-out settings.

What is the maximum number of 
users that Authentication 
Manager can support?

Authentication Manager has been tested with one million users.

How do concurrent 
administration sessions affect 
authentication performance?

It is possible for an excessive number of concurrent administrator 
sessions to cause a slowdown in authentication because of the demands 
placed on the deployment. Normally this does not occur.

How does system maintenance 
affect authentication 
performance?

The following administrative tasks can slow down authentication 
performance:

Backup. Although Authentication Manger continues to perform 
authentications during the backup process, authentication 
performance is slower. For this reason, backups should be done 
during non-peak hours. 

Disaster Recovery. You can promote a replica instance to the 
primary instance in order to restore administration if the primary 
instance becomes unresponsive. Promoting a replica instance to the 
primary instance in a deployment with a single replica suspends 
authentication until the promotion is complete. You can avoid 
suspending authentication by having at least two replica instances. 

Reports. Running a report can slow authentication performance if the 
report generates a large amount of data. You should run large reports 
during off-peak hours.

Batch Jobs. Running daily batch jobs can also affect authentication 
performance. Batch jobs should be scheduled to limit impact on 
authentication.
10 1: Summary of Performance Factors
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Authenication Performance Data

The following figures present a summary of performance data from various tests 
performed using RSA Authentication Manager 8.0 with Patch 1 installed. For more 
information, see Performance Testing on page 31.

RSA SecurID Authentication Performance on Different Primary Instance and 
Replica Instance Configurations

The following figure shows the peak SecurID transactions achieved by deployments 
with different numbers of replica instances.

RSA SecurID Authentication Performance Using 8 GB and 16 GB Memory

The following figure shows the peak SecurID transactions achieved by two 
deployments consisting of a primary instance and 15 replica instances with 8 GB and 
16 GB memory.

0.0

200.0

400.0

600.0

800.0

1000.0

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

T
h
ro
u
g
h
p
u
t 

P
e
a
k
 T
ra
n
sa
ct
io
n
s 
P
e
r 
S
e
co
n
d

Total Number of Servers

RSA SecurID Peak Authentication 
Throughput

855

860

865

870

875

880

885

890

8 GB 16 GB

Th
ro
u
gh
p
u
t 

P
e
ak
 T
ra
n
sa
ct
io
n
s 
P
e
r 
Se
co
n
d

Memory

Peak Authentication Throughput 
Using 8 GB and 16 GB Memory
1: Summary of Performance Factors 11



RSA Authentication Manager 8.0 Performance and Scalability Guide
Risk-Based Authentication Performance on Different Configurations

The following figure shows risk-based authentication transactions per second on two 
standalone deployments of Authentication Manager 8.0 using 2 CPUs and 8 CPUs.

The following figure shows risk-based authentication transactions per second on two 
replicated deployments of Authentication Manager 8.0 using 2 CPUs and 8 CPUs.
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2 Deployment Performance Factors

Authentication performance is affected by the way RSA Authentication Manager 8.0 
is deployed and maintained. Understanding the relationships among Authentication 
Manager components can help you organize your deployment for maximum 
efficiency and reliability.

Deployment Components

Because authentication protects critical resources, RSA Authentication Manager 8.0 
components should be deployed in a way that insures efficient, uninterrupted service 
and protection from unauthorized access. 

For more information about Authentication Manager components, see the Planning 
Guide. 

The following diagram shows a network protected by Authentication Manager.

The following table identifies each RSA Authentication Manager component and 
provides considerations for ensuring efficient authentication performance.

Component/Feature Purpose Performance Considerations

Primary instance Authentication and 
administration

Authentication performance is affected by other 
installations running in the same environment 
as well as by the resources that are allocated for 
Authentication Manager.
2: Deployment Performance Factors 13
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(Optional but recommended) 
Replica instance

Authentication and 
redundancy

The replica instance can be 
promoted to primary instance 
to recover administrative 
capacity if the primary 
instance becomes 
unavailable.

The Enterprise license allows a maximum of 15 
replicas to service a high volume of concurrent 
authentication requests. You can deploy replica 
instances in different geographic locations to 
provide authentication service that is physically 
close to users.

(Optional) Web tier User provisioning and 
troubleshooting

The web tier is the platform 
for Self-Service Console.

Although you can deploy a web tier on 
hardware that meets minimum requirements, 
RSA recommends that you adjust these 
requirements upwards based on expected usage. 
For more information, see the Setup and 
Configuration Guide. 

(Optional) Self-Service 
Console

User provisioning and 
troubleshooting

The Self-Service Console is a 
browser interface that 
enables users to update their 
profiles, change passwords 
for the Self-Service Console, 
configure life questions, clear 
devices enabled for 
risk-based authentication, 
change e-mail addresses or 
phone numbers for 
on-demand authentication, 
and manage on-demand 
authentication PINs. Users 
can also request, maintain, 
and troubleshoot tokens on 
the Self-Service Console.

Performance considerations provided for the 
web tier also apply to the Self-Service Console.

(Optional) Load balancer Distribution of web tier 
traffic to the web tier servers

Perform periodic health checks to ensure 
efficient operation. For more information, see 
the Setup and Configuration Guide. 

Authentication agent Access control

An authentication agent 
protects a resource by 
enabling authentication 
requests to Authentication 
Manager. Users must 
authenticate before they are 
allowed access to the 
protected resource.

After installation, maintain the agent by 
applying patches as they become available.

Component/Feature Purpose Performance Considerations
14 2: Deployment Performance Factors
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Identity Source

Identity sources contain user and user group data. Although the RSA Authentication 
Manager internal database stores user data, most deployments leverage the 
organization’s existing LDAP directory, such as Sun Java Directory Server or 
Microsoft Active Directory.

Several factors can affect the performance of an external identity source, and in turn, 
the performance of Authentication Manager. The following table identifies the 
identity source factors and provides considerations for obtaining maximum 
performance.

Cache Quick access to recent data. Improve efficiency by managing the caching of 
system objects. For instructions, see the 
Security Console Help topic “Configure the 
Cache.”

ClamAV Virus detection

ClamAV is an open source 
(GPL) antivirus engine for 
detecting Trojans, viruses, 
malware, and other threats. 
ClamAV is installed on each 
Authentication Manager 
instance.

Use ClamAV to scan an Authentication 
Manager instance for known malware. For 
instructions, see the Administrator’s Guide.

Component/Feature Purpose Performance Considerations

Factor Performance Considerations

Location. Authentication Manager instances installed 
in a different geographic location from the directory 
server suffer from network latency or outages that are 
increased by distance.

Locating the Authentication Manager deployment 
near the directory server mitigates network latency 
and outages.

Server hardware. The efficiency of user 
authentications depends on quick transactions between 
Authentication Manager and the LDAP directory. If 
the directory is hosted on a slow server or on a server 
that hosts other applications that compete for server 
resources, transactions will be slow.

Performance is maximized if the LDAP directory is 
hosted on a dedicated, high-performance machine.

Directory access. Even access to a fast directory 
imposes limitations on the number of transactions that 
can be performed per second. In large organizations, 
Authentication Manager must be able to fulfill a high 
number of authentication requests in a short amount of 
time.

Using Active Directory Global Catalog allows the 
Authentication Manager deployment to access 
multiple instances of the directory, which increases the 
efficiency of directory transactions. 

For information about setting up a Global Catalog for 
Authentication Manager, see the Administrator’s 
Guide.
2: Deployment Performance Factors 15
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Network

The network infrastructure can affect authentication efficiency. The following table 
identifies network factors and provides suggestions for obtaining efficient 
performance.

Trusted Realm

A realm is an organizational unit that includes all of the objects managed within a 
single deployment, such as users and user groups, tokens, password policies, and 
agents. Each deployment has only one realm.

You can create a trust relationship with another realm, which allows users from one 
deployment to authenticate on another deployment. The first time users authenticate 
from a trusted realm, they will experience some delay because the users must be 
verified as trusted users on their home realm. After the first authentication, however, 
the users will no longer experience a delay because the authentication data is stored 
locally.

Custom Applications

You can develop custom applications to meet the needs of your organization, but a 
custom application can have unintended effects on authentication and the efficient 
functioning of the RSA Authentication Manager deployment. 

Factor Performance Considerations

Data exchange. A slow network can have a 
substantial impact on authentication performance.

For efficient performance, RSA recommends that you 
install Authentication Manager on a packet-switched 
network. This provides the most efficient exchange of 
data between Authentication Manager components.

Network latency. The time required for a data packet 
to travel through the network to its destination and for 
a return packet to arrive.

An organization with a headquarters and multiple 
remote sites can reduce the latency that is imposed by 
distance by placing a replica instance at each remote 
site. Authentication performance improves because 
users at each site are authenticating to the nearest 
instance.

Although placing replica instances locally increases 
latency for replication with the primary instance, the 
replication load is significantly less than the 
authentication load, and the replication process can be 
distributed over a longer period of time.

Another advantage of having a local replica is that if 
one replica instance fails, users at that site can still 
authenticate to another replica instance in the 
deployment.
16 2: Deployment Performance Factors
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Guidance for developing custom applications is provided in the Developer’s Guide. 
For information about resolving problems you might experience, see the Developer’s 
Guide.

If you experience performance problems after installing a custom application, RSA 
recommends that you disable or tune the application, and then reassess the 
performance of your deployment. If disabling the custom application improves 
performance, remove the application until you can permanently correct the problem. If 
performance problems persist, you may need to make other changes to your 
Authentication Manager deployment.

Automatic Tuning

When you deploy a virtual machine for Authentication Manager 8.0, several internal 
server settings are automatically configured according to the amount of memory you 
choose for the machine. This automatic tuning optimizes the deployment’s efficiency. 
If necessary, you can make additional adjustments to server settings or disable 
automatic tuning.

When you deploy a virtual machine for Authentication Manager, the default value for 
memory size is 8 GB. If you change the default memory size, Authentication Manager 
automatically tunes several internal server settings based on the following memory 
values:

• 4 GB

• 8 GB

• 16 GB

If you choose more than 16 GB of memory, the machine is tuned using the 16 GB 
settings. If you choose fewer than 4 GB of memory, the system fails to start unless 
automatic tuning is disabled. If you need to run with less than 4 GB of memory, see 
Modifying Authentication Manager Automatic Tuning Values on page 19.

When the operating system starts, the memory control service starts and runs 
configureMemory.sh to detect the current system memory and make the following 
adjustments:

• Update and set kernel.shmmax and kernel.shmall

• Update JVM wrapper files for admin, biztier, console, and radiusOC

• Update postgresql.conf tuning parameters
2: Deployment Performance Factors 17
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Automatic Tuning Default Values

The following tables show the Weblogic and Postgres values that are automatically set 
for 4 GB, 8 GB, and 16 GB of memory. RADIUS is not automatically tuned. For 
information about RADIUS configuration settings, see the RADIUS Reference Guide.

Weblogic Servers

Note: -Xmx typically uses an additional 50-100% OS memory in addition to this 
value. For example, a setting of -Xmx512mb typically uses 1GB of memory in the 
OS.

Postgres

Note: If you increase these values, you must also increase the corresponding 
kernel.shmmax and kernel.shmall in /etc/sysctl.conf.

SUSE OS

Server Setting 4 GB 8 GB 16 GB

Admin Console (OC) -Xmx 200 mb 200 mb 200 mb

RADIUS OC -Xmx 100 mb 100 mb 100 mb

Biztier (Runtime) -Xmx 250 mb 768 mb 768 mb

Console -Xmx 300 mb 1048 mb 1048 mb

postgresql.conf Settings 4 GB 8 GB 16 GB

shared_buffers 960 mb 1920 mb 3840 mb

effective_cache_size 1 GB 3 GB 8 GB

max_connections 200 200 200

work_mem 18 MB 40 MB 80 MB

maintenance_work_mem 240 mb 480 mb 960 mb

sysctl.conf Settings 4 GB 8 GB 16 GB

kernel.shmmax 2077126656  4195561472 8431472640

kernel.shmall 507111 1024307 2058465
18 2: Deployment Performance Factors
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Modifying Authentication Manager Automatic Tuning Values

You can disable or modify automatic configuration to meet the needs of your 
deployment. 

Important: Making changes to automatic configuration can harm your deployment 
and should only be done by an administrator with expertise in database tuning. Be sure 
to make a copy of the original script before attempting any modifications.

Disable Automatic Configuration

You disable automatic configuration by modifying memorycontrol located at 
/etc/init.d/memorycontrol. This service cannot be disabled directly since it is part of 
the dependency chain, and other services will force it to start. To disable the auto 
configuration itself, you comment out the "config_memory" call in the script.

Before You Begin

This procedure should only be performed by an administrator with technical expertise. 
Make a copy of memorycontrol before you modify the file.

Procedure

1. Log on to the virtual machine operating system. For instructions, see the 
Administrator’s Guide.

2. Change directories to /etc/init.d/memorycontrol.

3. Open memorycontrol in a text editor and comment out config_memory as shown 
in the following example.
case "$1" in
        start)
    #        config_memory
            create_swap
            rc_status -v
            ;;
        stop)
            rc_status -v
            ;;
        *)
            echo "Usage: $0 {start|stop}"
            exit 1
            ;;
    esac

4. Save and close the memorycontrol file.
2: Deployment Performance Factors 19
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Permanently Change a Value

You can change the default settings by modifying the configureMemory.sh script 
located at /opt/rsa/am/utils/bin/appliance/configureMemory.sh. 

Before You Begin

This procedure should only be performed by an administrator with technical expertise. 
Make a copy of configureMemory.sh before you modify the script.

Procedure

1. Log on to the virtual machine operating system. For instructions, see the 
Administrator’s Guide.

2. Change directories to /opt/rsa/am/utils/bin/appliance/.

3. Open configureMemory.sh in a text editor and enter your preferred values.

4. Save and close the configureMemory.sh file.
20 2: Deployment Performance Factors
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3 User Performance Factors

Authentication performance is affected by several user factors. Reviewing how and 
when users authenticate can help you organize your deployment for maximum 
efficiency and reliability. 

User Location

Your RSA Authentication Manager deployment strategy should reflect the particular 
needs of your organization. For example, an organization whose members all work in 
the same building requires a different deployment strategy from an organization 
whose members are located in many different time zones. 

The physical location of your primary and replica instances must balance performance 
with maintenance, security, and disaster recovery. For example, while it may be easier 
to upgrade or troubleshoot a complex deployment by having the primary instance and 
all the replica instances rack-mounted in the same room, authentication performance 
can suffer when all users must log on from geographically remote offices on a 
wide-area network (WAN).

You can improve performance and reliability by locating replica instances physically 
closer to the users who authenticate to them.

For example, in a corporation with multiple remote sites, the primary instance and one 
replica instance could be located in the corporate headquarters in New York, another 
replica instance could be located in the manufacturing facility in Mexico, and a third 
in a research laboratory in California.

Important: Because the deployment provides a critical service, the primary instance 
and all replica instances should be secured in a locked room that is accessible only by 
authorized personnel.

The following table presents three user location scenarios and the best type of 
deployment for each case.

Location Network Suggested Deployment

Single location, for example, all 
users are in the same building or on 
a single campus.

Local-area network (LAN) A primary instance and one replica 
instance that are physically 
separated, in order to maintain 
authentication service in the event 
of a physical disaster.
3: User Performance Factors 21
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Peak Authentication Times

Another user-related factor that can impact performance is the peak times at which 
users arrive at work, or return from lunch, and log on to the network.

For example, suppose most of your employees work in a single time zone and 
authenticate when they first arrive in the morning, and again after lunch. You would 
have a couple peak periods each work day during which users are authenticating to 
your network.

In a single shift, the peaks and valleys of the authentication load might look like the 
following graph.

Multiple locations, for example, 
geographically separated buildings 
or campuses.

Two or more LANs connected by a 
WAN

A primary instance and remote 
replica instances. For example, the 
primary instance is deployed at the 
corporate headquarters and a 
replica instance is deployed at each 
remote office.

Multiple, widely-dispersed 
locations, for example, an internet 
service provider operating a 
web-based deployment.

WAN A primary instance with multiple 
replica instances deployed at 
locations around the world.
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When optimizing your deployment, it is important to consider the following 
questions:

• What are the peak periods during the day when most users are attempting to log 
on to the network?

• What is the maximum number of users that might log on during those peak 
periods?

Make sure your hardware can handle the expected peak authentication rates. For 
information about authentication throughput test results, see Performance Testing on 
page 31.

Authentication Factors

Number of Users

When configuring your deployment for optimum performance, you must consider the 
size of your current user population and the anticipated size of your future user 
population.

For example, suppose your organization has 1,000 users, and you anticipate gradually 
adding another 100 users. A primary instance and one or two replica instances 
installed on hardware that meets the minimum system requirements is likely 
sufficient.

Suppose, however, that your organization has 75,000 users, and you expect to add 
another 15,000. In this case, you should consider a primary and multiple replica 
instances installed on hardware that meets or exceeds the minimum system 
requirements.

Make sure your hardware has enough excess capacity to handle the new users. You 
should also consider locating replica instances at remote sites where you have 
significant user populations to expedite the processing of authentication requests.

Authentication Frequency

If your user population authenticates frequently, make sure Authentication Manager is 
installed on hardware that can support the load, and also that you have sufficient space 
for log files. A user population that authenticates frequently throughout the day 
produces more log data than one that only authenticates at the beginning of the day.

If an organization requires employees to begin their work day at a specific time, the 
authentication demand will be higher over a short period of time. 

Make sure you have enough storage space to accommodate the log files, and that you 
have a strategy established for frequently archiving your log files. For more 
information, see Log Messages on page 28.

Remote Authentication

If a significant number of users access your network remotely, this may add noticeable 
overhead to network throughput.
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Remote access typically requires a Remote Access Server (RAS) and associated 
software that is set up to service remote users. RAS configurations usually include or 
are associated with a firewall server to ensure security and a router that can forward 
the remote access request to another part of the corporate network.

RAS devices are usually a component of a Virtual Private Network (VPN), which 
adds more overhead to your network. A VPN involves encrypting data before sending 
it through the public network, and decrypting the data at the receiving end. Some 
VPNs include an additional level of security by encrypting not only the data but also 
the originating and receiving network addresses, adding still more network overhead.

Note: If you have a Business Continuity license, remember that a large number of 
users may suddenly start authenticating remotely when the Business Continuity 
license is activated. Make sure that your hardware has enough excess capacity to 
support a sudden increase in the number of remote authentications.
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4 Administration Performance Factors

RSA Authentication Manager provides for delegated administration. You can create 
specific administrator roles to distribute administrative work. The following 
information discusses how the number of concurrent administrative sessions as well as 
the administrative tasks being performed can impact the efficiency of your 
deployment.

Administration Activities

The following table identifies the performance impact of several administration 
activities and suggests ways to optimize authentication efficiency.

Administration Factors Performance Considerations

Concurrent sessions. Because Authentication Manager 
provides for delegated administration, it is possible for 
many administrators to perform tasks at the same time.

It is possible for an excessive number of concurrent 
administrator sessions to cause a slowdown in 
authentication because of the demands placed on the 
deployment. Normally this does not occur.

User management. Administrative tasks that involve 
creating, reading, updating, and deleting users.

Mistakes made in the process of grooming the 
directory can deny access when users are 
unintentionally deleted or removed from a group. 
Great care must be exercised when directory 
changes are made so that users do not become 
unresolvable. For more information, see the 
Administrator’s Guide.

Help Desk. An administrative role that helps users 
resolve authentication problems.

Users can lose their ability to authenticate for a 
variety of reasons. Access to a Help Desk 
administrator can be crucial in resolving access 
problems. If providing 24-hour coverage is not 
possible, you should consider installing a web tier in 
order to provide access to the Self-Service Console 
so that users can resolve authentication problems on 
their own.

Large Reports. Although small reports can be run 
during hours of normal authentication volume, large 
reports can challenge deployment resources and impact 
the efficiency of authentication.

Large reports should be run during off-peak hours. 
For example, a small report requesting a list of 
administrators who logged on between 8:00 a.m and 
5:00 p.m. the previous day can safely be run during 
normal business hours. However, a report of all 
authentications or administration activity taking 
place during a month would likely be very large and 
should only be run during off-peak hours.
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Backups. Regular backups are essential to recovering 
the deployment if something goes wrong, but the backup 
process competes for deployment resources and slows 
authentication performance.

Backups should only be scheduled during off-peak 
hours.

Disaster recovery. Restoring a primary instance or 
replacing a replica instance to recover from a loss of 
service can cause an authentication service outage.

Make sure your deployment has sufficient instances 
installed to provide authentication while repairs are 
made. If the deployment does not have a replica 
instance, no authentication can take place while the 
primary instance is repaired.

Administration Factors Performance Considerations
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5 Performance Monitoring

RSA Authentication Manager provides several ways to monitor the performance of a 
deployment. The activity data from logs, reports, and SNMP statistics provide useful 
information that can help you troubleshoot performance problems. These are just a 
few examples of how performance data can help you locate and resolve deployment 
problems.

• If user authentication is slow, you can use the Real-Time Activity Monitors to 
view authentication activity log messages in real time to see the problem as it is 
happening. 

• If user authentication is slow, you might also use Authentication Manager logs to 
help you determine whether the delay is due to a slow response from the LDAP 
directory or a processor-intensive process that Authentication Manager is 
performing that might be better performed during off-peak hours.

• To view specific log data, set up and run a report to collect activity data for a given 
time frame. For example, the report might include all authentications that took 
place during a specified time frame and which instances performed the 
authentications, to see whether the authentication work is distributed evenly.

• If you have a third-party Network Management System (NMS), you can keep 
track of activity that occurs in your production environment. This allows you to 
respond to problems as they happen.

For more information about viewing deployment activity, see the Administrator’s 
Guide.

Activity Monitors

Activity Monitors help you locate performance problems in the deployment. Activity 
Monitors let you view RSA Authentication Manager log activity in real time. To 
access the Activity Monitors on the Security Console, click Reporting > Real-time 
Activity Monitors.

Authentication Manager provides four Activity Monitors. Each Activity Monitor 
opens in a separate browser window and displays a different type of information.

Monitor Information Displayed

Authentication Activity • Which user is authenticating

• Source of the authentication request

• Server used for authentication
5: Performance Monitoring 27



RSA Authentication Manager 8.0 Performance and Scalability Guide
For more information, see the Administrator’s Guide.

Log Messages 

RSA Authentication Manager generates log messages for all events. These messages 
are stored in log and database files according to the origin of the message. You can use 
these log files to monitor deployment activity and produce a record of events such as 
user logon requests or administrative operations.

Most log settings are instance-based, unless you choose to replicate logging 
configuration changes. The exception is log rotation settings, which are configured in 
the Operations Console on each instance.

The system does not log most successful read actions.

Log Types

Authentication Manager maintains the following types of logs:

• Administrative Audit. Log messages that record administrative actions, such as 
adding and editing users. This category does not include system level failures of 
administrative actions. Those messages are captured in the system log.

• Runtime Audit. Log messages that record any runtime activity, such as 
authentication and authorization of users.

• System. System level messages, such as “Server started” and “Connection 
Manager lost db connection.” This category includes system level failures of 
administrative actions.

System Activity • Time of an activity

• Description of activity

• Whether the activity succeeded

• Server where the activity took place

Administration Activity Changes to user data, such as when users are added or 
deleted.

Runtime Activity Monitor in the 
User Dashboard

• Log entries for real-time authentication activity 
over the past seven days for one user 

• Time of activity, result of activity, and description 
of activity 

Monitor Information Displayed
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Logging Levels

For each type of log, you can use the Security Console to configure the level of detail 
written to the log files. For example, you might choose to record only fatal errors in 
the Administrative Audit log, while recording all messages in the System log.  

If you change the logging levels and want to return to the default values, select the 
values listed in the following table.

.

For more information about logs, see the Administrator’s Guide.

Reports

Reports provide access to logged information, and current information about the users, 
administrators, and system activity in a deployment. This information is useful for 
troubleshooting, auditing security issues, and demonstrating compliance with various 
policies. 

You create a report using one of the supplied templates. Each template allows you to 
choose the types of information being reported and the parameters to apply in order to 
refine that information. For example, you can use the All Users template to create a 
report that generates a list of all the users in your deployment by first and last name 
who are enabled for risk-based authentication. 

After you have created and saved a report, an administrator can run the report 
manually at any time. You can also schedule the report to run automatically on a given 
day and time.You can view the report output in the Security Console, or download the 
report as a CSV, XML, or HTML file. 

Reports provide information about the performance of your deployment. For example, 
you might create a report that shows all of the administrative activity occurring during 
peak working hours. You can design a report so that it includes relevant information 
such as date and time, description, instance name, identity source, and security 
domain. You can then analyze the report to make sure there are no CPU or 
memory-intensive operations being performed during peak hours.

You might also create a report that shows all the authentications during a 24-hour 
period of time. You can use the report to determine when your peak authentication 
time is, as well as the number of authentications that took place at that peak. You can 
also use the report to determine which instances are processing each authentication. 
This helps you determine if your deployment is load balanced properly.

Log Default Setting

Administrative Audit Log Success

Runtime Audit Log Success

System Log Warning
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Be aware that running reports uses significant system resources and can slow the 
performance of your deployment. RSA recommends that you schedule reports to run 
during off-peak hours.

For more information, see the Administrator’s Guide.

For instructions about generating a report, see the Security Console Help topic 
“Reports.”

SNMP Overview

RSA Authentication Manager supports a third-party network management system 
(NMS) using Simple Network Management Protocol (SNMP). An NMS reveals how 
Authentication Manager is functioning in a production environment, making it easier 
to configure the deployment for optimal performance.

You can define the information that you want an NMS to provide by specifying GETS 
and traps. The NMS requests information using GETS and receives messages that are 
triggered by traps. The NMS obtains network information from the Management 
Information Base (MIB).

GETS and traps differ in two ways:

• A GET requests information, whereas a trap automatically sends information. 

• A GET is composed of aggregate data, but a trap is an individual piece of data. 

For example, assume that Authentication Manager is configured to send a notification 
each time a successful authentication occurs. If there are 100 successful 
authentications, 100 trap messages are sent. If you were to do a GET for successful 
authentications, you would receive one message showing a value of 100.

You can configure the NMS to receive Authentication Manager error, warning, or 
success notifications. Notifications can be intercepted and filtered based on the data 
sent in the trap message (message ID, for example). 

You can also set traps to monitor disk usage, memory usage, and the CPU system load. 
You can select an interval at which to check the instance and send a notification to the 
NMS if too many resources are being used.

SNMP settings are instance-based. Changes that you make to one instance do not 
affect the other instances. 

In Authentication Manager, SNMP obtains values only from the internal database, not 
from external identity sources. For example, suppose you have 2000 users in an 
external identity source but only 1000 users in the Authentication Manager internal 
database. If you have a GET for the total number of users, the value returned is 1000. 

To view the Authentication Manager message IDs that an NMS can filter and their 
causes, see the RSA Authentication Manager 8.0 SNMP Reference Guide.

For more information, see the Administrator’s Guide.
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6 Performance Testing

The data in this chapter is derived from lab tests running RSA Authentication 
Manager 8.0 with Patch 1 installed.

RSA SecurID Authentication Performance on Different Primary 
Instance and Replica Instance Configurations

This section compares the authentication performance for 12 different configurations 
of a primary instance and replica instances to show the relative gains in throughput. 

Test Environment

The tests were performed in the following environment, which represents a 
“mid-range” machine that exceeds the minimum hardware requirements:

Dell Blade m600 (PowerEdge M600 Blade Server)

• Dual Quad Core CPU: Intel(R) Xeon(R) CPU X5460 @ 3.16GHz

• Cache size: 6144 KB

• Memory: 8 GB (DDR3)

• Disk: 2x 15K RPM in a RAID0 container

Test Procedure

Each test is conducted according to the following methodology.

• The performance tests obtain measurements in steady state.

• The performance tests are scripted and authentications are made according to a 
“happy path” scenario that only authenticates valid users who are properly 
configured for authentication. 

• No intentional error conditions are attempted.

• Tests are run with increasing numbers of users making a concurrent authentication 
requests until an upper range of 4,000 to 5,000 users is reached.

• The test runs under steady load for over ten minutes.

• The tests are performed on servers with no other software installed, and the VMs 
are configured with 8 CPUs.
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RSA SecurID Authentication Test Summary

The following table shows the peak SecurID authentication transactions per second 
(TPS) and the average response times that were obtained by 12 different 
configurations. 

The test results show that adding replica instances makes it possible for 
Authentication Manager to increase throughput. The following figure provides 
another view of these results.

Configuration

Total Number 
of Servers in 
Deployment

Average 
Response 
Time Peak TPS

Percent Increase in Peak 
TPS Over a Single Primary 
Instance

Primary & 0 Replicas 1 4.5 417.4

Primary & 1 Replica 2 3.8 475.8 +14%

Primary & 2 Replicas 3 3.3 529.6 +27%

Primary & 3 Replicas 4 3.4 573.8 +38%

Primary & 4 Replicas 5 3.3 577.2 +38%

Primary & 5 Replicas 6 3.6 613.1 +47%

Primary & 6 Replicas 7 3.4 614.8 +47%

Primary & 7 Replicas 8 3.3 649.6 +56%

Primary & 8 Replicas 9 3.0 723.6 +73%

Primary & 10 Replicas 11 3.0 790 +89%

Primary & 12 Replicas 13 3.1 790.3 +89%

Primary & 15 Replicas 16 3.2 867.4 +108%
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From a practical point of view, a deployment of a primary and two replica instances— 
the minimum deployment that allows you to restore administrative functionality 
without stopping authentication service if the primary instance becomes unavailable—
would have sufficient throughput to authenticate 6,000 users in 14 seconds. In the rare 
event of 6,000 users all attempting to authenticate at the same time, the deployment 
could handle such a demand.

The following figure shows a comprehensive picture of the authentication 
performance of a single primary instance. This figure shows the relationship between 
throughput and response time during a series of ten-minute tests with increasing 
concurrent user loads to obtain throughput and response time averages.

In this test, the primary instance achieves a sustained average of 387 SecurID 
authentication transactions per second. At this rate, the standalone deployment can 
authenticate 6,000 users in about 15 seconds.

The following figure shows a comprehensive picture of the authentication 
performance for one primary instance and three replica instances. Again, this figure 
shows the relationship between throughput and response time during a series of 
ten-minute tests with increasing concurrent user loads to obtain throughput and 
response time averages.

Peak throughput: 417 transactions per second

Response time: 
5.4 seconds

Average high throughput: 
387 transactions per 
second
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The results of this test show the increase in authentication throughput that can be 
realized by adding three replica instances to a deployment. The primary instance and 
three replica instances achieve a sustained average of 446 SecurID authentication 
transactions per second. At this rate, the deployment can authenticate 6,000 users in 
about 13 seconds.

Performance Considerations

The test results show that adding replica instances to a deployment improves SecurID 
authentication throughput. A deployment with 15 replica instances, the maximum 
number supported by Authentication Manager, improves performance over a 
standalone deployment by 108%. 

SecurID authentication performance in a production environment can vary from the 
performance achieved in a lab environment. These test results provide general 
guidance. 

In addition to improving authentication performance, replica instances make it 
possible to recover administrative functionality if the primary instance becomes 
unavailable. Replica instances also improve authentication performance when they are 
installed locally in a WAN to mitigate the latency that users would incur when 
authenticating over a long distance. For example, users in London can authenticate 
more quickly through a local replica instance than they can through a primary instance 
located in San Francisco. 

RSA SecurID Authentication Performance Using 8 GB and 16 GB 
Memory

The difference in authentication performance between 8 GB and 16 GB of memory is 
shown in the following table.

Doubling the allocated memory does not significantly affect authentication 
performance.

Performance Considerations

Authentication performance for most situations is adequate with 8 GB of memory. 
Small organizations might find that 4 GB of memory is adequate.

Configuration Memory
Number of 
Servers

Peak
TPS

Percent Increase of 
TPS from 8 GB to 16 
GB

Primary & 15 Replicas 8 GB 16 867

Primary & 15 Replicas 16 GB 16 884 +2%
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Risk-Based Authentication Performance on Different 
Configurations

Risk-based authentication (RBA) uses data from the user’s computer to assess the 
likelihood that an individual is a valid user. When the assurance level goes below an 
established threshold because of an unexpected change in the user’s computer profile, 
for example if a user is logging on using an unfamiliar computer, RBA challenges the 
user to provide additional proof of identity by answering security questions. 

Tests compared RBA authentication performance using two configurations:

• Standalone primary instance deployment 

• Replicated deployment with 1 primary instance, 1 replica instance, a web tier, a 
VPN simulator, and a load balancer

Each deployment was tested in an environment with 2 CPUs and again with 8 CPUs. 
The database was primed so that all users had a high assurance level.

RBA Authentication Results

Standalone Deployment

Replicated Deployment

In both cases, RBA authentication transactions were considerably improved in 
environments with 8 CPUs. 

Performance Considerations

Compared to SecurID authentication, RBA requires more processing resources and is 
slower. Even with 8 CPUs, it would take a couple of hours for 6,000 users to 
authenticate concurrently. In an actual production environment, this probably would 
not happen. 

Test Environment
Transactions 
Per Second

Response 
Time

Percent Increase of TPS 
from 2 CPUs to 8 CPUs

2 CPU 16.2 1.8 sec

8 CPU 35 1.6 sec 116%

Test Environment
Transactions 
Per Second

Response 
Time

Percent Increase of TPS 
from 2 CPUs to 8 CPUs

2 CPU 18.6 1.98 sec

8 CPU 39.2 1.76 sec 110.8%
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Administrator Search Performance on Different Numbers of 
Concurrent Sessions

RSA Authentication Manager supports delegated administration and concurrent 
administrative sessions. This section shows how the time to complete administrative 
tasks is affected by how many administrators are online at the same time. 

For each test, administrators search for five minutes for 100 users, 100 tokens, and 
100 agents in the following configurations:

• 4 CPUs with 16 GB of memory

• 8 CPUs with 8 GB of memory

• 8 CPUs with 4 GB of memory

The transactions per second (TPS) and response times are recorded after the 
transactions have achieved a steady state. The total CPU usage on the AM server for 
each test is also recorded.

Search Performance with One Administrator

CPUs Memory 
Transaction 
Name

Transactions 
Per Second

Response 
Time (sec)

Total CPU 
Utilization 

4 16 GB Search Users 0.03 1.13 20%

Search Tokens 0.02 0.74

Search Agents 0.03 0.08

8 8 GB Search Users 0.03 0.01 2%

Search Tokens 0.03 0.01

Search Agents 0.03 0.01

8 4 GB Search Users 0.02 1.24 4%

Search Tokens 0.02 1.00

Search Agents 0.02 0.09
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Search Performance with 100 Administrators

Search Performance with 500 Administrators

CPUs Memory 
Transaction 
Name

Transactions 
Per Second

Response 
Time (sec)

Total CPU 
Utilization 

4 16 GB Search Users 2.41 0.82 70%

Search Tokens 2.41 0.26

Search Agents 2.42 0.12

8 8 GB Search Users 2.39 0.49 25%

Search Tokens 2.46 0.15

Search Agents 2.47 0.02

8 4 GB Search Users 2.32 0.83 45%

Search Tokens 2.40 0.75

Search Agents 2.40 0.26

CPUs Memory 
Transaction 
Name

Transactions 
Per Second

Response 
Time (sec)

Total CPU 
Utilization 

4 16 GB Search Users 5.28 13.7 100%

Search Tokens 4.87 9.4

Search Agents 4.94 6.65

8 8 GB Search Users 9.96 3.49 90%

Search Tokens 10.06 1.68

Search Agents 10.14 0.94

8 4 GB Search Users 6.08 4.86 90%

Search Tokens 6.28 8.38

Search Agents 6.06 6.60
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Search Performance with 1000 Administrators

The number of CPUs changes from 4 to 8 for this test because using 4 CPUs with 500 
administrators achieved a total CPU utilization of 100%. No results for 4 GB of 
memory are included for this test because running 1000 concurrent administrators on 
4 GB of memory is not supported.

Performance Considerations

To accommodate 500 to 1000 concurrent administrative sessions, the recommended 
configuration is 8 CPUs and 8 GB of memory. 

CPUs Memory 
Transaction 
Name

Transactions 
Per Second

Response 
Time (sec)

Total CPU 
Utilization 

8 16 GB Search Users 8.56 27.81 100%

Search Tokens 8.61 2.72

Search Agents 8.60 2.0

8 8 GB Search Users 8.61 18.91 100%

Search Tokens 8.47 6.66

Search Agents 8.11 5.54
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Glossary

Active Directory
The directory service that is included with Microsoft Windows Server 2003 SP2, 
Microsoft Windows Server 2008, and Microsoft Windows Server 2008 R2.

Active Directory forest
A federation of identity servers for Windows Server environments. All identity servers 
share a common schema, configuration, and Global Catalog.

administrative role
A collection of permissions and the scope within which those permissions apply.

administrator
Any user with one or more administrative roles that grant administrative permission to 
manage the system.

agent host
The machine on which an agent is installed.

appliance
The virtual appliance on which RSA Authentication Manager is installed. The 
appliance can be set up as a primary or a replica instance.

approver
A Request Approver or an administrator with approver permissions.

assurance level
For risk-based authentication, the system categorizes each authentication attempt into 
an assurance level that is based on the user’s profile, device, and authentication 
history. If the authentication attempt meets the minimum assurance level that is 
required by the RBA policy, the user gains access to the RBA-protected resource. 
Otherwise, the user must provide identity confirmation to access the RBA-protected 
resource.

attribute
A characteristic that defines the state, appearance, value, or setting of something. In 
Authentication Manager, attributes are values associated with users and user groups. 
For example, each user group has three standard attributes called Name, Identity 
Source, and Security Domain.

attribute mapping
The process of relating a user or user group attribute, such as User ID or Last Name, to 
one or more identity sources linked to the system. No attribute mapping is required in 
a deployment where the internal database is the primary identity source.

audit information
Data found in the audit log representing a history of system events or activity 
including changes to policy or configuration, authentications, authorizations, and so 
on.
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audit log
A system-generated file that is a record of system events or activity. The system 
includes four such files, called the Trace, Administrative, Runtime Audit, and System 
logs.

authentication
The process of reliably determining the identity of a user or process.

authentication agent
A software application installed on a device, such as a domain server, web server, or 
desktop computer, that enables authentication communication with Authentication 
Manager on the network server. See agent host.

authentication method
The type of procedure required for obtaining authentication, such as a one-step 
procedure, a multiple-option procedure (user name and password), or a chained 
procedure. 

authentication protocol
The convention used to transfer the credentials of a user during authentication, for 
example, HTTP-BASIC/DIGEST, NTLM, Kerberos, and SPNEGO.

authentication server
A component made up of services that handle authentication requests, database 
operations, and connections to the Security Console.

authenticator
A device used to verify a user's identity to Authentication Manager. This can be a 
hardware token (for example, a key fob) or a software token.

authorization
The process of determining if a user is allowed to perform an operation on a resource.

backup
A file that contains a copy of your primary instance data. You can use the backup file 
to restore the primary instance in a disaster recovery situation. An RSA 
Authentication Manager backup file includes: the internal database, appliance-only 
data and configuration, keys and passwords used to access internal services, and 
internal database log files. It does not include all the appliance and operating system 
log files. 

certificate
An asymmetric public key that corresponds with a private key. It is either self-signed 
or signed with the private key of another certificate.

certificate DN
The distinguished name of the certificate issued to the user for authentication.

command line utility (CLU)
A utility that provides a command line user interface.
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core attributes
The fixed set of attributes commonly used by all RSA products to create a user. These 
attributes are always part of the primary user record, whether the deployment is in an 
LDAP or RDBMS environment. You cannot exclude core attributes from a view, but 
they are available for delegation.

Cryptographic Token-Key Initialization Protocol (CT-KIP)
A client-server protocol for the secure initialization and configuration of software 
tokens. The protocol requires neither private-key capabilities in the tokens, nor an 
established public-key infrastructure. Successful execution of the protocol results in 
the generation of the same shared secret on both the server as well as the token.

custom attributes
An attribute you create in Authentication Manager and map to a field in an LDAP 
directory. For example, you could create a custom attribute for a user’s department.

data store
A data source, such as a relational database (Oracle or DB2) or directory server 
(Microsoft Active Directory or Oracle Directory Server). Each type of data source 
manages and accesses data differently.

delegated administration
A scheme for defining the scope and responsibilities of a set of administrators. It 
permits administrators to delegate a portion of their responsibilities to another 
administrator.

delivery address
The e-mail address or the mobile phone number where the on-demand tokencodes will 
be delivered.

deployment
An installation of Authentication Manager that consists of a primary instance and, 
optionally, one or more replica instances.

demilitarized zone
The area of a network configured between two network firewalls.

device history
For risk-based authentication, the system maintains a device history for each user. It 
includes the devices that were used to gain access to protected resources.

device registration
For risk-based authentication, the process of saving an authentication device to the 
user’s device history.

distribution file password
A password used to protect the distribution file when the distribution file is sent by 
e-mail to the user.

distributor
A Token Distributor or an administrator with distributor permissions.

DMZ
See demilitarized zone.
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dynamic seed provisioning
The automation of all the steps required to provide a token file to a device that hosts a 
software token, such as a web browser, using the Cryptographic Token-Key 
Initialization Protocol (CT-KIP). 

e-mail notifications
Contain status information about requests for user enrollment, tokens, and user group 
membership that is sent to users who initiated the request. For token requests, e-mail 
notifications also contain information about how to download and activate tokens. 
Request Approvers and Token Distributors receive e-mail notifications about requests 
that require their action. See e-mail templates.

e-mail templates
Templates that administrators can use to customize e-mail notifications about user 
requests for user enrollment, tokens, user group membership, or the on-demand 
tokencode service. See e-mail notifications.

excluded words dictionary
A dictionary containing a record of words that users cannot use as passwords. It 
prevents users from using common, easily guessed words as passwords.

fixed passcode
Similar to a password that users can enter to gain access in place of a PIN and 
tokencode. The format for fixed passcodes is defined in the token policy assigned to a 
security domain. An administrator creates a fixed passcode in a users authentication 
settings page. Fixed passcodes can be alphanumeric and contain special characters, 
depending on the token policy.

Global Catalog
A read-only, replicated repository of a subset of the attributes of all entries in an 
Active Directory forest.

Global Catalog identity source
An identity source that is associated with an Active Directory Global Catalog. This 
identity source is used for finding and authenticating users, and resolving group 
membership within the forest.

host
Physical computer on which a virtual machine is installed.

identity attribute
Customer-defined attributes that are mapped to an existing customer-defined schema 
element. They are always stored in the same physical repository as the user’s or user 
group’s core attribute data. You can search, query, and report on these attributes. Each 
identity attribute definition must map to an existing attribute in an LDAP directory or 
RDBMS. 

identity confirmation method
For risk-based authentication, an authentication method that can be used to confirm a 
user’s identity.

identity source
A data store containing user and user group data. The data store can be the internal 
database or an external directory server, such as Microsoft Active Directory.
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instance
An installation of RSA Authentication Manager that can be set up as a primary 
instance or a replica instance. An instance also includes a RADIUS server. 

internal database
The Authentication Manager proprietary data source.

keystore
The facility for storing keys and certificates.

load balancer
A deployment component used to distribute authentication requests across multiple 
computers to achieve optimal resource utilization. The load balancer is usually 
dedicated hardware or software that can provide redundancy, increase reliability, and 
minimize response time. See Round Robin DNS.

lower-level security domain
In a security domain hierarchy, a security domain that is nested within another security 
domain.

minimum assurance level
See assurance level.

node secret
A long-lived symmetric key that the agent uses to encrypt the data in the 
authentication request. The node secret is known only to Authentication Manager and 
the agent.

on-demand tokencode
Tokencodes delivered by SMS or SMTP. These tokencodes require the user to enter a 
PIN to achieve two-factor authentication. On-demand tokencodes are user-initiated, as 
Authentication Manager only sends a tokencode to the user when it receives a user 
request. An on-demand tokencode can be used only once. The administrator 
configures the lifetime of an on-demand tokencode. See on-demand tokencode 
service.

on-demand tokencode service
A service that allows enabled users to receive tokencodes by text message or e-mail, 
instead of by tokens. You configure the on-demand tokencode service and enable 
users on the Security Console. 

Operations Console
An administrative user interface through which the user configures and sets up 
Authentication Manager, for example, adding and managing identity sources, adding 
and managing instances, and disaster recovery.

permissions
Specifies which tasks an administrator is allowed to perform.

preferred instance
The Authentication Manager instance that the risk-based authentication service in the 
web tier communicates with first. Also, the instance that provides updates to the web 
tier. Any instance can be the preferred instance. For example, you can configure a 
replica instance as the preferred instance.
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primary instance
The installed deployment where authentication and all administrative actions are 
performed.

promotion
The process of configuring a replica instance to become the new primary instance. 
During promotion, the original primary instance is detached from the deployment. All 
configuration data referring to the original primary instance is removed from the new 
primary instance. 

provisioning
See token provisioning. 

provisioning data
The provisioning server-defined data. This is a container of information necessary to 
complete the provisioning of a token device. 

RADIUS
See Remote Authentication Dial-In User Service.

RBA
See risk-based authentication.

RBA integration script
A script that redirects the user from the default logon page of a web-based application 
to a customized logon page. This allows Authentication Manager to authenticate the 
user with risk-based authentication. To generate an integration script, you must have 
an integration script template.

realm
A realm is an organizational unit that includes all of the objects managed within a 
single deployment, such as users and user groups, tokens, password policies, and 
agents. Each deployment has only one realm. 

Remote Authentication Dial-In User Service (RADIUS)
A protocol for administering and securing remote access to a network. A RADIUS 
server receives remote user access requests from RADIUS clients, for example, a 
VPN.

replica instance
The installed deployment where authentication occurs and at which an administrator 
can view the administrative data. No administrative actions are performed on the 
replica instance.

replica package
A file that contains configuration data that enables the replica appliance to connect to 
the primary appliance. You must generate a replica package before you set up a replica 
appliance.

requests
Allows users to enroll, as well as request tokens, the on-demand tokencode service, 
and user group membership. 
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Request Approver
A predefined administrative role that grants permission to approve requests from users 
for user enrollment, tokens, or user group membership.

risk-based authentication (RBA)
An authentication method that analyzes the user’s profile, authentication history, and 
authentication device before granting access to a protected resource.

risk engine
In Authentication Manager, the risk engine intelligently assesses the authentication 
risk for each user. It accumulates knowledge about each user’s device and behavior 
over time. When the user attempts to authenticate, the risk engine refers to its 
collected data to evaluate the risk. The risk engine then assigns an assurance level, 
such as high, medium, or low, to the user’s authentication attempt.

round robin DNS
An alternate method of load balancing that does not require dedicated software or 
hardware. When the Domain Name System (DNS) server is configured and enabled 
for round robin, the DNS server sends risk-based authentication (RBA) requests to the 
web-tier servers. See Load Balancer.

scope
In a deployment, the security domain or domains within which a role’s permissions 
apply.

Secure Sockets Layer (SSL)
A protocol that uses cryptography to enable secure communication over the Internet. 
SSL is widely supported by leading web browsers and web servers.

Security Console
An administrative user interface through which the user performs most of the 
day-to-day administrative activities.

security domain
A container that defines an area of administrative management responsibility, 
typically in terms of business units, departments, partners, and so on. Security 
domains establish ownership and namespaces for objects (users, roles, permissions, 
and so on) within the system. They are hierarchical. 

security questions
A way of allowing users to authenticate without using their standard method. To use 
this service, a user must answer a number of security questions. To authenticate using 
this service, the user must correctly answer all or a subset of the original questions.

self-service
A component of Authentication Manager that allows the user to update user profiles, 
change passwords for the Self-Service Console, configure life questions, clear devices 
enabled for risk-based authentication, change e-mail addresses or phone numbers for 
on-demand authentication, and manage on-demand authentication PINs. The user can 
also request, maintain, and troubleshoot tokens.
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self-service
A component of Authentication Manager that allows the user to update user profiles, 
change passwords for the Self-Service Console, configure life questions, clear devices 
enabled for risk-based authentication, change e-mail addresses or phone numbers for 
on-demand authentication, and manage on-demand authentication PINs. 

Self-Service Console
A user interface through which the user can update user profiles, change passwords 
for the Self-Service Console, configure life questions, clear devices enabled for 
risk-based authentication, change e-mail addresses or phone numbers for on-demand 
authentication, and manage on-demand authentication PINs.

Self-Service Console
A user interface through which the user can update user profiles, change passwords 
for the Self-Service Console, configure life questions, clear devices enabled for 
risk-based authentication, change e-mail addresses or phone numbers for on-demand 
authentication, and manage on-demand authentication PINs. Users can also request, 
maintain, and troubleshoot tokens on the Self-Service Console.

session
An encounter between a user and a software application that contains data pertaining 
to the user’s interaction with the application. A session begins when the user logs on 
to the software application and ends when the user logs off of the software application.

shipping address
An address used by distributors to distribute hardware tokens. 

silent collection
For risk-based authentication, a period during which the system silently collects data 
about each user’s profile, authentication history, and authentication devices without 
requiring identity confirmation during logon.

SSL
See Secure Sockets Layer. 

Super Admin
An administrator with permissions to perform all administrative tasks in the Security 
Console. A Super Admin:

• Can link identity sources to system

• Has full permissions within a deployment

• Can assign administrative roles within a deployment

system event
System-generated information related to nonfunctional system events, such as server 
startup and shutdown, failover events, and replication events.

System log
A persistable store for recording system events.

time-out
The amount of time (in seconds) that the user’s desktop can be inactive before 
reauthentication is required.
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token distributor
A predefined administrative role that grants permission to act upon requests from 
users for tokens. Distributors record how they plan to deliver tokens to users and close 
requests. 

token provisioning
The automation of all the steps required to provide enrollment, user group 
membership, RSA SecurID tokens, and the on-demand tokencode service to users. 
See also self-service.

top-level security domain
The top-level security domain is the first security domain in the security domain 
hierarchy. The top-level security domain is unique in that it links to the identity source 
or sources and manages the password, locking, and authentication policy for the entire 
deployment.

Trace log
A persistable store for trace information.

trusted realm
A trusted realm is a realm that has a trust relationship with another realm. Users on a 
trusted realm have permission to authenticate to another realm and access the 
resources on that realm. Two or more realms can have a trust relationship. A trust 
relationship can be either one-way or two-way.

trust package
An XML file that contains configuration information about the deployment.

UDP
See User Datagram Protocol.

User Datagram Protocol (UDP)
A protocol that allows programs on networked computers to communicate with one 
another by sending short messages called datagrams.

User ID
A character string that the system uses to identify a user attempting to authenticate.
Typically a User ID is the user’s first initial followed by the last name. For example, 
Jane Doe’s User ID might be jdoe.

virtual appliance
The virtual machine where Authentication Manager is installed. The virtual appliance 
can be set up as a primary instance or a replica instance.

virtual host
Physical computer on which a virtual machine is installed. A virtual host helps 
manage traffic between web-based applications, web-tier deployments, and the 
associated primary and replica instances.

virtual hostname
The publicly-accessible hostname. End users use this virtual hostname to authenticate 
through the web tier. The system also generates SSL information based on the virtual 
hostname. The virtual hostname must be same as the load balancer hostname.
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web tier
A web tier is a platform for installing and deploying the Self-Service Console and the 
risk-based authentication (RBA) service in the DMZ. The web tier prevents end users 
from accessing your private network by receiving and managing inbound internet 
traffic before it enters your private network.

web tier
A web tier is a platform for installing and deploying the Self-Service Console, 
Dynamic Seed Provisioning, and the risk-based authentication (RBA) service in the 
DMZ. The web tier prevents end users from accessing your private network by 
receiving and managing inbound internet traffic before it enters your private network.

workflow
The movement of information or tasks through a work or business process. A 
workflow can consist of one or two approval steps and a distribution step for different 
requests from users. 

workflow participant
Either approvers or distributors. Approvers review, approve, or defer user requests. 
Distributors determine the distribution method for token requests and record the 
method for each request. See also workflow.
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performance factors
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