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1 Using RSA Certificate Manager with 
Microsoft Windows Server 2003 and 2008

This section provides administrators with instructions for using RSA® Certificate 
Manager infrastructure to utilize the security capabilities of the Microsoft Windows 
Server 2003 and 2008 operating platforms. Using Certificate Manager, administrators 
can increase the security of their infrastructure by issuing digital certificates for:

• Smart card logon

• Code signing based on Authenticode

• Encrypting File System (EFS) encryption

• Virtual private network (VPN) client authentication

• Certificate name mapping with Microsoft Internet Information Services (IIS)

• 802.1x wireless authentication with Microsoft Remote Authentication Dial-In 
User Service (RADIUS)

Prerequisites

• You must be an administrator of a Microsoft Windows Domain Controller with 
Active Directory and an Administrator of a Certificate Manager installation.
If you do not have administrative access to both the domain and the Certificate 
Manager installation, the tasks described in this guide must be coordinated with 
the other administrator.

• Your administrative certificate must have the Vettor role enabled with vetting 
privileges for the issuing Jurisdiction.
If you do not have vetting privileges, a Vettor must vet certificate requests and 
issue certificates.

• Administrators must be using Microsoft Internet Explorer 6.0 or later, and end 
users must be using Microsoft Internet Explorer 4.0 or later.

RSA Certificate Manager Benefits

Certificate Manager is a full-featured certificate authority (CA) that can interoperate 
with Windows Server 2003 and 2008 as well as an industry-leading array of 
third-party applications. Certificate Manager features enhanced security and ease of 
use, leveraging the built-in features of the Microsoft Windows platform to allow users 
to use certificates to sign or encrypt data, or gain access to web or networked 
applications.
1: Using RSA Certificate Manager with Microsoft Windows Server 2003 and 2008 5
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Issuing Smart Card Logon Certificates

With Microsoft smart card logon, end users can use smart cards and certificates to 
authenticate to a Windows domain.

You can issue smart card logon certificates from your Certificate Manager installation. 

Prerequisites

• You must have a Windows Server 2003 Domain Controller or a Windows Server 
2008 Domain Controller with Microsoft Active Directory.
You must be familiar with the Microsoft Management Console (MMC) to perform 
most of these operations.

• Your Certificate Manager installation must have network access to the Active 
Directory database.

• The CA that signs the certificates:

– Must be configured to allow local certificate revocation list (CRL) publishing 
to the local HTTP server or local LDAP server.

Important: Do not use the local publishing feature of delta CRLs as this can 
cause end-entity certificates with the MS Logon Certificate profile to be 
issued with an incorrect set of v3 extensions. For more information on delta 
CRLs, see the RSA Certificate Manager Administrator’s Guide.

– Must have the CRL settings set to automatically generate CRLs with a 
nextUpdate field.

– Must have two Jurisdictions—one configured to allow the MS Domain 
Controller Certificate profile and the other configured to allow the MS Logon 
Certificate profile.

RSA recommends that the issuing Jurisdictions be configured so that the 
certificate attributes match the DN structure of Active Directory.

How to Issue Smart Card Logon Certificates

You must perform the following tasks to issue smart card logon certificates. The 
following sections describe these tasks in detail:

• Publishing the certificate of the issuing CA to the NTAuth store located in Active 
Directory

• Refreshing the Group Policy of the domain

• Adding the certificate of the issuing CA to the Active Directory Root Store

• Configuring the issuing Jurisdiction to publish the Domain Controller certificate 
to the domain controller object in Active Directory

• Requesting the Domain Controller certificate from Certificate Manager

• Issuing and publishing the Domain Controller certificate
6 1: Using RSA Certificate Manager with Microsoft Windows Server 2003 and 2008
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• Downloading the Domain Controller certificate into the Domain Controller host 
machine

• Configuring the issuing Jurisdiction to publish smart card logon certificates to the 
Users container in Active Directory

• End user requesting a smart card logon certificate

• Issuing a smart card logon certificate and publishing it to the corresponding user 
object in Active Directory.

For additional information, see the following Microsoft Knowledge Base articles:

• For Requirements for Domain Controller Certificates from a Third-Party CA 
(Q291010), go to http://support.microsoft.com/kb/291010/en-us.

• For Guidelines for Enabling Smart Card Logon with Third-Party Certification 
Authorities (Q281245), go to http://support.microsoft.com/kb/281245/en-us.

Step 1. Publishing the CA Certificate to the NTAuth Store

The certificate of the CA that signs the Domain Controller certificate must be stored in 
the NTAuth store in Active Directory.

To publish the CA certificate to the Active Directory NTAuth Store:

1. Save the CA certificate to a .crt file:

a. Click CA Operations and, from the drop-down list, select the CA that will 
issue the Domain Controller certificate and click view.

b. Under CA Certificate Operations, click Download.

c. In the File Download dialog box, click Save.

d. Specify the location (drive and directory) where you want to save the 
certificate file and click Save.
The default filename is CA nickname.crt.

2. From the command prompt on the Domain Controller, run the following 
command:

certutil -dspublish -f myca.crt NTAuthCA

where myca.crt is the file containing the CA certificate that you saved in step 1.

Step 2. Refreshing the Group Policy

The Group Policy contains all of the security and policy settings for the domain. After 
the CA certificate has been published to the NTAuth store in Active Directory, you 
may need to trigger a policy update to all clients on the domain. The default policy 
update interval is eight hours, but you can trigger an immediate update from the 
command prompt by running the following command:

gpupdate /force
1: Using RSA Certificate Manager with Microsoft Windows Server 2003 and 2008 7
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Step 3. Adding the CA Certificate to the Trusted Root Store

You must add the certificate of the CA that signs the Domain Controller certificate to 
the Enterprise Root Certificate Store of the Active Directory installation.

To add the CA certificate to the Trusted Root Store:

1. Save the CA certificate to a .crt file:

a. Click CA Operations and, from the drop-down list, select the CA that will 
issue the Domain Controller certificate and click view.

b. Under CA Certificate Operations, click Download.

c. In the File Download dialog box, click Save.

d. Specify the location (drive and directory) where you want to save the 
certificate file and click Save.
The default filename is CA nickname.crt.

2. From the command prompt on the Domain Controller, run the following 
command:

certutil -dspublish -f myca.crt RootCA

where myca.crt is the file containing the CA certificate that you saved in step 1.

(Optional) Adding a Subordinate CA to the Trusted Root Store

If you are using a subordinate CA to issue Domain Controller or smart card logon 
certificates, the subordinate CA must be configured to include a CRL Distribution 
Points (CRLdP) extension that contains a URI pointing to the CRL of its issuing CA. 
For example, http://hostname:446/RootCACRL.crl.

The subordinate CA certificate must also be published into the correct location within 
Active Directory, following the instructions in the previous section, “Step 3. Adding 
the CA Certificate to the Trusted Root Store.”

Step 4. Configuring to Publish the Domain Controller Certificate

The Domain Controller certificate must be stored in the domain controller object of 
the Active Directory installation. If external publishing is configured at the issuing 
Jurisdiction as described in the following procedure, the Domain Controller certificate 
is automatically published to Active Directory when you issue it.

To configure the issuing Jurisdiction for external publishing to the domain 
controller object:

1. Click CA Operations and, from the drop-down list, select the CA that will sign 
the Domain Controller certificate, and click view.

2. Under Jurisdiction Configuration, from the drop-down list, select Domain 
Controller Jurisdiction (the Jurisdiction that will issue the Domain Controller 
certificate), and click Configure.

3. From the Sections drop-down list, select External Publishing.

4. Under Publishing Controls, select Publish Certificates.
8 1: Using RSA Certificate Manager with Microsoft Windows Server 2003 and 2008
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5. Under Publishing Configuration, configure the publishing directives to publish 
to the domain controller object.
Typically, the LDAP location of the domain controller object is 
LDAP://serverName.domainName.com/CN=serverName,
OU=Domain Controllers,DC=domainName,DC=com
The Common Name attribute of the Domain Controller certificate must contain 
the hostname of the Domain Controller. Use “CN” for the Certificate DN.

Here is a sample publishing configuration.

Step 5. Requesting a Domain Controller Certificate

The Domain Controller certificate identifies Domain Controllers to relying clients 
within the domain.

To request a Domain Controller certificate:

1. Using a web browser on the Domain Controller machine itself, connect to the 
Certificate Manager Enrollment Server. The URL for requesting a Domain 
Controller certificate is https://hostname:enrollment-port/request-dc.xuda.

2. From the drop-down list, select Domain Controller Jurisdiction (the issuing 
Jurisdiction for the Domain Controller certificate), and click Continue.

3. Enter the subject name information as appropriate for your Domain Controller. 
Domain Controller certificates are required to have a Common Name value 
matching the NETBIOS hostname of the Domain Controller host machine.

4. From the Certificate Profile drop-down list, select MS Domain Controller 
Certificate.
If this profile is not available, a Vettor must select that profile before Certificate 
Manager issues the certificate.

5. From the Cryptographic Service Provider (CSP) list, make sure that Microsoft 
RSA SChannel Cryptographic Provider is selected.
The CSP list is deliberately constrained to the Microsoft RSA SChannel 
Cryptographic Provider because Domain Controller keys must use this CSP for 
use within Active Directory.

6. Select a Key size.

7. Click Submit.

Host: serverName.domainName.com

Port: 389

Base DN: OU=Domain Controllers,dc=domainName,dc=com

Certificate DN: CN

End Entity Class: strongAuthenticationUser

End Entity
Certificate Field: userCertificate
1: Using RSA Certificate Manager with Microsoft Windows Server 2003 and 2008 9
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Step 6. Issuing the Domain Controller Certificate

RSA recommends that you configure publishing to Active Directory before you issue 
this certificate.

To issue the Domain Controller certificate:

1. Click Certificate Operations and view the active requests of Domain Controller 
Jurisdiction (the issuing Jurisdiction for the Domain Controller certificate).
The Domain Controller request is listed as [Anonymous].

2. Vet the request, making sure that the MS Domain Controller Certificate profile 
is selected.
If this profile is not available, a Certificate Manager Administrator must add it to 
the list of allowed profiles before you can issue the certificate.
The MS Domain Controller Certificate profile adds five mandatory extensions to 
the certificate.

3. Click Issue Certificate.
If you see a message that the e-mail address appears to be invalid, click OK.
A series of Client Certificate Extension Values pages opens.

4. Review each page, providing configuration details or values, if needed, and click 
Next.
Make sure that the following two subjectAltNames are automatically filled:

• otherName—a hexadecimal value

• dNSName—serverName.domainName.com

Note: If Certificate Manager has network access to the Active Directory 
installation and the Jurisdiction has been configured for external publishing to the 
domain controller object of the Active Directory installation (see 
“Step 4. Configuring to Publish the Domain Controller Certificate” on page 8), 
otherName and dNSName are automatically generated.

Extension Must Contain

Extended Key Usage Client Authentication (1.3.6.1.5.5.7.3.2)
Server Authentication (1.3.6.1.5.5.7.3.1)

Key Usage Digital Signature
Key Encipherment

Subject Alternative Names Other Name: GUID (1.3.6.1.4.1.311.25.1) 
DNS Name

Certificate Template Name Domain Controller

CRL Distribution Points URI of CRL
10 1: Using RSA Certificate Manager with Microsoft Windows Server 2003 and 2008
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If Certificate Manager does not have network access to the Active Directory 
installation or the Jurisdiction has not been configured for external publishing to 
the domain controller object of the Active Directory installation:

a. Using the LDAP browser, ldp.exe, retrieve the GUID of the Domain 
Controller used by Active Directory. For more information, see Determining 
the Server GUID of a Domain Controller, available at 
http://support.microsoft.com/kb/224544.

Note: RSA recommends that you do not use any LDAP browser other than 
ldp.exe to retrieve the GUID value.

ldp.exe displays the objectGUID attribute by reversing some bytes and 
separating ID components with dashes (for example, 
16C4747D-948A-4960-B4C6-1C275F3099DC).

b. In the otherName field, enter the objectGUID value displayed by the LDAP 
browser, exactly as it appears (including the dashes).

c. In the dNSName field, enter the DNS name for the Active Directory 
installation.

The certificate is issued and published to the domain controller object of the 
Active Directory installation.

Step 7. Downloading the Domain Controller Certificate

Prerequisites

To download the newly issued Domain Controller certificate into your Domain 
Controller host, you must know:

• The Jurisdiction ID of Domain Controller Jurisdiction (the issuing Jurisdiction for 
the Domain Controller certificate)

• The MD5 of the issued certificate

To download the Domain Controller certificate:

1. Using the same browser and account name as you used when making the 
certificate request, connect to the Certificate Manager Enrollment Server using a 
URL in the form, https://hostname:enrollment-port/get-cert.xuda?
domainid=Jurisdiction-ID&md5=md5-of-certificate.

Note: Optionally, you can supply the first few characters of the MD5 followed by 
an asterisk (for example, md5=5ef*).

2. Follow the prompts to download the certificate.

3. Verify that the Domain Controller now has the certificate installed by viewing the 
Local Machine Certificate Store through MMC.
1: Using RSA Certificate Manager with Microsoft Windows Server 2003 and 2008 11
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Step 8. Configuring to Publish Smart Card Logon Certificates

The smart card logon certificates must be stored in the User store of the Active 
Directory installation. If external publishing is configured at the issuing Jurisdiction as 
described in the following procedure, smart card logon certificates are automatically 
published to Active Directory when you issue them. 

Prerequisite

This publishing configuration assumes that the user object already exists in Active 
Directory.

To publish users who do not already exist in Active Directory, follow the instructions 
in the RSA Keon Ready Implementation Guide For Directory Server Products, 
available at 
www.rsa.com/rsasecured/guides/keonca_pdfs/Microsoft_ActiveDirectory_Keon_
651.pdf.

To configure the issuing Jurisdiction for external publishing to the User store:

1. Click CA Operations and, from the drop-down list, select the CA that will sign 
the logon certificates, and click view.

2. Under Jurisdiction Configuration, from the drop-down list, select MS Logon 
Jurisdiction (the Jurisdiction that will issue the logon certificates), and click 
Configure.

3. From the Sections drop-down list, select External Publishing.

4. Under Publishing Controls, select Publish Certificates.

5. Under Publishing Configuration, configure the publishing directives to publish 
to the User store. 

Here is a sample publishing configuration. 

Host: serverName.domainName.com

Port: 389

Base DN: CN=Users,dc=domainName,dc=com

Certificate DN: CN

End Entity Class: strongAuthenticationUser

End Entity
Certificate Field: userCertificate
12 1: Using RSA Certificate Manager with Microsoft Windows Server 2003 and 2008
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Step 9. Requesting a Smart Card Logon Certificate

The request for a smart card logon certificate differs from the usual end-user 
certificate request in two ways:

• RSA recommends that end users enter their logon name in the Common Name 
field.

• End users must select their smart card’s cryptographic service provider.

Prerequisites for End Users

• You must have a smart card reader installed.

• You must know the URL of your organization’s Enrollment Server.

• You must know the name of MS Logon Jurisdiction (the issuing Jurisdiction for 
the logon certificates).

• If you use Internet Explorer on Windows Vista, Windows 7, or Windows 
Server 2008, you must add the Enrollment Server URL to the list of trusted sites 
to allow certificate request and installation:

1. Click Tools > Internet Options.

2. On the Security tab, click Trusted sites > Sites.

3. Add the Enrollment Server URL to the list of trusted sites.

4. In Internet Explorer 9 only, on the Advanced tab, in the Settings list, under 
Security, ensure that Do not save encrypted pages to disk is cleared.

5. Click Apply, and click OK.

Important: In Internet Explorer 8 or 9 on Windows Vista, Windows 7, or 
Windows Server 2008, if the Web Access Confirmation pop-up window prompts 
you to allow digital certificate operations, click Yes.

To request a certificate:

1. Insert your smart card in your smart card reader.

2. Using Microsoft Internet Explorer, connect to the Enrollment Server by entering 
the URL provided by your Certificate Manager Administrator.

Note: When you connect to the Enrollment Server, you may be prompted to trust 
the authority that issued the certificate of this secure site. You must click Yes to 
proceed and connect to the Enrollment Server. (You are not prompted if the 
trusted root certificate of the issuing authority is already installed in your 
browser.) 

3. If the Welcome page opens, from the drop-down list, select MS Logon 
Jurisdiction (the issuing Jurisdiction for the logon certificates), and click 
Continue.
The Jurisdiction Options page opens.
1: Using RSA Certificate Manager with Microsoft Windows Server 2003 and 2008 13
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4. Click Make an End-Entity certificate request.
The Certificate Request Form page opens. The following figure shows an example 
of a completed Certificate Request Form.

5. Enter the requested information in the certificate request form. 
Enter your logon name in the Common Name field.
The request form may contain the following fields (it may contain additional 
fields, and the field labels and the order of the fields may vary).

6. If the Certificate Profile drop-down list is displayed, select MS Logon Cert from 
the drop-down list.
If the drop-down list is not displayed, the appropriate certificate profile is selected 
for you before your certificate is issued.

7. From the Cryptographic Service Providers drop-down list, select your smart 
card’s cryptographic service provider.

8. Select a Key size.

9. Click Submit.
If prompted to allow your certificate request to proceed, click Yes.

10. When prompted, enter your PIN.
Microsoft Internet Explorer completes the request process automatically and a 
confirmation page opens. Your certificate request is sent for processing.

Common Name Enter your logon name (for example, lsmith). 

Organizational Unit Enter the name of your department (for example, accounting).

Domain 
Components

Enter the domain components of your domain (for example, 
rsa.com).

E-mail Address Enter the e-mail address where you want your e-mail 
notification to be sent when your certificate request is approved 
(for example, lsmith@rsa.com).
14 1: Using RSA Certificate Manager with Microsoft Windows Server 2003 and 2008
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Step 10. Issuing Smart Card Logon Certificates

To issue a smart card logon certificate:

1. Click Certificate Operations and view the active requests of MS Logon 
Jurisdiction (the issuing Jurisdiction for the logon certificates). 

2. Select and vet a request, making sure that the MS Logon Certificate profile is 
selected.
The MS Logon Certificate profile adds four mandatory extensions to the 
certificate.

3. Click Issue Certificate.
A series of Client Certificate Extension Values pages opens.

4. Review each page, providing configuration details or values, if needed, and click 
Next.
If the otherName field is empty, enter the user’s kerberos logon name (for 
example, user@domain.com).
The certificate is issued and published to the User store of the Active Directory 
installation.
E-mail notification, including the URL from which to download the certificate, is 
sent to the requestor if the Jurisdiction is configured to send approved notification.

5. Check the Event Viewer to confirm that publishing was successful. 

After downloading the certificate to the smart card, the end user can use the smart card 
to log on to the domain.

Issuing Authenticode Certificates

Microsoft Authenticode is a technology that allows software publishers to digitally 
sign programs, cabfiles, and webpage controls for safe user download over the 
Internet. This is a Microsoft-only solution, which uses a utility known as “signcode” 
and the current versions of Microsoft Internet Explorer web browsers.

For more information about Microsoft Authenticode, its utilities, or browsers, see the 
Microsoft Authenticode pages at http://msdn2.microsoft.com/en-us/library/
ms537359(VS.85).aspx.

Extension Must Contain

Extended Key Usage Client Authentication (1.3.6.1.5.5.7.3.2)
Smart Card Logon (1.3.6.1.4.1.311.20.2.2)

Key Usage Digital Signature
Key Encipherment

Subject Alternative Names Other Name: UPN (1.3.6.1.4.1.311.20.2.3) 

CRL Distribution Points URI of CRL
1: Using RSA Certificate Manager with Microsoft Windows Server 2003 and 2008 15
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Certificate Manager can issue certificates for Microsoft Authenticode signing. These 
can be either for individual code signing or commercial code signing.

When you use an authenticode certificate to sign executables, cabfiles, or applets, any 
party validating the embedded signature must first trust the issuing CA of the 
code-signing certificate. This can be done manually or by using the built-in trust 
mechanisms of the Windows domain. The Group Policy can be used to propagate the 
issuing CA to all members of a domain automatically. For more information, see 
“Step 3. Adding the CA Certificate to the Trusted Root Store” on page 8.

Obtaining Microsoft Authenticode

To sign code with Microsoft Authenticode, you need to obtain a distribution of 
Authenticode 2.0 or later, available within the Microsoft ActiveX Development Kit. 
This package contains the necessary utilities for performing object signing and 
distributing objects safely on the Internet.

If you have specific problems obtaining or using this software, contact a support 
representative at Microsoft.

How to Issue Certificates for Authenticode Signing

The following sections describe these tasks in detail:

• End user requesting a certificate for Authenticode signing

• Issuing a certificate for Authenticode signing

Prerequisite

Certificates for Authenticode signing do not require any extensions. However, if you 
want to issue certificates that strictly conform to the Microsoft Authenticode 
certificate, configure the issuing Jurisdiction to allow an end-user certificate extension 
profile, such as Custom End-Entity or Basic PKIX-Compliant End-Entity, in which 
the extended key usage extension is optional. The extended key usage extension must 
specify only the two object identifiers required for Authenticode signing. 

For more information about certificate extension profiles, see the RSA Certificate 
Manager Administrator’s Guide.

Requesting a Certificate for Authenticode Signing

If the issuing Jurisdiction is configured to allow end users to select a certificate 
extension profile, specify to the end user which certificate extension profile to select 
on the certificate request form.

The end user requests a certificate in the usual way, using a browser.
16 1: Using RSA Certificate Manager with Microsoft Windows Server 2003 and 2008
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Issuing a Certificate for Authenticode Signing

To issue a certificate for Authenticode signing:

1. Click Certificate Operations and view the active requests of the issuing 
Jurisdiction.

2. Select and vet a request.
If you want to add the extended key usage extension to the certificate, make sure 
that the appropriate certificate extension profile is selected. If it is displayed in the 
Available Extensions list, select Extended Key Usage.

3. Click Issue Certificate.
If a certificate extension profile has been selected, the first of a series of Client 
Certificate Extension Values pages opens.

4. Review each page, providing values, if needed, and click Next.
When prompted, under extKeyUsage, specify that two object identifiers are 
included in the extension.
When prompted, under extKeyUsage, specify two extension OIDs:

• 1.3.6.1.5.5.7.3.3 for code signing (PKIX)

• either 1.3.6.1.4.1.311.2.1.21 for individual code signing (MS ActiveX)
or 1.3.6.1.4.1.311.2.1.22 for commercial code signing (MS ActiveX)

The certificate is issued and displayed.
E-mail notification, including the URL from which to download the certificate, is 
sent to the requestor if the Jurisdiction is configured to send approved notification.

After downloading the certificate, the end user can use it to sign code.

Signing Code with Authenticode

To sign code with Authenticode:

From the command prompt, run the appropriate command for your platform:

• On Windows Server 2003, type:

signcode [options] filename

For example, type:

C:\>signcode.exe -cn “My_Signcode_Cert” -n “My Application” -r currentUser 
-s My -t http://timestamp.verisign.com/scripts/timstamp.dll mydll.cab

• On Windows Server 2008, type:

signtool [options] filename

For example, type:

C:\>signtool.exe sign /n “My_Signcode_Cert” /t 
http://timestamp.verisign.com/scripts/timstamp.dll  myapp.exe
1: Using RSA Certificate Manager with Microsoft Windows Server 2003 and 2008 17
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Issuing EFS Certificates

The EFS facility available in the Windows Server 2003 and 2008 operating systems 
enables users to encrypt files and folders using a certificate issued for this purpose and 
stored in their user profile, either on the local machine or in Active Directory. At least 
one administrative user must be registered as an Encrypted Data Recovery Agent in 
the Security settings, either on the local machine or in the Active Directory Server, for 
data recovery purposes.

For more information about EFS, go to 
http://technet.microsoft.com/en-us/library/cc721923(WS.10).aspx. 

Certificate Manager can issue EFS certificates and EFS Recovery Agent certificates. 
EFS certificates are issued to end users. EFS Recovery Agent certificates are issued to 
designated EFS recovery agents in accordance with your organization’s data recovery 
policy.

Prerequisite

The issuing Jurisdiction must be configured to allow an end-user certificate extension 
profile in which the extended key usage extension is allowed, and the key usage 
options either include key encipherment or are editable.

How to Issue EFS Certificates

You must perform the following tasks to issue EFS certificates. The following sections 
describe these tasks in detail:

• Requesting an EFS Recovery Agent certificate

• Issuing an EFS Recovery Agent certificate

• Installing the EFS Recovery Agent certificate in the Group Policy

• End user requesting an EFS certificate

• Issuing an EFS certificate

For more information, see the Microsoft Knowledge Base article, Third-Party 
Certification Authority Support for Encrypting File System (Q273856), available at 
http://support.microsoft.com/default.aspx?scid=kb;en-us;273856&sd=tech.

Step 1. Requesting an EFS Recovery Agent Certificate

The EFS recovery agent makes an end-entity certificate request, selecting an 
appropriate certificate extension profile, if allowed, and selecting Microsoft 
Enhanced Cryptographic Provider v1.0.
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Step 2. Issuing an EFS Recovery Agent Certificate

These instructions assume that the issuing Jurisdiction is configured for external 
publishing to the User store of the Active Directory, as described in “Step 8. 
Configuring to Publish Smart Card Logon Certificates” on page 12.

Note: As an alternative to publishing EFS Recovery Agent certificates, after 
downloading their certificates to their browsers, recovery agents can export their 
certificate into .cer files, using the built-in Internet Explorer certificate manager 
(CAPI).

To issue a certificate for EFS Recovery Agent:

1. Click Certificate Operations and view the active requests of the issuing 
Jurisdiction.

2. Select and vet the request.
Make sure that the appropriate certificate extension profile is selected. If they are 
displayed in the Available Extensions list, select Extended Key Usage and Key 
Usage.

3. Click Issue Certificate.
The first of a series of Client Certificate Extension Values pages opens.

4. Review each page, providing values, if needed, and click Next.
When prompted, under extKeyUsage, specify the number of object identifiers to 
be included in the extension.
When prompted, under extKeyUsage, specify the extension OID 
1.3.6.1.4.1.311.10.3.4.1 for Microsoft EFS Recovery Agent.
When prompted, under keyUsage, make sure that Key Encipherment is selected.
The certificate is issued and displayed.
E-mail notification, including the URL from which to download the certificate, is 
sent to the requestor if the Jurisdiction is configured to send approval notification.

5. If the issuing Jurisdiction is configured for external publishing to Active 
Directory, check your Event Viewer to confirm that publishing was successful.

Step 3. Installing the EFS Recovery Agent Certificate into Group Policy

To decrypt data for all users in the domain, the EFS Recovery Agent certificate must 
be installed in the Group Policy container.

To install the EFS Recovery Agent certificate in the Group Policy container:

1. On the Active Directory installation, open MMC and browse to the Group Policy 
container.

2. Browse to the Public Key Policies container, typically, 
Computer Configuration > Windows Settings > Security Settings > 
Public Key Policies.
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3. Expand Public Key Policies, and click Encrypting File System.

Note: For file encryption, right-click Encrypting File System and click 
Properties. On the General tab, set the EFS option to Allow.

4. Right-click, and select Add Data Recovery Agent.
The Add Recovery Agent Wizard opens.

5. Click Browse Directory to select the EFS Recovery Agent certificate published 
to the Active Directory or click Browse Folders to select the .cer file exported 
from the recovery agent’s browser.
The following series of figures illustrates selecting an EFS Recovery Agent 
certificate from Active Directory:

• Search Active Directory for the EFS Recovery Agent certificate.
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• Select the EFS Recovery Certificate from the search result.

 

• The confirmation page is displayed.

If you use the wizard to add a .cer file, it is displayed as IUSR_machinename.

The EFS Recovery Agent certificate is installed in the Group Policy container.
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Step 4. Requesting an EFS Certificate

Before end users request certificates, provide the following information:

• If the issuing Jurisdiction is configured to allow end users to select a certificate 
extension profile, specify which certificate extension profile to select.

• Specify to select Microsoft Enhanced Cryptographic Provider v1.0 from the 
list of cryptographic service providers.

The end user requests a certificate in the usual way, using a browser. If needed, the end 
user also requests an encryption certificate in the usual way.

Step 5. Issuing an EFS Certificate

To issue a certificate for EFS:

1. Click Certificate Operations and view the active requests of the issuing 
Jurisdiction.

2. Select and vet the request.
Make sure that the appropriate certificate extension profile is selected. If they are 
displayed in the Available Extensions list, select Extended Key Usage and Key 
Usage.

3. Click Issue Certificate.
The first of a series of Client Certificate Extension Values pages opens.

4. Review each page, providing values, if needed, and click Next.
When prompted, under extKeyUsage, specify the number of object identifiers to 
be included in the extension.
When prompted, under extKeyUsage, specify the extension OID 
1.3.6.1.4.1.311.10.3.4 for Microsoft Encrypted File System.
When prompted, under keyUsage, make sure that Key Encipherment and Data 
Encipherment are selected.
The certificate is issued and displayed.
E-mail notification, including the URL from which to download the certificate, is 
sent to the requestor if the Jurisdiction is configured to send approved notification.

After downloading the certificate (or a PKCS #12 file issued by RSA Key Recovery 
Manager), the end user can use it to encrypt files with EFS.

Encrypting a File Using Microsoft EFS

After you install your EFS certificate in your browser, you can encrypt files using 
EFS.

To encrypt a file using EFS:

1. Right-click the file you want to encrypt and click Properties.

2. On the General tab, under Attributes, click Advanced.

3. Under Compress or Encrypt attributes, select Encrypt contents to secure data 
and click OK.
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4. Click OK.

Only you are able to read the contents of this file. The EFS Recovery Agent has access 
to decrypt the file in accordance with your organization’s security and data recovery 
policy.

Issuing Microsoft VPN Client Certificates

Microsoft VPN allows a secure connection from a remote PC to the local network. 
The remote user is able to access the local resources in a secure, encrypted 
environment.

You can issue VPN client certificates for client authentication through a VPN 
connection to a Windows Server 2003 VPN server.

Prerequisites

• The VPN server must have a remote access policy that specifies:

– Access granted for the condition “Tunneling-Type matches Layer 2 Tunneling 
Protocol (L2TP) OR Point-to-Point Tunneling Protocol (PPTP)”

– Authentication using Extensible Authentication Protocol (EAP) type “Smart 
Card or other Certificate”

• VPN client computers must be configured:

– To connect to the VPN server through the Internet

– To use EAP and a certificate for logon security

• The CA that will sign the VPN client certificates must be configured to allow 
local CRL publishing to the HTTP server.

• The issuing Jurisdiction must be configured to allow the VPN/IPsec certificate 
extension profile.

For information about configuring the VPN client, go to 
http://technet.microsoft.com and search for Enable smart card or other certificate 
authentication for your server.

How to Issue VPN Client Certificates

The following sections describe these tasks in detail:

• End user requesting a VPN client certificate

• Issuing a VPN client certificate

Requesting a VPN Client Certificate

If the issuing Jurisdiction is configured to allow end users to select a certificate 
extension profile, tell them to select the VPN/IPsec profile on the certificate request 
form.

The end user requests a certificate in the usual way, using a browser.
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Issuing a VPN Client Certificate

To issue a VPN client certificate:

1. Click Certificate Operations and view the active requests of the issuing 
Jurisdiction. 

2. Select and vet a request, making sure that the VPN/IPsec certificate extension 
profile is selected.
The VPN/IPsec profile adds two mandatory extensions to the certificate, 
Authority Key Identifier and Subject Key Identifier (these values are calculated 
by Certificate Manager), and two recommended extensions, Extended Key Usage 
and Key Usage.

Note: VPN client certificates do not require these key usage options. However, 
RSA recommends that you add them to strictly conform with the Microsoft VPN 
client certificate.

3. Click Issue Certificate.
A series of Client Certificate Extension Values pages opens.

4. Review each page, providing configuration details or values, if needed, and click 
Next.
Under extKeyUsage, change the extension OID to 1.3.6.1.5.5.7.3.2 for client 
authentication from 1.3.6.1.5.5.7.3.5 for IPSec end system, which is already 
specified.

Important: If the Extended Key Usage extension is selected, the OID specified for 
Extended Key Usage must be 1.3.6.1.5.5.7.3.2 for client authentication.

The certificate is issued. E-mail notification, including the URL from which to 
download the certificate, is sent to the requestor if the Jurisdiction is configured to 
send approved notification.

Extension Must Contain

Extended Key Usage Client Authentication (1.3.6.1.5.5.7.3.2)

Key Usage Digital Signature
Key Encipherment
Key Agreement
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Connecting to the VPN

To connect to the VPN:

1. Click Start > Settings > Network and Dial-up Connections.
The Network and Dial-up Connections dialog box opens. In the following figure, 
the VPN connection is named “Virtual Private Connection”.

2. Double-click the VPN connection icon.
The Connect VPN connection dialog box opens.

3. From the drop-down list, select your VPN client certificate and click OK.
If you are not connected to the Internet, Windows prompts you to connect to the 
Internet.
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Certificate Name Mapping in Microsoft IIS

If digital certificates are mapped to user accounts on the Primary Domain Controller 
(PDC), they can be used to authenticate end users to IIS web servers. When a user is 
authenticated, the user account is logged on, allowing the privileges and accesses 
associated with that account.

Prerequisites

• You must have a Windows Server 2003 or 2008 installation that acts as a Primary 
Domain Controller.

• Active Directory must be installed on the Domain Controller.

• Internet Information Services must be installed.

• The Certificate Manager installation must have network access to the Active 
Directory database.

• You must be familiar with MMC to perform most of these operations.

How to Issue Logon Certificates

You must perform the following tasks to issue logon certificates. The following 
sections describe these tasks in detail:

• Creating a self-signed CA
Creating a subordinate CA (Optional)

• Configuring certificate profiles in the issuing Jurisdiction

• Adding the CA certificates to the Trusted Enterprise Root Certificates store

• Configuring external publishing to Active Directory

• Publishing the certificate of the issuing CA to the NTAuth store in Active 
Directory

• Requesting a Domain Controller certificate

• Issuing and publishing the Domain Controller certificate

• Downloading the Domain Controller certificate

• Refreshing the Group Policy of the domain

• Configuring UPN mapping on IIS

• End user requesting a logon certificate.

• Issuing a logon certificate and publishing it to the corresponding user object in 
Active Directory
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Step 1. Creating and Configuring a Self-Signed CA

To create and configure a self-signed CA:

1. Following the instructions in the RSA Certificate Manager Administrator’s Guide, 
create a self-signed CA, selecting RSA/SHA1 or RSA/MD5 as the signing 
algorithm.
No certificate extensions are required for the self-signed CA certificate.

2. Configure the self-signed CA to locally publish CRLs.

3. If you will be creating a subordinate CA, configure the Jurisdiction that will issue 
the subordinate CA certificate to allow a CA certificate profile in which the CRL 
distribution points extension is allowed.
The CA certificate profile may contain the following certificate extensions: basic 
constraints, key usage, authority key identifier, and subject key identifier.

4. Set a complete CRL timer for the self-signed CA.

5. Restart the Secure Directory Server.

6. Generate a complete CRL and examine it to make sure that it contains a Next 
Update field.

(Optional) Creating and Configuring a Subordinate CA

To create and configure a subordinate CA:

1. Following the instructions in the RSA Certificate Manager Administrator’s Guide, 
create a CA signed by the self-signed CA:

• The CRL distribution points extension must be selected.

• The CRLdP value must point to an HTTP or LDAP location of the CRL of the 
self-signed CA.
For example, http://myhost.com:447/Root%20CRL.crl.

2. Configure the subordinate CA to locally publish CRLs.

3. Set a complete CRL timer for the subordinate CA.

4. Restart the Secure Directory Server.

5. Generate a complete CRL and examine it to make sure that it contains a Next 
Update field.

Step 2. Configuring the Issuing Jurisdiction

Following the instructions in the RSA Certificate Manager Administrator’s Guide, 
configure the Jurisdiction that will issue the Domain Controller and logon certificates 
to allow:

• MS Domain Controller Certificate profile

• MS Logon Certificate profile

RSA recommends that the issuing Jurisdiction be configured so that the certificate 
attributes match the DN structure of the Active Directory installation.
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Step 3. Adding the CA Certificates to the Trusted Enterprise Root 
Certificates Store

You must create containers in the Trusted Enterprise Root Certificates store and 
populate them with your CA certificates.

Note: An alternative to the following procedure is to publish the CA certificates to the 
Trusted Enterprise Root Certificates store, as described in the RSA Keon Ready 
Implementation Guide For Directory Server Products, available at www.rsa.com/
rsasecured/guides/keonca_pdfs/Microsoft_ActiveDirectory_Keon_651.pdf.

To add the CA certificates to the Trusted Enterprise Root Certificates store:

1. Save the self-signed CA certificate to a .crt file:

a. Click CA Operations and, from the drop-down list, select the CA that will 
issue the Domain Controller and logon certificates, and click view.

b. Under CA Certificate Operations, click Download.

c. In the File Download dialog box, click Save.

d. Specify the location (drive and directory) where you want to save the 
certificate file and click Save.
The default filename is CA nickname.crt.

2. If you are using a subordinate CA, repeat step 1 for the subordinate CA certificate.

3. From the command prompt, run:

dsstore.exe DC=domain,DC=com -addroot myca.crt “myca”

where 

4. If you are using a subordinate CA, repeat step 3 for the subordinate CA certificate.

domain Domain name of your Active Directory installation

myca.crt File containing the PEM-formatted CA certificate that you 
saved in step 1

“myca” CA nickname
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Step 4. Configuring to Publish to Active Directory

The issuing CA certificate, the Domain Controller certificate, and end users’ logon 
certificates must be stored in Active Directory. The following instructions configure 
Certificate Manager to publish these certificates to their appropriate locations within 
Active Directory.

These instructions assume that the Certificate Manager installation is configured to 
publish to the Active Directory installation on the domain. For more information 
about publishing to Active Directory, see the RSA Keon Ready Implementation Guide 
For Directory Server Products, at www.rsa.com/rsasecured/guides/keonca_pdfs/
Microsoft_ActiveDirectory_Keon_651.pdf.

To configure Certificate Manager to publish to Active Directory:

1. Click CA Operations and, from the drop-down list, select the CA that will sign 
the Domain Controller and logon certificates, and click view.

2. Under Jurisdiction Configuration, from the drop-down list, select the 
Jurisdiction that will issue the Domain Controller and logon certificates, and click 
Configure.

3. From the Sections drop-down list, select External Publishing.

4. Under Publishing Controls, select Publish Certificates and Publish 
Authorities.

5. Under Publishing Configuration, configure the publishing directives to publish 
to Active Directory.
Add a DN Mapping entry for each of the issuing CA certificate, the Domain 
Controller certificate, and the end-entity certificates, respectively, as follows:

• From: CN=CA CommonName
To: CN=NTAuthCertificates,CN=Public Key Services,CN=Services, 
CN=Configuration

• From: CN=PDChostname
To: CN=PDChostname,OU=DomainControllers

• From: CN=user
To:CN=user,CN=Users
1: Using RSA Certificate Manager with Microsoft Windows Server 2003 and 2008 29

http://www.rsa.com/rsasecured/guides/keonca_pdfs/Microsoft_ActiveDirectory_Keon_651.pdf
http://www.rsa.com/rsasecured/guides/keonca_pdfs/Microsoft_ActiveDirectory_Keon_651.pdf


Using RSA Certificate Manager with the Microsoft Windows PKI Administrator’s Guide
Here is a sample publishing configuration.

6. Click Save and Exit.

Step 5. Publishing the CA Certificate to Active Directory

The certificate of the CA that will sign the Domain Controller and end-entity 
certificates must be stored in the NTAuth store of Active Directory.

To publish the CA certificate to Active Directory:

1. Click CA Operations and, from the drop-down list, select the CA that will sign 
the Domain Controller and logon certificates, and click view.

2. Under CA Certificate Operations, click Publish.

You see a message that publishing has been successful. The Event Viewer also 
displays a success message.

If you receive an error, check the following:

• The bind id, password, or host may be incorrect.

• If you are using a subordinate CA, the publishing configuration of the self-signed 
CA may be turned on.

• The DN mapping directives or text entries may contain typographical errors or 
mismatches.

Host: serverName.domainName.com

Port: 389

Base DN: dc=domainName,dc=com

Certificate DN: CN

Authority DN: CN

DN Mapping: CN=CA CommonName --> CN=NTAuthCertificates,
CN=Public Key Services,CN=Services,
CN=Configuration

CN=PDChostname --> CN=PDChostname, 
OU=DomainControllers

CN=user --> CN=user,CN=Users

End-Entity Class: strongAuthenticationUser

End-Entity
Certificate Field: userCertificate

Authority Class: organizationalUnit

Authority
Certificate Field: cACertificate
30 1: Using RSA Certificate Manager with Microsoft Windows Server 2003 and 2008



Using RSA Certificate Manager with the Microsoft Windows PKI Administrator’s Guide
Step 6. Requesting a Domain Controller Certificate

Follow the instructions in “Step 5. Requesting a Domain Controller Certificate” on 
page 9.

Step 7. Issuing the Domain Controller Certificate

Follow the instructions in “Step 6. Issuing the Domain Controller Certificate” on 
page 10, making sure that the CRL distribution points extension points to the location 
of the CRL of the issuing CA.

Step 8. Downloading the Domain Controller Certificate

Follow the instructions in “Step 7. Downloading the Domain Controller Certificate” 
on page 11.

Step 9. Refreshing the Group Policy

The Group Policy contains all of the security and policy settings for the domain. After 
the Domain Controller certificate has been issued and published to Active Directory, 
trigger a policy update to all clients on the domain. From the command prompt, run 
the following command:

gpupdate /force

At this point, RSA recommends that you test the Domain Controller certificate 
chaining.

To test the Domain Controller certificate chaining:

1. From the command prompt, run the following command:

certutil -dcinfo

2. Select option 5 to display the Domain Controller certificate chain.
You see a success message if the Domain Controller certificate chaining is       
successful.
If you see the error “revocation_status_unknown” for any of the certificates, one 
of the following is true:

• The CRL of the issuing CA is not available to check the Domain Controller 
certificate.

• The CRL of the issuing or self-signed CA is not available to check the 
subordinate CA certificate.

Step 10. Enabling UPN Mapping on IIS

This section describes how to configure IIS for upn mapping for Windows 
Server 2003 and for Windows Server 2008.

To configure IIS for UPN mapping for Windows Server 2003:

1. Click Start > Programs > Administrative Tools > Internet Information 
Services (IIS) Manager.

2. Right-click Websites and click Properties.
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3. Click the Directory Security tab.

4. Under Authentication and Access Control, click Edit.

5. Under Authenticated access, select Integrated Windows authentication, and 
make sure no other choice is selected. Click OK.

6. Under Secure communications, select Enable the Windows directory service 
mapper.

7. Click OK.

8. Click Default Web Server > Properties > Directory Security.

9. Under Authentication and Access control, click Edit.

10. Make sure Integrated Windows Authentication is the only choice that is 
selected. Click OK.

11. Under Secure channel, click Edit.

12. Verify the following settings:

• Require Secure Channel is selected.

• Require 128 bit encryption is selected.

• Require client certificates is selected.

• Enable client certificate name mapping is selected.
No explicit certificate-account mappings or wildcard rules are needed.

Click OK.

13. Restart the World Wide Web Publishing service.

14. Restart the IIS machine.

To configure IIS for UPN mapping for Windows Server 2008:

1. Click Start > Programs > Administrative Tools > Internet Information 
Services (IIS) Manager.

2. On the web server, open the MMC IIS Manager snap-in.

3. In the left pane, select your web server and, in the Features view, double-click 
Authentication.

4. On the Authentication page, enable the following authentication methods:

• Active Directory Client Certificate Authentication 

• Anonymous Authentication 

• Windows Authentication 

5. In the left pane, select your web server, and, in the Features view, double-click 
Server certificates.

6. In the Actions pane, click Create Self-Signed Certificate.

7. Select a site in the tree view, and click Bindings in the Actions pane. Click Add 
to add your new SSL binding to the site.
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8. From the Type drop-down list, select https. From the SSL Certificate drop-down 
list, select the self-signed certificate that you created. Click OK.

9. In the Actions pane, under Browse Web Site, click the link associated with the 
binding that you just created, “Browse *.444”. 

10. Configure SSL settings if you want your site to require SSL or to interact in a 
specific way with client certificates. To configure SSL settings:

a. Click the site node in the tree view to go back to the site’s home page. 

b. In the middle pane, double-click the SSL Settings icon.

c. Select Require SSL.

d. Select Require 128 bit SSL.

e. Select Require for client certificates.

11. Restart the World Wide Web Publishing service.

12. Restart the IIS machine.

Step 11. Requesting a Logon Certificate

The end user requests a certificate in the usual way, using a browser. The logon 
certificate can be stored on a smart card.

Step 12. Issuing a Logon Certificate

Prerequisite

The user must exist as a user object in the Active Directory Users and Computers 
store.

To issue a logon certificate:

1. Click Certificate Operations and view the active requests of the issuing 
Jurisdiction.

2. Select and vet a request.
Click view next to Extension in the certificate request window and confirm that 
the CRL Distribution Points extension points to the location of the CRL of the 
issuing CA.
Make sure that MS Logon Certificate profile is selected.
The MS Logon Certificate profile adds four mandatory extensions to the 
certificate.

Extension Must Contain

Extended Key Usage Client Authentication (1.3.6.1.5.5.7.3.2)
Smart Card Logon (1.3.6.1.4.1.311.20.2.2)

Key Usage Digital Signature
Key Encipherment
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3. Click Issue Certificate.
A series of Client Certificate Extension Values pages opens.

4. Review each page, providing configuration details or values, if needed, and click 
Next.
If the otherName field is empty, enter the user’s kerberos logon name (for 
example, user@domain.com).
The certificate is issued and published to the Users store of the Active Directory 
installation. 
E-mail notification, including the URL from which to download the certificate, is 
sent to the requestor if the Jurisdiction is configured to send approved notification.

5. To confirm that publishing was successful, check your Event Viewer.

After downloading the certificate, the end user can log on to the domain.

Testing Logon with Certificate Name Mapping

To test the certificate name mapping:

1. Request and issue a logon certificate for your client test machine.

2. Grant exclusive access to a file (for example, mmc.gif) under /Inetpub/wwwroot/ 
to the logon user that you created in step 1.
Make sure that no other users have access to this file.

3. Using the browser on the client test machine, enter the URL of the protected 
resource (for example, https://myhost.com/mmc.gif).
If the file opens, your mapping is successful.
If you are prompted for a password, your mapping is not successful.

802.1x Wireless Authentication

The Microsoft Internet Authentication Service allows wireless access points to 
authenticate users whose identity information is stored within the Active Directory 
domain. Using certificates for authenticating wireless users or computers enables 
logon credentials to be submitted securely over the wireless network. Secure 
connections are negotiated using 802.1x authentication, together with stronger 128-bit 
Wired Equivalent Privacy (WEP) keys. This permits a higher degree of trust and 
convenience for corporate environments.

Using certificates issued by Certificate Manager provides a necessary level of 
assurance when adding wireless capability to your environment, thereby allowing you 
to leverage your existing Certificate Manager infrastructure for secure wireless 
authentication.

Subject Alternative Names Other Name: UPN (1.3.6.1.4.1.311.20.2.3) 

CRL Distribution Points URI of CRL

Extension Must Contain
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Configuring Wireless Authentication

You must perform the following tasks to set up wireless authentication. These tasks 
are described in detail in the following sections:

• Configuring Microsoft Internet Authentication Service for wireless authentication

• Adding a wireless access point as a RADIUS client

• Configuring the access point for 802.1x authentication and RADIUS authorization

Configuring Internet Authentication Service for Wireless Authentication

Prerequisites

• From MMC, you must add the Internet Authentication Service (IAS) snap-in. 

• You must have a valid Domain Controller certificate issued by Certificate 
Manager, and published into Active Directory at the correct location. If you do 
not, follow the appropriate steps in “Issuing Smart Card Logon Certificates” on 
page 6.

To configure Internet Authentication Service for wireless authentication:

1. Expand the Internet Authentication Service tree.

2. Right-click Remote Access Policies and New Remote Access Policy.

3. Click Next.
The New Remote Access Policy Wizard opens.

4. Follow the prompts in the wizard to configure wireless authentication:

a. Select Use the wizard to set up a typical policy for a common scenario.

b. In the Policy Name field, enter a meaningful name, such as “RSA Wireless 
Remote Access Policy”, and click Next.

c. On the Access Method page, select Wireless and click Next.

d. On the User or Group Access page, select User and click Next.

e. On the Authentication Methods page, from the Type list, select Smartcard or 
other certificate and click Configure.
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f. Make sure that the Domain Controller certificate issued by Certificate 
Manager is selected, by examining the name of the certificate together with its 
corresponding Issuer.
For more information, see “Step 6. Issuing the Domain Controller Certificate” 
on page 10.

g. Click OK and click Next.

h. Review the settings and click Finish.

Note: For 802.1x wireless authentication, a valid CRL from the issuing CA must be 
online and available. Every time the CRL is generated (for example, due to the 
nextUpdate value), the group policy must be refreshed on the Domain Controller.

Adding a Wireless Access Point as a RADIUS Client

To add a wireless access point as a RADIUS client:

1. Expand the Internet Authentication Service tree.

2. Right-click RADIUS Clients and click New RADIUS Client.

3. On the Name and Address page:

a. In the Friendly Name field, enter a meaningful label, such as “Company 
Name Access Point”.

b. In the Client address field, enter the IP address or FQDN of the access point 
LAN interface.

c. Click Next.

4. On the Additional Information page:

a. From the Client Vendor list, select RADIUS Standard.

b. Enter and confirm a shared secret for the access point.
You must configure the access point to use this shared secret for RADIUS 
Authentication.

5. Click Finish.

6. Record the port number of the Microsoft Internet Authentication Service server:

a. Right-click Internet Authentication Service, and click Properties.

b. Click the Ports tab for Authentication and record the port number.

Configuring an Access Point for 802.1x Authentication and RADIUS 
Authorization

Every access point is slightly different in its configuration. Common elements of the 
configuration include:

• The access point is configured to require 802.1x authentication.

• The access point is configured to use the Microsoft RADIUS Server with the 
shared secret that you specified in the previous section, “Adding a Wireless 
Access Point as a RADIUS Client.”
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• The access point is configured to use the Microsoft Internet Authentication 
Service server at the port specified.

• Wired Equivalent Privacy (WEP) Encryption key length is set to 128 bits.

• RSA recommends WI-FI Protect Access (WPA) with Temporal Key Integrity 
Protocol (TKIP) for dynamic key encryption.

• The supplicant (client software) implements WPA and supports certificates 
utilizing the Microsoft Certificate Store (CAPI).

How to Issue Client TLS certificates

Certificates used for 802.1x authentication are identical to those used for Microsoft 
Windows smart card logon. For more information, see “How to Issue Smart Card 
Logon Certificates” on page 6.

Requesting and issuing these types of certificates have similar, but mandatory, 
requirements:

End-User (Logon) Certificates. The Root CA and issuing CA certificates must 
be installed into each client’s personal cryptographic store. Certificates do not 
need to reside on a smart card to be used for 802.1x wireless authentication.

Machine Certificates. The certificate and key must be stored in the local 
computer store, using the Microsoft RSA SChannel cryptographic provider.

Extension Must Contain

Extended Key Usage Client Authentication (1.3.6.1.5.5.7.3.2)
Smart Card Logon (1.3.6.1.4.1.311.20.2.2)

Key Usage Digital Signature
Key Encipherment

Subject Alternative Names Other Name: UPN (1.3.6.1.4.1.311.20.2.3) 

CRL Distribution Points URI of CRL

Extension Must Contain

Extended Key Usage Client Authentication (1.3.6.1.5.5.7.3.2)
Server Authentication (1.3.6.1.5.5.7.3.1)

Key Usage Digital Signature
Key Encipherment

Subject Alternative Names DNS Name: hostname

CRL Distribution Points URI of CRL
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Issuing Certificates for Multiple Applications

One end-user certificate can be used for multiple applications, provided it contains the 
required certificate extensions. The following table summarizes the required 
certificate extensions for the various end-user applications, including secure e-mail, 
which is described in Using RSA Certificate Manager with Microsoft 
Exchange/Outlook Administrator’s Guide. 

Note: The same certificate cannot be used for both smart card logon and EFS because 
these certificates require different cryptographic service providers.

Key Usage
Extended Key 
Usage

Subject 
Alternative 
Names

Other

smart card 
logon

• Digital signature

• Key 
encipherment

• Client 
authentication

• Smart card 
logon

• OtherName 
(UPN)

• CRL 
distribution 
points

EFS • Key 
encipherment

• Data 
encipherment

• EFS

VPN client • Digital signature

• Key 
encipherment

• Key agreement

• Client 
authentication

• Authority key 
identifier

• Subject key 
identifier

secure 
e-mail

• Digital signature

• Key 
encipherment

• E-mail 
protection

• Client 
authentication

• rfc822Name

• OtherName 
(UPN)

• directory 
Name

• CRL 
distribution 
points

certificate 
name 
mapping

• Digital signature

• Key 
encipherment

• Client 
authentication

• Smart card 
logon

• OtherName 
(UPN)

• CRL 
distribution 
points

wireless 
(end-user 
logon)

• Digital signature

• Key 
encipherment

• Client 
authentication

• Smart card 
logon

• OtherName 
(UPN)

• CRL 
distribution 
points

wireless 
(machine)

• Digital signature

• Key 
encipherment

• Client 
authentication

• Server 
authentication

• DNS Name • CRL 
distribution 
points
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2 Using RSA Certificate Manager with Fedora 
Auto Enrollment Proxy

This section describes how to install and configure Fedora Auto Enrollment Proxy 
(AEP) for Windows 1.0 to forward certificate requests generated in a Microsoft 
Windows domain to a Certificate Manager installation.

Important: Contact RSA Customer Support for a modified AEP installation package. 
The AEP package that you can download from the Fedora Directory Server web site 
does not work with Certificate Manager.

How Auto Enrollment Works

When a member of a Windows domain sends an automatically generated certificate 
request to AEP, AEP forwards the request to Certificate Manager. (AEP can also 
forward certificate requests that users manually initiate using MMC.) AEP contacts 
the Certificate Manager Administration Server over a client-authenticated HTTPS 
connection. AEP submits the request, in the form of a URL, to the aep.xuda page on 
the Administration Server. The URL contains the PEM of the issuing CA, the 
PKCS #10 certificate request, the certificate template name, and the GUID.

Certificate Manager autovets the request and returns the issued certificate to AEP in a 
PEM-encoded PKCS #7 certificate chain, which AEP forwards to the requestor. The 
certificate and the issuing CA chain are automatically installed into the requesting 
application.

There can be only one AEP installation within a domain. AEP can forward requests to 
only one CA in one Certificate Manager installation. (If you have a Certificate 
Manager high availability installation, you can add more than one Certificate Manager 
instance to the CA connection pool. If the first instance in the list is down, AEP 
forwards requests to the next instance in the list.)

By default, the aep.xuda page forwards the request to the initial Jurisdiction of the 
issuing CA. You can configure aep.xuda to forward all requests to another Jurisdiction 
of the issuing CA, or to forward requests to different Jurisdictions of the issuing CA 
based on the certificate template of the request. To configure certificate extension 
profiles, you must configure aep.xuda to specify certificate extension profiles based 
on certificate templates and configure the issuing Jurisdiction to enforce extension 
profile definition. 

For more information on AEP, go to 
http://directory.fedoraproject.org/wiki/Auto_Enroll_Documentation.
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Prerequisites

• You must be an administrator of a Microsoft Windows Domain Controller with 
Active Directory and an Administrator of a Certificate Manager installation.
If you do not have administrative access to both the domain controller and the 
Certificate Manager installation, the tasks described in this guide must be 
coordinated with the other administrator.

• Certificate Manager must be installed within the domain.

• The AEP host must have one of the following OSs:

– Windows Server 2003 with Service Pack 1 or later

– Windows Server 2008 Enterprise or Datacenter edition

You can install AEP on the Certificate Manager host or on any other machine in 
the domain.

• Computers in the Windows domain must run on Windows 2000, Windows XP, 
Windows Server 2003, Windows Vista, Windows Server 2008, or Windows 7 
operating systems.

• You must be familiar with the Microsoft Management Console (MMC) and 
Microsoft certificate templates.

Setting Up Auto Enrollment

Setting up auto enrollment with AEP involves the following tasks. These tasks are 
described in detail in the following sections:

• Configuring the domain group policy

• Selecting certificate templates

• Setting certificate template permissions

• Installing AEP

• Importing an authentication certificate to the AEP host

• Configuring AEP to connect to Certificate Manager

• Configuring user access to AEP

• Configuring Certificate Manager
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Configuring the Domain Group Policy

You must add the certificate chain of the CA that will issue certificates to the domain 
group policy, so that the CA is trusted, and configure the group policy to allow auto 
enrollment. Depending on the platform, follow the appropriate procedure for your 
domain controller.

To configure the domain group policy on Windows Server 2003:

1. Download the issuing CA certificate chain in binary form:

a. On the Certificate Manager Enrollment Server welcome page, click CA 
Options.

b. Under Save the CA or Revocation List Signer Certificate to a File, from 
the drop-down list, select the CA that will issue certificates.

c. Select PKCS #7 containing the certificate chain as the format of the 
certificate and click Save CA Cert.

d. Save the file. The default name is CAnickname.p7b.

2. On the Domain Controller, run MMC.

3. Click Active Directory Users and Computers, right-click Domain, and click 
Properties.

4. On the Group Policy tab, select Default Domain Policy and click Edit.
The Group Policy Object Editor dialog box opens.

5. Add the CA certificate to the domain group policy:

a. In the Group Policy Object Editor dialog box, click 
Computer Configuration > Windows Settings > Security Settings > 
Public Key Policies.

b. Right-click Trusted Root Certification Authorities and click Import.
The Certificate Import Wizard opens.

c. Follow the prompts in the wizard to import the CAnickname.p7b file that you 
saved in step 1.

6. In the Group Policy Object Editor dialog box, click Computer Configuration > 
Windows Settings > Security Settings > Public Key Policies to configure the 
computer configuration to allow auto enrollment:

a. Right-click Autoenrollment Settings and click Properties.

b. Select Enroll certificates automatically.

c. (Optional) Select one or both of Renew expired certificates, update pending 
certificates, and remove revoked certificates and Update certificates that 
use certificate templates. 

d. Click Apply and OK.

7. In the Group Policy Object Editor dialog box, click User Configuration > 
Windows Settings > Security Settings > Public Key Policies, and repeat steps 
6a to 6d to configure the user configuration to allow auto enrollment.
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To configure the domain group policy on Windows Server 2008:

1. Download the issuing CA certificate chain in binary form:

a. On the Certificate Manager Enrollment Server welcome page, click CA 
Options.

b. Under Save the CA or Revocation List Signer Certificate to a File, from 
the drop-down list, select the CA that will issue certificates.

c. Select PKCS #7 containing the certificate chain as the format of the 
certificate and click Save CA Cert.

d. Save the file. The default name is CAnickname.p7b.

2. On the Domain Controller, run MMC.

3. Click Group Policy Management Editor > Domain. 

4. Select Default Domain Policy and right-click Edit.

5. Add the CA certificate to the domain group policy:

a. In the Group Policy Management Editor dialog box, click 
Computer Configuration > Policies >Windows Settings > 
Security Settings > Public Key Policies.

b. Right-click Trusted Root Certification Authorities and click Import.
The Certificate Import Wizard opens.

c. Follow the prompts in the wizard to import the CAnickname.p7b file that you 
saved in step 1.

6. In the Group Policy Management Editor dialog box, click 
Computer Configuration > Policies > Windows Settings > Security Settings > 
Public Key Policies to configure the computer configuration to allow auto 
enrollment:

a. Right-click Certificate Services Client - Autoenrollment Settings and click 
Properties.

b. From the Configuration Model list, select Enabled.

c. (Optional) Select one or both of Renew expired certificates, update pending 
certificates, and remove revoked certificates and Update certificates that 
use certificate templates. 

d. Click Apply and OK.

7. In the Group Policy Management Editor dialog box, click User Configuration > 
Policies > Windows Settings > Security Settings > Public Key Policies, and 
repeat steps 6a to 6d to configure the user configuration to allow auto enrollment.
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Selecting Certificate Templates

You must select the Microsoft certificate templates for the certificates that you want to 
issue through AEP.

Important: All version 2 and version 3 certificate templates can be used for auto 
enrollment. The Domain Controller certificate template is the only version 1 
certificate template that can be used for auto enrollment. Other version 1 certificate 
templates can be used for manual enrollment through AEP (a user initiates a certificate 
request using MMC).

For information about Microsoft certificate templates, go to the Windows Server 2003 
Technical Library at http://technet2.microsoft.com/windowsserver/en/library/
e3d396dd-c141-432b-9e69-50f597061e471033.mspx?mfr=true and click 
Windows Server 2003: Planning and Architecture Whitepapers > 
Implementing and Administering Certificate Templates in Windows Server 2003.

To select certificate templates:

1. Before you install AEP, do one of the following:

• On Windows Server 2003, install Microsoft CA on the AEP host.

• On Windows Server 2008, install Active Directory Certificate Services on the 
AEP host.

2. In Microsoft CA, add the certificate templates for the certificates that you want to 
issue through AEP.

3. Do one of the following:

• On Windows Server 2003, stop the Microsoft CA.

• On Windows Server 2008, stop Active Directory Certificate Services.

Setting Certificate Template Permissions

You must assign access permissions to the version 2 and 3 certificate templates that 
you are using so that users can auto enroll. You must also assign access permissions 
for any version 1 certificate templates that you are using for manual enrollment 
through AEP.

Important: AEP does not check that users have Enroll permissions for the certificate 
templates for which they are enrolling. If a user bypasses the certificate template 
permission and submits a certificate request directly to AEP, AEP does not check the 
template permission and issues a certificate for that request.
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Important: Ensure that certificate template permissions are configured correctly. RSA 
recommends setting certificate template permissions to a dedicated AD group that 
contains test users and computer accounts during the initial setup of AEP. After AEP 
installation is complete and you have verified certificates issued to users or computers 
in the dedicated group, you can broaden certificate template permissions to all domain 
users or computers. Using default permissions could result in all users or computers in 
a domain obtaining certificates before you have verified the certificates.

To assign access permissions:

1. On the Domain Controller, from the command prompt, run certtmpl.msc.

2. Click Certificate Templates.

3. Assign permissions so that users can enroll:

a. Right-click a certificate template name and click Properties.

b. On the Security tab, under Group or user names, click Add.

c. In the Select Users, Computers, or Groups dialog box, in the Enter the object 
names to select field, enter the names of groups that can enroll using the 
certificate template. For example, type:

Domain Users

d. Click Check Names.
If the values you entered are underlined, the names are valid.

e. Click OK.

f. Depending on the version of the certificate template, do one of the following:

• For version 1 certificate templates, in the Groups or user names list, 
select one of the groups you added, and, under Permissions for group, 
select Allow for each of Read and Enroll.

• For version 2 or 3 certificate templates, in the Groups or user names list, 
select one of the groups you added, and, under Permissions for group, 
select Allow for each of Read, Enroll, and Autoenroll. 

g. For each group that you added, repeat step f.

h. Click Apply.

4. For each certificate template that you added, repeat step 3.

5. Click OK.
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Installing Auto Enrollment Proxy

Important: You must install the modified AEP package that is available from 
RSA Customer Support. The AEP package that you can download from the Fedora 
Directory Server web site does not work with Certificate Manager.

You must install AEP on a machine running Windows Server 2003 with Service 
Pack 1 or later. AEP can be installed on the Certificate Manager host or on any other 
machine in the domain.

Prerequisite

• Before you install AEP, install Microsoft CA or Active Directory Certificate 
Services on the AEP host and select the certificate templates. For more 
information, see “Selecting Certificate Templates” on page 43. If you install AEP 
before you install Microsoft CA or Active Directory Certificate Services, you 
must reinstall AEP.

• On Windows Server 2008, before you install AEP, provide administrator 
permission for CertSrv Request to override the settings with AEP. For information 
about setting permission for Certsrv Request, go to 
http://social.technet.microsoft.com/Forums/en-US/winservergen/thread/4a94
acde-d7dc-496a-9ecf-c1eb04ed83ce.

To install AEP:

1. Copy aep-1.0.0-3.win32.i386.exe to the machine where you want to install AEP.

2. Do one of the following:

• On Windows Server 2003, double-click aep-1.0.0-3.win32.i386.exe.

• On Windows Server 2008, right-click aep-1.0.0-3.win32.i386.exe and click 
Run as Administrator.

3. Select the directory where you want to install AEP and click Install.

Updating Auto Enrollment Proxy

If you installed an earlier AEP package, an updated AEP package is available. The 
updated AEP binary allows certificate requests with variable lengths using v1 and v2 
templates. Contact RSA Customer Support for the updated binaries.

To drop in the AEP update:

1. In the domain controller, stop the Red Hat Auto Enrollment Proxy service.

2. Copy rhcsproxy.exe to the installed-dir\RHCSProxy directory.

3. Restart the Red Hat Auto Enrollment Proxy service.
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Importing an Authentication Certificate

AEP connects to the Certificate Manager Administration Server over a 
client-authenticated HTTPS connection. You must issue a Vettor certificate to be used 
as an authentication certificate and import this certificate into the AEP host.

To import the authentication certificate:

1. From Certificate Manager, request and issue a Vettor certificate that has at least 
one of the Jurisdictions that will issue certificates selected.
For instructions, see the RSA Certificate Manager Administrator’s Guide.

Note: RSA recommends that this certificate be used only by AEP as an 
authentication certificate and not by any Vettor.

2. Download the Vettor certificate to the browser from which you made the 
certificate request.

3. From the browser to which you downloaded the Vettor certificate, export the 
certificate, including the private key and the certificate chain, to a PKCS #12 file.

4. Import the authentication certificate into the AEP host:

a. On the AEP host, run MMC.

b. Expand Certificates - Local Computer, and right-click Personal.

c. Click All Tasks > Import. 
The Certificate Import Wizard opens.

d. Follow the prompts in the wizard to import the PKCS #12 file that you saved 
in step 3.

Configuring AEP to Connect to RSA Certificate Manager

This configuration provides the settings for connecting to Certificate Manager, 
populates the AEP settings to Active Directory, and specifies the events to be logged.

To configure AEP:

1. Download the issuing CA certificate in DER-encoded format:

a. On the Certificate Manager Enrollment Server welcome page, click CA 
Options.

b. Under Save the CA or Revocation List Signer Certificate to a File, from 
the drop-down list, select the issuing CA.

c. Select DER-encoded certificate as the format and click Save CA Cert.

d. Save the file.
The default name is CAnickname.crt.

2. On the AEP host, click Start > Programs > Red Hat Auto Enrollment Proxy > 
Auto Enrollment Proxy Options.
The Certificate System Proxy Configuration dialog box opens.
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3. To specify the issuing CA, on the CA Certificate tab:

a. Do one of the following:

• Click Load from file and open the CA certificate that you saved in step 1.

• Paste the PEM of the issuing CA in the text field.

b. Click Set and confirm that the issuing CA subject DN is displayed in the 
CA Name field.

4. To configure the CA connection pool, on the CA Connection tab:

a. Enter the IP address of the Certificate Manager host and the administration 
port of Certificate Manager.

b. From the CA Type drop-down list, select RCM (RSA Certificate Manager).

c. Click Add CA.

d. From the Authenticate to CA drop-down list, select the authentication 
certificate that you imported (see “Importing an Authentication Certificate”).

e. To add more than one Certificate Manager instance from a high availability 
installation to the CA connection pool, repeat step a through step d for each 
additional instance.

5. On the Active Directory tab, select Overwrite existing settings and click 
Populate AD.

6. On the Logging tab, select the events that you want to log.

7. To save all changes and exit, click Apply.

Configuring User Access to AEP

You must edit the Distributed Component Object Model (DCOM) configuration to 
allow launch and activation permission, and access permission, so that other machines 
can invoke the auto enrollment service on the proxy server. This involves configuring:

• COM security settings

• DCOM configuration settings

To configure COM security settings:

1. On the AEP host, click Start > Programs > Administrative Tools > 
Component Services.

2. In the Component Services dialog box, click Component Services > Computers.

3. Right-click My Computer and click Properties.

4. On the COM Security tab, under Access Permissions, click Edit Default to set 
the access permissions:

a. In the Access Permission dialog box, under Group or user names, click 
Add.

b. In the Select Users, Computers, or Groups dialog box, in the Enter the object 
names to select field, type:

Everyone
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c. Click Check Names.
If the value you entered is underlined, the name is valid.

d. Click OK.

e. In the Groups or user names list, select Everyone, and under Permissions 
for Everyone, select Allow for both Local Access and Remote Access.

f. Click OK.

5. On the COM Security tab, under Launch and Activation Permissions, click 
Edit Default to set the launch and activation permissions. In the Launch 
Permission dialog box, repeat steps 4a to 4f, selecting Allow for each of Local 
Launch, Remote Launch, Local Activation, and Remote Activation in step e.

6. Click OK.

To configure DCOM settings:

1. On the AEP host, click Start > Programs > Administrative Tools > 
Component Services.

2. In the Component Services dialog box, click Component Services > 
Computers > My Computer >DCOM Config.
All the applications that are running on the machine are displayed.

3. Right-click Red Hat Auto Enrollment Proxy and click Properties. 

4. On the Security tab, under Launch and Activation Permissions, select 
Customize and click Edit to set the launch and activation permissions:

a. In the Launch Permission dialog box, under Group or user names, click 
Add.

b. In the Select Users, Computers, or Groups dialog box, in the Enter the object 
names to select field, enter the names of the groups that can auto enroll. For 
example, type:

Domain Controllers; Domain Computers; Domain Users

c. Click Check Names.
If the values you entered are underlined, the names are valid.

d. Click OK.

e. In the Groups or user names list, select one of the groups you added and, 
under Permissions for group, select Local Launch, Remote Launch, Local 
Activation, and Remote Activation.

f. For each group that you added, repeat step e.

g. Click OK.

5. On the Security tab, under Access Permissions, select Customize and click Edit 
to set the access permissions. In the Access Permission dialog box, repeat steps 4a 
to 4g, selecting Allow for both Local Access and Remote Access in step e.

6. To save the settings, in the Red Hat Auto Enrollment Proxy Properties dialog box, 
click Apply. To exit, click OK.
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Configuring RSA Certificate Manager

Configuring Certificate Manager to issue certificates through AEP involves the 
following tasks:

• Editing the aep.xuda page to specify issuing Jurisdictions and extension profiles

• Configuring the issuing Jurisdiction to enforce the extension profile definition

Note: If you are adding more than one Certificate Manager instance from a high 
availability installation, you must edit the aep.xuda page at each Certificate Manager 
instance.

Editing the aep.xuda Page

Three types of settings can be configured on the aep.xuda page:

• Default Jurisdiction and extension profile settings

• Version 1 certificate template definitions (used for manual enrollment, except 
Domain Controller certificate template)

• Version 2 or 3 certificate template definitions

In the certificate template definition, you specify the issuing Jurisdiction and 
extension profile for requests that contain this template. If configured, this definition 
overrides the default Jurisdiction and extension profile setting.

The following table describes the parameters that can be set for each type of setting.

Default Settings

domainid AEP forwards requests to this Jurisdiction if no Jurisdiction is specified in a 
certificate template definition. Possible values are:

[xuda_ca.domainid] - AEP forwards requests to the initial Jurisdiction of the 
issuing CA (or, if the initial Jurisdiction has been deleted, to the Jurisdiction 
that was created earliest).

'Jurisdiction ID' - AEP forwards requests to the specified Jurisdiction of the 
issuing CA.

PRO Certificates are issued with this extension profile if no extension profile is 
specified in a certificate template definition. Possible values are:

'No Extensions' - Certificates are issued with only the extensions provided in 
the certificate request.

'Profile ID' - Certificates are issued with the Certificate Manager extension 
profile specified by the profile ID.

Example

The following example specifies that, by default, certificates are issued with only the 
extensions provided in the certificate request by the Jurisdiction with the Jurisdiction ID, 
“12345678abcdefgh12345678abcdefgh12345678” (which is not the initial Jurisdiction):

<!-- LDAP SEARCH (&(objectclass=xuda_ca)(pem_x509=[ca])) -->
!if RESULT="XrcOK"

[@domainid='12345678abcdefgh12345678abcdefgh12345678']
[@ca=[xuda_ca.MD5]]
[@PRO='No Extensions']
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Version 1 Certificate Template Definitions

profileid The display name of the Microsoft certificate template.

domainid AEP forwards requests to this Jurisdiction:

'Jurisdiction ID' - AEP forwards requests to the specified Jurisdiction of the 
issuing CA.

If a certificate template definition has no domainid parameter, AEP forwards 
requests to the Jurisdiction configured in the default setting.

PRO Certificates are issued with the specified extension profile. Possible values 
are:

'Profile ID' - Certificates are issued with the Certificate Manager extension 
profile specified by the profile ID.

'No Extensions' - Certificates are issued with only the extensions provided in 
the certificate request.

If a certificate template definition has no PRO parameter, certificates are 
issued with the extension profile configured in the default setting.

Example

The following example specifies that, if a certificate request specifies the Smartcard Logon 
certificate template, the certificate is issued with the MS Logon Certificate extension profile 
by the Jurisdiction with the Jurisdiction ID, “abcdefgh12345678abcdefgh12345678abcdefg”:

!if profileId="Smartcard Logon"
  [@domainid='abcdefgh12345678abcdefgh12345678abcdefg']
  [@PRO='11'] 

Version 2 and 3 Certificate Template Definitions

OID The OID of the Microsoft certificate template.

domainid AEP forwards requests to this Jurisdiction:

'Jurisdiction ID' - AEP forwards requests to the specified Jurisdiction of the 
issuing CA.

If a certificate template definition has no domainid parameter, AEP forwards 
requests to the Jurisdiction configured in the default setting.

PRO Certificates are issued with the specified extension profile. Possible values 
are:

'Profile ID' - Certificates are issued with the Certificate Manager extension 
profile specified by the profile ID.

'No Extensions' - Certificates are issued with only the extensions provided in 
the certificate request.

If a certificate template definition has no PRO parameter, certificates are 
issued with the extension profile configured in the default setting.
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To find a Jurisdiction ID, click CA Operations, select the issuing CA and, under 
Jurisdiction Configuration, select the Jurisdiction and click Configure. The General 
Information section displays the Jurisdiction ID.

To find a Certificate Manager profile ID, click System Configuration > 
Extension Profiles, select the profile, and click Edit. The Profile Editor page displays 
the profile ID.

To edit aep.xuda:

Note: The certificate template definitions in the installed aep.xuda page are examples 
only. For each certificate template that you are using, you must configure a certificate 
template definition. If a request contains a certificate template for which there is no 
definition, the default Jurisdiction issues a certificate with the default extension 
profile.

RSA recommends that aep.xuda contain only the certificate templates that you are 
using.

1. Make a copy of \installed_dir\WebServer\admin-server\ca\aep.xuda.

2. Open aep.xuda in a text editor.

Example

The following example specifies that, if a certificate request specifies the Workstation 
Authentication certificate template, the certificate is issued with the Custom End-Entity 
extension profile by the Jurisdiction configured by the default setting:

<!-- Workstation Authentication -->
!if 
myoid="1.3.6.1.4.1.311.21.8.1405048.9933100.9061002.5889418.10052
04.123.1.30"

  [@PRO='1'] 

Note: To add multiple certificate templates, use the “if/elseif” syntax:

<!-- JDT Users -->
!if 
myoid="1.3.6.1.4.1.311.21.8.6368879.10874727.7947197.688262.42591
92.242.730488.5998425"
[@PRO='1'] 
[@domainid='2fad530e3e696a7fe9caca7bac7aa95d0b328507'] 

<!-- JDT Sign -->

!elseif 
myoid="1.3.6.1.4.1.311.21.8.6368879.10874727.7947197.688262.42591
92.242.13972722.9132665"
[@PRO='1'] 
[@domainid='2fad530e3e696a7fe9caca7bac7aa95d0b328507'] 

<!-- JDT Admin -->
!elseif 
myoid="1.3.6.1.4.1.311.21.8.6368879.10874727.7947197.688262.42591
92.242.5106110.3800228"
[@PRO='1'] 
[@domainid='2fad530e3e696a7fe9caca7bac7aa95d0b328507'] 
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3. If needed, configure the default settings:

a. To specify a Jurisdiction other than the initial Jurisdiction as the default 
Jurisdiction, set the domainid value to the Jurisdiction ID of the issuing 
Jurisdiction.

b. To specify an extension profile as the default extension profile, set the PRO 
value to the profile ID of the Certificate Manager certificate extension profile.

4. For each version 1 certificate template that you are using, configure a certificate 
template definition:

a. Set the profileID value to the display name of the Microsoft certificate 
template.

b. To specify the extension profile, do one of the following:

• To specify an extension profile other than the default, set the PRO value 
to the profile ID of the Certificate Manager certificate extension profile.

• To use the default extension profile, delete the PRO parameter.

c. To specify the issuing Jurisdiction, do one of the following:

• To specify an issuing Jurisdiction other than the default, set the domainid 
value to the Jurisdiction ID of the issuing Jurisdiction.

• To use the default issuing Jurisdiction, delete the domainid parameter.

5. For each version 2 or 3 certificate template that you are using, configure a 
certificate template definition:

a. Set the OID value to the OID of the Microsoft certificate template.

b. To specify the extension profile, do one of the following:

• To specify an extension profile other than the default, set the PRO value 
to the profile ID of the Certificate Manager certificate extension profile.

• To use the default extension profile, delete the PRO parameter.

c. To specify the issuing Jurisdiction, do one of the following:

• To specify an issuing Jurisdiction other than the default, set the domainid 
value to the Jurisdiction ID of the issuing Jurisdiction.

• To use the default issuing Jurisdiction, delete the domainid parameter.

6. Save and close aep.xuda.

Configuring the Issuing Jurisdiction

Configuring the issuing Jurisdiction to enforce the extension profile definition ensures 
that certificates are issued with the mandatory extensions of the specified extension 
profile and, for PKCS #10 requests, any extensions in the request. (The Subject 
Alternative Names extension from the certificate request is added to every certificate, 
whether or not it is configured in the extension profile. For computer certificates, UPN 
and GUID are added; for user certificates, e-mail address is added.)
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To configure the issuing Jurisdiction:

1. In Certificate Manager, click CA Operations.

2. From the drop-down list, select the CA that will issue the certificates and click 
view.

3. To configure the issuing Jurisdiction, under Jurisdiction Configuration, from the 
drop-down list, select the Jurisdiction that will issue the certificates, and click 
Configure.

a. From the Sections drop-down list, select Extension Profiles.

b. Under General Profile Policy, select Enforce Profile Definition.
If Enforce Profile Definition is not selected, certificates are issued with only 
the extensions provided in the certificate requests.

Note: Under Profile Choices, do not select any extension profiles. Extension 
profiles are taken from the aep.xuda page, not from the Jurisdiction.

c. From the Sections drop-down list, select Certificate Expiry Policy.

d. Under General Certificate Expiry Policy, select Jurisdiction based or 
Profile based.

Note: If you select Profile based and, on the aep.xuda page, the extension 
profile is configured as No Extensions, certificates are issued with a default 
one-year validity period.

4. Click Save and Exit.

5. If more than one Jurisdiction of the CA will be issuing certificates, repeat step 3 
and step 4 for each Jurisdiction.

Requesting a Certificate

When a user requests a certificate, Certificate Manager issues the certificate 
corresponding to the template for which the user has been given permission and AEP 
installs the certificate and issuing CA chain into the user’s certificate store.

Auto enrollment is initiated in one of the following ways:

• A domain administrator refreshes the group policy by running the following 
command:

gpupdate /force

• When a user logs in to the domain for the first time, auto enrollment begins.
This process takes about 90 minutes to complete. RSA recommends using the 
gpupdate /force command.

A user can manually initiate a certificate request using MMC. Requests for certificates 
that use version 1 certificate templates must be manually initiated.
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