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Preface

This guide is intended to help system administrators and information technology 
specialists to create, use, configure, and tune policies and their associated components.

Topics:

• About This Guide

• RSA DLP Documentation

• RSA Support and Service

About This Guide

Product Version

The information in this book is current as of the release of RSA Data Loss Prevention 
(RSA DLP) version 9.5. Corrections or updates to this information may be available 

through RSA SecurCare® Online, at https://knowledge.rsasecurity.com

Organization of This Book

This book includes the following chapters and appendixes: 

• Part I: “The DLP Policy library”

Describes expert policies and what they detect in RSA DLP. 

– Chapter 1, “Understanding Policy in a DLP Application”. Gives an overview 
of the key concepts involved with policy and content analysis.

– Chapter 2, “Expert Policies”. Describes each policy available with the DLP 
product and what it detects.

– Chapter 3, “Expert Content Blades”. Describes each content blade available 
with the DLP product and the classification rules used within each.

– Chapter 4, “Expert Entities”. Describes each entity available with the DLP 
product and the logic and heuristics that define them.

– Chapter 5, “Expert Dictionaries”. Describes each dictionary available with the 
DLP product and the logic and heuristics that define them.
Preface 5
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• Part II: “Policy Tuning”

This section describes techniques for tuning policies included in the DLP policy 
library as well as custom policies created by a partner.

– Chapter 6, “Policy Tuning Techniques”. Describes how to tune the expert 
policies for customer's environment.

– Chapter 7, “Recommended Policy Customization”. Details policies, which 
have recommended rules for customization.

• Part III: “Building Custom Policies”

This section describes tips and techniques for building a custom policy.

– Chapter 8, “Building Custom Policies”. Provides recommendations for 
building custom policies.

• Appendixes: 

– Appendix A, “Creating Regular Expressions”. Gives instructions and 
examples for creating your own regular expressions to use for detecting 
sensitive content specific to your organization.

– Appendix B, “DLP Risk Factor and Severity FAQ”. Explains how risk factors 
are calculated, how risk factors help determine incident and event severity, 
and how match counts relate to risk factor calculation and severity.

– Appendix C, “Policy Matrix.”A quick-reference view of the policies, content 
blades, entities and dictionaries used for content analysis. 

RSA DLP Documentation

RSA Data Loss Prevention 9.5 Product Documentation is available on RSA 

SecurCare Online at https://knowledge.rsasecurity.com/scolcms/
sets.aspx?product=dlp&_v=document. The following table lists the documents 
that are part of the RSA Data Loss Prevention 9.5.

Category Documents

User Guides • RSA DLP Network User Guide

• RSA DLP Datacenter User Guide

• RSA DLP Endpoint User Guide

Deployment Guides • RSA DLP Network Deployment Guide

• RSA DLP Datacenter Deployment Guide

• RSA DLP Endpoint Deployment Guide

Best Practices • RSA DLP Datacenter Best Practices

• RSA DLP Endpoint Best Practices
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Related Documentation

For additional information to supplement the product documentation, see the 
following:

Technical Notes. The technical notes discuss optional configuration procedures for 
DLP components or third-party software.The DLP Technical Notes are available on 
RSA SecurCare Online at https://knowledge.rsasecurity.com/scolcms/
set.aspx?id=8494

RSA Support and Service

Read this section if you want to contact RSA or request technical support or services.

RSA DLP Customer Support

Access these locations for help with your DLP product.

Support Contacts

RSA SecurCare Online offers a knowledgebase that contains answers to common 
questions and solutions to known problems. It also offers information on new releases, 
important technical news, and software downloads.

The RSA Customer Support Information sites contains information on RSA support 
programs plus an extensive Content Library of product-related documents such as 
datasheets, guides and whitepapers.

Additional Documents • RSA DLP Policy Guide

• RSA DLP Quick Start

• RSA DLP Upgrade Guide

• RSA DLP Maintenance Guide

• RSA DLP Troubleshooting Guide

RSA SecurCare Online https://knowledge.rsasecurity.com

Customer Support Information http://www.emc.com/support/rsa/index.htm

RSA Solution Gallery https://gallery.emc.com/community/marketplace/rsa

Category Documents
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The RSA Solution Gallery provides information about third-party hardware and 
software products that have been certified to work with RSA products. The gallery 
includes Secured by RSA Implementation Guides with step-by-step instructions and 
other information about interoperation of RSA products with these third-party 
products.

Before You Call Customer Support

Make sure you have direct access to the computer running your DLP product.

Please have the following information available when you call:

• Your RSA Customer Serial Number. You can find this number on the RSA Order 
Confirmation document for your DLP product. 

• The software version number of your DLP product.

• The make and model of the machine on which the problem occurs.

• The name and version of the operating system under which the problem occurs.

RSA DLP Consulting Services

RSA provide a set of consulting services to help businesses address security and 
sensitive-data loss vulnerabilities quickly and effectively. The services, which 
complement RSA security products, can help your organization to understand your 
risks, prioritize your resources, and expedite the design and implementation of the 
most effective and appropriate Data Loss Prevention solution.

RSA DLP Education Services

RSA Education Services provides the following courses:

• RSA Data Loss Prevention Policy and Classification. This course provides a 
comprehensive training program in policy and classification for data loss 
prevention. This training course centers around the RSA Data Loss Prevention 
and on building the knowledge and skills to use the tools needed to detect 
sensitive content in the most accurate and efficient manner possible. This course 
also provides compliance officers and technical professionals with the knowledge 
and skills necessary to successfully safeguard enterprise content.

• RSA Data Loss Prevention Administration. This course provides 
comprehensive instruction in the administration and configuration of the RSA 
Data Loss Prevention. Theory and product basics such as the RSA DLP 
architecture, integration of RSA DLP components, and the importance of various 
configuration parameters are discussed. Students participate in hands-on exercises 
that build on the basic concepts and allow practical experience in building an 
RSA DLP system.

For an up-to-date schedule of Instructor-led classes and other training options, visit 
the RSA Training and Certification web site, http://www.emc.com/training/
rsa-education-services/index.htm.
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Contact RSA DLP

RSA Security Inc. develops industry-leading security solutions, including content 
discovery and remediation technology that prevents unauthorized or unintended 
dissemination of confidential or sensitive information. By preventing such 
disclosures, the RSA DLP helps organizations reduce legal and financial risk, enhance 
customer trust, and achieve regulatory compliance.

For general information about RSA and the RSA DLP, visit http://www.emc.com/
security/rsa-data-loss-prevention.htm.
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I THE DLP POLICY LIBRARY

This part describes concepts related to policy and content analysis, and it includes 
reference descriptions of all expert policies, content blades, entities, and dictionaries.

• Chapter 1: Understanding Policy in a DLP Application

• Chapter 2: Expert Policies

• Chapter 3: Expert Content Blades

• Chapter 4: Expert Entities

• Chapter 5: Expert Dictionaries
11
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1 Understanding Policy in a DLP 
Application

Just as policies in the real world are made up of rules and violations of policy are 
determined in light of those rules, in a DLP application rules are encoded and used to 
detect violations. This chapter explains the basic concepts for protecting sensitive 
information using policy and content blades, which are a software reflection of those 
rules. The impact of policy design on accuracy is also discussed. 

Topics:

• What Is Data Loss Prevention

• How Are Violations Identified

• How Is Accuracy Measured

What Is Data Loss Prevention

RSA Data Loss Prevention (DLP) features and products enable your organization to 
locate, monitor and protect your sensitive content from loss or misuse. Through policy 
enforcement, RSA DLP will keep your organization in compliance by minimizing risk 
and preventing unauthorized use of confidential information. 

How Are Violations Identified

RSA DLP uses a policy-driven engine to perform content analysis on documents and 
transmissions. Based on precise and flexible policies (either built-in expert policies or 
customer-built policies), the products may examine communications, track user 
actions, or locate stored documents that involve or contain sensitive content.

 RSA DLP can use two different techniques to detect sensitive content:

• Described content. Tracks occurrences of specific words or phrases, text 
patterns, or matches to complex definitions of structured information (such as 
names, addresses, or Social Security numbers).

• Fingerprinted content. Detects full or partial matches of sensitive data that has 
been registered with the system. Fingerprint analysis can identify either full or 
partial matches to sensitive documents, and can even catch sensitive content that 
Chapter 1:  Understanding Policy in a DLP Application 13
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has been copied and pasted into a separate document or e-mail. Support for 
fingerprinted content will depend on integration with RSA DLP Enterprise 
Manager.

Policies

DLP policies can define documents or transmissions as sensitive based not only on 
their content, but also on the basis of many attributes such as sender or receiver, 
source or destination, location or device, file type or file size.

In policies, you can combine these attributes with content detection rules, 
encapsulated in what are called content blades. A content blade or multiple blades 
may be assigned to a policy and may be combined within it through Boolean operators 
of AND, OR and NOT. For example:

• With the DLP Network product, you can monitor and track policy violation 
incidents for all e-mail communications to a known host on your competitor’s 
network. This policy need not contain a content blade -- only protocol and 
transmission attributes. 

• With the DLP Endpoint product, you can prevent users from saving PDF files to 
removable drives. This policy also need not use a content blade -- only device and 
file attributes. 

• With the DLP Datacenter product, you can locate all Microsoft Excel files 
containing company intellectual property on a given department’s network. This 
policy would contain one or more content blades defining the content that is 
considered sensitive in combination with file and source attributes.

A policy allows you to detect the misuse of sensitive content and specify the action to 
perform in case of a policy violation. A policy is generally composed of content 
blades and policy actions. Content blades identify the sensitive content to be detected 
and policy actions determine how a violation is handled. Policy scenarios specify to 
whom, what and where the policy applies, and the action to take to remediate the 
policy violation. Examples of policy actions are quarantining e-mail for further 
investigation, completely blocking e-mail from being sent out or simply auditing all 
violations.

A policy may define a document or transmission as sensitive using only attributes and 
no content blades. A policy that includes no content blades detects a violation and 
generates an event every time its attribute conditions are matched. For example, if a 
policy includes only a file attribute set to match Microsoft Excel spreadsheets, a DLP 
product that uses the policy generates an event every time it detects an Excel 
spreadsheet.

Policy Scenario Examples: 

• Specify document location by file share or database

• Qualify the content by file type, file extensions, and file size

• Specify any or all protocols that should trigger a violation: e-mail, Web, IM, 
HTTP/S, FTP
14 Chapter 1:  Understanding Policy in a DLP Application
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• Define whether the policy applies to a specific sender/recipient, IP address or 
URL

• Specify user actions such as copy, print, print to file

• Detect credit card numbers

Policy Action Examples:

• E-mails containing sensitive information can be quarantined and not sent out until 
justification can be provided by the user or by further investigation by the Security 
Team.

• E-mails containing sensitive information can be blocked, meaning the e-mail does 
not get sent out.

• Policy violations can be audited. With auditing there is no immediate action on the 
offending file or transmission but the violation is recorded and logged.

Content Blades

Content blades encapsulate all of the rules and logic dedicated to accurately detecting 
a specific piece of content, such as a Social Security number, credit card number or 
driver’s license number. The content blades available in RSA DLP and detailed in this 
section use the technique of “describing” content using linguistic evidence. 

A described content blade uses detection rules and contextual rules. Detection rules 
are rules that answer the question, “What is in the documents or transmissions?” If the 
document contains a “personal identification number” then it might be sensitive. The 
context rules leverage the contextual evidence and answer they key question, “How 
does the evidence appear in the documents?” If the document contains a “personal 
identification number”, is it near a “name” or an “address”? Once defined, the content 
blade can be re-used across any number of policies. For instance, the credit card 
number content blade is used in the policies for PCI-DSS, California SB-1386, and 
Massachusetts CMR 201.

Content Blade Rules and Rule Sets

Detection rules in a content blade are grouped into include rules and exclude rules. 
Include rules are for positive detection rules, meaning they describe evidence that 
should be contained in a document. Include rules can be required “Must Occur” rules 
or optional “May Occur” rules.

Exclude rules are negative detection rules, meaning they describe evidence that should 
not be contained in a document. These rules may be referred to as “Should Not Occur” 
rules. Exclude rules cannot be used alone, but are only used in conjunction with 
include rules. Exclude rules are used to eliminate matching on specific evidence that is 
causing a false positive match.

The matches to exclude rules are compared to the matches of the include rules and if 
the total score is higher for the exclude rules, then that document will not be a match 
to the content blade. For example, an exclude rule may be used to stop falsely 
Chapter 1:  Understanding Policy in a DLP Application 15
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matching a training document on credit card numbers, which contains valid card 
numbers and words and phrases. The exclude rule may discount the document as a 
match based on the document’s title or other linguistic evidence.

For more detailed discussions of rules and rule sets in content blades and how they can 
be set up to influence calculation of risk factors and incident and event severity, see:

• Chapter 6, “Policy Tuning Techniques”

• Appendix B, “DLP Risk Factor and Severity FAQ”

Content Blade Detection Rule Types

Content blades specify the type of described content using a combination of:

• Words and phrases

• Regular Expressions

• Dictionaries 

• Entities 

Words and Phrases

Words and phrases are terms.  They are implemented as a comma-separated list with 
implied OR operators.  A list of 10 terms on one rule will match on “any” of the terms.  
The rule is satisfied if there is a match to 1 term.  The behavior of words and phrases 
lists is summarized below:

• The term must be an exact match except as noted in the following bulleted items.  
If the terms list contains the word “bachelor” it will not match “bachelors” or 
“bachelors of art”.  

• The terms lists are case insensitive. So, the term “igoogle”, would match 
“iGoogle”, “IGOOGLE” and “iGoOgLe”.

• Two-word phrases will match without whitespace or with whitespace replaced 
with punctuation. For example, the phrase “credit card” would also match 
“creditcard” or “credit-card”.

• A single word with punctuation would also match without the punctuation. For 
example, “shipper’s” would also match “shippers”, but would not match 
“shipper”.

• An acronym will match with and without punctuation. So, “IBAN” would also 
match “I.B.A.N.”.

Regular Expressions

Regular Expressions are a search language for pattern searching (see “Creating 
Regular Expressions” on page 249). They are:

• Used to detect patterns in the document.

• Used to detect keywords when case sensitivity is required.

• More powerful and complex than using keywords.
16 Chapter 1:  Understanding Policy in a DLP Application
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Examples:

E-mail addresses:

^[_a-z0-9-]+(\.[_a-z0-9-]+)*@[a-z0-9-]+(\.[a-z0-9-]+)*(\.[a-z]{2,4})$

5-digit zip codes followed by an optional dash and 4-digits:

\b[0-9]{5}(-[0-9]{4})?\b

Dictionaries

Dictionaries follow the same rules as words and phrases lists.  Dictionaries are more 
convenient when working with a large number of words and phrases or when reusing 
lists across multiple content blades.

Example:  Ticker Symbols

ELY

EMA

EMAK

EMBR

EMBT

EMC

Entities

An entity is a C++ program that uses regular expressions and algorithms to identify 
sensitive data of a given kind (such as a credit card number or Social Security 
number). RSA provides a set of entities that you can use as detection rules in custom 
content blades—either alone or in conjunction with other information such as 
keyword terms and regular expressions—to accurately identify instances of your 
organization’s sensitive information. 

Examples:

U.S. Social Security Numbers

Credit Card Numbers

Canadian Social Insurance Numbers

Content Blade Contextual Rule Types

Proximity

Proximity is a setting that can be adjusted depending on how closely pieces of 
evidence, or rules, appear to each other. For example, if the phrase “credit card” 
usually appears within 200 characters of a valid credit card number, then the proximity 
setting would be 200. If, however, you were dealing with longer document types, such 
as corporate financials, the proximity setting would be higher because the evidence is 
spread out within the document's length.
Chapter 1:  Understanding Policy in a DLP Application 17
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Weights, Counts and Score

Note: For a more in-depth explanation of how weights, counts, and scores are 
used to calculate risk factors and determine incident and event severity, see 
Appendix B, “DLP Risk Factor and Severity FAQ”.

A system of weights and counts are used to determine whether a document is a match 
to the content blade and to assign the document an appropriate measure of risk. 

Each rule is assigned a weight and a maximum weight that reflects the importance of 
the rule.  

Scoring is additive, in that the weight assigned to an individual rule will be added, up 
to maximum weight, each time that rule detects a match in the document.  

The rule weights contribute cumulatively to a total document score.  For example, you 
create a content blade:

– Rule 1 detects credit card numbers.  Rule Weight = 8; Maximum Weight = 
100. 

– Rule 2 detects credit card terms. Rule Weight = 2; Maximum Weight = 4

If you have a document that contains two credit card numbers and three credit card 
terms, then the document's total score would be 20.

– Rule 1 = 16:  8 weight * 2 numbers

– Rule 2 = 4:  2 weight * 3 terms

(Maximum weight for rule number 2 is capped at 4)

Every content blade contains a minimum weight that can be considered a threshold.  
The total score for the document must be higher than the minimum total weight of the 
content blade to be considered a violation. In other words, the sum of all the matches 
in a document becomes the document’s total score.  The total score is an indication of 
the severity of violations for the entire document; the higher the score, the worse the 
violation.  If the total score is less than the content blades minimum weight, it is below 
the minimum weight threshold and does not become a violation.

Low weights are assigned to rules that are detecting ambiguous terms. For example 
the word “salary” might indicate that a document could be an employee performance 
review document, but it is not unique to employee performance review documents.  
Detecting the term “salary” will help identify employee performance reviews, so it 
needs to be included in a rule but because it is not a term that uniquely identifies these 
types of documents; it is assigned a relatively low weight.   If the term “salary”, is 
assigned a weight of 2 and a maximum weight of 6, each time the term salary is 
matched in a document it will receive a weight of 2 but it will cap at 6.  

The maximum weight should be set high for rules detecting unique words or patterns.  
The maximum weight setting can also help prevent skewing.  Often you won’t want to 
change the default maximum weight of 1000, but there can be cases where a certain 
18 Chapter 1:  Understanding Policy in a DLP Application
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pattern may appear in a false positive document many times, driving the total 
document score up.  In this case you would want to set a maximum weight to only 
allow a rule to be matched a few times or only once.

Count can be enabled for detection rules to count the number of times a match occurs. 
Counts can be applied to any rules and is typically used for items that connote higher 
risk the more times it appears in a document. For instance, a document with a count of 
25 Social Security numbers is likely more of a concern than a document with a count 
of 1 Social Security number. By making a rule a “counted” rule, you’re tracking the 
number of times that specific rule gets matched for any given document. The tally for 
a counted rule can be used in a policy to determine the action to take on the violation. 
For example, an administrator may want to block transmissions if the count passes a 
certain threshold, but only audit transmissions where the count falls below a certain 
threshold.

How Is Accuracy Measured

Accuracy is measured by two factors: recall and precision. Taken together, the ideal 
mix of recall and precision will ensure that you get the content that you need to secure 
and nothing else. Any content detection is evaluated in two ways: positive or negative, 
and true or false (for example, did I identify what I was looking for, and was my 
identification correct?). There are four possible outcomes that have the following 
meanings:

Recall gathers the fraction of the documents that are relevant to the content blade.

– High recall casts a wide net, and gathers all potentially sensitive documents. 
Too high a recall can result in more false positives. [False positive = a 
document judged sensitive by the content blade, which is NOT, in fact, 
sensitive.]

– Low recall is more selective in the documents returned as "sensitive". Too low 
a recall can result in more false negatives. [False negative = a document 
judged not to be sensitive by the content blade, but which IS, in fact, 
sensitive.]

Precision is the percent of retrieved documents that are relevant to the search.

– High precision can reduce the number of false positives returned. 

Positive Negative

True
Sensitive content correctly 
identified as sensitive.

Non-sensitive content 
correctly identified as 
non-sensitive.

False
Non-sensitive content 
mistakenly identified as 
sensitive.

Sensitive content mistakenly 
identified as non-sensitive.
Chapter 1:  Understanding Policy in a DLP Application 19



RSA DLP 9.5 Policy Guide
– Low precision can increase the number of false positives returned.

Precision refers to the relevancy of the results returned. For example, did all of the 
documents that triggered the Payment Card Industry Data Security Standard (PCI 
DSS) policy contain actual credit card numbers, or did some contain UPC or EAN 
numbers which were incorrectly identified as sensitive PCI data? High precision can 
be achieved with a narrow, focused search to make sure that every piece of content 
that is caught is truly sensitive.

Accuracy 
Factor

Measurement Problem if Value is Low

Precision
The percentage of retrieved 
documents that are actually 
relevant.

Increased false positives

Recall
The percentage of all of the 
sensitive documents that are 
actually retrieved.

Increased false negatives
20 Chapter 1:  Understanding Policy in a DLP Application
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2 Expert Policies

This chapter explains the expert policies available with RSA DLP. You may choose to 
build your own policies in addition to those listed here.

Topics:

• List of Policies

• Policy Descriptions

List of Policies

The policies available with RSA DLP are listed below. Most policies are named either after the content 
that is being protected or the legislation driving the policy. The default action defined for all policies in 
the library is Audit.

401k and 403b ......................................................................23 ABA Routing Numbers..........................................................23
Alaska HB-65 ........................................................................24 Arizona SB-1338...................................................................24
Arkansas SB-1167 ................................................................25 Australia Bank Account Numbers .........................................26
Australia Business and Company Numbers..........................26 Australia Medicare Card Numbers........................................27
Australia Tax File Numbers ...................................................27 California AB-1298................................................................28
California SB-1386................................................................29 Canada Drivers Licence Numbers ........................................29
Canada Social Insurance Numbers ......................................30 Colorado HB-1119.................................................................30
Company Intellectual Property ..............................................31 Confidential Documents........................................................31
Connecticut SB-650 ..............................................................31 Contact Information...............................................................32
Contracts...............................................................................32 Corporate Financials.............................................................32
CPNI (Customer Proprietary Network Information)...............33 Credit Card Numbers ............................................................33
Credit Card Numbers By Issuer ............................................34 Critical Infrastructure Protection............................................34
Custom Account Numbers ....................................................35 Delaware HB-116..................................................................35
Design Documents................................................................36 District of Columbia CB 16-810.............................................36
Email To Competitor..............................................................37 Email Contacts To Competitor ..............................................37
Employee Compensation ......................................................38 Employee Financials.............................................................38
Encrypted and Protected Attachment to Competitor.............38 Encrypted and Password-Protected Files.............................39
EU Debit Card Numbers .......................................................39 Export Administration Regulations (EAR) .............................39
Fair Credit Reporting Act.......................................................39 FERC Agreement Oversight .................................................40
FERC Independent Functioning Rule ...................................40 FERC No Conduit Rule.........................................................41
FERPA (Family Educational Rights and Privacy Act) ...........42 Florida HB-481......................................................................43
France BIC Numbers ............................................................43 France Driving Licence Numbers..........................................44
France IBAN Numbers ..........................................................44 France National Identification Numbers................................44
France VAT Numbers............................................................44 Gambling...............................................................................45
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Policy Descriptions

Below are descriptions of each of the policies available within the library. 

401k and 403b

401k and 403b policy. 401k is a type of defined contribution pension plan provided 
by most corporations for employees within the United States. A 401k plan allows a 
worker to save for retirement while deferring income taxes on the saved money and 
earnings until withdrawal.

A 403b plan is similar to a 401k but is a tax-advantaged retirement savings plan 
available for public education organizations, some non-profit employers, and 
self-employed ministers in the United States.

What does the policy detect?

This policy is a combination of the 401k and 403b content blade and the Corporate 
Financials content blade separated by an <NOT>. This means there will be a violation 
as long as data matches the 401k and 403b content blade but does NOT match the 
Corporate Financials content blade.

See Content Blade: 401k and 403b, Corporate Financials

ABA Routing Numbers

ABA Routing Numbers policy. A routing transit number (RTN) or ABA number is a 
9-digit bank code, used in the United States, which appears on items such as checks 
that identifies which financial institution it is drawn upon. This code is also used by 
the Automated Clearing House to process direct deposits and other automated 
transfers. This system is named after the American Bankers Association, which 
designed it in 1910.

There are approximately 24,000 active routing and transit numbers currently in use. 
Every financial institution has one of these; it is a 9-digit number printed in MICR 
font at the bottom of checks that specifically identifies which financial institution it is 
associated with, and it is governed by the Routing Number Administrative Board 
which is sponsored by the ABA.

The primary purposes of the routing number are:

• To identify the bank, which is responsible to either pay or give credit or is entitled 
to receive payment or credit for a financial transaction, and

Virginia SB-307 .....................................................................94 W2 and W4 Tax Forms .........................................................94
Washington SB-6043 ............................................................95 West Virginia SB-340 ............................................................95
Wisconsin SB 164.................................................................96 Wyoming WS 40-12-501 & 40-12-502 SF 0053 ...................96
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• To provide a reference to a designated presentment point of the bank at which the 
transaction can be delivered or presented.

What does the policy detect?

This policy contains the content blade ABA Routing Number. Refer to the description 
of the content blade to understand what content will be detected.

See Content Blade: ABA Routing Numbers

Alaska HB-65

Alaska HB-65. The policy identifies documents and transmissions that contain 
personally identifiable information (PII) regulated by Alaska HB-65.

People who conduct business in Alaska and people who own or license unencrypted 
computerized PII about Alaska residents are required to comply with this law, 
regardless of the physical location of the person. They are expected to protect the PII 
from security breach and notify the individual information owners if their PII 
information has been or is likely to be misused.

This policy detects US Social Security numbers, credit card numbers, debit card 
numbers, US bank account numbers, and Alaska drivers license numbers.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include:

• Credit Card Number

• Credit Card Track Data

• US Bank Account Numbers

• US Drivers Licenses By State

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: Credit Card Number, Credit Card Track Data, US Bank Account 
Numbers, US Drivers Licenses By State, US Social Security Number

Arizona SB-1338

Arizona SB-1338 policy. Arizona SB-1338 is a state data privacy law which protects 
personally identifiable information. Arizona SB-1338 was signed into law April 26, 
2006 and became effective December 31, 2006. The law applies to any person or 
entity that conducts business in Arizona and owns or licenses unencrypted 
computerized data that includes personally identifiable information. 
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What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include:

• Credit Card Number

• Credit Card Track Data

• US Drivers Licenses By State

• US Social Security Number

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number

Arkansas SB-1167

Arkansas SB-1167. The policy identifies documents and transmissions that contain 
personally identifiable information (PII) and protected health information (ePHI) as 
regulated by Arkansas SB-1167.

People who conduct business in Arkansas and people who own or license unencrypted 
computerized PII and ePHI about Arkansas residents are required to comply with this 
law, regardless of the physical location of the person. They are expected to protect the 
PII and ePHI from security breach and notify the individual information owners if 
their PII or ePHI information has been or is likely to be misused. 

This policy detects US Social Security Numbers, credit card numbers, Arkansas 
drivers license numbers, US national provider numbers, group insurance numbers, 
health plan beneficiary numbers, medical record numbers, patient identifiers, and 
healthcare dictionaries.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include:

• Credit Card Number

• Credit Card Track Data

• Group Insurance Numbers

• Health Plan Beneficiary Numbers

• Healthcare Dictionaries

• Medical Record Numbers

• Patient Identification Numbers

• US Drivers Licenses By State

• US Bank Account Numbers

• US National Provider Identifier
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• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade:Credit Card Number, Credit Card Track Data, Group Insurance 
Numbers, Health Plan Beneficiary Numbers, Healthcare Dictionaries, Medical Record 
Numbers, Patient Identification Numbers, US Drivers Licenses By State, US Bank 
Account Numbers, US National Provider Identifier, US Social Security Number

Australia Bank Account Numbers

Australia Bank Account Numbers policy. An Australian bank account number, 
along with a BSB (Bank-State-Branch number) identifies the bank account of an 
individual or organization. 

What does the policy detect?

This policy uses the content blade titled Australia Bank Account Number for detection 
of the sensitive information.  

See Content Blade: Australia Bank Account Number

Australia Business and Company Numbers

Australia Business and Company Numbers policy. Australia Business Numbers 
(ABN) and Australia Company Numbers (ACN) uniquely identify businesses within 
the country.

The ABN is a unique 11-digit identifying number that businesses use when dealing 
with other businesses. A company's ABN frequently includes the ACN as the last 
9-digits. The ABN indicates that a person, trust or company is registered with the 
Australian Business Register (ABR).

An Australian Company Number (usually shortened to ACN) is a unique 9-digit 
number issued by the Australian Securities and Investments Commission (ASIC) to 
every company registered under the Commonwealth Corporations Act 2001 as an 
identifier. The number is usually printed in three groups of 3-digits.

Companies are required to disclose their ACN on: 

• the common seal (if any)

• every other seal of the company (if any)

• every public document issued, signed or published by, or on behalf of, the 
company

• every eligible negotiable instrument issued, signed or published by, or on behalf 
of, the company

• all documents required to be lodged with ASIC
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What does the policy detect?

This policy uses the content blades titled Australia Business Number or Australia 
Company Number. Refer to the description of the content blades to understand what 
content will be detected.

See Content Blade: Australia Business Number, Australia Company Number

Australia Medicare Card Numbers

Australia Medicare Card Numbers policy. All Australian citizens and permanent 
residents of Australia and their families are eligible for a Medicare Card, with the 
exception of residents on Norfolk Island.  The card lists an individual as well as 
members of his or her family he or she chooses to add who are also permanent 
residents and meet the Medicare definition of a dependent (maximum of five names).  
It is necessary to provide a Medicare Number for a Medicare rebate or to gain access 
to the public hospital system to be treated at no cost as a public patient.  

Medicare is administered by Medicare Australia (known as the Health Insurance 
Commission until late 2005) which also has the responsibility for supplying Medicare 
cards and numbers.  Almost every eligible person has a card: in June 2002 there were 
20.4 million Medicare card-holders, and the Australian population was less than 20 
million at the time (card-holders includes overseas Australians who still have a card).

The Medicare card is used for health care purposes only and cannot be used to track in 
a database. It contains a name and number, and no visible photograph (with the 
exception of the Tasmanian “Smartcard” version which does have an electronic image 
of the cardholder on an embedded chip). 

The primary purpose of the Medicare card is to prove Medicare eligibility when 
seeking Medicare-subsidized care from a medical practitioner or hospital. Legally, the 
card need not be produced and a Medicare number is sufficient. In practice, most 
Medicare providers will have policies requiring the card be presented to prevent fraud.

What does the policy detect?

This policy uses the content blade titled Australia Medicare Card Number.  Refer to 
the description of the content blade to understand what content will be detected. 

See Content Blade: Australia Medicare Card Number

Australia Tax File Numbers

Australia Tax File Numbers policy. A Tax File Number (TFN) is a number that is 
issued to a person by the Commissioner of Taxation and is used to verify client 
identity and establish income level. 
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What does the policy detect?

This policy uses the content blade titled Australia Tax File Number. Refer to the 
description of the content blades to understand what content will be detected.

See Content Blade: Australia Tax File Number 

California AB-1298

California AB-1298 policy. California AB-1298 is a state data privacy law which 
protects personally identifiable information. California AB-1298 in was signed into 
law October 14, 2007 and became effective January 1, 2008. The law applies to any 
person, business, or state agency that conducts business in California and owns or 
licenses unencrypted computerized data that includes personally identifiable 
information.

This law is an amendment to California SB-1386 to include medical information and 
health information in the definition of personal information.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, as 
defined through the following content blades: 

• Credit Card Numbers 

• Credit Card Track Data

• Group Insurance Numbers

• Health Plan Beneficiary Numbers 

• Healthcare Dictionaries

• Medical Record Numbers

• Patient Identification Numbers

• US Drivers Licenses By State

• US National Provider Identifiers

• US Social Security Numbers

See Content Blade: Credit Card Number, Credit Card Track Data, Group Insurance 
Numbers, Health Plan Beneficiary Numbers, Healthcare Dictionaries, Medical Record 
Numbers, Patient Identification Numbers, US Drivers Licenses By State, US National 
Provider Identifier, US Social Security Number
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California SB-1386

California SB-1386 policy. California SB-1386 is a state data privacy law which 
protects personally identifiable information. California SB-1386 was signed into law 
September 25, 2002 and became effective July 1, 2003. The law applies to any person, 
business, or state agency that conducts business in California and owns or licenses 
unencrypted computerized data that includes personally identifiable information. 

This law has been amended to include medical information and health information; it 
is now referred to as California AB-1298, which is provided as an expanded policy.  If 
California AB-1298 is enabled, you do not need to also use this policy as the same 
information is detected as part of AB-1298.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• Credit Card Number

• Credit Card Track Data

• US Drivers Licenses By State

• US Social Security Number

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number

Canada Drivers Licence Numbers

Canada Drivers Licence Numbers policy. In Canada, driver’s licences are issued by 
the government of the province in which the driver resides. Specific regulations 
relating to driver’s licences vary province to province, though overall they are quite 
similar. All provinces have provisions allowing non-residents to use licences issued by 
other provinces and International Driving Permits.

What does the policy detect?

The policy looks for a match to at least one of the following content blades:

• Alberta Drivers Licence

• British Columbia Drivers Licence

• Manitoba Drivers Licence

• New Brunswick Drivers Licence

• Newfoundland and Labrador Drivers Licence

• Nova Scotia Drivers Licence

• Ontario Drivers Licence
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• Prince Edward Island Drivers Licence

• Quebec Drivers Licence

• Saskatchewan Drivers Licence

See Content Blade: Canada Drivers Licences

Canada Social Insurance Numbers

Canada Social Insurance Numbers policy. A Social Insurance Number (SIN) is a 
number issued in Canada to administer various government programs. The SIN was 
created in 1964 to serve as a client account number in the administration of the 
Canada Pension Plan and Canada's varied employment insurance programs. In 1967, 
Revenue Canada (now the Canada Revenue Agency) started using the SIN for tax 
reporting purposes.  

What does the policy detect?

This policy looks for a match to the Canada Social Insurance Number content blade.

See Content Blade: Canada Social Insurance Number

Colorado HB-1119

Colorado HB-1119 policy. Colorado HB-1119 is a state data privacy law which 
protects personally identifiable information. Colorado HB-1119 was signed into law 
April 24, 2006 and became effective September 1, 2006. The law applies to any 
individual or a commercial entity that conducts business in Colorado and owns or 
licenses unencrypted computerized data that includes personally identifiable 
information. 

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• Credit Card Number

• Credit Card Track Data

• US Drivers Licenses By State

• US Social Security Number

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number
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Company Intellectual Property

Company Intellectual Property policy. The intent of the policy is to use an 
organization’s pre-identified intellectual property in the creation of a fingerprinted 
content blade. A Fingerprint Crawler(s) should be configured through the Fingerprint 
Crawler Manager within Enterprise Manager. Then, the resulting fingerprinted content 
blade(s) should be selected for inclusion within the Company Intellectual Property 
policy before the policy is activated. 

What does the policy detect?

This policy looks for at least one match to the Confidential Documents content blade 
with a recommendation to fingerprint sensitive databases and files.

See Content Blade: Confidential Documents

Confidential Documents

Confidential Documents policy. The Confidential Documents policy detects 
documents marked confidential, for internal use only, or similar in the header, footer 
or metadata of supported documents types.

What does the policy detect?

This policy looks for at least one match to the Confidential Documents content blade.

See Content Blade: Confidential Documents

Connecticut SB-650

Connecticut SB-650 policy. Connecticut SB-650 is a state data privacy law which 
protects personally identifiable information. Connecticut SB-650 was signed into law 
June 8, 2005 and became effective January 1, 2006. The law applies to any person, 
business or agency that conducts business in Connecticut and owns or licenses 
unencrypted computerized data that includes personally identifiable information. 

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• Credit Card Number

• Credit Card Track Data

• US Drivers Licenses By State

• US Social Security Number

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number
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Contact Information

Contact Information policy. Contact information can be organizationally sensitive, 
for example, in the form of a client or employee list. 

What does the policy detect?

This policy looks for at least one match to the Contact Information content blade.

See Content Blade: Contact Information

Contracts

Contracts policy. The Contracts policy will capture sensitive corporate legal 
information such as employment agreements, separation agreements, and 
non-disclosure agreements (NDAs).

What does the policy detect?

This policy is a combination of Contracts content blade and the Corporate Financials 
content blade separated by an <NOT>. This means there will be a violation as long as 
data matches the Contracts content blade but does NOT match the Corporate 
Financials content blade.

See Content Blade: Contracts, Corporate Financials

Corporate Financials

Corporate Financials policy. The types of documents that this policy detects are:

• Balance sheets

• Cash flows

• Income statements

• Key ratios

• SEC information

• Annual, quarterly and transition reports

What does the policy detect?

This policy looks for a match to the Corporate Financials content blade.

See Content Blade: Corporate Financials
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CPNI (Customer Proprietary Network Information)

CPNI (Customer Proprietary Network Information) policy. CPNI is defined by 
the Federal Communication Commission as:

• Information that relates to the quantity, technical configuration, type, destination, 
location, and amount of use of a telecommunications service subscribed to by any 
customer of a telecommunications carrier, and that is made available to the carrier 
by the customer solely by virtue of the carrier-customer relationship; and 

• Information contained in the bills pertaining to telephone exchange service or 
telephone toll service received by a customer of a carrier.

Practically speaking, CPNI includes:

• Call Features and any services purchased by the consumer, such as call waiting 
and voicemail.

• Call Details that appear on the billing statement, such as the phone numbers called 
by a consumer; the frequency, duration, and timing of such calls.

What does the policy detect?

This policy is a combination of the Call Details and Call Features content blades 
separated by an <OR>. This means there will be a violation as long as data matches 
either one of the blades - it does not have to violate both.

When activating the policy, you will notice a recommended customization to include a 
custom account numbers content blade. This is a custom content blade in which the 
customer would enter in regular expressions for their account number formats to make 
the results even more precise to their CPNI needs. 

The customer would use the <AND> operator between the new blade and the Call 
Details or Call Features as follows:

Custom Account Numbers

<AND> CPNI Call Features

<OR> CPNI Call Details

See Content Blade: CPNI Call Features, CPNI Call Details

Credit Card Numbers

Credit Card Numbers policy. The Credit Card Numbers policy accurately detects 
sensitive credit card numbers as issued by the major merchants of American Express, 
China Union Pay, Diner's Club, Discover, Carte Blanche, JCB, MasterCard, and Visa. 
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What does the policy detect?

This policy looks for a match to either the Credit Card Number or Credit Card 
Number in HTML Forms content blade. To avoid generation of false positives, the 
URL attributes for the domain value exclude the GoogleTalk URL http://
talkgadget.google.com/talkgadget/notifierclient.

See Content Blade: Credit Card Number, Credit Card Number in HTML Forms

Credit Card Numbers By Issuer

Credit Card Numbers By Issuer policy. The Credit Card Numbers By Issuer policy 
accurately detects sensitive credit card numbers as issued by the major merchants of 
American Express, Diner's Club, Discover, Carte Blanche, China UnionPay, JCB, 
MasterCard, and Visa. The difference between this and the Credit Card Number policy 
is that you may choose to only detect information from one or more specific issuers.

What does the policy detect?

This policy looks for a match to at least one of the following content blades:

• American Express Card Number

• China UnionPay

• Diner's Card Number

• Discovery Card Number

• JCB Card Number

• MasterCard Number

• Visa Card Number

To avoid generation of false positives, the URL attributes for the domain value 
exclude the GoogleTalk URL http://talkgadget.google.com/talkgadget/notifierclient.

See Content Blade: Credit Card Number By Issuer

Critical Infrastructure Protection

Critical Infrastructure Protection policy. The term “critical infrastructure 
protection” (CIP) pertains to the proactive activities for protecting critical 
infrastructures: the people, physical assets, and communication/cyber systems that are 
indispensably necessary for national security, economic stability, and public safety. 
CIP methods and resources deter or mitigate attacks against critical infrastructures 
caused by people (for example, terrorists, other criminals, hackers, and so on), by 
nature (for example, hurricanes, tornadoes, earthquakes, floods, and so on), and by 
HazMat accidents involving nuclear, radiological, biological, or hazardous chemical 
substances. Plainly stated, CIP is about protecting those invaluable assets that make 
life, liberty, and the pursuit of happiness a national reality.
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In the United States, Homeland Security Presidential Directive – 7 (HSPD-7) issued in 
December 2003 established the policy of the United States to enhance the protection 
of national critical infrastructures against terrorist acts that would significantly 
diminish the responsibility of federal, state, and local governments to perform 
essential security missions and to ensure the general public health and safety. The 
USA PATRIOT Act of 2001 defines critical infrastructures as “those physical and 
cyber-based systems so vital to the operations of the United States that their incapacity 
or destruction would have a debilitating impact on national defense, economic 
security, or public safety.” More specifically, critical infrastructures are those people, 
things, or systems that must be intact and operational in order to make daily living and 
working possible.

Examples of critical cyber assets that need to be protected include: 

• Operational Procedures

• Network topology or similar diagrams

• Floor Plans of computing centers that contain critical physical assets

• Equipment layouts of critical cyber assets

• Disaster recovery plans

• Incident response plans

• Security configuration

What does the policy detect?

This policy uses the Confidential Documents content blade and the Disaster Recovery 
Plans content blade and the Incident Response Plans content blade with the OR 
operator between them. All content blades for this policy are editable to allow for 
customizations.

It is recommended to customize this policy to add more OR conditions with 
fingerprinted content blades, for example, Floor Plans and Network Diagrams. 

See Content Blade: Confidential Documents, Disaster Recovery Plans, Incident 
Response Plans

Custom Account Numbers

Custom Account Numbers policy. If you have organizational account numbers that 
need to be protected, then customize the content blade assigned to the Custom 
Account Numbers policy with the number pattern via a regular expression.

What does the policy detect?

The policy looks for a match to the content blade Custom Account Number.

See Content Blade: Custom Account Number
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Delaware HB-116

Delaware HB-116. The policy identifies documents and transmissions that contain 
personally identifiable information (PII) regulated by Delaware HB-116. 

People who conduct business in Delaware and people who own or license unencrypted 
computerized PII about Delaware residents are required to comply with this law, 
regardless of the physical location of the person. They are expected to protect the PII 
from security breach and notify the individual information owners if their PII 
information has been or is likely to be misused. 

This policy detects US Social Security numbers, credit card numbers, debit card 
numbers, US bank account numbers, and Delaware drivers license numbers.

What does the policy detect?

This policy looks for a match to at least one of the following content blades:

• Credit Card Number

• Credit Card Track Data

• US Bank Account Number

• US Drivers Licenses By State

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade:Credit Card Number, Credit Card Track Data, US Bank Account 
Numbers, US Drivers Licenses By State, US Social Security Number

Design Documents

Design Documents policy. The policy protects documents and transmissions that 
contain popular design document formats, including but not limited to, CATIA, 
Microsoft Project, CAD modeling file, and drawing and image files. This policy can 
be customized to include additional design document formats used by your 
organization.

What does the policy detect?

This policy looks for the following file extensions: .cdr, .catdrawing, .pat, .catproduct, 
.plt, .catanalysis, .mpp, .catpart, .catshape, .catsystem, .catprocess, .drw, catmaterial, 
.catswl, .dwg, .catfct, .vsd, .cgm, .dcx, .dcm, .eps, .emf, .gif, .jpeg, .sdw, .pic, .pct, 
.pntg, .mso, .graffle, .pcx, .png, .rgb, .rs, .tiff, .tga, .ani, .bmp, .ico, .wmf, .wpg, .vss, 
.vst. The document types that may be detected depend on the underlying text 
extraction technology.
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District of Columbia CB 16-810

District of Columbia CB 16-810. The policy identifies documents and transmissions 
that contain personally identifiable information (PII) regulated by District of 
Columbia CB 16-810.

People who conduct business in District of Columbia and people who own or license 
unencrypted computerized PII about District of Columbia residents are required to 
comply with this law, regardless of the physical location of the person. They are 
expected to protect the PII from security breach and notify the individual information 
owners if their PII information has been or is likely to be misused.

Also, they have to notify individuals and information owners if their lost PII has been 
or is likely to be misused.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include:

• Credit Card Number

• Credit Card Track Data

• US Drivers Licenses By State

• US Social Security Number

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number

Email To Competitor

Email To Competitor policy. The policy identifies e-mail transmissions to a specified 
Internet domain, such as that of a competitor. 

What does the policy detect?

This policy has example competitive domains. Customize with the domains of the 
organization's competition before enabling on the system.

Email Contacts To Competitor

Email Contacts To Competitor policy. The policy identifies e-mail transmissions to 
a specified internet domain, such as that of a competitor that contain contact 
information such as phone numbers, US addresses or e-mail addresses.  
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What does the policy detect?

This policy has example competitive domains. Customize with the domains of the 
organization’s competition before enabling on the system. This policy uses the 
Contact Information content blade to identify e-mail transmissions containing contact 
information.

See Content Blade: Contact Information

Employee Compensation

Employee Compensation policy. The Employee Compensation policy captures 
sensitive employee financial compensation information including salaries, 
commissions, and bonuses.

What does the policy detect?

This policy looks for a match to the content blade Compensation.

See Content Blade: Compensation

Employee Financials

Employee Financials policy. The policy identifies sensitive information such as offer 
letters, salaries, compensation, benefits, and stock options.

What does the policy detect?

The policy detects Severance Packages, W4 and W2 Tax Forms, Offer Letters and 
Employment Agreements, Compensation, Stock Options and ESPP, or 401k and 403b 
content blades. It also contains an exclusion of anything that matches Corporate 
Financials. This means there will be a violation as long as data matches just one of the 
blades - it does not have to violate all of them blades – but as long as it does not match 
the Corporate Financials detection rules.

See Content Blade: 401k and 403b, Compensation, Corporate Financials, Offer 
Letters and Employment Agreements, Severance Packages, Stock Options and ESPP, 
W2 and W4 Tax Forms

Encrypted and Protected Attachment to Competitor

Encrypted and Password-Protected Attachment to Competitor policy. This policy 
protects e-mail transmissions with encrypted or password-protected attachments being 
sent to a specified Internet domain, such as that of a competitor. 
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What does the policy detect?

This policy relies on an encrypted flag being set to true for a document or 
transmission. The document types that will be detected will depend on the underlying 
text extraction technology. 

The policy also has example competitive domains. Customize with the domains of the 
organization's competition before enabling on the system.

Encrypted and Password-Protected Files

Encrypted and Password-Protected Files policy. The policy identifies documents 
and transmissions containing encrypted or password-protected files.

What does the policy detect?

This policy relies on an encrypted flag being set to true for a document or 
transmission. The document types that will be detected will depend on the underlying 
text extraction technology.

EU Debit Card Numbers

EU Debit Card Numbers policy. The policy looks for debit card numbers as issued 
by the major debit card carriers in the European Union such as Maestro, Visa and 
Laser.

What does the policy detect?

This policy looks for a match to the EU Debit Card Number content blade.

See Content Blade: EU Debit Card Number

Export Administration Regulations (EAR)

Export Administration Regulations (EAR) policy. EAR (Export Administration 
Regulations) governs the export of most commercial items from the United States. It 
restricts the export of items with military applications to designated countries, 
organizations and people. The EAR policy monitors for violations of these 
restrictions.

What does the policy detect?

This policy uses the network Transmission Attribute rules to specify “To Recipient” 
country e-mail domains for those countries on the EAR list. This recipient attribute 
must be matched for the network use case in addition to the content blade Export 
Administration Regulations.

See Content Blade: Export Administration Regulations
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Fair Credit Reporting Act

Fair Credit Reporting Act policy. The policy identifies documents and transmissions 
that contain consumer credit information regulated by the Fair Credit Reporting Act 
(FCRA) in the United States of America. The FCRA regulates the collection, 
distribution, and use of consumer credit information by consumer credit reporting 
agencies, creditors, and users of credit information. 

What does the policy detect?

This policy will detect credit reports using the content blade Credit Reports.

See Content Blade: Credit Reports

FERC Agreement Oversight

FERC (Federal Energy Regulatory Commission) Agreement Oversight policy. 
FERC is an independent regulatory agency within the U.S. Department of Energy 
(DOE) that oversees major aspects of the United State’s electric, natural gas, 
hydroelectric, and oil pipeline industries. FERC’s main priorities are to promote the 
development of a strong energy infrastructure, support competitive markets and 
prevent market manipulation. They have also designated NERC (North American 
Reliability Corporation) to develop and enforce reliability standards for the bulk 
power supply. See the NERC policy for additional details. 

What does the policy detect?

This policy is intended to detect legal agreements, which are regulated or impacted by 
FERC rules, such as Merger and Acquisition Agreements, Capacity Release 
Agreements, Buy and Sell Agreements and Transportation and Transmission 
Agreements.

Customize the content blade Energy Commerce content blade to detect agreements 
with the desired industry keywords. 

A combination of matches to at least one agreement plus Energy Commerce keywords 
will result in a match for the policy.

See Content Blade: Buy and Sell Agreement, Capacity Release Agreement, Energy 
Commerce, Merger and Acquisition Agreement, Transportation and Transmission 
Agreement

FERC Independent Functioning Rule

FERC (Federal Energy Regulatory Commission) Standards of Conduct 
Independent Functioning Rule policy. FERC is an independent regulatory agency 
within the U.S. Department of Energy (DOE) that oversees major aspects of the 
United State’s electric, natural gas, hydroelectric, and oil pipeline industries. FERC’s 
main priorities are to promote the development of a strong energy infrastructure, 
40 Chapter 2:  Expert Policies



RSA DLP 9.5 Policy Guide
support competitive markets and prevent market manipulation. They have also 
designated NERC (North American Reliability Corporation) to develop and enforce 
reliability standards for the bulk power supply. See the NERC policy for additional 
details. 

What does the policy detect?

The FERC (Federal Energy Regulatory Commission) Standards of Conduct 
Independent Functioning Rule policy is intended to monitor communication between 
transmission function and marketing function employees as prohibited by the Federal 
Energy Regulatory Commission’s Order No. 717 Standards of Conduct rule. The 
Order applies to regulated utilities involved in the interstate transmission of electricity 
or natural gas and that conduct transmission transactions with an affiliate that engages 
in marketing functions. 

A public utility is subject to the rule if it conducts such affiliate transactions and also 
owns, operates, or controls facilities for the transmission of electric energy in 
interstate commerce. A natural gas pipeline is subject to the rule if it conducts such 
affiliate transactions, but only if it provides open access transportation under subparts 
B and G of Part 284 of FERC’s regulations.  Thus, the Standards of Conduct do not 
apply to pipelines providing service solely under Part 157 of FERC’s regulations, 
intrastate pipelines or Hinshaw pipelines.  The final rule also reinstates the previous 
definition of “affiliate,” which means, subject to rebuttal, an entity controlled by, or 
under common control with a specified entity (Van Ness Feldman, P.C., 2008).

Transmission function employees are those that engage in the day to day transmission 
operations and not long range planning, such as a Substation Operator. Examples of 
transmission functions are those that deal with available transmission capability, price, 
curtailments, storage, and balancing.

Marketing function employees are also typically defined as those that operate within 
the day-to-day operations of marketing sale activities. A supervisor or upper level 
manager would generally not qualify unless they provide input into negotiations of a 
transaction.

This policy is not meant to monitor either incoming or internal communication 
between employees. Communication of public transmission information is exempted 
from the rules.

FERC No Conduit Rule

FERC (Federal Energy Regulatory Commission) Standards of Conduct No 
Conduit Rule policy. FERC is an independent regulatory agency within the U.S. 
Department of Energy (DOE) that oversees major aspects of the United State’s 
electric, natural gas, hydroelectric, and oil pipeline industries. FERC’s main priorities 
are to promote the development of a strong energy infrastructure, support competitive 
markets and prevent market manipulation. They have also designated NERC (North 
American Reliability Corporation) to develop and enforce reliability standards for the 
bulk power supply. See the NERC policy for additional details. 
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What does the policy detect?

This policy is intended to monitor communication regarding the generation or 
transmission between all internal staff and marketing function employees as 
prohibited by the Federal Energy Regulatory Commission’s Order No. 717 Standards 
of Conduct rule. The Order applies to regulated utilities involved in the interstate 
transmission of electricity or natural gas and that conduct transmission transactions 
with an affiliate that engages in marketing functions. 

A public utility is subject to the rule if it conducts such affiliate transactions and also 
owns, operates, or controls facilities for the transmission of electric energy in 
interstate commerce. A natural gas pipeline is subject to the rule if it conducts such 
affiliate transactions, but only if it provides open access transportation under subparts 
B and G of Part 284 of FERC’s regulations.  Thus, the Standards of Conduct do not 
apply to pipelines providing service solely under Part 157 of FERC’s regulations, 
intrastate pipelines or Hinshaw pipelines.  The final rule also reinstates the previous 
definition of “affiliate,” which means, subject to rebuttal, an entity controlled by, or 
under common control with a specified entity (Van Ness Feldman, P.C., 2008).

Marketing function employees are also typically defined as those that operate within 
the day-to-day operations of marketing sale activities. A supervisor or upper level 
manager would generally not qualify unless they provide input into negotiations of a 
transaction.

This policy is not meant to monitor either incoming or internal communication 
between employees. Communication of public transmission information is exempted 
from the rules.

See Content Blade: Energy Dictionaries

FERPA (Family Educational Rights and Privacy Act)

FERPA (Family Educational Rights and Privacy Act) policy. FERPA protects the 
privacy of student records at educational institutions receiving U.S. Department of 
Education funds. It requires the educational institution to have written permission 
from a parent or student in order to release information from a student’s educational 
record. 

Under certain circumstances the release of information such as name, address, 
telephone number, honors and awards, and dates of attendance may be released or 
published without permission. Information that can connect an individual with grades 
or disciplinary actions requires permission.

What does the policy detect?

The policy must match both of the following content blades for a document to trigger 
as a violation:

• Student Identification Numbers

• Student Records
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See Content Blade: Student Identification Numbers, Student Records

Florida HB-481

Florida HB-481 policy. Florida HB-481 is a state data privacy law which protects 
personally identifiable information. Florida HB-481 was signed into law June 14, 
2005 and became effective July 1, 2005. The law applies to any person, firm, 
association, joint venture, partnership, syndicate, corporation, and all other groups or 
combinations that conduct business in Florida and owns or licenses unencrypted 
computerized data that includes personally identifiable information. 

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• Credit Card Number

• Credit Card Track Data

• US Drivers Licenses By State

• US Social Security Number

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number

France BIC Numbers

France BIC Numbers policy. A Bank Identifier Code (BIC) uniquely identifies a 
particular bank and is used in France and worldwide for the exchange of money and 
messages between banks. The policy identifies documents and transmissions that 
contain BIC codes, also known as SWIFT codes, issued by the Society for Worldwide 
Interbank Financial Telecommunication (SWIFT). 

What does the policy detect?

This policy looks for a match to the content blade France BIC Number.

See Content Blade: France BIC Number
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France Driving Licence Numbers

France Driving Licence Numbers policy. A French drivers licence number is an 
identification number on a French drivers licence and identifies the owner of said 
number for the purposes of driving and driving offenses.

What does the policy detect?

This policy looks for a match to the content blade France Driving Licence Number.

See Content Blade: France Driving Licence Number

France IBAN Numbers

France IBAN Numbers policy. A France International Bank Account Number 
(IBAN) is an international standard for identifying France bank accounts across 
national borders and was originally adopted by the European Committee for Banking 
Standards. The official IBAN registrar under ISO 13616:2003 is issued by the Society 
for Worldwide Interbank Financial Telecommunication (SWIFT).

What does the policy detect?

This policy looks for a match to the content blade France IBAN Number.

See Content Blade: France IBAN Number

France National Identification Numbers

France National Identification Numbers policy. The policy identifies documents 
and transmissions that contain national identification numbers, also called INSEE 
numbers and Social Security numbers, issued to individuals at birth by the Institut 
National de la Statistique et des Etudes Economiques (INSEE) in France.

What does the policy detect?

This policy looks for a match to the content blade France National Identification 
Number.

See Content Blade: France National Identification Number

France VAT Numbers

France VAT Numbers policy. France Value Added Tax (VAT) Number is a number 
identifying a France-based business or legal entity for the purposes of levying Value 
Added Tax (or goods and services tax).

What does the policy detect?

This policy looks for a match to the content blade France VAT Number.
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See Content Blade: France VAT Number

Gambling

Gambling policy. The Gambling policy monitors for documents and communication 
that contain indications of gambling, wagering or betting activity.

What does the policy detect?

This policy looks for a match to the content blade Gambling.

See Content Blade: Gambling

Georgia SB-230

Georgia SB-230 policy. Georgia SB-230 is a state data privacy law which protects 
personally identifiable information. Georgia SB-230 was signed into law May 5, 2005 
and became effective May 5, 2005. The law applies to any person or entity who, for 
monetary fees or dues, engages in whole or in part in the business of collecting, 
assembling, evaluating, compiling, reporting, transmitting, transferring, or 
communicating information concerning individuals for the primary purpose of 
furnishing personally identifiable information to nonaffiliated third parties, or any 
state or local agency or subdivision thereof that maintains data that includes 
personally identifiable information. 

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• ABA Routing Numbers

• Credit Card Number

• Credit Card Track Data

• US Bank Account Numbers

• US Drivers Licenses By State

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number, ABA Routing Numbers, US Bank 
Account Numbers
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Germany BIC Numbers

Germany BIC Numbers policy. A Bank Identifier Code (BIC) uniquely identifies a 
particular bank and is used in France and worldwide for the exchange of money and 
messages between banks. The policy identifies documents and transmissions that 
contain BIC codes, also known as SWIFT codes, issued by the Society for Worldwide 
Interbank Financial Telecommunication (SWIFT). 

What does the policy detect?

The policy looks for a match to the content blade Germany BIC Number.

See Content Blade: Germany BIC Number

Germany Driving Licence Numbers

Germany Driving Licence Numbers policy. A Germany drivers licence number is 
an identification number on a German drivers licence and identifies the owner of said 
number for the purposes of driving and driving offenses.

What does the policy detect?

This policy looks for a match to the content blade Germany Driving Licence Number.

See Content Blade: Germany Driving Licence Number

Germany IBAN Numbers

Germany IBAN Numbers policy. International Bank Account Number (IBAN) is an 
international standard for identifying bank accounts across national borders and was 
originally adopted by the European Committee for Banking Standards. The official 
IBAN registrar under ISO 13616:2003 is issued by the Society for Worldwide 
Interbank Financial Telecommunication (SWIFT).

What does the policy detect?

This policy looks for a match to the content blade Germany IBAN Number.

See Content Blade: Germany IBAN Number

Germany National Identification Numbers

Germany National Identification Numbers policy. The policy identifies documents 
and transmissions that contain personal identification numbers, or Personalausweis, 
issued to individuals in Germany.
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What does the policy detect?

This policy looks for a match to the content blade Germany National Identification 
Number.

See Content Blade: Germany National Identification Numbers

Germany Passport Numbers

Germany Passport Numbers policy. The policy identifies documents and 
transmissions that contain passport numbers issued in Germany.

What does the policy detect?

This policy looks for a match to the content blade Germany Passport Number.

See Content Blade: Germany Passport Number

Germany VAT Numbers

Germany VAT Numbers policy. Germany Value Added Tax (VAT) Number is a 
number identifying a German-based business or legal entity for the purposes of 
levying Value Added Tax (or goods and services tax).

What does the policy detect?

This policy looks for a match to the content blade Germany VAT Number.

See Content Blade: Germany VAT Number

GLBA (Gramm-Leach Bliley Act)

GLBA (Gramm-Leach Bliley Act) policy. The Gramm-Leach-Bliley Act (GLB 
Act), also known as the Financial Modernization Act of 1999, is a federal law enacted 
in the United States to control the ways that financial institutions deal with the private 
information of individuals. The Act consists of three sections: The Financial Privacy 
Rule, which regulates the collection and disclosure of private financial information; 
the Safeguards Rule, which stipulates that financial institutions must implement 
security programs to protect such information; and the pre-texting provisions, which 
prohibit the practice of pre-texting (accessing private information using false 
pretenses). The Act also requires financial institutions to give customers written 
privacy notices that explain their information-sharing practices. 

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• Credit Card Number
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• Custom Accounts

• US Drivers Licenses By State 

• US Social Security Number

See Content Blade: Credit Card Number, Custom Account Number, US Drivers 
Licenses By State, US Social Security Number

Hawaii SB-2290

Hawaii SB-2290 policy. Hawaii SB-2290 is a state data privacy law which protects 
personally identifiable information.  Hawaii SB-2290 was signed into law May 25, 
2006 and became effective January 1, 2007.  The law applies to any sole 
proprietorship, partnership, corporation, association, or other group, however 
organized, and whether or not organized to operate at a profit, including financial 
institutions organized, chartered, or holding a license or authorization certificate under 
the laws of Hawaii, any other state, the US, or any other country, or the parent or the 
subsidiary of any such financial institution, and any entity whose business is records 
destruction, or any government agency that collects personally identifiable 
information for specific government purposes.  

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• ABA Routing Numbers

• Credit Card Number

• Credit Card Track Data

• US Bank Account Numbers

• US Drivers Licenses By State

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number, ABA Routing Numbers, US Bank 
Account Numbers

HIPAA and HITECH

HIPAA and HITECH policy. The Health Insurance Portability and Accountability 
Act (HIPAA) was enacted by the Congress of the United States of America. The 
Health Information Technology for Economic and Clinical Health Act (HITECH), 
extended certain HIPAA security requirements and established mandatory breach 
reporting requirements for HIPAA covered entities and their business associates. 
48 Chapter 2:  Expert Policies



RSA DLP 9.5 Policy Guide
HIPAA includes a Privacy Rule regulating the use and disclosure of protected health 
information (PHI). PHI is a Security Rule defining security safeguards required for 
electronic protected health information (ePHI), and an Enforcement Rule that defines 
procedures for violation investigations and penalties for confirmed violations.

What does the policy detect?

The HIPAA and HITECH policy is designed to detect electronic PHI, which contains 
a personal health number in addition to health-related terminology. Some false 
negatives may occur since combinations of personally identifiable information, such 
as name and address, would not be considered as ePHI with this policy. Internal 
research indicates that the majority of health communication will contain a personal 
health number in addition to health-related terminology. 

There is the option to use a low threshold (“HIPAA and HITECH Low Threshold”) 
version of this policy that makes considerations for other types of personally 
identifiable information -- besides a personal health number. However, it is expected 
the low threshold version of the policy will produce an increased rate of false positives 
compared to the standard HIPAA policy, which would require an additional 
investment in tuning it.

This standard HIPAA policy will detect words and phrases within the Healthcare 
Dictionaries, which are based on the International Classification of Diseases (ICD) 
and National Drug Codes (NDC). The policy will match if these words or phrases are 
detected with either a US Social Security number, US National Provider Identifier or 
Patient Identification Number as described in the individual content blade 
descriptions.

By law, if a breach affects 500 or more individuals, covered entities and business 
associates must notify the Secretary of the U.S. Department of Health and Human 
Services (HHS) without unreasonable delay and no later than 60 days following the 
breach. Because of this requirement, the policy template has severity settings 
customized so that a match count of 500+ returns a Critical severity.

See Content Blade: Healthcare Dictionaries, Patient Identification Numbers, US 
National Provider Identifier, US Social Security Number

HIPAA and HITECH Low Threshold

HIPAA and HITECH Low Threshold policy. The Health Insurance Portability and 
Accountability Act (HIPAA) was enacted by the Congress of the United States of 
America. The Health Information Technology for Economic and Clinical Health Act 
(HITECH), extended certain HIPAA security requirements and established mandatory 
breach reporting requirements for HIPAA covered entities and their business 
associates. 
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HIPAA includes a Privacy Rule regulating the use and disclosure of protected health 
information (PHI). PHI is a Security Rule defining security safeguards required for 
electronic protected health information (ePHI), and an Enforcement Rule that defines 
procedures for violation investigations and penalties for confirmed violations.

What does the policy detect?

The HIPAA and HITECH low threshold policy is designed to detect electronic PHI at 
a low threshold, which means it will be more sensitive to a greater range of personally 
identifiable information than the standard HIPAA policy. It is expected the low 
threshold version of the policy will produce an increased rate of false positives 
compared to the standard HIPAA policy due to this lower sensitivity threshold; it will 
also match with a combination of personal information (example, name, birth date, 
address, phone number, e-mail address).

This policy will detect words and phrases within the Healthcare Dictionaries, which 
are based on the International Classification of Diseases (ICD) and National Drug 
Codes (NDC). The policy will match if these words or phrases are detected with either 
a US Social Security number, US National Provider Identifier, Patient Identification 
Number or US Personal Identification Information as described in the individual 
content blade descriptions.

By law, if a breach affects 500 or more individuals, covered entities and business 
associates must notify the Secretary of the U.S. Department of Health and Human 
Services (HHS) without unreasonable delay and no later than 60 days following the 
breach. Because of this requirement, the policy template has severity settings 
customized so that a match count of 500+ returns a Critical severity.

See Content Blade: Healthcare Dictionaries, Patient Identification Numbers, US 
National Provider Identifier, US Social Security Number, US Personal Identification 
Information

Homosexual Slurs

Homosexual Slurs policy. This policy is intended to capture documents that contain 
homosexual references in a derogatory manner.

What does the policy detect?

This policy looks for a match to the content blade Homosexual Slurs. 

See Content Blade: Homosexual Slurs

Human Resources

Human Resources policy. The Human Resources policy identifies documents and 
transmissions that contain language commonly prohibited by Human Resources 
policies, including unacceptable abusive, racist, or sexually harassing content.
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What does the policy detect?

This policy looks for a match to at least one of the content blades:

• Homosexual Slurs 

• Obscenities 

• Racial and Ethnic Derogatory Terms 

• Sexual Harassment

See Content Blade: Homosexual Slurs, Obscenities, Racial and Ethnic Derogatory 
Terms, Sexual Harassment

Idaho SB-1374

Idaho SB-1374 policy. Idaho SB-1374 is a state data privacy law which protects 
personally identifiable information. Idaho SB-1374 was signed into law March 30, 
2006 and became effective July 1, 2006. The law applies to any agency, individual, or 
commercial entity that conducts business in Idaho and owns or licenses unencrypted 
computerized data that includes personally identifiable information about a resident of 
Idaho. 

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• Credit Card Number

• Credit Card Track Data

• US Drivers Licenses By State

• US Social Security Number

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number

Illegal Drugs

Illegal Drugs policy. The policy monitors for documents and communications that 
indicate drug activity.

What does the policy detect?

The policy looks for a match to the content blade Illegal Drugs.

See Content Blade: Illegal Drugs
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Illinois SB-1633

Illinois SB-1633 policy. Illinois SB-1633 is a state data privacy law which protects 
personally identifiable information. Illinois SB-1633 was signed into law June 16, 
2005 and became effective June 27, 2006. The law applies to any data collector, which 
includes, but is not limited to, government agencies, public and private universities, 
privately and publicly held corporations, financial institutions, retail operators, and 
any other entity that, for any purpose, handles, collects, disseminates, or otherwise 
deals with nonpublic personally identifiable information that owns or licenses 
personally identifiable information concerning an Illinois resident. 

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• ABA Routing Numbers

• Credit Card Number

• Credit Card Track Data

• US Bank Account Numbers

• US Drivers Licenses By State

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number, ABA Routing Numbers, US Bank 
Account Numbers

Indiana HB-1101

Indiana HB-1101 policy. Indiana HB-1101 is a state data privacy law which protects 
personally identifiable information. Indiana HB-1101 was signed into law April 26, 
2005 and became effective July 1, 2006. The law applies to any individual, 
corporation, business trust, estate, trust partnership, association, nonprofit corporation 
or organization, cooperative, or any other legal entity that owns or licenses 
unencrypted computerized data that includes personally identifiable information. 

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• ABA Routing Numbers

• Credit Card Number

• Credit Card Track Data
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• US Bank Account Numbers

• US Drivers Licenses By State

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number, ABA Routing Numbers, US Bank 
Account Numbers

Internal Project Codenames

Internal Project Codenames policy. This policy should be edited to include the 
project-related codenames for the organization.

What does the policy detect?

The policy looks for a match to the content blade Internal Project Codenames

See Content Blade: Internal Project Codenames

Invoices and Purchase Orders

Invoices and Purchase Orders policy. This policy will capture invoices and purchase 
orders.

• Purchase Order: A sales contract made between buyer and seller, issued by the 
buyer, which lists the details of the purchase.

• Invoice: A written record of goods or services provided and the amount charged, 
sent to a customer/employer for payment.

What does the policy detect?

The policy looks for a match to the content blade Invoices and Purchase Orders.

See Content Blade: Invoices and Purchase Orders

Iowa SF-2308

Iowa SF-2308. The policy identifies documents and transmissions that contain 
personally identifiable information (PII) regulated by Iowa SF-2308. 

People who conduct business in Iowa and people who own or license unencrypted 
computerized PII about Iowa residents are required to comply with this law, regardless 
of the physical location of the person. They are expected to protect the PII from 
security breach and notify the individual information owners if their PII information 
has been or is likely to be misused.
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This policy detects US Social Security numbers, credit card numbers, debit card 
numbers, US bank account numbers, ABA Routing Numbers and Iowa drivers license 
numbers.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include:

• ABA routing Numbers

• Credit Card Number

• Credit Card Track Data

• US Bank Account Numbers

• US Drivers Licenses By State

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: ABA Routing Numbers, Credit Card Number, Credit Card Track 
Data, US Bank Account Numbers, US Drivers Licenses By State, US Social Security 
Number

Italy Driving Licence Numbers

Italy Driving Licence Numbers policy. An Italy drivers licence number is an 
identification number on an Italian drivers licence and identifies the owner of said 
number for the purposes of driving and driving offences.

What does the policy detect?

This policy looks for a match to the content blade Italy Driving Licence Number.

See Content Blade: Italy Driving Licence Number

Italy IBAN Numbers

Italy IBAN Numbers policy. A International Bank Account Number (IBAN) is an 
international standard for identifying bank accounts across national borders and was 
originally adopted by the European Committee for Banking Standards. The official 
IBAN registrar under ISO 13616:2003 issued by the Society for Worldwide Interbank 
Financial Telecommunication (SWIFT).

What does the policy detect?

This policy looks for a match to the content blade Italy IBAN Number.
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See Content Blade: Italy IBAN Number

Italy National Identification Numbers

Italy National Identification Numbers policy. The policy identifies documents and 
transmissions that contain personal identification numbers, or Codice Fiscale, issued 
to individuals in Italy.

What does the policy detect?

The policy looks for a match to the content blade Italy National Identification 
Number.

See Content Blade: Italy National Identification Number

ITAR (International Traffic in Arms Regulations)

ITAR (International Traffic in Arms Regulations) policy. ITAR (International 
Traffic in Arms Regulations) governs the export and import of defense related items to 
and from the United States. It restricts the export of items found on the United States 
Munitions List (USML) to designated countries. The ITAR policy monitors for 
violations of the restrictions.

What does the policy detect?

This policy looks for a match to the content blade International Traffic in Arms 
Regulations

See Content Blade: International Traffic in Arms Regulations

Kansas SB-196

Kansas SB-196 policy. Kansas SB-196 is a state data privacy law which protects 
personally identifiable information. Kansas SB-196 was signed into law April 19, 
2006 and became effective January 1, 2007. The law applies to any individual, 
partnership, corporation, trust, estate, cooperative, association, government, or 
government subdivision or agency or other entity that conducts business in Kansas 
and owns or licenses unencrypted computerized data that includes personally 
identifiable information. 

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• ABA Routing Numbers

• Credit Card Number

• Credit Card Track Data
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• US Bank Account Numbers

• US Drivers Licenses By State

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number, ABA Routing Numbers, US Bank 
Account Numbers

Louisiana SB-205

Louisiana SB-205 policy. Louisiana SB-205 is a state data privacy law which protects 
personally identifiable information. Louisiana SB-205 was signed into law July 12, 
2005 and became effective January 1, 2006. The law applies to any individual, 
corporation, partnership, sole proprietorship, joint stock company, joint venture, or 
any other legal entity that conducts business in Louisiana and owns or licenses 
unencrypted computerized data that includes personally identifiable information.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• Credit Card Number

• Credit Card Track Data

• US Drivers Licenses By State

• US Social Security Number

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number

Maine LD-1671

Maine LD-1671 policy. Maine LD-1671 is a state data privacy law which protects 
personally identifiable information. Maine LD-1671 was signed into law June 10, 
2005 and became effective January 31, 2006. The law applies to any individual, 
partnership, corporation, limited liability company, trust, estate, cooperative, 
association, or other entity, including agencies of state government, the University of 
Maine System, the Maine Community College System, Maine Maritime Academy and 
private collages and universities, or any information in whole or in part in the business 
of collecting, assembling, evaluating, compiling, reporting, transmitting, transferring 
or communicating information concerning individuals for the primary purpose of 
furnishing personally identifiable information to nonaffiliated third parties that 
maintains computerized data that includes personally identifiable information. 
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What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• ABA Routing Numbers

• Credit Card Number

• Credit Card Track Data

• US Bank Account Numbers

• US Drivers Licenses By State

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number, ABA Routing Numbers, US Bank 
Account Numbers

Maryland HB-208

Maryland HB-208. This policy identifies documents and transmissions that contain 
personally identifiable information (PII) regulated by Maryland HB-208. 

People who conduct business in Maryland and people who own or license 
unencrypted computerized PII about Maryland residents are required to comply with 
this law, regardless of the physical location of the person. They are expected to protect 
the PII from security breach and notify the individual information owners if their PII 
information has been or is likely to be misused.

This policy detects US Social Security numbers, credit card numbers, debit card 
numbers, US bank account numbers, Maryland drivers license numbers, and 
individual taxpayer identification numbers.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include:

• Credit Card Number

• Credit Card Track Data

• ITIN Number

• US Bank Account Number

• US Drivers Licenses By State

• US Social Security Number
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Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: Credit Card Number, Credit Card Track Data, ITIN Number, US 
Bank Account Numbers, US Drivers Licenses By State, US Social Security Number

Massachusetts CMR-201

Massachusetts CMR-201 policy. Massachusetts CMR-201 is a state data privacy 
regulation which protects personally identifiable information. Massachusetts 
CMR-201 was issued on September 19, 2008 and became effective May 1, 2009. The 
regulation applies to all businesses and other legal entities that own, license, collect, 
store or maintain personal information about a resident of the Commonwealth of 
Massachusetts. 

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• ABA Routing Numbers 

• Credit Card Number

• Credit Card Track Data

• US Bank Account Numbers

• US Drivers Licenses By State

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: ABA Routing Numbers, Credit Card Number, Credit Card Track 
Data, US Bank Account Numbers, US Drivers Licenses By State, US Social Security 
Number

Media Files

Media Files policy. The policy identifies documents and transmissions that contain 
popular multimedia file formats, including but not limited to, .mp3, .mpeg, .png, .gif 
and .wav. This policy can be customized to include additional media file formats used 
by your organization.
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What does the policy detect?

This policy looks for the following file extensions: .mes, .asf, .au, .bmo, .brm, .bmt, 
.gif, .emm, .lqt, .mjf, .m3u, .pls, .xpl, .mp3, .mpeg, .mpa, .mp2, .mpv, .swf, .png, .avi, 
.aiff, .ram, .rmm, .ra, .rm, .rmx, .rmj, .rms, .mnd, .rp, .rt, .wav, .wmv, .asf, .mid, .mpg, 
.mpega, .mp4, .3gp, .mov. The document types that may be detected will depend on 
the underlying text extraction technology.

Merger and Acquisition Agreements

Merger and Acquisition Agreements policy. The policy identifies documents and 
transmissions that contain legal agreements for upcoming mergers and acquisitions.

What does the policy detect?

This policy identifies documents and transmissions that contain merger and 
acquisition documentation such as the stock purchase or asset purchase agreements. 
To monitor for incidents based-on specific organization mergers or acquisitions, create 
a custom content blade that requires a match to the organization names. Then, 
combine the new custom blade with the Merger and Acquisition Agreement expert 
content blade within this policy. Be sure to use the operator of AND before the custom 
blade.

See Content Blade: Merger and Acquisition Agreement

Mergers and Acquisitions

Mergers and Acquisition policy. The policy identifies documents and transmissions 
that contain information about upcoming mergers and acquisitions specific to the 
organization. 

What does the policy detect?

This policy requires customization of the Mergers and Acquisitions Codenames 
content blade.

See Content Blade: Mergers and Acquisitions

Michigan SB-309

Michigan SB-309. This policy identifies documents and transmissions that contain 
personally identifiable information (PII) regulated by Michigan SB-309.

People who conduct business in Michigan and people who own or license unencrypted 
computerized PII about Michigan residents are required to comply with this law, 
regardless of the physical location of the person. They are expected to protect the PII 
from security breach and notify the individual information owners if their PII 
information has been or is likely to be misused.
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This policy detects US Social Security numbers, credit card numbers, debit card 
numbers, US bank account numbers, and Michigan drivers license numbers.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include:

• Credit Card Number

• Credit Card Track Data

• US Bank Account Number

• US Drivers Licenses By State

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade:Credit Card Number, Credit Card Track Data, US Bank Account 
Numbers, US Drivers Licenses By State, US Social Security Numbers

Minnesota HF-2121

Minnesota HF-2121 policy. Minnesota HF-2121 is a state data privacy law which 
protects personally identifiable information. Minnesota HF-2121 was signed into law 
June 2, 2005 and became effective January 1, 2006. The law applies to any person or 
business that conducts business in Minnesota and owns or licenses data that includes 
personally identifiable information.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• Credit Card Number

• Credit Card Track Data

• US Drivers Licenses By State

• US Social Security Number

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number

Mississippi HB-583

Mississippi HB-583. This policy identifies documents and transmissions that contain 
personally identifiable information (PII) regulated by Mississippi HB-583.
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People who conduct business in Mississippi and people who own or license 
unencrypted computerized PII about Mississippi residents are required to comply with 
this law, regardless of the physical location of the person. They are expected to protect 
the PII from security breach and notify the individual information owners if their PII 
information has been or is likely to be misused.

This policy detects US Social Security numbers, credit card numbers, debit card 
numbers, US Bank account numbers, and Mississippi drivers license numbers.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include:

• Credit Card Number

• Credit Card Track Data

• US Bank Account Number

• US Drivers Licenses By State

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: Credit Card Number, Credit Card Track Data, US Bank Account 
Numbers, US Drivers Licenses By State, US Social Security Number

Missouri HB-62

Missouri HB-62. Identifies documents and transmissions that contain personally 
identifiable information (PII) or protected health information (ePHI) as regulated by 
Missouri HB-62. 

People who conduct business in Missouri and people who own or license unencrypted 
computerized PII or ePHI about Missouri residents are required to comply with this 
law, regardless of the physical location of the person. They are expected to protect the 
PII and ePHI from security breach and notify the individual information owners if 
their PII or ePHI information has been or is likely to be misused. 

This policy detects US Social Security numbers, credit card numbers, debit card 
numbers, US bank account numbers, Missouri drivers license numbers, US national 
provider numbers, group insurance numbers, health plan beneficiary numbers, 
medical record numbers, patient identifiers, and healthcare dictionaries.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include:

• ABA Routing Numbers
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• Credit Card Number

• Credit Card Track Data

• Group Insurance Numbers

• Healthcare Dictionaries

• Health Plan Beneficiary Numbers

• Medical Record Numbers

• Patient Identification Numbers

• US Bank Account Numbers

• US Drivers Licenses By State

• US National Provider Identifiers

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: ABA Routing Numbers, Credit Card Number, Credit Card Track 
Data, Group Insurance Numbers, Healthcare Dictionaries, Health Plan Beneficiary 
Numbers, Medical Record Numbers, Patient Identification Numbers, US Bank 
Account Numbers, US Drivers Licenses By State, US Social Security Number

Montana HB-732

Montana HB-732 policy. Montana HB-732 is a state data privacy law which protects 
personally identifiable information. Montana HB-732 was signed into law April 28, 
2005 and became effective March 1, 2006. The law applies to any person or business 
that conducts business in Montana and owns or licenses computerized data that 
includes personally identifiable information. 

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• ABA Routing Numbers

• Credit Card Number

• Credit Card Track Data

• US Bank Account Numbers

• US Drivers Licenses By State

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.
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See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number, ABA Routing Numbers, US Bank 
Account Numbers

NASD Rule 2711 and NYSE Rule 351 and 472

NASD Rule 2711 and NYSE Rule 351 and 472 policy. This regulation is applicable 
to members of the National Association of Securities Dealers (NASD) and the New 
York Stock Exchange (NYSE), stock exchanges that operate in the United States of 
America. NASD Rule 2711 requires financial research to be performed independently 
and yield objective analyses and reports. NYSE Rule 351 defines financial reporting 
requirements. NYSE Rule 472 defines a standard for public financial 
communications. 

What does the policy detect?

This policy should be customized to define an Analyst Client List.

See Content Blade: Analyst Client List

NASD Rule 3010 and NYSE Rule 342

NASD Rule 3010 and NYSE Rule 342 policy. This regulation is applicable to 
members of the National Association of Securities Dealers (NASD) and the New York 
Stock Exchange (NYSE), stock exchanges that operate in the United States of 
America. NASD Rule 3010 and NYSE Rule 342 require financial brokers and dealers 
to implement supervisory control systems and written procedures to ensure 
compliance with securities laws and regulations. 

Rule 3010 mandates regular reviews of the procedures. Rule 342 requires the creation 
of verification procedures for the supervisory control systems and a method to 
perform verifications. 

What does the policy detect?

The National Association of Securities Dealers Rule 3010 and the New York Stock 
Exchange Rule 342 require that member firms supervise and maintain records of their 
employees’ communication with the public. The NASD Rule 3010 and NYSE Rule 
342 content blade detects this information. This policy should be customized to define 
the transmission attributes for the list of registered principals subject to these rules. 

See Content Blade: NASD Rule 3010 and NYSE Rule 342

Nebraska LB-876

Nebraska LB-876. This policy identifies documents and transmissions that contain 
personally identifiable information (PII) regulated by Nebraska LB-876.
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People who conduct business in Nebraska and people who own or license unencrypted 
computerized PII about Nebraska residents are required to comply with this law, 
regardless of the physical location of the person. They are expected to protect the PII 
from security breach and notify the individual information owners if their PII 
information has been or is likely to be misused. 

This policy detects US Social Security numbers, credit card numbers, debit card 
numbers, US bank account numbers, ABA routing numbers, and Nebraska drivers 
license numbers.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include:

• ABA routing Number

• Credit Card Number

• Credit Card Track Data

• US Drivers Licenses By State

• US Bank Account Numbers

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: ABA Routing Numbers, Credit Card Number, Credit Card Track 
Data, US Drivers Licenses By State, US Bank Account Numbers, US Social Security 
Number

NERC (North American Electric Reliability Corporation)

NERC (North American Electric Reliability Corporation) policy. The goal of the 
North American Electric Reliability Council’s Cyber-Security Standards (NERC) is to 
ensure that all entities responsible for the reliability of the bulk electric systems of 
North America identify & protect critical cyber assets that control or could impact the 
reliability of the bulk electric systems. The Federal Energy Regulatory Commission 
oversees the power industry, and has delegated responsibility, for maintaining and 
complying with standards to NERC. NERC’s new Cyber-Security Standards consist of 
8 separate standards, CIP-002 through CIP-009. NERC Standards CIP-002 through 
CIP-009 provide a cyber security framework for the identification and protection of 
Critical Cyber Assets to support reliable operation of the Bulk Electric System.

CIP-002:  Critical Cyber Asset Identification

CIP-003:  Security Management Controls

CIP-004:  Personnel & Training

CIP-005:  Electronic Security Perimeter (ESP)
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CIP-006:  Physical Security

CIP-007:  Systems Security Management

CIP-008:  Incident Reporting & Response Planning

CIP-009:  Recovery Plans for Critical Cyber Assets

Examples of critical cyber assets that need to be protected include: 

• Operational Procedures

• Network topology or similar diagrams

• Floor Plans of computing centers that contain critical physical assets

• Equipment layouts of critical cyber assets

• Disaster recovery plans

• Incident response plans

• Security configuration

What does the policy detect?

This policy uses the Confidential Documents content blade and the Disaster Recovery 
Plans content blade and the Incident Response Plans content blade with the OR 
operator between them. All content blades for this policy are editable to allow for 
customizations.

It is recommended to customize this policy to add more OR conditions with 
fingerprinted content blades, for example, Floor Plans and Network Diagrams. 

See Content Blade: Confidential Documents, Disaster Recovery Plans, Incident 
Response Plans

Netherlands Driving Licence Numbers

Netherlands Driving Licence Numbers policy. A Netherlands Driving License 
number is an identification number on a Netherlands Drivers License and identifies 
the owner of said number for the purposes of driving and driving offences.

What does the policy detect?

This policy looks for a match to the content blade Netherlands Driving License 
Number.

See Content Blade: Netherlands Driving Licence Number
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Netherlands IBAN Numbers

Netherlands IBAN Numbers policy. A International Bank Account Number (IBAN) 
is an international standard for identifying bank accounts across national borders and 
was originally adopted by the European Committee for Banking Standards. The 
official IBAN registrar under ISO 13616:2003 is issued by the Society for Worldwide 
Interbank Financial Telecommunication (SWIFT).

What does the policy detect?

This policy looks for a match to the content blade Netherlands IBAN Number.

See Content Blade: Netherlands IBAN Number

Netherlands National Identification Numbers

Netherlands National Identification Numbers policy. The policy identifies 
documents and transmissions that contain personal identification numbers, or 
Burgerservicenummer, issued to individuals in the Netherlands.

What does the policy detect?

This policy looks for a match to the content blade Netherlands National Identification 
Number.

See Content Blade: Netherlands National Identification Number

Netherlands Passport Numbers

Netherlands Passport Numbers policy. The policy identifies documents and 
transmissions that contain passport numbers issued in the Netherlands.

What does the policy detect?

This policy looks for a match to the content blade Netherlands Passport Number.

See Content Blade: Netherlands Passport Number

Network Diagrams

Network Diagrams policy. The policy identifies documents and transmissions that 
contain IP addresses and Visio diagrams showing an organization’s network layout.

What does the policy detect?

This policy looks for the file extensions, .vsd, and .vsw, in combination with multiple 
IP Addresses. The document types that may be detected will depend on the underlying 
text extraction technology.
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See Content Blade: IP Addresses

Nevada SB-347

Nevada SB-347 policy. Nevada SB-347 is a state data privacy law which protects 
personally identifiable information.  Nevada SB-347 was signed into law June 17, 
2005 and became effective October 1, 2005.  The law applies to any government 
agency, institution of higher education, corporation, financial institution or retail 
operator, or any other type of business entity or association that owns or licenses 
computerized data that includes personally identifiable information.  

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• Credit Card Number

• Credit Card Track Data

• US Drivers Licenses By State

• US Social Security Number

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number

New Hampshire HB-1660

New Hampshire HB-1660 policy. New Hampshire HB-1660 is a state data privacy 
law which protects personally identifiable information. New Hampshire HB-1660 was 
signed into law June 2, 2006 and became effective January 1, 2007. The law applies to 
any individual, corporation, trust, partnership, incorporated or unincorporated 
association, limited liability company, or other form of entity, or any agency, authority, 
board, court, department, division, commission, institution, bureau, or other state 
governmental entity, or any political subdivision of the state doing business in New 
Hampshire that owns or licenses computerized data that includes personally 
identifiable information. 

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• Credit Card Number

• Credit Card Track Data

• US Drivers Licenses By State

• US Social Security Number
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See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number

New Jersey A-4001

New Jersey A-4001 policy. New Jersey A-4001 is a state data privacy law which 
protects personally identifiable information.  New Jersey A-4001 was signed into law 
September 22, 2005 and became effective January 1, 2006.  The law applies to New 
Jersey, and any country, municipality, district, public authority, public agency, and any 
other political subdivision or public body in New Jersey, any sole proprietorship, 
partnership, corporation, association, or other entity, however organized and whether 
or not organized to operate at a profit, including a financial institution organized, 
chartered, or holding a license or authorization certificate under the law of New 
Jersey, any other state, the United States, or of any other country, or the parent or the 
subsidiary of a financial institution, that conducts business in New Jersey that 
compiles or maintains computerized records that include personally identifiable 
information.  

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• Credit Card Number

• Credit Card Track Data

• US Drivers Licenses By State

• US Social Security Number

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number

New York AB-4254

New York AB-4254 policy. New York AB-4254 is a state data privacy law which 
protects personally identifiable information. New York AB-4254 was signed into law 
August 10, 2005 and became effective December 8, 2005. The law applies to any 
person or business which conducts business in New York and owns or licenses 
unencrypted computerized data that includes personally identifiable information. 

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• Credit Card Number

• Credit Card Track Data

• US Drivers Licenses By State
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• US Social Security Number

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number

New Zealand Inland Revenue Department Numbers

New Zealand Inland Revenue Department Numbers policy. The policy identifies 
documents and transmissions that contain New Zealand Inland Revenue Department 
(IRD) numbers issued by the Inland Revenue Department to every taxpayer and 
organization. The number must be provided by an individual to the Inland Revenue, 
employers, banks or other financial institutions, KiwiSaver scheme providers, 
StudyLink and tax agents. 

What does the policy detect?

This policy looks for a match to the content blade New Zealand Inland Revenue 
Department Number

See Content Blade: New Zealand Inland Revenue Department Number

New Zealand Ministry of Health Numbers

New Zealand Ministry of Health Numbers policy. The policy identifies documents 
and transmissions that contain New Zealand Health Practitioner Index (HPI) or 
National Health Index (NHI) numbers. The New Zealand Ministry of Health, or 
Manatū Hauora in Māori, is the New Zealand government's principal agent and 
advisor on health and disability. The agency uses the NHI numbering system for 
registering patients and the HPI system for registering medical practitioners to ensure 
that records are accurate while protecting the privacy of individuals. This policy 
detects 6-digit alphanumeric New Zealand Health Practitioner Index Common Person 
numbers (HPI-CPN), which uniquely identify a health practitioner or worker. This 
policy also detects 7-digit NHI numbers used to uniquely identify a patient within the 
New Zealand health system.

What does the policy detect?

The policy looks for a match to either of the content blades:

• New Zealand Health Practitioner Index Number

• New Zealand National Health Index Number

See Content Blade: New Zealand Health Practitioner Index Number , New Zealand 
National Health Index Number 
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North Carolina SB-1048

North Carolina SB-1048. The policy identifies documents and transmissions that 
contain personally identifiable information (PII) regulated by North Carolina 
SB-1048.

People who conduct business in North Carolina and people who own or license 
unencrypted computerized PII about North Carolina residents are required to comply 
with this law, regardless of physical location of the person. They are expected to 
protect the PII from security breach and notify the individual information owners if 
their PII information has been or is likely to be misused. 

This policy detects US Social Security numbers, credit card numbers, debit card 
numbers, US bank account numbers, US passport numbers, and North Carolina 
drivers license numbers.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include:

• Credit Card Number

• Credit Card Track Data

• US Bank Account Numbers

• US Drivers Licenses By State

• US Passport Numbers

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: Credit Card Number, Credit Card Track Data, US Bank Account 
Numbers, US Drivers Licenses By State, US Passport Number, US Social Security 
Number

North Dakota SB-2251

North Dakota SB-2251. The policy Identifies documents and transmissions that 
contain personally identifiable information (PII) regulated by North Dakota SB-2251. 

People who conduct business in North Dakota and people who own or license 
unencrypted computerized PII about North Dakota residents are required to comply 
with this law, regardless of physical location of the person. They are expected to 
protect the PII from security breach and notify the individual information owners if 
their PII information has been or is likely to be misused.

This policy detects US Social Security numbers, credit card numbers, debit card 
numbers, US bank account numbers, and North Dakota drivers license numbers. 
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What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include:

• Credit Card Number

• Credit Card track Data

• US Drivers Licenses By State

• US Social Security Number

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number

Obscenities

Obscenities policy. The policy is intended to capture documents that contain 
offensive language (aka: curse words).

What does the policy detect?

This policy looks for a match to the content blade Obscenities. 

See Content Blade: Obscenities

Office of Foreign Assets Control (OFAC)

Office of Foreign Assets Control (OFAC) policy. The Office of Foreign Assets 
Control (OFAC) of the US Department of the Treasury administers and enforces 
economic and trade sanctions based on US foreign policy and national security goals 
against targeted foreign countries and regimes, terrorists, international narcotics 
traffickers, those engaged in activities related to the proliferation of weapons of mass 
destruction, and other threats to the national security, foreign policy or economy of the 
United States. OFAC blocks assets of foreign countries subject to economic sanctions, 
controls participation by U.S. persons, including foreign subsidiaries, in transactions 
with specific countries or nationals of such countries, and administers embargoes on 
certain countries or areas of countries. 

What does the policy detect?

This policy will detect transmissions being sent to the domain extensions for 
embargoed countries. The transmission attributes for the recipient value specify the 
following: 

*.al, *.ba, *.by, *.ci, *.cu, *.cg, *.hr, *.iq, *.ir, *.kp, *.lb, *.lr, *.me, *.mk, *.mm, *.rs, 
*.sl, *.sd, *.sy, *.zw

The embargoed counties are:

• Belarus
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• Cote d'Ivoire

• Cuba

• Democratic Republic of the Congo

• Iran

• Iraq

• Lebanon

• Liberia

• Myanmar

• North Korea

• Sierra Leone

• Sudan

• Syria

• Zimbabwe

• Western Balkans (Croatia, Bosnia and Herzegovina, Montenegro, Albania, Serbia, 
Kosovo (no domain), Macedonia)

Offer Letters and Employment Agreements

Offer Letters and Employment Agreements policy. The policy will capture 
sensitive employee financial information contained within job offer letters and 
employment agreement contracts.

What does the policy detect?

This policy is a combination of the Offer Letters and Employment Financials content 
blade and the Corporate Financials content blade separated by an <NOT>. This means 
there will be a violation as long as data matches the Offer Letters and Employment 
Agreements Financials content blade but does not match the Corporate Financials 
content blade.

See Content Blade: Corporate Financials, Offer Letters and Employment Agreements

Ohio HB-104

Ohio HB-104 policy. Ohio HB-104 is a state data privacy law which protects 
personally identifiable information. Ohio HB-104 was signed into law November 17, 
2005 and became effective December 29, 2006. The law applies to any individual, 
corporation, business trust, estate, trust, partnership, or association that conducts 
business in Ohio and owns or licenses computerized data that includes personally 
identifiable information. 
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What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• Credit Card Number

• Credit Card Track Data

• US Drivers Licenses By State

• US Social Security Number

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number

Oklahoma HB-2357

Oklahoma HB-2357 policy. Oklahoma HB-2357 is a state data privacy law which 
protects personally identifiable information. Oklahoma HB-2357 was signed into law 
June 8, 2006 and became effective November 1, 2008. The law applies to any 
corporations, business trusts, estates, partnerships, limited partnerships, limited 
liability partnerships, limited liability companies, associations, organizations, joint 
ventures, governments, governmental subdivisions, agencies, or instrumentalities, or 
any other legal entity, whether for profit or not-for-profit that conducts business in 
Oklahoma HB-2357 and owns or licenses unencrypted computerized data that 
includes personally identifiable information. 

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• Credit Card Number

• Credit Card Track Data

• US Drivers Licenses By State

• US Social Security Number

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number

Oregon SB-583

Oregon SB-583. The policy identifies documents and transmissions that contain 
personally identifiable information (PII) regulated by Oregon SB-583.
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People who conduct business in Oregon and people who own or license unencrypted 
computerized PII about Oregon residents are required to comply with this law, 
regardless of physical location of the person. They are expected to protect the PII from 
security breach and notify the individual information owners if their PII information 
has been or is likely to be misused. 

This policy detects US Social Security numbers, credit card numbers, debit card 
numbers, US bank account numbers, US Passport numbers, and Oregon drivers 
license numbers.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include:

• Credit Card Number

• Credit Card Track Data

• US Bank Account Number

• US Drivers Licenses By State

• US Passport Number

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: Credit Card Number, Credit Card Track Data, US Bank Account 
Numbers, US Drivers Licenses By State, US Passport Number, US Social Security 
Number

Passenger Name Record (PNR)

Passenger Name Record (PNR) policy. In the travel industry, a Passenger Name 
Record (PNR) is a record in the database that contains the itinerary for a passenger, or 
a group of passengers traveling together.

What does the policy detect?

This policy identifies documents and transmissions that contain credit card numbers in 
Passenger Name Record (PNR) formats typical of AMADEUS, GALILEO, 
WORLDSPAN and SABRE global distribution systems.

See Content Blade: PNR Credit Card Details
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Patent Application

Patent Application policy. A patent for an invention is the grant of a property right to 
the inventor, issued by the United States Patent and Trademark Office. Generally, the 
term of a new patent is 20 years from the date on which the application for the patent 
was filed in the United States or, in special cases, from the date an earlier related 
application was filed, subject to the payment of maintenance fees. U.S. patent grants 
are effective only within the United States, U.S. territories, and U.S. possessions. 
Under certain circumstances, patent term extensions or adjustments may be available.

What does the policy detect?

This policy looks for a match to the content blade Patents.

See Content Blade: Patents

Patient Identification Numbers

Patient Identification Numbers policy. The personally identifiable information (PII) 
commonly held by hospitals and healthcare-related organizations and businesses in 
the United States of America. This policy should be customized to define the patient 
identification number format.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• Patient Identification Numbers 

• US National Provider Identifier 

• US Social Security Number

See Content Blade: Patient Identification Numbers, US National Provider Identifier, 
US Social Security Number

Payment Card Industry Data Security Standard (PCI-DSS)

Payment Card Industry Data Security Standard (PCI-DSS) policy. The PCI DSS 
2.0, a set of comprehensive requirements for enhancing payment account data 
security, was developed by the founding payment brands of the PCI Security 
Standards Council, including American Express, Discover Financial Services, JCB 
International, MasterCard Worldwide, and Visa Inc., to help facilitate the broad 
adoption of consistent data security measures on a global basis.

The PCI DSS 2.0 is a multifaceted security standard that includes requirements for 
security management, policies, procedures, network architecture, software design and 
other critical protective measures. This comprehensive standard is intended to help 
organizations proactively protect customer account data.
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What does the policy detect?

This policy looks for at least one match to either of the content blades:

• Credit Card Number

• Credit Card Track Data

To avoid generation of false positives, the URL attributes for the domain value 
exclude the GoogleTalk URL http://talkgadget.google.com/talkgadget/notifierclient.

See Content Blade: Credit Card Number, Credit Card Track Data

Pennsylvania SB-712

Pennsylvania SB-712 policy. Pennsylvania SB-712 is a state data privacy law which 
protects personally identifiable information.  Pennsylvania SB-712 was signed into 
law December 22, 2005 and became effective June 22, 2006.  The law applies to any 
state agency, policy subdivision, or an individual or a business doing business in 
Pennsylvania that maintains, stores, or manages computerized data that includes 
personally identifiable information.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include:

• Credit Card Number

• Credit Card Track Data

• US Drivers Licenses By State

• US Social Security Number

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number

PIPEDA

PIPEDA (Personal Information Protection and Electronic Documents Act) 
policy. The policy identifies documents and transmissions that contain personally 
identifiable information (PII) regulated by the Personal Information Protection and 
Electronic Documents Act (PIPEDA) in Canada. PIPEDA protects personal 
information collected, used, or disclosed in the course of commercial activities, and 
defines principles governing the collection, use, and disclosure of personal 
information. 

What does the policy detect?

This policy will detect Canada Social Insurance numbers by matching to the Canada 
Social Insurance Number content blade.
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See Content Blade: Canada Social Insurance Number

Post to Corporate Rumor Site

Post to Corporate Rumor Site policy. The policy identifies whether an employee is 
attempting to post to a corporate rumor site, such as Vault.com and other popular 
message boards.

What does the policy detect?

This policy can be customized to include additional rumor sites. The URL attributes 
for the domain value specify the following: 

*my.nowpublic.com/upload*,*my.nowpublic.com/add/story*,*nowpublic.com/tag/
treumors/*,*upload.nowpublic.com/*,*internalmemos.com/memos/*,*gawker.com/
*,*vault.com/community/mb/*,*vault.com/wps/*,*glassdoor.com/*,*corpleaks.com/*

Post to Financial Site

Post to Financial Site policy. The policy can be enabled to identify transmissions that 
contain attempts to post information to a financial website. Use this policy to monitor 
posting to popular financial websites such as finance.yahoo.com, motleyfool.com, and 
forbes.com. 

What does the policy detect?

This policy can be customized to include additional financial sites. The URL attributes 
for the domain value specify the following:

*boards.fool.com/*,*ragingbull.quote.com/*,*forbes.com/*,*equitygroups.com/
*,*messages.finance.yahoo.com/*,*messages.yahoo.com/yahoo/
Business_&_Finance/*,*messages.yahoo.com/Business_&_Finance/*

Post to Social Media Site

Post to Social Media Site policy. The policy can be enabled to identify transmissions 
that contain attempts to post information to a social media website. Use this policy to 
monitor postings to:

• Social networking site such as Facebook

• Social media distribution sites such as Twitter and CNN iReport

• Blogging sites such as Blogger

• Social file and content sharing sites such as Google Docs and Dropbox

• Social knowledge collaboration sites such as Wikipedia

• Video sharing sites such as YouTube and Vimeo
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What does the policy detect?

This policy can be customized to include additional social media sites or remove those 
that are not necessary to monitor. The URL attributes for the domain value specify the 
following:

*wikipedia.org/*, *citizendium.org/*, *quarterwiki.com/*, *scholarpedia.org/*, 
*knol.google.com/*, *facebook.com/*, *linkedin.com/*, *myspace.com/*, 
*ning.com/*, *plus.google.com/*, *.tagged.com/*, *.orkut.com/*, *hi5.com/*, 
*myyearbook.com/*, *meetup.com/*, *badoo.com/*, *bebo.com/*, *mylife.com/*, 
*Friendster.com/*, *perfspot.com/*, *zorpia.com/*, *habbo.com/*, 
*groups.yahoo.com/*, *groups.google.com/*, *ireport.cnn.com/*, *Twitter.com/*, 
*abcnews.go.com/icaught/*, *foxnews.com/ureport/*, *firstperson.msnbc.com/*, 
*yourmedia.aljazeera.net/*, *younewstv.com/*, *meporter.com/*, *myhereme.com/*, 
*360newslive.com/*, *associatedcontent.com/*, *hubpages.com/*, 
*ezinearticles.com/*, *blogger.com/*, *blogsome.com/*, *movabletype.org/*, 
*textpattern.com/*, *b2evolution.net/*, *livejournal.com/*, *spaces.msn.com/*, 
*squarespace.com/*, *typepad.com/*, *360.yahoo.com/*, *xanga.com/*, 
*docs.google.com/*, *dropbox.com/*, *workspace.officelive.com/*, 
*docs.google.com/*, *docs.thinkfree.com/*, *delicious.com/*, 
*workspace.officelive.com/*, *iwork.com/*, *box.net/*, *yousendit.com/*, 
*4shared.com/*, *mediafire.com/*, *sendspace.com/*, *badongo.com/*, *ziddu.com/ 
*, *rapidshare.com/*, *megaupload.com/*, *skydrive.com/*, *keepandshare.com/*, 
*onlinefilefolder.com/*, *icloud.com/*, *scribd.com/*, *slideshare.net/* 
*youtube.com/*, *vimeo.com/*, *video.google.com/*, *myspace.com/video/*, 
*Picasa.com/*,*Flickr.com/*

Publishing Documents

Publishing Documents policy. This policy identifies documents and transmissions 
that contain information generated with the use of popular publishing applications, 
including but not limited to, Microsoft Publisher, QuarkXpress, and 3D Studio 
formats.

What does the policy detect?

This policy looks for the file extensions: .pub, .frm, .sty, .vp, .chp, .qxb, .qxd, .qxl, 
.qxm, .qxp, .qxt, .publ., .fm, .mif. The document types that may be detected depend on 
the underlying text extraction technology.

Puerto Rico DACO 7207, 7336 and 7376

Puerto Rico DACO 7207, 7336 and 7376. The policy identifies documents and 
transmissions that contain personally identifiable information (PII) and protected 
health information (ePHI) regulated by Puerto Rico DACO Reglamentos 7207, 7336 
and 7376. 
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People who conduct business in Puerto Rico and people who own or license 
unencrypted computerized PII or ePHI about Puerto Rico residents are required to 
comply with this law, regardless of physical location of the person. They are expected 
to protect the PII and ePHI from security breach and notify the individual information 
owners if their PII or ePHI information has been or is likely to be misused.

This policy detects US Social Security numbers, credit card numbers, debit card 
numbers, US bank account numbers, group insurance numbers, health plan 
beneficiary numbers, medical record numbers, patient identifiers, and healthcare 
dictionaries.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include:

• ABA Routing Numbers

• Credit Card Number

• Credit Card Track Data

• Group Insurance Numbers

• Healthcare Dictionaries

• Health Plan Beneficiary Numbers

• Medical Record Numbers

• Patient Identification Numbers

• US Bank Account Number

• US National Provider Identifier

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: ABA Routing Numbers, Credit Card Number, Credit Card Track 
Data, Group Insurance Numbers, Healthcare Dictionaries, Health Plan Beneficiary 
Numbers, Medical Record Numbers, Patient Identification Numbers, US Bank 
Account Numbers, US National Provider Identifier, US Social Security Number

Racial and Ethnic Derogatory Terms

Racial and Ethnic Derogatory Terms policy. This policy will capture documents 
that contain terms that could be construed as a slur against various races or ethnicities.

What does the policy detect?

This policy looks for a match to the content blade Racial and Ethnic Derogatory 
Terms.
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See Content Blade: Racial and Ethnic Derogatory Terms

Restricted Files

Restricted Files policy. The policy identifies e-mail transmissions that contain 
restricted files including MS Access, executable, and Oracle executable files. This 
policy can be customized to add additional file attributes to the policy violation rules.

What does the policy detect?

This policy looks for the file extensions: .exe, .bat, .frm, .fmx, .mdb, .dll, .fm. The 
document types that may be detected will depend on the underlying text extraction 
technology.

Restricted Recipients

Restricted Recipients policy. The policy identifies e-mail transmissions to a list of 
restricted recipients sent from inside your network.   

What does the policy detect?

This policy requires customization of the recipient values of the network transmission 
attributes, such as, john.doe@competitor.com or *@competitor.com.

Resumes

Resumes policy. A resume (or curriculum vitae) is a document that summarizes an 
individual’s job experience, education, achievements and contact information, for the 
purpose of obtaining an interview when seeking employment. 

What does the policy detect?

This policy looks for a match to the content blade Resumes.

See Content Blade: Resumes

Rhode Island HB-6191

Rhode Island HB-6191 policy. Rhode Island HB-6191 is a state data privacy law 
which protects personally identifiable information. Rhode Island HB-6191 was signed 
into law July 10, 2005 and became effective March1, 2006. The law applies to any 
state agency, individual, partnership association, corporation, or joint venture that 
owns or licenses computerized data that includes personally identifiable information. 
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What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• ABA Routing Numbers

• Credit Card Number

• Credit Card Track Data

• US Bank Account Numbers

• US Drivers Licenses By State

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number, ABA Routing Numbers, US Bank 
Account Numbers

Severance Packages

Severance Packages policy. Severance packages are employee financial 
compensation and benefits, which is offered to some employees when they leave their 
positions.

What does the policy detect?

This policy looks for a match to the content blade Severance Packages.

See Content Blade: Severance Packages

Sexual Harassment

Sexual Harassment policy. The policy is designed to capture documents which 
contain sexually-explicit and harassing language. 

What does the policy detect?

This policy looks for a match to the content blade Sexual Harassment.

See Content Blade: Sexual Harassment

Source Code

Source Code policy. Source code is a set of statements written in a computer 
programming language to specify the actions a computer must take.
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What does the policy detect?

This policy uses the enabled blades from within the Source Code cartridge which 
contains the following content blades: C and C plus plus Code, C Sharp Code, Java 
Code, and Perl Code.

See Content Blade: Source Code

South Carolina SB 453

South Carolina SB 453. The policy identifies documents and transmissions that 
contain personally identifiable information (PII) regulated by South Carolina SB 453. 

People who conduct business in South Carolina and people who own or license 
unencrypted computerized PII about South Carolina residents are required to comply 
with this law, regardless of the physical location of the person. They are expected to 
protect the PII from security breach and notify the individual information owners if 
their PII information has been or is likely to be misused. 

This policy detects US Social Security numbers, credit card numbers, debit card 
numbers, US bank account numbers, and South Carolina drivers license numbers.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include:

• Credit Card Number

• Credit Card Track Data

• US Bank Account Numbers

• US Drivers Licenses By State

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: Credit Card Number, Credit Card Track Data, US Bank Account 
Numbers, US Drivers Licenses By State, US Social Security Number

SOX (Sarbanes-Oxley)

SOX (Sarbanes-Oxley) policy. The Sarbanes-Oxley Act defines standards of 
financial practice and accountability for public company boards, management, and 
accounting firms in the United States. It seeks to protect investors by improving the 
accuracy and reliability of corporate disclosures pursuant to securities laws. 
82 Chapter 2:  Expert Policies



RSA DLP 9.5 Policy Guide
What does the policy detect?

This policy identifies documents and transmissions that contain corporate financial 
information regulated by the Sarbanes-Oxley Act in the United States of America 
using the content blade Corporate Financials. 

See Content Blade: Corporate Financials

Spain National Identification Numbers

Spain National Identification Numbers policy. The policy identifies documents and 
transmissions that contain Spain national identification numbers, or Documento 
Nacional de Identidad (DNI), Número de Identificación Fiscal (NIF), and Número de 
Identificación de Extranjeros (NIE), which are issued to citizens of Spain at age 14 (or 
to permanently resident aliens) for the purposes of work, taxation and identification. 
This number was also used as the driving license and the passport numbers prior to 
July 2000.

What does the policy detect?

This policy looks for a match to the content blade Spain National Identification 
Number.

See Content Blade: Spain National Identification Number

Spain Passport Numbers

Spain Passport Numbers policy. The policy identifies documents and transmissions 
that contain passport numbers issued by Spain after July 2001. Prior to July 2001, the 
DNI was used as the passport number.

What does the policy detect?

This policy looks for a match to the content blade Spain Passport Number.

See Content Blade: Spain Passport Number

Spain Social Security Numbers

Spain Social Security Numbers policy. The policy identifies documents and 
transmissions that contain Spain Social Security numbers, or un número de la 
Seguridad Social, for the purposes of contributions to, and applications for, Social 
Security services in Spain.

What does the policy detect?

This policy looks for a match to the content blade Spain Social Security Number.
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See Content Blade: Spain Social Security Number

Stock Options and ESPP

Stock Options and ESPP policy. The policy identifies sensitive employee financial 
information containing an employee’s stock options or stock purchase plan 
information.

What does the policy detect?

The policy will return a violation if the content blade Stock Options and ESPP is 
matched, but the content blade Corporate Financials does not match. They are 
separated by the Boolean operator NOT in the policy.

See Content Blade: Corporate Financials, Stock Options and ESPP

Suspicious Transmission - Archive Files

Suspicious Transmission - Archive Files policy. The policy identifies e-mail 
transmissions of archive files. This policy can be customized to add additional file, or 
other, attributes to the policy violation rules.

What does the policy detect?

This policy looks for the file extensions: .zip, .7Z, .hqx, .bz2, .E01, .L01, .gz, .iso, .jar, 
.emx, .bin, .dmg, .bkf, .cab, .lzh, .lha, .rar, .tar, .z, .uue, .shs. The document types that 
may be detected depend on the underlying text extraction technology.

Suspicious Transmission - Executable

Suspicious Transmission - Executable policy. The policy identifies attempts by 
virus, spyware, adware, and spam applications to send executable files by any 
protocol except FTP.

What does the policy detect?

This policy’s file attributes cause a violation if .exe or .dll is the file type.

Suspicious Transmission - Sender

Suspicious Transmission - Sender policy. The policy identifies e-mail transmissions 
that contain SMTP traffic masked as a sender from Yahoo, Google, HotMail, and 
other popular e-mail sites. This policy can be customized to include additional Internet 
domains. 
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What does the policy detect?

This policy’s transmission attributes for the sender value cause a violation on any of 
the following: *@yahoo.com, *@gmail.com, *@hotmail.com, *@excite.com, 
*@mac.com, *@aol.com. These attributes may be modified or removed as needed.

Suspicious Transmission - Spreadsheet

Suspicious Transmission - Spreadsheet policy. The policy identifies e-mail 
transmissions that contain spreadsheets larger than 100kb. This policy can be 
customized to add additional file attributes to the policy violation rules.

What does the policy detect?

The policy looks for the file extension .xls, .gz, .as, .csv, .wb2, .wb3, .qpw, .dif, .123, 
.xlw, .xlt, .xla, .xlsx, .xltx, .xlsm, .xltm, .xlam, .xlsb, .s30, .s40, .ods, .sxc, .stc, .ots, 
.wk4  and greater than or equal to 100KB for the file size. The document types that 
may be detected depend on the underlying text extraction technology.

Suspicious Transmission - Spreadsheet to Webmail

Suspicious Transmission - Spreadsheet to Webmail policy. The policy identifies 
attempts to identify the movement of finance-related information in spreadsheets and 
accounting files to public, unsecured e-mail accounts. This policy can be customized 
to add additional file attributes to the policy violation rules.

What does the policy detect?

This policy’s file attributes specify .xls, .gz, .as, .csv, .wb2, .wb3, .qpw, .dif, .123, .xlw, 
.xlt, .xla, .xlsx, .xltx, .xlsm, .xltm, .xlam, .xlsb, .s30, .s40, .ods, .sxc, .stc, .ots, .wk4  
for the file types and the policy looks for the following sender domains: 
*@yahoo.com, *@excite.com, *@mac.com, *@hotmail.com, *@gmail.com, 
*@aol.com. The document types that may be detected depend on the underlying text 
extraction technology.

Sweden IBAN Numbers

Sweden IBAN Numbers policy. International Bank Account Number (IBAN) is an 
international standard for identifying bank accounts across national borders and was 
originally adopted by the European Committee for Banking Standards. The official 
IBAN registrar under ISO 13616:2003 is issued by the Society for Worldwide 
Interbank Financial Telecommunication (SWIFT).

What does the policy detect?

This policy looks for a match to the content blade Sweden IBAN Number.

See Content Blade: Sweden IBAN Number
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Sweden National Identification Numbers

Sweden National Identification Numbers policy. The policy identifies documents 
and transmissions that contain personal identification numbers, or Personnummer, 
issued to individuals in Sweden.

What does the policy detect?

This policy looks for a match to the content blade Sweden National Identification 
Number.

See Content Blade: Sweden National Identification Number

Sweden Passport Numbers

Sweden Passport Numbers policy. The policy identifies documents and 
transmissions that contain passport numbers issued in Sweden.

What does the policy detect?

This policy looks for a match to the content blade Sweden Passport Number.

See Content Blade: Sweden Passport Number

SWIFT Codes

SWIFT Codes policy. The policy identifies documents and transmissions that contain 
SWIFT codes, or Bank Identifier Codes, issued to financial institutions worldwide by 
the Society for Worldwide Interbank Financial Telecommunication (SWIFT) 
headquartered in Belgium. SWIFT codes uniquely identify financial institutions 
worldwide.

What does the policy detect?

This policy looks for a match to the content blade SWIFT Codes.

See Content Blade: SWIFT Codes

Tennessee SB-2220

Tennessee SB-2220. The policy identifies documents and transmissions that contain 
personally identifiable information (PII) regulated by Tennessee SB-2220. 

People who conduct business in Tennessee and people who own or license 
unencrypted computerized PII about Tennessee residents are required to comply with 
this law, regardless of the physical location of the person. They are expected to protect 
the PII from security breach and notify the individual information owners if their PII 
information has been or is likely to be misused.
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This policy detects US Social Security numbers, credit card numbers, debit card 
numbers, US bank account numbers, and Tennessee drivers license numbers.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include:

• Credit Card Number

• Credit Card Track Data

• US Bank Account Numbers

• US Drivers Licenses By State

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade:Credit Card Number, Credit Card Track Data, US Bank Account 
Numbers, US Drivers Licenses By State, US Social Security Number

Texas SB-122

Texas SB-122 policy. Texas SB-122 is a state data privacy law that protects personally 
identifiable information. Texas SB-122 was signed into law June 17, 2005 and became 
effective September 1, 2005. The law was amended in 2009 by HB-2004, expanding 
the definition of sensitive personal information. The law includes information that 
identifies an individual and relates to the physical or mental health or condition of the 
individual. The information also identifies the provision of health care to the 
individual, or payment for the provision of health care to the individual. The law 
applies to any person that conducts business in Texas and owns or licenses 
unencrypted computerized data that includes personally identifiable information. 

What does the policy detect?

This policy looks for at least one match to personally identifiable information, that 
may include: 

• Credit Card Number

• Credit Card Track Data

• Group Insurance Numbers

• Health Plan Beneficiary Numbers

• Medical Record Numbers

• Patient Identification Numbers

• US Drivers Licenses By State

• US National Provider Identifiers
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• US Social Security Number

See Content Blade: Credit Card Number, Credit Card Track Data, Group Insurance 
Numbers, Health Plan Beneficiary Numbers, Medical Record Numbers, Patient 
Identification Numbers, US Drivers Licenses By State, US National Provider 
Identifier, US Social Security Number

Transmission of Contact Information

Transmission of Contact Information policy. This policy protects employee and 
customer contact information from being e-mailed outside of the network.

What does the policy detect?

This policy identifies documents and transmissions that contain e-mail transmissions 
of contact information, such as phone numbers, U.S. addresses or e-mail addresses. 

UK BIC Numbers

UK BIC Numbers policy. A Bank Identifier Code (BIC) uniquely identifies a 
particular bank and is used in the UK and worldwide for the exchange of money and 
messages between banks. The policy identifies documents and transmissions that 
contain BIC codes, also known as SWIFT codes, issued by the Society for Worldwide 
Interbank Financial Telecommunication (SWIFT). 

What does the policy detect?

This policy looks for a match to the content blade UK BIC Number.

See Content Blade: UK BIC Number

UK Caldicott Report

UK Caldicott Report policy. The Caldicott Report was created by a commission 
convened in 1997 to address how patient information was being used by the National 
Health Service in England and Wales. The report contains six key principles and 
sixteen recommendations for protecting confidential patient information.

What does the policy detect?

This policy looks for a match to the content blade UK Caldicott Report.

See Content Blade: UK Caldicott Report
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UK Data Protection Act 1998

UK Data Protection Act 1998 policy. The Data Protection Act of 1998 regulates how 
personally identifiable information (PII) must be handled by organizations in the UK. 
It is an Act of Parliament, and organizations are legally required to comply with it.

What does the policy detect?

This policy looks for at least one match to at least one of the following content blades:

• UK NINO Informal

• UK NINO Formal

• UK Passport Number

• UK Tax Identification Number

• UK Driving Licence Number

• UK National Health Service Number

• UK Human Rights Act 1998

See Content Blade: UK NINO Formal, UK NINO Informal, UK Passport Number, 
UK Tax Identification Number, UK Driving Licence Number, UK National Health 
Service Number, UK Human Rights Act 1998

UK Driving Licence Numbers

UK Driving Licence Numbers policy. A UK driving licence number is an 
identification number on a UK driving licence and identifies the owner of said number 
for the purposes of driving and driving offences.

What does the policy detect?

This policy looks for a match to the content blade UK Driving Licence Number.

See Content Blade: UK Driving Licence Number

UK Human Rights Act 1998

UK Human Rights Act 1998 policy. The Human Rights Act of 1998 was created in 
the UK to protect the rights guaranteed by the European Convention on Human 
Rights. The UK Human Rights Act policy focuses on protecting voter records and 
data.

What does the policy detect?

This policy looks for a match to the content blade UK Human Rights Act 1998.

See Content Blade: UK Human Rights Act 1998
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UK IBAN Numbers

UK IBAN Numbers policy. International Bank Account Number (IBAN) is an 
international standard for identifying the UK bank accounts across national borders 
and was originally adopted by the European Committee for Banking Standards. The 
official IBAN registrar under ISO 13616:2003 is issued by the Society for Worldwide 
Interbank Financial Telecommunication (SWIFT).

What does the policy detect?

This policy looks for a match to the content blade UK IBAN Number.

See Content Blade: UK IBAN Number

UK National Health Service Numbers

UK National Health Service Numbers policy. A UK National Health Service 
number is an identification number provided by the UK National Health Service and 
identifies the owner of said number for the purposes of medical records

What does the policy detect?

This policy looks for a match to the content blade UK National Health Service 
Number.

See Content Blade: UK National Health Service Number

UK National Insurance Numbers (NINO)

UK National Insurance Numbers (NINO) policy. UK National Insurance is a 
system of payments made out of earnings by employees, employers and the 
self-employed to the Government that entitle you to a state pension and other benefits.

UK National Insurance Numbers (NINO) are the identification numbers assigned to 
each person born in the UK, or to anyone resident in the UK who is a legal employee, 
student, recipient of social welfare benefits, pension etc. 

What does the policy detect?

This policy looks for a match at least one of the content blades UK NINO Formal or 
UK NINO Informal.

See Content Blade: UK NINO Formal, UK NINO Informal

UK Passport Numbers

UK Passport Numbers policy. The policy identifies documents and transmissions 
that contain passport numbers issued in the UK.
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What does the policy detect?

This policy looks for a match to the content blade UK Passport Number.

See Content Blade: UK Passport Number

UK Tax Identification Numbers

UK Tax Identification Numbers policy. The policy identifies documents and 
transmissions that contain Tax Identification numbers (TIN) issued in the United 
Kingdom.

What does the policy detect?

This policy looks for a match to the content blade UK Tax Identification Number.

See Content Blade: UK Tax Identification Number

UK VAT Numbers

UK VAT Numbers policy. Value Added Tax (VAT) Number is a number identifying a 
UK-based business or legal entity for the purposes of levying Value Added Tax (or 
goods and services tax).

What does the policy detect?

The policy looks for a match to the content blade UK VAT Number.

See Content Blade: UK VAT Number

US Drivers License Numbers

US Drivers License Numbers policy. Driver's licenses issued in the United States 
have a number or alphanumeric code issued by the Department of Motor Vehicles (or 
equivalent), usually show a photograph of the bearer, as well as a copy of his or her 
signature, the address of his or her primary residence, the type or class of license, 
restrictions and/or endorsements (if any), the physical characteristics of the bearer 
(such as height, weight, hair color, eye color, and sometimes even skin color), and 
birth date. No two driver's license numbers issued by a state are alike. Social Security 
numbers are becoming less common on driver's licenses, due to identity theft 
concerns.

What does the policy detect?

This policy looks for a match to the content blade US Drivers Licenses.

See Content Blade: US Drivers Licenses
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US ITIN Numbers

US ITIN Numbers policy. An Individual Taxpayer Identification Number (ITIN) is a 
tax processing number issued by the Internal Revenue Service. IRS issues ITINs to 
individuals who are required to have a U.S. taxpayer identification number but who do 
not have, and are not eligible to obtain a Social Security Number (SSN) from the 
Social Security Administration (SSA). ITINs are for federal tax reporting only, and are 
not intended to serve any other purpose. An ITIN does not authorize work in the U.S. 
or provide eligibility for Social Security benefits or the Earned Income Tax Credit.

What does the policy detect?

This policy looks for a match at least one of the content blades ITIN Formatted or 
ITIN Unformatted.

See Content Blade: ITIN Formatted, ITIN Unformatted

US National Provider Identifier

US National Provider Identifier policy. The policy identifies documents and 
transmissions that contain National Provider Identifier numbers issued to healthcare 
providers in the United States of America. 

What does the policy detect?

This policy looks for a match the content blade US National Provider Identifier.

See Content Blade: US National Provider Identifier

US Passport Numbers

US Passport Numbers policy. A US Passport Number is the identification number in 
a US Passport; and identifies the owner of said number for national and international 
travel. The primary purpose of the US passport is to be able to travel to foreign 
countries, proof as the identity of the person who is a US citizen, proof of employment 
authorization in the US, to display visa stamps of various countries and to display the 
exit/entry stamps as appropriate. US passports are valid for 10 years.

What does the policy detect?

The policy looks for a match the content blade US Passport Number.

See Content Blade: US Passport Number

US SEC Fair Disclosure

US SEC Fair Disclosure policy. The policy detects sensitive corporate financial 
information.
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What does the policy detect?

This policy looks for a match to at least 1 content blade of Corporate Financials. 
NASD Rule 3010 and NYSE Rule 342 or SEC Client List. 

See Content Blade: Corporate Financials, NASD Rule 3010 and NYSE Rule 342, 
SEC Client List

US Social Security Numbers

US Social Security Numbers policy. The U.S. Social Security number is issued to 
U.S. citizens, permanent residents, and temporary (working) residents under section 
205(c)(2) of the Social Security Act, codified as 42 U.S.C. § 405(c)(2). The number is 
issued to an individual by the Social Security Administration, an independent agency 
of the United States government. Its primary purpose is to track individuals for 
taxation purposes. 

What does the policy detect?

This policy looks for a match at least one of these content blades:

• SSN Formatted 

• SSN Formatted in HTML Forms

• SSN Unformatted

• SSN Unformatted in HTML Forms

See Content Blade: US Social Security Number

U.S. Virgin Islands V.I. Code 2208

U.S. Virgin Islands V.I. Code 2208. The policy identifies documents and 
transmissions that contain personally identifiable information (PII) regulated by U.S. 
Virgin Islands V.I. Code 2208.

People who conduct business in U.S. Virgin Islands and people who own or license 
unencrypted computerized PII about U.S. Virgin Islands residents are required to 
comply with this law, regardless of the physical location of the person. They are 
expected to protect the PII from security breach and notify the individual information 
owners if their PII information has been or is likely to be misused. 

This policy detects US Social Security numbers, credit card numbers, debit card 
numbers, and US bank account numbers. 

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include:

• Credit Card Number
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• Credit Card Track Data

• US Bank Account Numbers

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: Credit Card Number, Credit Card Track Data, US Bank Account 
Numbers, US Social Security Number

Utah SB-69

Utah SB-69 policy. Utah SB-69 is a state data privacy law which protects personally 
identifiable information.  Utah SB-69 was signed into law March 20, 2006 and 
became effective January 1, 2007.  The law applies to any who owns or license 
computerized data that includes personally identifiable information concerning a Utah 
resident. 

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• Credit Card Number

• Credit Card Track Data

• US Drivers Licenses By State

• US Social Security Number

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number

Vermont SB-284

Vermont SB-284 policy. Vermont SB-284 is a state data privacy law which protects 
personally identifiable information. Vermont SB-284 was signed into law May 18, 
2006 and became effective January 1, 2007. The law applies to any data collector that 
owns or licenses unencrypted computerized data that includes personally identifiable 
information concerning an individual residing in Vermont. 

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include: 

• ABA Routing Numbers

• Credit Card Number
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• Credit Card Track Data

• US Bank Account Numbers

• US Drivers Licenses By State

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number, ABA Routing Numbers, US Bank 
Account Numbers

Violence

Violence policy. The policy monitors for documents and communications that contain 
threats of violent behavior.

What does the policy detect?

This policy looks for a match to the Workplace Violence content blade.

See Content Blade: Workplace Violence

Virginia SB-307

Virginia SB-307. The policy identifies documents and transmissions that contain 
personally identifiable information (PII) regulated by Virginia SB-307.

People who conduct business in Virginia, and who own or license unencrypted 
computerized PII about Virginia residents are required to comply with this law, 
regardless of the physical location of the person. They are expected to protect the PII 
from security breach and notify the individual information owners if their PII 
information has been or is likely to be misused. 

This policy detects US Social Security numbers, credit card numbers, debit card 
numbers, US bank account numbers, and Virginia drivers license numbers.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include:

• Credit Card Number

• Credit Card Track Data

• US Bank Account Numbers

• US Drivers Licenses By State
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• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: Credit Card Number, Credit Card Track Data, US Bank Account 
Numbers, US Drivers Licenses By State, US Social Security Number

W2 and W4 Tax Forms

W2 and W4 Tax Forms policy. Form W2 is the Wage and Tax Statement issued by 
the employer to the employee, typically at year end to reconcile the amount of income 
and tax withheld.

Form W4 is required for each employee to specify the number of allowances to 
determine the amount of payroll tax withholding from each paycheck. Typically, W4 
forms are kept by the company internally.

What does the policy detect?

This policy will capture sensitive employee financial information contained within 
W2 and W4 tax forms.

See Content Blade: W2 and W4 Tax Forms

Washington SB-6043

Washington SB-6043 policy. Washington SB-6043 is a state data privacy law which 
protects personally identifiable information. Washington SB-6043 was signed into law 
May 10, 2005 and became effective July 24, 2005. The law applies to any state or 
local agency or any person or business which conducts business in Washington and 
owns or licenses computerized data that includes personally identifiable information. 

What does the policy detect?

The policy looks for at least one match to personally identifiable information, which 
may include: 

• Credit Card Number

• Credit Card Track Data

• US Drivers Licenses By State

• US Social Security Number

See Content Blade: Credit Card Number, Credit Card Track Data, US Drivers 
Licenses By State, US Social Security Number
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West Virginia SB-340

West Virginia SB-340. The policy identifies documents and transmissions that 
contain personally identifiable information (PII) regulated by West Virginia SB-340.

People who conduct business in West Virginia and people who own or license 
unencrypted computerized PII about West Virginia residents are required to comply 
with this law, regardless of the physical location of the person. They are expected to 
protect the PII from security breach and notify the individual information owners if 
their PII information has been or is likely to be misused. 

This policy detects US Social Security numbers, credit card numbers, debit card 
numbers, US bank account numbers, and West Virginia drivers license numbers.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include:

• Credit Card Number

• Credit Card Track Data

• US Bank Account Numbers

• US Drivers Licenses By State

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: Credit Card Number, Credit Card Track Data, US Bank Account 
Numbers, US Drivers Licenses By State, US Social Security Number

Wisconsin SB 164

Wisconsin SB 164. Identifies documents and transmissions that contain personally 
identifiable information (PII) regulated by Wisconsin SB-164.

People who conduct business in Wisconsin and people who own or license 
unencrypted computerized PII about Wisconsin residents are required to comply with 
this law, regardless of the physical location of the person. They are expected to protect 
the PII from security breach and notify the individual information owners if their PII 
information has been or is likely to be misused.

This policy detects credit card numbers, debit card numbers, US Bank Account 
numbers US Social Security numbers, and Wisconsin drivers license numbers. This 
policy can be customized to include fingerprint DNA and biometric data.
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What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include:

• Credit Card Number

• Credit Card Track Data

• US Bank Account Numbers

• US Drivers Licenses By State

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.

See Content Blade: Credit Card Number, Credit Card Track Data, US Bank Account 
Numbers, US Drivers Licenses By State, US Social Security Number

Wyoming WS 40-12-501 & 40-12-502 SF 0053

Wyoming WS 40-12-501 & 40-12-502 SF 0053. Identifies documents and 
transmissions that contain personally identifiable information (PII) regulated by 
Wyoming WS 40-12-501 to 502.

People who conduct business in Wyoming and people who own or license 
unencrypted computerized PII about Wyoming residents are required to comply with 
this law, regardless of the physical location of the person. They are expected to protect 
the PII from security breach and notify the individual information owners if their PII 
information has been or is likely to be misused.

This policy detects credit card numbers, debit card numbers, US Bank Account 
numbers US Social Security numbers, and Wyoming drivers license numbers.

What does the policy detect?

This policy looks for at least one match to personally identifiable information, which 
may include:

• Credit Card Number

• Credit Card Track Data

• US Bank Account Numbers

• US Drivers Licenses By State

• US Social Security Number

Customize the US Bank Account Numbers content blade to detect the US bank 
account number formats your organization is interested in monitoring.
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See Content Blade: Credit Card Number, Credit Card Track Data, US Bank Account 
Numbers, US Drivers Licenses By State, US Social Security Number
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3 Expert Content Blades

This chapter explains the expert described-content blades provided with the DLP 
product. You may choose to build your own content blades in addition to those listed 
here.

Topics:

• List of Content Blades

• Content Blade Descriptions

List of Content Blades

The described content blades available with RSA DLP are listed below. They are called expert blades 
because they were created by the RSA Knowledge Engineering team and are provided with each RSA 
DLP product. All content blades are created to detect sensitive information in the body section of the 
content. You may also create your own new content blades, called custom blades.

401k and 403b ....................................................................101 ABA Routing Numbers........................................................102
Admittance and Discharge Dates........................................102 Alabama Drivers License Number ......................................102
Alaska Drivers License Number..........................................102 Alberta Drivers Licence Number .........................................103
American Express Card Number ........................................103 Analyst Client List ...............................................................104
Arizona Drivers License Number ........................................104 Arkansas Drivers License Number .....................................104
Australia Bank Account Number .........................................105 Australia Business and Company Numbers .......................106
Australia Business Number.................................................106 Australia Company Number................................................107
Australia Medicare Card Number........................................107 Australia Tax File Number...................................................107
Birth and Death Certificate ..................................................107 British Columbia Drivers Licence Number ..........................108
Buy and Sell Agreement .....................................................108 C and C plus plus Code ......................................................109
C Sharp Code .....................................................................109 California Drivers License Number .....................................109
Canada Drivers Licences....................................................109 Canada Social Insurance Number ...................................... 110
Capacity Release Agreement ............................................. 110 China UnionPay .................................................................. 110
Colorado Drivers License Number ...................................... 111 Compensation..................................................................... 111
Confidential Documents ...................................................... 112 Connecticut Drivers License Number ................................. 112
Contact Information............................................................. 112 Contact Information Low Threshold .................................... 113
Contact Information Medium Threshold .............................. 113 Contact Information High Threshold ................................... 113
Contracts............................................................................. 113 Corporate Financials........................................................... 114
CPNI Call Details ................................................................ 114 CPNI Call Features ............................................................. 114
Credit Card Number ............................................................ 115 Credit Card Number in HTML Forms .................................. 115
Credit Card Number By Issuer ............................................ 116 Credit Card Track Data ....................................................... 116
Credit Reports ..................................................................... 117 Custom Account Number.................................................... 117
Delaware Drivers License Number ..................................... 117 Diners Card Number ........................................................... 117
Disaster Recovery Plans..................................................... 118 Discover Card Number ....................................................... 118
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Diseases and Injuries Dictionary......................................... 119 District of Columbia Drivers License Number ..................... 119
Drugs and Compounds Dictionary ......................................120 Energy Commerce ..............................................................120
Energy Dictionaries .............................................................120 EU Debit Card Number .......................................................120
Export Administration Regulations ......................................121 External Injuries Dictionary .................................................121
Florida Drivers License Number..........................................121 France BIC Number ............................................................122
France Driving Licence Number..........................................122 France IBAN Number..........................................................123
France National Identification Number................................123 France VAT Number............................................................124
Gambling.............................................................................124 Georgia Drivers License Number........................................124
Germany BIC Number.........................................................124 Germany Driving Licence Number......................................125
Germany IBAN Number ......................................................125 Germany National Identification Numbers ..........................126
Germany Passport Number ................................................126 Germany VAT Number ........................................................126
Group Insurance Numbers..................................................126 Hawaii Drivers License Number..........................................127
Health Plan Beneficiary Numbers .......................................127 Healthcare Dictionaries.......................................................127
Homosexual Slurs ...............................................................127 Idaho Drivers License Number ...........................................128
Illegal Drugs ........................................................................128 Illinois Drivers License Number ..........................................128
Incident Response Plans ....................................................128 Index of Procedures............................................................129
Indiana Drivers License Number.........................................129 Internal Project Codenames ...............................................129
International Traffic in Arms Regulations ............................130 Invoices and Purchase Orders............................................130
Iowa Drivers License Number .............................................131 IP Addresses.......................................................................131
IPv4 Addresses...................................................................131 IPv6 Addresses...................................................................132
Italy Driving Licence Number ..............................................133 Italy IBAN Number ..............................................................133
Italy National Identification Number ....................................134 ITIN Number .......................................................................135
ITIN Formatted....................................................................135 ITIN Unformatted ................................................................136
Java Code...........................................................................136 JCB Card Number...............................................................136
Kansas Drivers License Number.........................................137 Kentucky Drivers License Number......................................137
Louisiana Drivers License Number .....................................137 Maine Drivers License Number...........................................138
Manitoba Drivers Licence Number......................................138 Maryland Drivers License Number......................................139
Massachusetts Drivers License Number.............................139 MasterCard Number ...........................................................139
Medical Record Numbers....................................................140 Merger and Acquisition Agreement.....................................140
Mergers and Acquisitions Codenames ...............................141 Michigan Drivers License Number ......................................141
Minnesota Drivers License Number ....................................141 Mississippi Drivers License Number ...................................141
Missouri Drivers License Number .......................................142 Montana Drivers License Number ......................................142
NASD Rule 3010 and NYSE Rule 342................................142 NDC Formulas Dictionary ...................................................143
Nebraska Drivers License Number .....................................143 Netherlands Driving Licence Number .................................143
Netherlands IBAN Number..................................................144 Netherlands National Identification Number .......................144
Netherlands Passport Number............................................145 Nevada Drivers License Number ........................................145
New Brunswick Drivers Licence Number ............................145 New Hampshire Drivers License Number...........................146
New Jersey Drivers License Number..................................146 New Mexico Drivers License Number.................................146
New York Drivers License Number .....................................147 New Zealand Inland Revenue Department Number ...........147
New Zealand Ministry of Health Number ............................147 New Zealand Health Practitioner Index Number ................148
New Zealand National Health Index Number .....................148 Newfoundland and Labrador Drivers Licence Number .......148
North Carolina Drivers License Number .............................148 North Dakota Drivers License Number ...............................149
Nova Scotia Drivers Licence Number .................................149 Obscenities .........................................................................149
Offer Letters and Employment Agreements........................149 Ohio Drivers License Number.............................................150
Oklahoma Drivers License Number ....................................150 Ontario Drivers Licence Number.........................................150
Oregon Drivers License Number.........................................151 Passenger Name Record....................................................151
Patents ................................................................................151 Patient Identification Numbers ............................................152
Pennsylvania Drivers License Number ...............................152 Perl Code ............................................................................152
PNR Credit Card Details .....................................................152 Prince Edward Island Drivers Licence Number ..................153
Protected Health Information Terms....................................153 Quebec Drivers Licence Number........................................153
Racial and Ethnic Derogatory Terms...................................154 Resumes.............................................................................154
Rhode Island Drivers License Number ...............................154 Saskatchewan Drivers Licence Number .............................154
SEC Client List ....................................................................155 Severance Packages ..........................................................155
Sexual Harassment.............................................................155 SIN Formatted.....................................................................155
SIN Unformatted .................................................................156 Source Code .......................................................................156
South Carolina Drivers License Number.............................156 South Dakota Drivers License Number...............................156
Spain National Identification Number ..................................157 Spain Passport Number ......................................................157
Spain Social Security Number.............................................157 SSN Formatted ...................................................................158
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Content Blade Descriptions

Below are descriptions of expert content blades that ship with RSA DLP. 

401k and 403b

401k and 403b content blade. The 401k and 403b content blade is designed so that it 
must match the following two rules:

1. 401k or 403b words and phrases

2. Social Security numbers (formatted or unformatted) or Social Security number / 
Employee ID words and phrases

Additionally, at least 1 of the following rules must be matched:

1. Words and phrases related to eligibility and enrollment (e.g. enrollment, 
contribution)

2. Employment and beneficiary terms (for example, employer, beneficiary) 

3. Regular expression for dollars or percentages

4. Proper Name

5. U.S. Date Format

6. U.S. Postal Address

See Policy: 401k and 403b

See Entity: Proper Name, US Address, US Date Format

SSN Unformatted................................................................158 Stock Options and ESPP ....................................................158
Student Identification Numbers ...........................................158 Student Records .................................................................159
Sweden IBAN Number ........................................................159 Sweden National Identification Number..............................159
Sweden Passport Number ..................................................160 SWIFT Codes .....................................................................160
Tennessee Drivers License Number ...................................161 Texas Drivers License Number ...........................................161
Transportation and Transmission Agreement .....................161 UK BIC Number ..................................................................162
UK Caldicott Report ............................................................162 UK Driving Licence Number................................................163
UK Human Rights Act 1998 ................................................163 UK IBAN Number................................................................165
UK National Health Service Number...................................165 UK National Insurance Number ..........................................166
UK NINO Formal .................................................................166 UK NINO Informal ...............................................................166
UK Passport Number ..........................................................166 UK Tax Identification Number .............................................167
UK VAT Number..................................................................167 US Bank Account Numbers ................................................167
US Drivers Licenses............................................................167 US Drivers Licenses By State .............................................168
US National Provider Identifier............................................169 US Passport Number ..........................................................169
US Personal Identification Information................................169 US Social Security Number ................................................169
Utah Drivers License Number .............................................170 Vermont Drivers License Number .......................................170
Virginia Drivers License Number.........................................170 Visa Card Number ..............................................................171
W2 and W4 Tax Forms........................................................171 Washington Drivers License Number..................................172
West Virginia Drivers License Number ...............................172 Wisconsin Drivers License Number ....................................172
Workplace Violence ............................................................173 Wyoming Drivers License Number .....................................173
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ABA Routing Numbers

ABA Routing Numbers content blade. The content blade looks for matches to 3 
pieces of information in close proximity of each other.

1. ABA routing number (refer to entity description)

2. Banking words and phrases (for example, aba, routing number, checking, savings)

3. Personally identifiable information (for example, name, address, phone number)

Words and phrases related to banking are implemented in order to increase precision. 
A routing number is 9-digits and may pass for many different data types, for example, 
a valid US Social Security number, Canadian Social Insurance number or international 
telephone number.

Since routing numbers themselves are not sensitive, personally identifiable 
information is necessary for a violation to occur.

See Policy: ABA Routing Numbers

See Entity: ABA Routing Number, Proper Name, US Address

Admittance and Discharge Dates

Admittance and Discharge Dates content blade. The content blade looks for 
matches to the U. S. Date Format entity, words, and phrases such as admit date, 
admittance date, date of discharge, discharge date in close proximity to each other.

See Policy: California AB-1298

See Entity: US Date Format

Alabama Drivers License Number

Alabama Drivers License Number content blade. The content blade looks for 
matches to the Alabama driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation.

Driver’s license pattern:  7 Numeric; or 8 Numeric

Examples: 

3459822

74652888 

Alaska Drivers License Number

Alaska Drivers License Number content blade. The content blade looks for 
matches to the Alaska driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation.
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Driver’s license pattern:  7 Numeric

Examples: 

3459822

8385655 

Alberta Drivers Licence Number

Alberta Drivers Licence Number content blade. The content blade looks for 
matches to the Alberta driver’s licence pattern, words, and phrases such as driver’s 
licence and permis de conduire, as well as the province name or abbreviation.

Licence pattern rules: 5- to 9-digits. 9-digits may be hyphen-separated. 

Driver’s licence pattern:

DDDDD

DDDDDD

DDDDDDD

DDDDDDDD

DDDDDDDDD

DDDDDD-DDD

Examples: 

36475

727273

1234567

28383848

827373-483

See Policy: Canada Drivers Licence Numbers

American Express Card Number

American Express Card Number content blade. The content blade looks for a 
combination of the following pieces of information:

1. More than one American Express credit card number (refer to entity description)

2. A single credit card number plus words and phrases such as ccn, credit card, 
expiration date

3. A single credit card number plus an expiration date

The words and phrases are included in the following languages: 

– Chinese Traditional
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– Chinese Simplified

– French

– German

– Italian

– Japanese

– Korean 

– Spanish

– Portuguese

– UK English

– US English

See Policy: Credit Card Numbers By Issuer

See Entity: Credit Card Number - American Express, Expiration Date, Proper Name

Analyst Client List

Analyst Client List content blade. This content blade requires a company-specific 
words and phrases list for analyst clients. 

See Policy: NASD Rule 2711 and NYSE Rule 351 and 472

Arizona Drivers License Number

Arizona Drivers License Number content blade. The content blade looks for 
matches to the Arizona driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation.

Driver’s license pattern: 1 Alphabetic, 8 Numeric; or 9 Numeric (SSN); or 9 Numeric 
(Unformatted SSN)

Examples: 

M41234564

A12345678

See Policy: Arizona SB-1338

Arkansas Drivers License Number

Arkansas Drivers License Number content blade. The content blade looks for 
matches to the Arkansas driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  9, 8 Numeric
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Examples: 

977777766

937346462

Australia Bank Account Number

Australia Bank Account Number content blade. The Australian bank account 
number itself is not sensitive, but identifies a bank account, without identifying the 
bank branch. Therefore, both the account number and branch information must exist 
for the document to be considered sensitive.  The content blade looks for matches to 
both:

1. An Australian bank account number 

2. Words and phrases related to bank state branch or BSB. 

3. Words and phrases related to an account term.

It also uses a regular expression rule to differentiate between telephone numbers of the 
same length.

An Australian bank account number is 6 to 9 digits without any embedded meaning. It 
has no check digit routine. The Australia Bank Account Number matches the 
following patterns:

• 6-Digit Bank Account Number:

– Space separated: DD DDD D, DDD DDD, DD DDDD

– Hyphen separated: DD-DDD-D, DDD-DDD, DD-DDDD

– Single token: DDDDDD

• 7-Digit Bank Account Number:

– Space separated: DD DDD DD, DD DDDDD, DDD DDD D, DDD DDDD

– Hyphen separated: DD-DDD-DD, DD-DDDDD, DDD-DDD-D, 
DDD-DDDD

– Single token: DDDDDDD

• 8-Digit Bank Account Number:

– Space separated: DD DDD DDD, DDD DDD DD, DDD DDDDD, DDDD 
DDDD

– Hyphen separated: DD-DDD-DDD, DDD-DDD-DD, DDD-DDDDD, 
DDDD-DDDD

– Single token: DDDDDDDD

• 9-Digit Bank Account Number:

– Space separated: DD DDD DDDD, DDD DDD DDD, DDDD DDDDD, 
DDDDD DDDD
Chapter 3:  Expert Content Blades 107



RSA DLP 9.5 Policy Guide
– Hyphen separated: DD-DDD-DDDD, DDD-DDD-DDD, DDDD-DDDDD, 
DDDDD-DDDD

– Single token: DDDDDDDDD

Examples: 

572 039 437

2801 9222

642176

465 - 203

00807757

483269396

253577

8368 74912

101 611

128 217 786    

See Policy: Australia Bank Account Numbers

Australia Business and Company Numbers

Australia Business and Company Numbers content blade. The content blade is 
only a container file for child content blades. The content blades assigned to it 
separately look for Australia Business Numbers or Australia Company Numbers. 
Australian business numbers are used by businesses when dealing with other 
businesses and the Australian Company Numbers are unique numbers issued to every 
company by the Australian Securities and Investments Commission.

See Policy: Australia Business and Company Numbers

See Child Content Blade: Australia Business Number, Australia Company Number

Australia Business Number

Australia Business Number content blade. The content blade looks for matches to 
both pieces of information in close proximity to each other:

1. Australia Business Number (refer to entity description)

2. ABN words and phrases (for example, ABN, Australia business number)

See Policy: Australia Business and Company Numbers

See Entity: Australia Business Number 
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Australia Company Number

Australia Company Number content blade. The content blade looks for matches to 
both pieces of information in close proximity to each other:

1. Australia Company Number (refer to entity description)

2. ACN words and phrases (for example, ACN, Australia Company Number)

See Policy: Australia Business and Company Numbers

See Entity: Australia Company Number 

Australia Medicare Card Number

Australia Medicare Card Number content blade. The content blade will match if 
the following combination of information appears in a document:

• At least one Australia Medicare Card Number (refer to entity description), and

• Medicare-related terms or patient identification terms (for example, medicare 
number, patient identifier, patient number)

See Policy: Australia Medicare Card Numbers

See Entity: Australia Medicare Card Number 

Australia Tax File Number

Australia Tax File Number content blade. The content blade looks for matches to 
both pieces of information in high proximity to each other:

1. Australia Tax File Number (refer to entity description)

2. Tax file number words and phrases (for example, TFN, tax file number)

See Policy: Australia Tax File Numbers

See Entity: Australia Tax File Number 

Birth and Death Certificate

Birth and Death Certificate content blade. The content blade looks for matches to 3 
pieces of information in close proximity of each other.

1. U.S. Date Format (refer to entity description)

2. Date of birth or death words and phrases (for example, date of birth, DOB, date of 
death, DOD)

3. Birth or death certificate words and phrases (for example, birth certificate, death 
certificate)

See Policy: California AB-1298
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See Entity: US Date Format

British Columbia Drivers Licence Number

British Columbia Drivers Licence Number content blade. The content blade looks 
for matches to the British Columbia driver’s licence pattern, words, and phrases such 
as driver’s licence and permis de conduire, as well as the province name or 
abbreviation.

Licence pattern rules: 7-digits

Driver’s licence pattern:  

DDDDDDD

Examples: 

1234567

See Policy: Canada Drivers Licence Numbers

Buy and Sell Agreement

Buy and Sell Agreement content blade. The content blade is designed so that it must 
match the following two rules:

1. Agreement or plan words and phrases, such as, Sales Contract or Purchase 
Agreement

Additionally, at least 2 of the following rules must be matched:

1. Words and phrases related to the witness license numbers of a document (for 
example, in witness whereof, witnesseth)

2. Addendum or plan legal language references

3. Effective date words and phrases (for example, effective as of, effective date)

4. Contract party words and phrases (for example, Party A, parties)

5. Legal ways to refer to a company within a contract

See Policy: FERC Agreement Oversight

C and C plus plus Code

C and C plus plus Code content blade. The C and C plus plus blade content blade 
must match on a regular expression for #ifndef, #endif, #include, etc at least two times 
to meet the minimum weight or at least one time and some combination of terms lists 
for: static, void, unsigned, return, vector, etc.

See Policy: Source Code
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C Sharp Code

C Sharp Code content blade. The C Sharp blade content blade must match on a 
regular expression for [A-Za-z0-9._-]+ and at least 2 of 5 other detection rules, with 
terms and patterns such as: namespace, protected, static, void, unsigned, end if, end 
sub, elseif, NULL, #, A +, A = , etc.

See Policy: Source Code

California Drivers License Number

California Drivers License Number content blade. The content blade looks for 
matches to the California driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation. 

Driver’s license pattern: 1 Alphabetic, 7 Numeric

Examples: 

A1234567

M1234567

Z1234567

Canada Drivers Licences

Canada Drivers Licences content blade. The content blade is only a container file 
for child content blades. The content blades assigned to it separately look for driver’s 
licences in individual providences and territories. 

See Policy: Canada Drivers Licence Numbers 

See Child Content Blade: Alberta Drivers Licence Number, British Columbia 
Drivers Licence Number, Manitoba Drivers Licence Number, New Brunswick 
Drivers Licence Number, Newfoundland and Labrador Drivers Licence Number, 
Nova Scotia Drivers Licence Number, Ontario Drivers Licence Number, Prince 
Edward Island Drivers Licence Number, Quebec Drivers Licence Number, 
Saskatchewan Drivers Licence Number

Canada Social Insurance Number

Canada Social Insurance Number content blade. The content blade is only a 
container file for child content blades. The content blades assigned to it separately 
look for formatted and unformatted versions of the Canadian Social Insurance 
numbers. 

See Policy: Canada Social Insurance Numbers

See Child Content Blade: SIN Formatted, SIN Unformatted
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Capacity Release Agreement

Capacity Release Agreement content blade. The content blade is designed so that it 
must match the following two rules:

1. Agreement or plan words and phrases, such as, Asset Management Contract or 
Capacity Release Agreement

Additionally, at least 2 of the following rules must be matched:

1. Words and phrases related to the witness of a document (for example, in witness 
whereof, witnesseth)

2. Addendum or plan legal language references

3. Effective date words and phrases (for example, effective as of, effective date)

4. Contract party words and phrases (for example, Party A, parties)

5. Legal ways to refer to a company within a contract

See Policy: FERC Agreement Oversight

China UnionPay

China UnionPay content blade. The content blade looks for a combination of the 
following pieces of information, either:

More than one China UnionPay credit card number (see “Credit Card Number - China 
UnionPay” on page 184 for a description of the China UnionPay entity).

A single credit card number plus words and phrases such as ccn, credit card, 
expiration date.

A single credit card number plus an expiration date.

The words and phrases are included in the following languages: 

– Chinese Traditional

– Chinese Simplified

– French

– German

– Italian

– Japanese

– Korean 

– Spanish

– Portuguese

– UK English

– US English
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See Policy: Credit Card Numbers By Issuer

See Entity: Credit Card Number - China UnionPay, Expiration Date, Proper Name

Colorado Drivers License Number

Colorado Drivers License Number content blade. The content blade looks for 
matches to the Colorado driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation. 

Driver’s license pattern: 9 Numeric

Examples: 

123456789

111111111

64-564-9844

See Policy: Colorado HB-1119

Compensation

Compensation content blade. The content blade looks for matches to these pieces of 
information in medium proximity of each other.

1. Words and phrases related to incentives, salaries or compensation 

2. Regular expression matching dollars or percentages

3. Personally identifiable information (for example, name, address, Social Security 
number)

See Policy: Employee Compensation

See Entity: Proper Name, US Address

Confidential Documents

Confidential Documents content blade. The content blade looks for the following 
terms in the header, footer or metadata sections of supported document types (support 
will depend on the underlying extraction technology):

• Confidential

• Internal Distribution

• Internal Use Only

• Not for Distribution

• Proprietary

• Restricted
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• Trade Secret

This content blade is editable so words or phrase may be added or removed.  

See Policy: Confidential Documents

Connecticut Drivers License Number

Connecticut Drivers License Number content blade. The content blade looks for 
matches to the Connecticut driver’s license pattern, words, and phrases such as 
driver’s license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  9 Numeric, 1st two positions are month of birth in odd or 
even year.  01-12 Jan-Dec odd years, 13-24 Jan-Dec even years, 99 unknown

Examples: 

991234567

011234567

121234567

241234567

See Policy: Connecticut SB-650

Contact Information

Contact Information content blade. The content blade is only a container file for 
child content blades.  Only one content blade of the 3 should be enabled at a single 
time since they are looking for the same information, but only at different levels of 
thresholds.  For example, the low threshold blade will match if only 2 groups of 
contact information are found while the high threshold for 6 groups.

See Policy: Contact Information

See Child Content Blade: Contact Information Low Threshold, Contact Information 
Medium Threshold, Contact Information High Threshold

Contact Information Low Threshold

Contact Information Low Threshold content blade. The low threshold content 
blade will match if only 2 groups of contact information are found within a close 
proximity. A group of contact information is considered to be at least a single phone 
number with two of either a 10-digit phone number, U.S address, or e-mail address.

See Policy: Contact Information

See Entity: US Address
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Contact Information Medium Threshold

Contact Information Medium Threshold content blade. The medium threshold 
content blade will match if 4 groups of contact information are found within a medium 
proximity. A group of contact information is considered to be at least a single phone 
number with two of either a 10-digit phone number, U.S address, or e-mail address.

See Policy: Contact Information

See Entity: US Address

Contact Information High Threshold

Contact Information High Threshold content blade. The high threshold content 
blade will match if 6 groups of contact information are found within a medium 
proximity. A group of contact information is considered to be at least a single phone 
number with two of either a 10-digit phone number, U.S address, or e-mail address.

See Policy: Contact Information

See Entity: US Address

Contracts

Contracts content blade. The Contracts content blade is designed so that it must 
match the following two rules:

1. Agreement or plan words and phrases

2. Legal language (for example, whereof, herein)

Additionally, at least 2 of the following rules must be matched:

1. Words and phrases related to the witness of a document (for example, in witness 
whereof, witnesseth)

2. Addendum or plan legal language references

3. Effective date words and phrases (for example, effective as of, effective date)

4. Contract party words and phrases (for example, Party A, parties)

5. Legal ways to refer to a company within a contract

6. Named types of agreements (for example, purchase agreement, separation 
agreement)

See Policy: Contracts

Corporate Financials

Corporate Financials content blade. The content blade is designed so that it will 
match if a document contains a year from 2008 - 2013 plus at least two of the 
following rules in medium proximity:
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• Types of financial report, such as: Balance Sheet, Income Statement, Quarterly 
Report, Annual Report, etc.

• Mailing address for the SEC

• SEC Forms, Schedules or Rules

• U.S. Securities and Exchange commission or filings words and phrases

• Balance sheet reports words and phrases, such as: total current assets, net fixed 
assets, total current liabilities, long-term debt, and so on.

• Cash flow reports words and phrases, such as: net operating cash flow, net 
investing cash flow, depreciation, amortization, and so on.

• Income statement reports words and phrases, such as: cost of goods sold, cost of 
revenue, and so on.

• Key ratios reports words and phrases, such as: price to cash flow, net profit margin 
ttm, and so on.

• Various ID / tax ID words and phrases, such as: I.R.S. employer identification, tax 
id, and so on.

• Dollar value words and phrases such as: in thousands, in hundreds, in millions

See Policy: 401k and 403b, Contracts, Corporate Financials, SOX (Sarbanes-Oxley)

CPNI Call Details

CPNI Call Details content blade. The content blade is designed to look for account 
number words and phrases in high proximity to call detail features, such as, detailed 
billing, long distance charges, rate plan and airtime charges.

See Policy: CPNI (Customer Proprietary Network Information)

CPNI Call Features

CPNI Call Features content blade. The content blade is designed to look for a U.S. 
address in high proximity to phone plan features, such as voicemail, caller ID, call 
waiting, SMS, and text messaging.

See Policy: CPNI (Customer Proprietary Network Information)

See Entity: US Address

Credit Card Number

Credit Card Number content blade. The content blade looks for a combination of 
the following pieces of information, either:

1. More than one credit card number (refer to entity description)

2. A single credit card number plus words and phrases such as ccn, credit card, 
expiration date
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3. A single credit card number plus an expiration date

The words and phrases are included in the following languages: 

– Chinese Traditional

– Chinese Simplified

– French

– German

– Italian

– Japanese

– Korean 

– Spanish

– Portuguese

– UK English

– US English

See Policy: Credit Card Numbers, Payment Card Industry Data Security Standard 
(PCI-DSS)

See Entity: Credit Card Number , Expiration Date, Proper Name

Credit Card Number in HTML Forms

Credit Card Number in HTML Forms content blade. The content blade looks for a 
credit card number in a document section called rsahtmlform. This document section 
is meant to contain a space-separated querystring from HTTP GETS or POSTS for 
accurate detection of these types. A credit card number must be found in close 
proximity to a credit card, account or expiration date word or phrase for a match to 
occur.

The words and phrases are included in the following languages: 

• French

• German

• Italian

• Spanish

• Portuguese

• UK English

• US English

See Policy: Credit Card Numbers

See Entity: Credit Card Number 
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Credit Card Number By Issuer

Credit Card Number By Issuer content blade. The content blade is only a container 
file for child content blades. The content blades assigned to it look for credit card 
numbers as issued by the major merchants of American Express, China Union Pay, 
Diner's Club, Discover, Carte Blanche, JCB, MasterCard, and Visa. 

See Policy: Credit Card Numbers By Issuer

See Child Content Blade: American Express Card Number, Diners Card Number, 
China UnionPay, Discover Card Number, JCB Card Number, MasterCard Number, 
Visa Card Number

Credit Card Track Data

Credit Card Track Data content blade. Track data is the information encoded and 
stored on two tracks located within the magnetic stripe on the back of a credit card 
(debit card, gift card, etc). There are three tracks on the magstripe (magnetic strip on 
the back of a credit card). Each track is .110-inch wide. The ISO/IEC standard 7811, 
which is used by banks, specifies: 

• Track one is 210 bits per inch (bpi), and holds 79 six-bit plus parity bit read-only 
characters. 

• Track two is 75 bpi, and holds 40 four-bit plus parity bit characters. 

• Track three is 210 bpi, and holds 107 four-bit plus parity bit characters. 

Your credit card typically uses only tracks one and two. Track three is a read/write 
track (that includes an encrypted PIN, country code, currency units, amount 
authorized), but its usage is not standardized among banks. 

This content blade requires a match to the Credit Card Track Data entity.

See Policy: Payment Card Industry Data Security Standard (PCI-DSS)

See Entity: Credit Card Track Data

Credit Reports

Credit Reports content blade. A credit report is identified through detection of a 
Social Security number (SSN) or Individual Taxpayer Identification number (ITIN) 
plus words and phrases for credit report, such as, CBC companies and trade lines

See Policy: Fair Credit Reporting Act

See Entity: US Social Security Number, Formatted , US Social Security Number, 
Unformatted 
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Custom Account Number

Custom Account Number content blade. The Custom Accounts content blade is an 
editable blade and should contain a regular expression for an organization's custom 
account patterns.

See Policy: Custom Account Numbers

Delaware Drivers License Number

Delaware Drivers License Number content blade. The content blade looks for 
matches to the Delaware driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  6 Numeric; or 7 Numeric

Examples: 

473649

8887372

Diners Card Number

Diners Card Number content blade. The content blade looks for a combination of 
the following pieces of information, either:

1. More than one Diner's Club / Carte Blanche credit card number (refer to entity 
description)

2. A single credit card number plus words and phrases such as ccn, credit card, 
expiration date

3. A single credit card number plus an expiration date

The words and phrases are included in the following languages: 

– Chinese Traditional

– Chinese Simplified

– French

– German

– Italian

– Japanese

– Korean 

– Spanish

– Portuguese

– UK English

– US English
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See Policy: Credit Card Numbers By Issuer

See Entity: Credit Card Number - Diners Card, Expiration Date, Proper Name

Disaster Recovery Plans

Disaster Recovery Plans content blade. The content blade looks for words and 
phrases related to disaster recovery plans.  The content blade will match with a 
combination of the following pieces of information:

1. A phrase, such as, disaster recovery plan or business continuity plan

2. A word for datacenter or backups

3. At least 3 words describing types of disasters, response, preparedness or risk

See Policy: Critical Infrastructure Protection, NERC (North American Electric 
Reliability Corporation)

Discover Card Number

Discover Card Number content blade. The content blade looks for a combination of 
the following pieces of information, either:

1. More than one Discover credit card number (refer to entity description)

2. A single credit card number plus words and phrases such as ccn, credit card, 
expiration date

3. A single credit card number plus an expiration date

The words and phrases are included in the following languages: 

– Chinese Traditional

– Chinese Simplified

– French

– German

– Italian

– Japanese

– Korean 

– Spanish

– Portuguese

– UK English

– US English

See Policy: Credit Card Numbers By Issuer

See Entity: Credit Card Number - Discover, Expiration Date, Proper Name
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Diseases and Injuries Dictionary

Diseases and Injuries Dictionary content blade. The content blade looks for words 
and phrases related to diseases and injuries based on the International Classification of 
Diseases (ICD). The content blade will match with a combination of the following 
pieces of information, either:

1. More than one match to the Diseases and Injuries dictionary

2. A single match to the Diseases and Injuries dictionary plus two of either a name, 
U.S. Address or U.S. Date

3. A single match to the Diseases and Injuries dictionary with a patient or doctor 
identification word or phrase (for example, patient ID, physician name)

See Policy: California AB-1298, HIPAA and HITECH

See Entity: Proper Name, US Address, US Date Format

District of Columbia Drivers License Number

District of Columbia Drivers License Number content blade. The content blade 
looks for matches to the District of Columbia driver’s license pattern, words, and 
phrases such as driver’s license and license number, as well as the state name or 
abbreviation.

Driver’s license pattern:  7 Numeric; or 9 Numeric (SSN)

Examples: 

4736496

465-86-9847

756875674

Drugs and Compounds Dictionary

Drugs and Compounds Dictionary content blade. The content blade looks for 
words and phrases related to drugs and compounds based on the International 
Classification of Diseases (ICD). The content blade will match with a combination of 
the following pieces of information, either:

1. More than one match to the Drugs and Compounds dictionary

2. A single match to the Drugs and Compounds dictionary plus two of either a name, 
U.S. Address or U.S. Date

3. A single match to the Drugs and Compounds dictionary with a patient or doctor 
identification word or phrase (for example, patient ID, physician name)

See Policy: California AB-1298, HIPAA and HITECH, HIPAA and HITECH Low 
Threshold

See Entity: Proper Name, US Address, US Date Format
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Energy Commerce

Energy Commerce content blade. The content blade looks for words and phrases 
related to energy commerce, such as, oil or gas. This should be customized for the 
types of FERC-related industry for the organization and used in combination with the 
agreement types. 

See Policy: FERC Agreement Oversight

Energy Dictionaries

Energy Dictionaries content blade. The content blade looks for words and phrases 
related to energy generation or transmission.  It uses two dictionaries, Energy Specific 
and Energy General. In order to match, it would require either:

Energy Specific Dictionary (for example, actual peak reduction): 2 or more 
matches

Energy General Dictionary (for example, capacity): 1 or more matches

OR

Energy Specific Dictionary: 1 or more matches

Energy General Dictionary: 3 or more matches

See Policy: FERC No Conduit Rule

EU Debit Card Number

EU Debit Card Number content blade. The content blade looks for patterns of the 
major European Union debit card numbers. The content blade will match with a 
combination of the following pieces of information in close proximity, if either:

1. More than one match to a EU debit card number (refer to entity description)

2. A single match to a EU debit card number plus two of either a word or phrase for 
credit card (for example, card number or cc#), credit card security, expiration date 
or name

3. A single match to a EU debit card number with an expiration date

See Policy: EU Debit Card Numbers

See Entity: EU Debit Card Number , Expiration Date, Proper Name

Export Administration Regulations

Export Administration Regulations content blade. The content blade will match 
with a combination of the following pieces of information, either:

1. A match to the EAR General Terms dictionary, such as, ammunition or explosive
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2. At least 2 matches to 2 other dictionaries of EAR Items, EAR Organizations, EAR 
People, EAR Countries, ITAR Items for EAR

See Policy: Export Administration Regulations (EAR)

External Injuries Dictionary

External Injuries Dictionary content blade. The content blade looks for general and 
specific words and phrases related to external injuries based on the International 
Classification of Diseases (ICD). The content blade matches with a combination of the 
following pieces of information, either:

1. More than one match to the External Injuries Specific words or phrases

2. More than two matches to External Injuries General words and phrases

3. A single match to the External Injuries Specific words or phrases plus two of 
either a name, U.S. Address, or U.S. Date

4. A single match to the External Injuries specific words or phrases with a patient or 
doctor identification word or phrase (for example, patient ID, physician name)

5. Two matches to the External Injuries General words and phrases plus two of either 
a name, U.S. Address or U.S. Date.

6. Two matches to External Injuries General words and phrases with a patient or 
doctor identification word or phrase (for example, patient ID, physician name)

See Policy: California AB-1298, HIPAA and HITECH, HIPAA and HITECH Low 
Threshold

See Entity: Proper Name, US Address, US Date Format

Florida Drivers License Number

Florida Drivers License Number content blade. The content blade looks for 
matches to the Florida driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  1 Alphabetic, 12 Numeric

Examples: 

A123456789012

M123456789012

Z123456789012

See Policy: Florida HB-481 
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France BIC Number

France BIC Number content blade. The content blade scans for French BIC 
numbers by requiring matches for both rules:

1. European BIC number format (refer to entity description)

2. French format of the BIC number

French BIC rule:  8 or 11 alphanumeric characters. Letters 5th and 6th will always 
have “FR” as the ISO 3166-1 alpha-2 country code.

French BIC pattern:  

LLLLLLAAA

LLLLLLAAAAA

LLLLLLAA-AAA

LLLLLLAA AAA

LLLLLL AA AAA

LLLL LL AA AAA

LLLL LL AA-AAA

Examples: 

CCBPFRPP

CCBPFRPP901

CCBPFRPP-902

CCBPFRPP 903

See Policy: France BIC Numbers

France Driving Licence Number

France Driving Licence Number content blade. The content blade requires the 
following to match for a French driving licence in a close proximity:

1. French driving licence pattern (refer to entity description)

2. Either words or phrases for a driving licence (for example, driving licence, permis 
de conduire) or E.U. date format

See Policy: France Driving Licence Numbers

See Entity: France Drivers Licence, International Date Format 

France IBAN Number

France IBAN Number content bade. The content blade requires the following to 
match for a French IBAN number in a close proximity:
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1. European IBAN number format (refer to entity description)

2. French IBAN number pattern

French IBAN Rule: “FR” country code followed by 25 characters.

Pattern:

FRAAAAAAAAAAAAAAAAAAAAAAAAA

Examples:

FR 10 2004 1000 0102 8489 4Y02 027

FR 761007166000 00001007368 68

FR 76 30003 03010 00056900104 95

FR 76 30003 03301 0003727041671

See Policy: France IBAN Numbers

France National Identification Number

See Entity: European IBAN

France National Identification Number content blade. The content blade requires 
the following to match for a French National Identification number in a close 
proximity; either:

1. More than one match to the French National Identification pattern (refer to entity 
description)

2. One match to the French National Identification pattern plus either words or 
phrases for a social security number (for example, securit sociale, no d'identit) or 
matches to the E.U. date format

See Policy: France National Identification Numbers

See Entity: France National Identification Number, INSEE , International Date 
Format 

France VAT Number

France VAT Number content blade. The content blade requires a match for a French 
value added tax (VAT) number pattern in a close proximity to the abbreviation FR.

See Policy: France VAT Numbers

Gambling

Gambling content blade. The content blade is designed so that it monitors for 
documents and communication that contain indications of gambling, wagering or 
betting activity. It must contain matches to both of the following rules:
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• Dictionary for gambling games or a common word for gambling (for example, 
gambling, wagering, poker).

• Dictionary match to gambling general or gambling specific terms (for example, 
bookmaker, loan shark).

See Policy: Gambling

Georgia Drivers License Number

Georgia Drivers License Number content blade. The content blade looks for 
matches to the Georgia driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  7-9 Numeric; or Formatted SSN

Examples: 

1234567

12345678

123456789

603010001

See Policy: Georgia SB-230

Germany BIC Number

Germany BIC Number content blade. The content blade scans for German BIC 
numbers by requiring matches for both rules:

1. European BIC number format (refer to entity description)

2. German format of the BIC number

BIC rule:  8 or 11 characters. The 5th - 6th characters are the country code, DE.

BIC pattern:  

AAAADEAA

AAAA DE AA

AAAA DE AAA

Examples: 

BYLADEMM

WELA DE DN

WELA DE DAB

See Policy: Germany BIC Numbers
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Germany Driving Licence Number

Germany Driving Licence Number content blade. The content blade requires the 
following to match for a German driving licence in a close proximity:

1. German driving licence pattern (refer to entity description)

2. Words or phrases related to a driving licence (for example, driving licence, 
ausstellungsdatum) 

See Policy: Germany Driving Licence Numbers

See Entity: Germany Drivers Licence 

Germany IBAN Number

Germany IBAN Number content blade. The content blade requires the following to 
match for a German IBAN number in a close proximity:

1. European IBAN number format (refer to entity description)

2. German IBAN number pattern

German IBAN Rule: “DE” country code followed by 22-digits

Pattern:

DEDDDDDDDDDDDDDDDDDDDD

Examples:

DE99203205004989123456

DE49 8207 0024 0392 2655 00

See Policy: Germany IBAN Numbers

Germany National Identification Numbers

Germany National Identification Numbers content blade. The content blade 
requires the following to match for a German National Identification number in a 
close proximity:

1. Either a German National Identification number or a machine-readable version of 
the number (refer to entity description)

2. Words or phrases for a German National Identification number (for example, 
personalausweis, personalausweisnummer)

See Policy: Germany National Identification Numbers

See Entity: Germany National Identification Number , Germany National ID Number, 
Machine Readable 
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Germany Passport Number

Germany Passport Number content blade. The content blade requires the following 
to match for a German passport number in a close proximity:

1. Either a German passport number or a machine-readable version of the number 
(refer to entity description)

2. Words or phrases for a German passport number or issuance date (for example, 
reisepass, ausstellungsdatum)

See Policy: Germany Passport Numbers

See Entity: Germany Passport Number , Germany Passport Number, Machine 
Readable 

Germany VAT Number

Germany VAT Number content blade. The content blade requires a match for a 
German value added tax (VAT) number pattern (refer to entity description) in a close 
proximity to the abbreviation DE.

See Policy: Germany VAT Numbers

Group Insurance Numbers

Group Insurance Numbers content blade. This is a content blade that requires 
customization. To use this content blade, add a regular expression to match the 
number pattern for an organization’s Group Insurance Number. The content blade 
looks for matches to words and phrases such as group insurance or a name, U.S. 
address or U.S. date in combination with the custom regular expression.

See Policy: California AB-1298

See Entity: Proper Name, US Address, US Date Format

Hawaii Drivers License Number

Hawaii Drivers License Number content blade. The content blade looks for 
matches to the Hawaii driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation. 

Driver’s license pattern: H Alphabetic, 8 Numeric; or SSN

Examples: 

H12345678

516254728

H11111111
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See Policy: Hawaii SB-2290

Health Plan Beneficiary Numbers

Health Plan Beneficiary Numbers content blade. This is a content blade that 
requires customization. To use this content blade, add a regular expression to identify 
recipients of health plan benefits and payments. The content blade looks for matches 
to words and phrases such as beneficiary or a name, U.S. address or U.S. date in 
combination with the custom regular expression. 

See Policy: California AB-1298

See Entity: Proper Name, US Address, US Date Format

Healthcare Dictionaries

Healthcare Dictionaries content blade. The content blade is only a container file for 
child content blades. The content blades assigned to it look for electronic protected 
health information (ePHI) in the form thousands of words and phrases based on the 
International Classification of Diseases (ICD), National Drug Code formulas and 
personal health records and health insurance claims.

See Policy: California AB-1298, HIPAA and HITECH, HIPAA and HITECH Low 
Threshold

See Child Content Blades: Diseases and Injuries Dictionary, Drugs and Compounds 
Dictionary, External Injuries Dictionary, Index of Procedures, NDC Formulas 
Dictionary, Protected Health Information Terms

Homosexual Slurs

Homosexual Slurs content blade. The content blade will capture documents that 
contain offensive language (for example, curse words). Given the offensive nature of 
the terms used to build the content blade, they are not listed here. For the highly 
offensive terms, it does not require any additional evidence. For some of the more 
ambiguous terms, multiple matches are required for a category match.

See Policy: Homosexual Slurs

Idaho Drivers License Number

Idaho Drivers License Number content blade. The content blade looks for matches 
to the Idaho driver’s license pattern, words, and phrases such as driver’s license and 
license number, as well as the state name or abbreviation. 

Driver’s license pattern:  2 Alphabetic, 6 Numeric, 1 Alphabetic

Examples: 
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AB123456A

XY123456Z

See Policy: Idaho SB-1374

Illegal Drugs

Illegal Drugs content blade. The content blade is designed to monitor for documents 
and communications that indicate drug activity. The blade requires matches to at least 
two dictionaries; the more ambiguous the term, the more matches are required:

• Dictionary of common drug terms

• Dictionary of street drug terms

• Dictionary of drug trade terms

See Policy: Illegal Drugs

Illinois Drivers License Number

Illinois Drivers License Number content blade. The content blade looks for 
matches to the Illinois driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  1 Alphabetic, 11 Numeric

Examples: 

A12345678901

M12345678901

See Policy: Illinois SB-1633

Incident Response Plans

Incident Response Plans content blade. The content blade looks for words and 
phrases related to incident response plans. The content blade will match with a 
combination of the following pieces of information:

1. A phrase, such as, incident response plan or incident response process

2. Word or phrase for incident response team or CIRT

3. At least 2 words describing types of attacks, risk or management

See Policy: Critical Infrastructure Protection, NERC (North American Electric 
Reliability Corporation)

See Entity: Proper Name, US Address, US Date Format
130 Chapter 3:  Expert Content Blades



RSA DLP 9.5 Policy Guide
Index of Procedures

Index of Procedures content blade. The content blade looks for words and phrases 
related to medical procedures based on the International Classification of Diseases 
(ICD). The content blade will match with a combination of the following pieces of 
information, either:

1. More than one match to the Index of Procedures dictionary

2. A single match to the Index of Procedures dictionary plus two of either a name, 
U.S. Address or U.S. Date

3. A single match to the Index of Procedures dictionary with a patient or doctor 
identification word or phrase (for example, patient ID, physician name)

See Policy: California AB-1298, HIPAA and HITECH, HIPAA and HITECH Low 
Threshold

See Entity: Proper Name, US Address, US Date Format

Indiana Drivers License Number

Indiana Drivers License Number content blade. The content blade looks for 
matches to the Indiana driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  10 Numeric

Examples: 

1234-56-7890

6030300036

See Policy: Indiana HB-1101

Internal Project Codenames

Internal Project Codenames content blade. The content blade is a blank custom 
blade. Edit by adding, at least, a required words and phrases list for project-related 
codenames for the organization.

See Policy: Internal Project Codenames

International Traffic in Arms Regulations

International Traffic in Arms Regulations content blade. The content blade is 
using a combination of dictionaries to locate ITAR information based on the United 
States Munitions List (USML):

• Weapons

• Technologies
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• Chemicals

• Countries

However, instead of a plain keyword search, we use concepts of weighting and 
required and optional rules to determine a match. For example, very specific ITAR 
item words and phrases are given a higher weight than general munitions terms. This 
means that general matches alone would not be sufficient to create a policy violation. 
The weights are totaled and only those documents that meet a certain threshold (or 
score) are allowed as a match for the policy. The threshold may be adjusted using 
user-defined severity settings within the policy. 

The policy is also configured for e-mail to look for transmissions to particular 
restricted country domain extensions.

See Policy: ITAR (International Traffic in Arms Regulations)

Invoices and Purchase Orders

Invoices and Purchase Orders content blade. The content blade is designed so that 
it must match words and phrases for invoices and purchase orders (for example, 
Invoice, P.O.) and may match at least four of the following eight rules to match the 
minimum unique and minimum weight requirements:

1. Terms: po number, purchase order number, invoice number, etc.

2. Regex: approved, signature etc.

3. Terms: ship to, shipment, shipping address, bill to etc

4. Terms: vendor number, vendor num, vendor no, etc

5. Terms: total, subtotal, price, cost, amount, etc.

6. Entity: Address

7. Entity: Date

8. Regex: Items, Quantity, Qty, etc.

See Policy: Invoices and Purchase Orders

See Entity: US Address, US Date Format

Iowa Drivers License Number

Iowa Drivers License Number content blade. The content blade looks for matches 
to the Iowa driver’s license pattern, words, and phrases such as driver’s license and 
license number, as well as the state name or abbreviation.

Driver’s license pattern:  3 numeric, 2 alphabetic, 3 numeric; or Social Security 
Number

Examples: 
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888AS5667

617-82-7634

664078394

IP Addresses

IP Addresses content blade. The content blade is only a container file for child 
content blades:

• IPv4 Addresses

• IPv6 Addresses

These content blades look for IPv4 and IPv6 formats for IP addresses. Enable one or 
both of the content blades depending on the requirement of the use case.

See Policy: Network Diagrams

See Child Content Blades: IPv4 Addresses and IPv6 Addresses

IPv4 Addresses

IPv4 Addresses content blade. The content blade will match either of the following 
pieces of information:

1. More than one match to the IPv4 address regular expression.

2. One match to the IPv4 address regular expression plus an IP address word or 
phrase (for example, IP, subnet).

IPv4 Rule: Up to 12 numbers separated in sets of two or three by a period.

Pattern:

DD.DDD.DD.DD

DDD.DDD.DDD.DDD

Examples:

97.108.72.87

122.234.234.245

234.122.234.224

See Policy: Network Diagrams

IPv6 Addresses

IPv6 Addresses content blade. The content blade will match either of the following 
pieces of information:
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1. More than one match to the IPv6 address regular expression.

2. One match to the IPv6 Address regular expression plus an IP address word or 
phrase (for example, IP, subnet).

IPv6 Rule: An IPv6 address is represented by 8 groups of 16-bit hexadecimal values 
separated by colons (:). The regular expression patterns matched are: full IPv6 
address, compressed IPv6 address, IPv4-compatible IPv6 addresses, and IPv6 
addresses with subnet mask (<IPv6-ADDRESS>/DDD).

Pattern:

AAAA:AAAA:AAAA:AAAA:AAAA:AAAA:AAAA:AAAA

AAAA:AAAA:AAAA:AAAA:AAAA:AAAA:AAAA:AAAA/DDD

[AAAA:AAAA:AAAA:AAAA:AAAA:AAAA:AAAA:AAAA]

Examples:

2001:0db8:0000:0000:0000::1428:57ab

2001:0db8:0:0:0:0:1428:57ab 

2001:0db8::1428:57ab

2001:db8::1428:57ab

2001:db8:2de::e13

2001:0db8:0000:0000:0000::1428:57ab/128

2001:0db8:0000:0000:0000::1428:57ab/32

[2001:3245:3432:2211:3445:3456:4566:3333]:80

::ffff:192.0.2.128

See Policy: Network Diagrams

Italy Driving Licence Number

Italy Driving Licence Number content blade. The content blade requires the 
following to match for an Italian driving licence in a close proximity:

1. Italy driving licence pattern

2. Words or phrases for a driving licence (for example, driving licence, patente di 
guida) 

Driver’s Licence Rule:  10 alphanumeric characters --  2 letters, 7 numbers and a final 
letter.  The first letter may only be characters A-V.

Driver’s Licence Pattern:
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LLDDDDDDDL

LL DDDDDDD L

LL-DDDDDDD-L

LL - DDDDDDD - L

Examples:

FY7485365Z

AB 3746378 K

DX-8493759-A

RL – 8472963 - T

See Policy: Italy Driving Licence Numbers

Italy IBAN Number

Italy IBAN Number content blade. The content blade requires the following to 
match for an Italy IBAN number in a close proximity:

1. IBAN words and phrases (for example, International Bank Account Number, 
IBAN)

2. Italy IBAN number pattern

IBAN Rule:  “IT” country code followed by 25 alphanumeric characters. 

Pattern:

ITDDLDDDDDDDDDDAAAAAAAAAAAA

IT DDL DDDDD DDDDD AAAAAAAAAAAA

IT DD LDDDDD DDDDD AAAAAAAAAAAA

IT DD L DDDDD DDDDD AAAAAAAAAAAA

IT DD LDDDDDDDDDDAAAAAAAAAAAA

IT DD L DDDDDDDDDDAAAAAAAAAAAA

ITDD LDDD DDDD DDDA AAAA AAAA AAA

IT DDL DDDDD DDDDD AAAAAA AAAAAA

IT DDL DDD DDD DDD DAAA AAA AAAAAA

IT DDL DDDDDDDDDD AAAAAA AAAAAA

Spaces may be substituted with dashes, forward slashes or colons.

Examples:

IT60X0542811101000000123456

IT 27 F 0620014011000000365212
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IT:19 N 05387 67721 000001052782

IT/81 C 03226 03201 000030031594

See Policy: Italy IBAN Numbers

Italy National Identification Number

Italy National Identification Number content blade. The content blade requires the 
following to match for an Italy National Identification number in a close proximity:

1. Italy National Identification number pattern

2. Words or phrases for an Italy National Identification number (for example, codice 
fiscale, national identification)

National Identification Rule:  16 character alphanumeric code. where:

SSS are the first three consonants in the family name (the first vowel and then an 
X are used if there are not enough consonants); 

NNN is the first name, of which the first, third and fourth consonants are used—
exceptions are handled as in family names; 

YY are the last digits of the birth year; 

M is the letter for the month of birth—letters are used in alphabetical order, but 
only the letters A to E, H, L, M, P, R to T are used (thus, January is A and October 
is R); 

DD is the day of the month of birth—in order to differentiate between genders, 40 
is added to the day of birth for women (thus a woman born on May 3 has ...E43...); 

ZZZZ is an area code specific to the municipality where the person was born—
country-wide codes are used for foreign countries, a letter followed by 3-digits;

X is a parity character as calculated by adding together characters in the even and 
odd positions, and dividing them by 26. Numerical values are used for letters in 
even positions according to their alphabetical order. Characters in odd positions 
have different values. A letter is then used which corresponds to the value of the 
remainder of the division in the alphabet. 

Pattern:

LLLLLLDDLDDLDDDL

LLL LLL DDLDD LDDDL

Examples:

GRBRNZ70C22D548G

BRN CRL 71T47 F205E

See Policy: Italy National Identification Numbers
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ITIN Number

ITIN Number content blade. The content blade is only a container file for child 
content blades. The content blades assigned to it separately look for formatted and 
unformatted versions of the U.S. Individual Taxpayer Identification Number (ITIN) so 
different rules may be assigned to them. The formatted version of the ITIN is a more 
specific pattern, so the rules are less strict for retuning a match. However, the 
unformatted version is very general and matches to many common numbers. 

See Policy: US ITIN Numbers

See Child Content Blade: ITIN Formatted, ITIN Unformatted

ITIN Formatted

ITIN Formatted content blade. The content blade looks for formatted patterns of the 
U.S. Taxpayer Identification Number (ITIN). The content blade will match with a 
combination of the following pieces of information in close proximity, either:

1. More than one match to a formatted ITIN

2. A single match to a formatted ITIN plus two of either a name, U.S. Address or 
U.S. Date

3. A single match to a formatted ITIN with word or phrase for a ITIN number (for 
example, tax identification, ITIN) or license or date of birth 

ITIN Rule: 9-digit number that always begins with the number 9 and has a range of 
70-88, 90-92, or 94-99 in the fourth and fifth digit

Pattern:

DDD-DD-DDDD

Examples:

927-83-8097

925-81-7947

See Policy: US ITIN Numbers

See Entity: Proper Name, US Address, US Date Format

ITIN Unformatted

ITIN Unformatted content blade. The content blade looks for unformatted patterns 
of the U.S. Taxpayer Identification Number (ITIN). The content blade will match if an 
unformatted ITIN is found within close proximity of a word or phrase for an ITIN 
number (for example, tax identification, ITIN).

ITIN Rule: 9-digit number that always begins with the number 9 and has a range of 
70-88, 90-92, or 94-99 in the fourth and fifth digit
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Pattern:

DDDDDDDDD

Examples:

927838097

925817947

See Policy: US ITIN Numbers

Java Code

Java Code content blade. The Java content blade must match on at least 2 of 4 
detection rules, with terms and patterns such as: public abstract, public final, static, 
void, unsigned, protected, private, #, A +, A = , import or package statement etc.

See Policy: Source Code

JCB Card Number

JCB Card Number content blade. The content blade looks for a combination of the 
following pieces of information, either:

1. More than one JCB credit card number (refer to entity description)

2. A single credit card number plus words and phrases such as ccn, credit card, 
expiration date

3. A single credit card number plus an expiration date

The words and phrases are included in the following languages: 

– Chinese Traditional

– Chinese Simplified

– French

– German

– Italian

– Japanese

– Korean 

– Spanish

– Portuguese

– UK English

– US English

See Policy: Credit Card Numbers By Issuer

See Entity: Credit Card Number - JCB, Expiration Date, Proper Name
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Kansas Drivers License Number

Kansas Drivers License Number content blade. The content blade looks for 
matches to the Kansas driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  1 Alphabetic (K), 8 Numeric; or Social Security Number

Examples: 

K12345678

617-82-7634

664078394

See Policy: Kansas SB-196

Kentucky Drivers License Number

Kentucky Drivers License Number content blade. The content blade looks for 
matches to the Kentucky driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  1 Alphabetic, 8 Numeric; or Social Security Number

Examples: 

A47774443

617-82-7634

664078394

Louisiana Drivers License Number

Louisiana Drivers License Number content blade. The content blade looks for 
matches to the Louisiana driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  2 Zeros, 7 Numeric

Examples: 

006567777

009987843

See Policy: Louisiana SB-205
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Maine Drivers License Number

Maine Drivers License Number content blade. The content blade looks for matches 
to the Maine driver’s license pattern, words, and phrases such as driver’s license and 
license number, as well as the state name or abbreviation. 

Driver’s license pattern:  7 Numeric, optional alphabetic X

Examples: 

7733333

8737272X

See Policy: Maine LD-1671

Manitoba Drivers Licence Number

Manitoba Drivers Licence Number content blade. The content blade looks for 
matches to the Manitoba driver’s licence pattern, words, and phrases such as driver’s 
licence and permis de conduire, as well as the province name or abbreviation.

Licence pattern rules: 12 alphanumeric characters that may be hyphen-separated, 
where:

1st character is a letter

2nd - 5th characters are a letter or asterisk

6th character is a letter

7th - 10th characters are digits

11th character is a letter

12th character is a letter or digit

or

1st character is a letter

2nd - 4th characters are a letter or asterisk

5th - 6th  characters are digits

7th - 12th characters are a letter or digit

Driver’s licence pattern:  

LLLLLLDDDDLA

LLLLLDDAAAAAA

Examples: 

B*-B*-AA-A888BB

DEBATRM928UU
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AAAAA98BCCCC

BC***9843333

CE-WE-B8-8AG888

See Policy: Canada Drivers Licence Numbers

Maryland Drivers License Number

Maryland Drivers License Number content blade. The content blade looks for 
matches to the Maryland driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation.

Driver’s license pattern:  1 Alphabetic, 12 Numeric

Examples: 

A383777444231

S827193483292

Massachusetts Drivers License Number

Massachusetts Drivers License Number content blade. The content blade looks for 
matches to the Massachusetts driver’s license pattern, words, and phrases such as 
driver’s license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  1 Alphabetic (S), 8 Numeric; or Social Security Number

Examples: 

S82727373

617-82-7634

664078394

See Policy: Massachusetts CMR-201

MasterCard Number

MasterCard Number content blade. The content blade looks for a combination of 
the following pieces of information, either:

1. More than one MasterCard credit card number (refer to entity description)

2. A single credit card number plus words and phrases such as ccn, credit card, 
expiration date

3. A single credit card number plus an expiration date

The words and phrases are included in the following languages: 

– Chinese Traditional
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– Chinese Simplified

– French

– German

– Italian

– Japanese

– Korean 

– Spanish

– Portuguese

– UK English

– US English

See Policy: Credit Card Numbers By Issuer

See Entity: Credit Card Number - MasterCard, Expiration Date, Proper Name

Medical Record Numbers

Medical Record Numbers content blade. This content blade requires customization. 
To use this content blade, add a regular expression that matches the company medical 
record number format and add to the template content blade. In addition to the number 
format regular expression, this content blade looks for matches to words such as a 
medical record word or phrase, proper name, U.S. date, or U.S address. The content 
blade must be edited to have the minimum required rules to get accurate results.

See Policy: Arkansas SB-1167, California AB-1298, Missouri HB-62, Puerto Rico 
DACO 7207, 7336 and 7376

Merger and Acquisition Agreement

Merger and Acquisition Agreement content blade. The content blade is designed 
so that it must match the following two rules:

1. Agreement or plan words and phrases, such as, Merger Agreement or Corporate 
Sale Agreement

Additionally, at least 2 of the following rules must be matched:

1. Words and phrases related to the witness of a document (for example, in witness 
whereof, witnesseth)

2. Addendum or plan legal language references

3. Effective date words and phrases (for example, effective as of, effective date)

4. Contract party words and phrases (for example, Party A, parties)

5. Legal ways to refer to a company within a contract
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See Policy: FERC Agreement Oversight, Merger and Acquisition Agreements

Mergers and Acquisitions Codenames

Mergers and Acquisitions Codenames content blade. The content blade must be 
customized with codenames for mergers and acquisitions the organization is interested 
in monitoring.

See Policy: Mergers and Acquisitions

Michigan Drivers License Number

Michigan Drivers License Number content blade. The content blade looks for 
matches to the Michigan driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  1 Alphabetic, 12 Numeric

Examples: 

A383777444231

S827193483292

Minnesota Drivers License Number

Minnesota Drivers License Number content blade. The content blade looks for 
matches to the Minnesota driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  1 Alphabetic, 12 Numeric

Examples: 

A383777444231

S827193483292

See Policy: Minnesota HF-2121

Mississippi Drivers License Number

Mississippi Drivers License Number content blade. The content blade looks for 
matches to the Mississippi driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation.

Driver’s license pattern:  9 Numeric; or Formatted Social Security Number

Examples: 

456234678
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617-82-7634

Missouri Drivers License Number

Missouri Drivers License Number content blade. The content blade looks for 
matches to the Missouri driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation.

Driver’s license pattern:  1 Alphabetic, 6-9 Numeric; or 9 Numeric; or Formatted 
Social Security Number

Examples: 

Z877272

G8211188

456234678

617-82-7634

Montana Drivers License Number

Montana Drivers License Number content blade. The content blade looks for 
matches to the Montana driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation. 

Driver’s license pattern: 9 Numeric (SSN); or 1 Alphabetic, 1 Numeric, 1 
Alphanumeric, 2 Numeric, 3 Alphabetic and 1 Numeric; or 13 Numeric

Examples: 

680989898

603-03-0003

A1579AMZ9

1234567890123

See Policy: Montana HB-732

NASD Rule 3010 and NYSE Rule 342

NASD Rule 3010 and NYSE Rule 342 content blade. The content blade looks is 
designed to match stock related dictionaries. Dictionary matches are assigned different 
weight. So, more ambiguous words or phrases will require more matches to the 
dictionaries for a violation to occur. 

At minimum, a match to a stock term (for example, insider trading, stock certificate) 
and stock action (e.g. short sell, bidding) are required in addition matches to at least 2 
of the dictionaries for:

1. Ambiguous stock terms (for example, close, composite)
144 Chapter 3:  Expert Content Blades



RSA DLP 9.5 Policy Guide
2. Stock dictionary (for example, acceleration covenant, anonymous trading)

3. Ticker symbols dictionary

4. Words and phrases related to a corporation

See Policy: NASD Rule 3010 and NYSE Rule 342

NDC Formulas Dictionary

NDC Formulas Dictionary content blade. The content blade looks for words and 
phrases related to formulas based on the National Drug Codes (NDC). The content 
blade will match with a combination of the following pieces of information, either:

1. More than one match to the NDC Formulas dictionary

2. A single match to the NDC Formulas dictionary plus two of either a name, U.S. 
Address or U.S. Date

3. A single match to the NDC Formulas dictionary with a patient or doctor 
identification word or phrase (for example, patient ID, physician name)

See Policy: California AB-1298, HIPAA and HITECH, HIPAA and HITECH Low 
Threshold

See Entity: Proper Name, US Address, US Date Format

Nebraska Drivers License Number

Nebraska Drivers License Number content blade. The content blade looks for 
matches to the Nebraska driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation.

Driver’s license pattern:  1 Alphabetic , 8 Numeric

Examples: 

A12345678

T82782727

Netherlands Driving Licence Number

Netherlands Driving Licence Number content blade. The content blade requires 
the following to match for a Netherlands driving licence in a close proximity:

1. Netherlands driving licence pattern (refer to entity description)

2. Words or phrases for a driving license (for example, driving license, rijbewijs) 

See Policy: Netherlands Driving Licence Numbers

See Entity: Netherlands Drivers Licence Number 
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Netherlands IBAN Number

Netherlands IBAN Number content blade. The content blade requires the following 
to match for a Netherlands IBAN number in a close proximity:

1. IBAN words and phrases (for example, International Bank Account Number, 
IBAN)

2. Netherlands IBAN number pattern

IBAN Rule: “NL” country code followed by 16 alphanumeric characters.

Pattern:

NLDDLLLLDDDDDDDDDD

NL DDLLLLDDDDDDDDDD

NL DD LLLL DDDDDDDDDD

NL DD LLLL DDDD DDDD DD

NLDD LLLL DDDD DDDD DD

NLDDLLLL DDDD DDDDDD

NLDD LLLL DDDDDDDDDD

NL DD LLLL D DD DD DD DDD

NL DD LLLL DD DD DD DDDD

NL DD LLLL DDD DDDDDDD

NL DD LLLL DDDD DD DD DD

Spaces may be substituted with dashes.

Examples:

NL54ABNA0487635272

NL 15RABO0160930642

NL 74 INGB 0671533665

NL 51 INGB 0679 1894 16

See Policy: Netherlands IBAN Numbers

Netherlands National Identification Number

Netherlands National Identification Number content blade. The content blade 
requires the following to match for a Netherlands National Identification number in a 
close proximity:

1. Netherlands National Identification number (refer to entity description)

2. Words or phrases for a Netherlands National Identification number (e.g. 
sofinummer,  burgerservicenummer)
146 Chapter 3:  Expert Content Blades



RSA DLP 9.5 Policy Guide
See Policy: Netherlands National Identification Numbers

See Entity: Netherlands National Identification Number 

Netherlands Passport Number

Netherlands Passport Number content blade. The content blade requires the 
following to match for a Netherlands passport number in a close proximity:

1. Netherlands passport number (refer to entity description)

2. Words or phrases for a Netherlands passport number (for example, paspoort, 
Noodpaspoort)

See Policy: Netherlands Passport Numbers

See Entity: Netherlands Passport Number 

Nevada Drivers License Number

Nevada Drivers License Number content blade. The content blade looks for 
matches to the Nevada driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  9 Numeric (SSN); or 12 Numeric (last 2 are year of birth), or 
10 numeric

Examples: 

680989898

603-03-0003

123456789012

See Policy: Nevada SB-347

New Brunswick Drivers Licence Number

New Brunswick Drivers Licence Number content blade. The content blade looks 
for matches to the New Brunswick driver’s licence pattern, words, and phrases such as 
driver’s licence and permis de conduire, as well as the province name or abbreviation.

Licence pattern rules: 5- to 7-digits

Driver’s licence pattern:  

DDDDD

DDDDDD

DDDDDDD

Examples: 
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82722

837372

5565444

See Policy: Canada Drivers Licence Numbers

New Hampshire Drivers License Number

New Hampshire Drivers License Number content blade. The content blade looks 
for matches to the New Hampshire driver’s license pattern, words, and phrases such as 
driver’s license and license number, as well as the state name or abbreviation.

Driver’s license pattern:  2 Numeric, 3 Alphabetic, 5 Numeric

Examples: 

12ABC12345

99ZZZ99999

12AMZ13579

See Policy: New Hampshire HB-1660

New Jersey Drivers License Number

New Jersey Drivers License Number content blade. The content blade looks for 
matches to the New Jersey driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  1 Alphabetic, 14 Numeric

Examples: 

A12345678901234

M1234-56789-01234

See Policy: New Jersey A-4001

New Mexico Drivers License Number

New Mexico Drivers License Number content blade. The content blade looks for 
matches to the New Mexico driver’s license pattern, words, and phrases such as 
driver’s license and license number, as well as the state name or abbreviation.

Driver’s license pattern:  9 Numeric

Examples: 

272342222

567654343
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New York Drivers License Number

New York Drivers License Number content blade. The content blade looks for 
matches to the New York driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  9 Numeric

Examples: 

272342222

777 282 492

See Policy: New York AB-4254

New Zealand Inland Revenue Department Number

New Zealand Inland Revenue Department Number content blade. The content 
blade looks for matches to the New Zealand Inland Revenue Department Number 
entity and words and phrases such as IRD Number or Inland Revenue Department 
Number.

See Policy: New Zealand Inland Revenue Department Numbers

See Entity: New Zealand Inland Revenue Department Number 

New Zealand Ministry of Health Number

New Zealand Ministry of Health Number content blade. The content blade is only 
a container file for child content blades. The content blades assigned to it separately 
look for the New Zealand Health Practitioner Index Number or the New Zealand 
National Health Index Number. The National Health Index Numbering system is used 
for registering patients and the Health Practitioner Index system is used for registering 
medical practitioners.

See Policy: New Zealand Ministry of Health Numbers

See Child Content Blade: New Zealand Health Practitioner Index Number , New 
Zealand National Health Index Number 

New Zealand Health Practitioner Index Number 

New Zealand Health Practitioner Index Number content blade. The content blade 
looks for matches to the New Zealand Health Practitioner Index entity and 
corroborative terms such as hpi-cpn or health practitioner index.

See Policy: New Zealand Ministry of Health Numbers

See Entity: New Zealand Health Practitioner Index 
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New Zealand National Health Index Number 

New Zealand National Health Index Number content blade. The content blade 
looks for matches to the New Zealand National Health Index entity and corroborative 
terms such as nhi or National Health index.

See Policy: New Zealand Ministry of Health Numbers

See Entity: New Zealand National Health Index 

Newfoundland and Labrador Drivers Licence Number 

Newfoundland and Labrador Drivers Licence Number content blade. The content 
blade looks for matches to the Newfoundland and Labrador driver’s licence pattern, 
words, and phrases such as driver’s licence and permis de conduire, as well as the 
province name or abbreviation.

Licence pattern rules: 1 letter followed by 9-digits

Driver’s licence pattern:  

LDDDDDDDDD

Examples: 

H444444444

B827362562

See Policy: Canada Drivers Licence Numbers

North Carolina Drivers License Number

North Carolina Drivers License Number content blade. The content blade looks 
for matches to the North Carolina driver’s license pattern, words, and phrases such as 
driver’s license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  6 - 8 Numeric

Examples: 

123657

1113322

45789765

North Dakota Drivers License Number

North Dakota Drivers License Number content blade. The content blade looks for 
matches to the North Dakota driver’s license pattern, words, and phrases such as 
driver’s license and license number, as well as the state name or abbreviation.
150 Chapter 3:  Expert Content Blades



RSA DLP 9.5 Policy Guide
Driver’s license pattern:  9 Numeric; or 3 Alphabetic, 6 Numeric

Examples: 

BZA456654

982777777

Nova Scotia Drivers Licence Number

Nova Scotia Drivers Licence Number content blade. The content blade looks for 
matches to the Nova Scotia driver’s licence pattern, words, and phrases such as 
driver’s licence and permis de conduire, as well as the province name or abbreviation.

Licence pattern rules: 5 letters followed by 9-digits

Driver’s licence pattern:  

LLLLLDDDDDDDDD

Examples: 

BBYYY-350222222

BBCCA231274444

See Policy: Canada Drivers Licence Numbers

Obscenities

Obscenities content blade. The content blade will capture documents that contain 
offensive language (for example, curse words).  Given the offensive nature of the 
terms used to build the content blade they are not listed here. For the highly offensive 
terms it does not require any additional evidence. For some of the more ambiguous 
terms, multiple matches are required for a match.

See Policy: Obscenities

Offer Letters and Employment Agreements

Offer Letters and Employment Agreements content blade. The content blade is 
designed so that to detect agreements that match the following rules:

1. A phrase indicating an offer has been extended

2. A regular expression matching dollars or percentages

3. At least 3 of either employment terms, signing bonus, salary, name, date, address

See Policy: Employee Financials, Offer Letters and Employment Agreements

See Entity: Proper Name, US Date Format, US Address
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Ohio Drivers License Number

Ohio Drivers License Number content blade. The content blade looks for matches 
to the Ohio driver’s license pattern, words, and phrases such as driver’s license and 
license number, as well as the state name or abbreviation. 

Driver’s license pattern:  2 Alphabetic, 6 Numeric

Examples: 

BZ456654

AZ324343

See Policy: Ohio HB-104

Oklahoma Drivers License Number

Oklahoma Drivers License Number content blade. The content blade looks for 
matches to the Oklahoma driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  1 Alphabetic, 8 Numeric; or 9 Numeric; or Social Security 
Number, Formatted 

Examples: 

123456789

D44454433

362-86-0347

See Policy: Oklahoma HB-2357

Ontario Drivers Licence Number

Ontario Drivers Licence Number content blade. The content blade looks for 
matches to the Ontario driver’s licence pattern, words, and phrases such as driver’s 
licence and permis de conduire, as well as the province name or abbreviation.

Licence pattern rules: 1 letter followed by 14-digits

Driver’s licence pattern:  

LDDDDDDDDDDDDDD

Examples: 

Y88888888880923

C8383-83737-95939

J2222 34234 01900
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See Policy: Canada Drivers Licence Numbers

Oregon Drivers License Number

Oregon Drivers License Number content blade. The content blade looks for 
matches to the Oregon driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  6 -7  Numeric 

Examples: 

123456

5454433

Passenger Name Record

Passenger Name Record content blade. The content blade is only a container file for 
one child content blade. The content blade assigned to it looks for PNR Credit Card 
details.

See Policy: Passenger Name Record (PNR)

See Child Content Blade: PNR Credit Card Details

Patents

Patents content blade. The content blade monitors for patents using the following 
required rules:

1. Words and phrases, such as, United States patent application or draft patent

2. An regular expression for recent year formats

3. At least one match to sensitive terms (for example, Abstract, Inventors)

See Policy: Patent Application

Patient Identification Numbers

Patient Identification Numbers content blade. This is a content blade that requires 
customization. To use this content blade, add a regular expression for a 
company-specific Patient Identification Number pattern. The content blade looks for 
matches to words and phrases such as patient id or a name, U.S. address or U.S. date 
in combination with the custom regular expression.

See Policy: Patient Identification Numbers, HIPAA and HITECH, HIPAA and 
HITECH Low Threshold

See Entity: Proper Name, US Address, US Date Format
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Pennsylvania Drivers License Number

Pennsylvania Drivers License Number content blade. The content blade looks for 
matches to the Pennsylvania driver’s license pattern, words, and phrases such as 
driver’s license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  8 Numeric 

Examples: 

12345678

23 566 432

See Policy: Pennsylvania SB-712

Perl Code

Perl Code content blade. The Perl content blade must match on a regular expression 
for the beginning of a variable and at least 2 of 3 other detection rules, with terms and 
patterns such as: elseif, bmy, #!, #, A +, A = , and so on.

See Policy: Source Code

PNR Credit Card Details

PNR Credit Card Details content blade. The content blade identifies documents and 
transmissions that contain credit card numbers in Passenger Name Record (PNR) 
formats typical of AMADEUS, GALILEO, WORLDSPAN, and SABRE global 
distribution systems. A match to the Passenger Name Record entity plus one of either 
an approval code, expiry date, expiry term, or PNR words and phrases (for example, 
PNR, FOP, ticketing).

See Policy: Passenger Name Record (PNR)

See Entity: Passenger Name Record (PNR) Credit Card

Prince Edward Island Drivers Licence Number

Prince Edward Island Drivers Licence Number content blade. The content blade 
looks for matches to the Prince Edward Island driver’s licence pattern, words, and 
phrases such as driver’s licence and permis de conduire, as well as the province name 
or abbreviation.

Licence pattern rules: 5- or 6-digits

Driver’s licence pattern:  

DDDDD

DDDDDD
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Examples: 

54345

456766

See Policy: Canada Drivers Licence Numbers

Protected Health Information Terms

Protected Health Information Terms content blade. The content blade looks for 
words and phrases related to personal health records and health insurance claims.  The 
content blade will match with a combination of the following pieces of information, 
either:

1. More than one match to the Protected Health Information dictionary

2. A single match to the Protected Health Information dictionary plus two of either a 
name, U.S. Address or U.S. Date

3. A single match to the Protected Health Information dictionary with a patient or 
doctor identification word or phrase (for example, patient ID, physician name)

See Policy: California AB-1298, HIPAA and HITECH, HIPAA and HITECH Low 
Threshold

See Entity: Proper Name, US Address, US Date Format

Quebec Drivers Licence Number

Quebec Drivers Licence Number content blade. The content blade looks for 
matches to the Quebec driver’s licence pattern, words, and phrases such as driver’s 
licence and permis de conduire, as well as the province name or abbreviation.

Licence pattern rules: 1 letter followed by 12-digits

Driver’s licence pattern:  

LDDDDDDDDDDDD

Examples: 

H454432876543

See Policy: Canada Drivers Licence Numbers

Racial and Ethnic Derogatory Terms

Racial and Ethnic Derogatory Terms content blade. The content blade will identify 
documents that contain terms that could be construed as a slur against various races or 
ethnicities.  For the highly offensive terms it does not require any corroborative 
evidence. For some of the less inflammatory terms, multiple terms and matches from 
multiple term lists are required for a category match. 
Chapter 3:  Expert Content Blades 155



RSA DLP 9.5 Policy Guide
See Policy: Racial and Ethnic Derogatory Terms

Resumes

Resumes content blade. The content blade looks for matches to an e-mail address or 
phone number plus multiple matches to the following rules:

• Resume or CV words and phrases

• Common resume section titles

• Resume date format

• Job titles

See Policy: Resumes

Rhode Island Drivers License Number

Rhode Island Drivers License Number content blade. The content blade looks for 
matches to the Rhode Island driver’s license pattern, words, and phrases such as 
driver’s license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  7 Numeric 

Examples: 

1234567

5456789

See Policy: Rhode Island HB-6191

Saskatchewan Drivers Licence Number

Saskatchewan Drivers Licence Number content blade. The content blade looks for 
matches to the Saskatchewan driver’s licence pattern, words, and phrases such as 
driver’s licence and permis de conduire, as well as the province name or abbreviation.

Licence pattern rules: 8-digits

Driver’s licence pattern:  

DDDDDDDD

Examples: 

27777777

See Policy: Canada Drivers Licence Numbers
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SEC Client List

SEC Client List content blade. This content blade requires a company-specific 
words and phrases list for SEC clients. 

See Policy: US SEC Fair Disclosure

Severance Packages

Severance Packages content blade. The content blade is designed so that it detects 
employee severance packages that match the following rules:

1. Words and phrases referring to a severance package, such as, separation 
agreement or release agreement

2. At least 2 of either Social Security number or term, phrase covenant not to sue, 
dollar or percentage, word related to termination 

See Policy: Employee Financials

Sexual Harassment

Sexual Harassment content blade. The content blade will capture documents that 
contain sexually explicit language.  Given the offensive nature of the terms used to 
build the content blade they are not listed here. For the highly offensive terms at least 
two category matches are required. For some of the less offensive terms, more than 
two matches are required for a category match.  Common intentional mis-spellings are 
taken into account with regular expressions.

See Policy: Sexual Harassment

SIN Formatted

SIN Formatted content blade. The content blade looks for formatted patterns of the 
Canadian Social Insurance number (SIN).  The content blade will match with a 
combination of the following pieces of information in medium proximity, either:

1. At least one match to a formatted SIN number with a word or phrase for a Social 
Insurance number (for example, Social Insurance, SIN#, d'assurance sociale, 
NAS#)

2. At least one match to a formatted SIN number with a word or phrase for a driver's 
license number (for example, driver's license, driver's licence)

3. At least one match to a formatted SIN number with a word or phrase for birth date 
(for example, DOB, birthdate)

See Policy: Canada Social Insurance Numbers

See Entity: Canada Social Insurance Number, Formatted
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SIN Unformatted

SIN Unformatted content blade. The content blade looks for unformatted patterns of 
the Canadian Social Insurance (SIN). The content blade will match with a 
combination of the following pieces of information in medium proximity, either:

1. At least one match to a unformatted SIN number with a word or phrase for a 
Social Insurance number (for example, Social Insurance, SIN#, d'assurance 
sociale, NAS#)

2. At least one match to a unformatted SIN number with a word or phrase for a 
driver's license number (for example, driver's license, driver's licence)

3. At least one match to an unformatted SIN number with a word or phrase for birth 
date (for example, DOB, birthdate)

See Policy: Canada Social Insurance Numbers

See Entity: Canada Social Insurance Number, Unformatted 

Source Code

Source Code content blade. This is a container content blade, or cartridge, which 
contains the following content blades: C and C plus plus Code, C Sharp Code, Java 
Code, and Perl Code.

Sees: C and C plus plus Code, C Sharp Code, Java Code, Perl Code

South Carolina Drivers License Number

South Carolina Drivers License Number content blade. The content blade looks 
for matches to the South Carolina driver’s license pattern, words, and phrases such as 
driver’s license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  9 Numeric 

Examples: 

834567788

938387383

South Dakota Drivers License Number

South Dakota Drivers License Number content blade. The content blade looks for 
matches to the South Dakota driver’s license pattern, words, and phrases such as 
driver’s license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  8 Numeric; or Social Security Number

Examples: 

83456778
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362-76-0945

516766555

Spain National Identification Number

Spain National Identification Number content blade. The content blade looks for 
matches to the Spain National Identification Number entity and words and phrases 
such as Documento Nacional de Identidad (DNI), Número de Identificación Fiscal 
(NIF), and Número de Identificación de Extranjeros (NIE). It also uses regular 
expressions to differentiate between telephone numbers and to prevent double 
counting of DNIs, NIFs, and NIEs without check letters.

See Policy: Spain National Identification Numbers

See Entity: Spain National Identification Number 

Spain Passport Number

Spain Passport Number content blade. The content blade looks for matches to the 
Spain Passport Number and words and phrases such as pasaporte or passport.

Passport Rule:  8 alphanumeric characters -- 2 letters followed by 6-digits.

Pattern:

LLDDDDDD

LL-DDDDDD

LL DDDDDD

Examples: 

AC897341

XD-087879

AB 860533

See Policy: Spain Passport Numbers

Spain Social Security Number

Spain Social Security Number content blade. The content blade requires the 
following to match for a Spain Social Security number in a close proximity:

1. Spain Social Security number (refer to entity description)

2. Words or phrases for a social security number (for example, número de la 
seguridad social, social security number)

See Policy: Spain Social Security Numbers
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See Entity: Spain Social Security Number 

SSN Formatted

SSN Formatted content blade. The content blade looks for formatted patterns of the 
U.S. Social Security number. The content blade will match with a combination of the 
following pieces of information in medium proximity, either:

1. More than one match to a formatted SSN (refer to entity description)

2. A single match to a formatted SSN plus two of either a name, U.S. Address or 
U.S. Date

3. A single match to a formatted SSN with word or phrase for a Social Security 
number (for example, Social Security, SSN)

See Policy: US Social Security Numbers

See Entity: Proper Name, US Address, US Date Format, US Social Security Number, 
Formatted 

SSN Formatted in HTML Forms

SSN Formatted in HTML Forms content blade. The content blade looks for 
formatted patterns of the U.S. Social Security number in a document section called 
rsahtmlform. This document section is meant to contain a space-separated 
querystring from HTTP GETS or POSTS for accurate detection of these types. A 
formatted U.S. Social Security number must be found in close proximity to a Social 
Security number-related word or phrase for a match to occur. The words or phrases are 
slightly different than the words and phrases used by the non-HTML Form SSN 
Formatted content blade.  This content blade uses terms commonly found in HTML 
such as ss, num, account or SSN.

See Policy: US Social Security Numbers 

See Entity: US Social Security Number, Formatted  

SSN Unformatted

SSN Unformatted content blade. The content blade looks for unformatted patterns 
of the U.S. Social Security number (SSN). The content blade will match if an 
unformatted SSN is found within close proximity of a word or phrase for a Social 
Security number (for example, Social Security, SSN).

See Policy: US Social Security Numbers

See Entity: US Social Security Number, Unformatted 
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SSN Unformatted in HTML Forms

SSN Unformatted in HTML Forms content blade. The content blade looks for 
unformatted patterns of the U.S. Social Security number in a document section called 
rsahtmlform. This document section is meant to contain a space-separated 
querystring from HTTP GETS or POSTS for accurate detection of these types. An 
unformatted U.S. Social Security number must be found in very close proximity to a 
Social Security number-related word or phrase for a match to occur.  The words or 
phrases are slightly different than the words and phrases used by the non-HTML Form 
SSN Unformatted content blade.  This content blade uses terms commonly found in 
HTML such as ss, num, account or SSN.

See Policy: US Social Security Numbers 

See Entity: US Social Security Number, Unformatted  

Stock Options and ESPP

Stock Options and ESPP content blade. The content blade is designed so that it 
detects employee severance packages that match the following rules:

1. Words and phrases referring to stock options or stock-based compensation

2. At least 2 of either Social Security number or term, words and phrases for invest 
or exercise, dollar or percentage, words and phrases for authorize and participate 
or name.

See Policy: Employee Financials, Stock Options and ESPP

See Entity: Proper Name

Student Identification Numbers

Student Identification Numbers content blade. The Student Identification Numbers 
content blade is editable and should contain a regular expression that matches an 
educational institution’s student identification number format.

See Policy: FERPA (Family Educational Rights and Privacy Act)

Student Records

Student Records content blade. The content blade identifies student records by 
requiring matches from the following groups of information in a large proximity;

• Words or phrases for either grade point average or transcripts

• Words or phrases from two rules; either, school institutions, class subjects, 
academic degrees, semesters or names

See Policy: FERPA (Family Educational Rights and Privacy Act)
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Sweden IBAN Number

Sweden IBAN Number content blade. The content blade requires the following to 
match for a Sweden IBAN number in a close proximity:

1. IBAN words and phrases (for example, International Bank Account Number, 
IBAN)

2. Sweden IBAN number pattern

IBAN Rule: “SE” country code followed by 22-digits. 

Pattern:

SE DDDDDDDDDDDDDDDDDDDDDD

Examples:

SE 93 3000 0000 0300 1171 3364

SE 0995000099603400156273

SE 4850000000054391032309

SE 045 000 000 005 001 10 458 25

See Policy: Sweden IBAN Numbers

Sweden National Identification Number

Sweden National Identification Number content blade. The content blade looks for 
matches to the Sweden National Identification Number entity and words and phrases 
such as personnummer and social security. 

See Policy: Sweden National Identification Numbers

See Entity: Sweden National Identification Number 

Sweden Passport Number

Sweden Passport Number content blade. The content blade looks for matches to the 
Sweden Passport Number regular expression with the following possible 
combinations of supporting evidence:

• Words and phrases for passport such as Passnummer

• Words and phrases for the country Sweden, nationality and expiry dates

Passport Rule:  8-digits

Pattern:

DDDDDDDD

DD-DDDDDD
162 Chapter 3:  Expert Content Blades



RSA DLP 9.5 Policy Guide
LL-DDDDDD

Examples: 

52349302

01-152686

DP-121667

See Policy: Sweden Passport Numbers

SWIFT Codes

SWIFT Codes content blade. The SWIFT Bank Identification Code is an 
internationally-recognized system of codes for identifying banks (see ISO 9362). 
These codes are commonly used to identify the banks involved in an international wire 
transfer. The content blade looks for formatted patterns of the SWIFT codes and 
words and phrases, such as, swift, bic, or bank identifier code. 

Passport Rule:  8 or 11 characters

4 characters - bank code (only letters) 

2 characters -ISO 3166-1 alpha-2 country code (only letters) 

2 characters - location code (letters and digits) (if the second character is '1', then it 
denotes a passive participant in the SWIFT network) 

3 characters - branch code, optional ('XXX' for primary office) (letters and digits) 

Where an 8-digit code is given, it may be assumed that it refers to the primary office.

Pattern:

LLLLLLAAAAA

LLLLLLAA

Examples: 

DEUTDEFF500

NEDSZAJJXXX

CHASUS33

See Policy: SWIFT Codes

Tennessee Drivers License Number

Tennessee Drivers License Number content blade. The content blade looks for 
matches to the Tennessee driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation.
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Driver’s license pattern:  8 - 9 Numeric

Examples: 

83456778

516766555

Texas Drivers License Number

Texas Drivers License Number content blade. The content blade looks for matches 
to the Texas driver’s license pattern, words, and phrases such as driver’s license and 
license number, as well as the state name or abbreviation.

Driver’s license pattern:  8 Numeric

Examples: 

83456778

12345678

See Policy: Texas SB-122

Transportation and Transmission Agreement

Transportation and Transmission Agreement content blade. The content blade is 
designed so that it must match the following rules:

1. Agreement or plan words and phrases, such as, Service Agreement or 
Transportation Agreement

2. Words and phrases related to capacity, shipping, transportation or delivery

Additionally, at least 2 of the following rules must be matched:

1. Words and phrases related to the witness of a document (for example, in witness 
whereof, witnesseth)

2. Addendum or plan legal language references

3. Effective date words and phrases (for example, effective as of, effective date)

4. Contract party words and phrases (for example, Party A, parties)

5. Legal ways to refer to a company within a contract

See Policy: FERC Agreement Oversight

UK BIC Number

UK BIC Number content blade. The content blade scans for UK BIC numbers by 
requiring matches for both rules:

1. European BIC number format (refer to entity description)
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2. UK format of the BIC number

BIC rule: 8 or 11 alphanumeric characters. Letters 5th and 6th will always have “GB” 
as the ISO 3166-1 alpha-2 country code.

Pattern:  

LLLLLLAAA

LLLLLLAAAAA

LLLLLLAA-AAA

LLLLLLAA AAA

LLLLLL AA AAA

LLLL LL AA AAA

LLLL LL AA-AAA

Examples: 

LOYDGB21013

NAFPGB21

NWBK GB 21-28D

See Policy: Transmission of Contact Information

UK Caldicott Report

UK Caldicott Report content blade. The content blade monitors for at least one UK 
Identification Number:

• UK National Insurance Number (NINO) - Informal, 

• UK National Health Service number

Additionally, at least 1 term or abbreviation related to the identification numbers listed 
above or matches to the dictionaries of Diseases & Injuries, Drugs & Compounds, 
External Injuries General, or External Injuries Specific must occur with the number.

See Policy: UK Caldicott Report

UK Driving Licence Number

UK Driving Licence Number content blade. The content blade requires the 
following to match for a UK driving licence in a close proximity:

1. UK driving licence pattern 

2. Either words or phrases for a driving licence (for example, driving licence) or 
personal identification (for example, date of birth, address, telephone)

Driving licence rule:  16 - 18 alphanumeric characters and begins with a letter.  
Chapter 3:  Expert Content Blades 165



RSA DLP 9.5 Policy Guide
Pattern:  

LAAAADDDDDDLLDLLDD

Some digits are limited in the values accepted.

Examples: 

RXPRZ153305TJ9XL

ALHMN719182JM0RR

BRENT969228TH9TK

UDHYR102246BM8OT

See Policy: UK Driving Licence Numbers

UK Human Rights Act 1998

UK Human Rights Act 1998 content blade. The content blade monitors for a UK 
voter identification number. Additionally, at least two voting related terms must occur 
with the number.

Voter Identification Number Rule:

Northern Ireland Patterns:

The pattern consists of 4-digit polling district followed by a space or a separator, 
and then 5-digit electoral number.

DDDD DDDDD

DDDD-DDDDD

DDDD/DDDDD

DDDD\DDDDD

Mainland UK Patterns:

The pattern consists of 2-4 letters followed by 1- to 5-digits along with various 
space or separator patterns.

LL N-NNN

LL N-NNNN

LL NNNN

LL-N 

LL-NN

LL-NNN

LL-NNNN

LLLL N 

LLLL NN
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LLLL NNN

LLLL NNNN

LLLN-N

LLLN-NN

LLLN-NNN

LLLN-NNNN

LLLN-NNNN 

LLLNL-N

LLLNL-NN

LLN

LLN-N

LLN-NN

LLN-NNN

LLN-NNNN

LLNL-N 

LLNL-NN

LLNL-NNN

LLNL-NNNN

LLNNNN

Examples:

AS4848

TR93828

See Policy: UK Human Rights Act 1998

UK IBAN Number

UK IBAN Number content blade. The content blade requires the following to match 
for a UK IBAN number in a close proximity:

1. European IBAN number format (refer to entity description)

2. UK IBAN number pattern

IBAN Rule:  "GB" country code followed by 20 characters.

GB, ISO country code

2-Digits (numeric characters 0 to 9 only), Check Digits (IBAN)

4 Upper case letters (A-Z only), Bank Identifier Digits
Chapter 3:  Expert Content Blades 167



RSA DLP 9.5 Policy Guide
6-Digits (numeric characters 0 to 9 only), Bank branch code

8-Digits (numeric characters 0 to 9 only), Account number

Pattern:

GBDDLLLLDDDDDDDDDDDDDD

GB DD LLLL DDDD DDDD DDDD DD

GB DD LLLL DDDDDD DDDDDDDD

Examples:

GB 59 NWBK 6073 0103 4587 41

GB 98 NWBK 601907 78510651

GB 34 NWBK 604005 04319710

See Policy: UK IBAN Numbers

UK National Health Service Number

UK National Health Service Number content blade. The content blade requires the 
following to match for a UK National Health Service number in a close proximity:

1. UK National Health Service number format (refer to entity description)

2. Words and phrases relating to the National Health Service or patient identification 
or date of birth

See Policy: UK National Health Service Numbers

See Entity: UK National Health Service Number 

UK National Insurance Number

UK National Insurance Number content blade. The content blade is only a 
container file for child content blades. The content blades assigned to it separately 
look for the formal and informal versions of the UK National Insurance number plus 
additional corroborative evidence. Refer to the child blades and entity descriptions for 
more details.

See Policy: UK National Insurance Numbers (NINO)

See Child Content Blade: UK NINO Formal, UK NINO Informal

UK NINO Formal

UK NINO Formal content blade. The content blade looks for the formal pattern of 
the UK National Insurance number (NINO). The content blade will match with a 
combination of the following pieces of information in high proximity, either:
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1. More than one match to a NINO formal pattern (refer to entity description)

2. A single match to a NINO formal with word or phrase for a National Insurance 
number (for example, NINO, taxpayer number)

See Policy: UK National Insurance Numbers (NINO)

See Entity: UK National Insurance Number (formal) 

UK NINO Informal

UK NINO Informal content blade. The content blade looks for the informal pattern 
of the UK National Insurance number (NINO). The content blade will match if an 
informal NINO is found within high proximity of a word or phrase for a National 
Insurance number (for example, NINO, taxpayer number).

See Policy: UK National Insurance Numbers (NINO)

See Entity: UK National Insurance Number (informal)

UK Passport Number

UK Passport Number content blade. The content blade looks for matches to one of 
the U.K. passport number entities with the following supporting evidence:

• Words and phrases for passport such as passport or a national passport code 
preceding a passport number

• Words and phrases for the country, U.K, or the date of issue (optional match)

See Policy: UK Passport Numbers

See Entity: UK Passport Number , UK Passport Number, pre-1988 

UK Tax Identification Number

UK Tax Identification Number content blade. The content blade looks for matches 
to unique taxpayer reference number or National Insurance numbers. Words and 
phrases for tax identification are also required as supporting evidence. For details on 
the National Insurance number, see the entity details.

Tax Identification Rule:  10-digit number, generally separated as 5-digits and 5-digits 
separated by a hyphen

Pattern:

DDDDDDDDDD

DDDDD-DDDDD

Examples:

3928929402
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94920-82904

See Policy: UK Tax Identification Numbers

See Entity: UK National Insurance Number (informal)

UK VAT Number

UK VAT Number content blade. The content blade requires a match for a value 
added tax (VAT) number pattern (refer to entity description) in a close proximity to the 
abbreviation GB.

See Policy: UK VAT Numbers

US Bank Account Numbers

US Bank Account Numbers content blade. The content blade must be edited to, at a 
minimum, to contain a regular expression that matches the bank account number 
formats, which should be monitored.  Depending on the length and format of the 
numbers, it may be necessary to require additional words and phrases around banking 
accounts as well as personal information in order to reduce the likelihood of false 
positives.

See Policy: Alaska HB-65, Arkansas SB-1167, Delaware HB-116, Georgia SB-230, 
Hawaii SB-2290, Illinois SB-1633, Indiana HB-1101, Iowa SF-2308, Kansas SB-196, 
Maine LD-1671, Maryland HB-208, Massachusetts CMR-201, Michigan SB-309, 
Mississippi HB-583, Missouri HB-62, Montana HB-732, Nebraska LB-876, North 
Carolina SB-1048, Oregon SB-583, Puerto Rico DACO 7207, 7336 and 7376, Rhode 
Island HB-6191, South Carolina SB 453, Tennessee SB-2220, U.S. Virgin Islands V.I. 
Code 2208, Vermont SB-284, Virginia SB-307, West Virginia SB-340, Wisconsin SB 
164, Wyoming WS 40-12-501 & 40-12-502 SF 0053

US Drivers Licenses

US Drivers Licenses content blade. The content blade looks for all State driver’s 
license patterns plus words and phrases such as driver’s license and license number.  
Additionally, a State name or abbreviation must be in close proximity to these two 
pieces of content.

Driver’s licenses issued in the United States have a number or alphanumeric code 
issued by the Department of Motor Vehicles (or equivalent), usually show a 
photograph of the bearer, as well as a copy of his or her signature, the address of his or 
her primary residence, the type or class of license, restrictions and/or endorsements (if 
any), the physical characteristics of the bearer (such as height, weight, hair color, eye 
color, and sometimes even skin color), and birth date. No two driver’s license numbers 
issued by a state are alike. Social Security numbers are becoming less common on 
driver’s licenses, due to identity theft concerns.

See Policy: US Drivers License Numbers
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US Drivers Licenses By State

US Drivers Licenses By State content blade. The content blade is only a container 
file for child content blades. The content blades assigned to it look for the individual 
State driver’s license patterns plus words and phrases such as driver’s license and 
license number and state names and abbreviations. 

Driver’s licenses issued in the United States have a number or alphanumeric code 
issued by the Department of Motor Vehicles (or equivalent), usually show a 
photograph of the bearer, as well as a copy of his or her signature, the address of his or 
her primary residence, the type or class of license, restrictions and/or endorsements (if 
any), the physical characteristics of the bearer (such as height, weight, hair color, eye 
color, and sometimes even skin color), and birth date. No two driver’s license numbers 
issued by a state are alike. Social Security numbers are becoming less common on 
driver’s licenses, due to identity theft concerns.

See Content Blade: Alaska Drivers License Number, Alberta Drivers Licence 
Number, Arizona Drivers License Number, Arkansas Drivers License Number, 
California Drivers License Number, Canada Drivers Licences, Colorado Drivers 
License Number, Connecticut Drivers License Number, Delaware Drivers License 
Number, District of Columbia Drivers License Number, Florida Drivers License 
Number, Georgia Drivers License Number, Hawaii Drivers License Number, Idaho 
Drivers License Number, Illinois Drivers License Number, Indiana Drivers License 
Number, Iowa Drivers License Number, Kansas Drivers License Number, Kentucky 
Drivers License Number, Louisiana Drivers License Number, Maine Drivers License 
Number, Maryland Drivers License Number, Massachusetts Drivers License Number, 
Michigan Drivers License Number, Minnesota Drivers License Number, Mississippi 
Drivers License Number, Missouri Drivers License Number, Montana Drivers 
License Number, Nebraska Drivers License Number, Nevada Drivers License 
Number, New Hampshire Drivers License Number, New Jersey Drivers License 
Number, New Mexico Drivers License Number, New York Drivers License Number, 
North Carolina Drivers License Number, North Dakota Drivers License Number, 
Ohio Drivers License Number, Oklahoma Drivers License Number, Oregon Drivers 
License Number, Pennsylvania Drivers License Number, Rhode Island Drivers 
License Number, South Carolina Drivers License Number, South Dakota Drivers 
License Number, Tennessee Drivers License Number, Texas Drivers License 
Number,Utah Drivers License Number, Vermont Drivers License Number, Virginia 
Drivers License Number, Washington Drivers License Number, West Virginia Drivers 
License Number, Wisconsin Drivers License Number, Wyoming Drivers License 
Number

US National Provider Identifier

US National Provider Identifier content blade. A National Provider Identifier (NPI) 
is a unique 10-digit identification number issued to health care providers in the United 
States by the Centers for Medicare and Medicaid Services (CMS).

The content blade looks for matches to the NPI number pattern (refer to entity 
description) and words and phrases such as NPI and national provider. 
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See Policy: California AB-1298, HIPAA and HITECH, Patient Identification 
Numbers, US National Provider Identifier

See Entity: US National Provider ID 

US Passport Number

US Passport Number content blade. The content blade looks for matches to the US 
Passport number pattern (refer to entity description) plus words and phrases such as 
passport and terms related to the United States.

See Policy: US Passport Numbers

See Entity: US Passport Number 

US Personal Identification Information

US Personal Identification Information content blade. This content blade detects 
forms of personally identifiable information for people within the United States 
including a name, address, date, e-mail address, or 10-digit phone number. In its 
current form, it will require at least 2 of pieces of the listed personal information to 
match. It may be customized to require more or less matches as needed by modifying 
the minimum required rules setting in the rule set.

See Policy: HIPAA and HITECH Low Threshold

US Social Security Number

US Social Security Number content blade. The content blade is only a container file 
for child content blades. The content blades assigned to it separately look for 
formatted and unformatted versions of the U.S. Social Security numbers so different 
rules may be assigned to them. The formatted version of the Social Security number is 
a more specific pattern, so the rules are less strict for returning a match. However, the 
unformatted version is very general and matches to many common numbers. The 
HTML Forms versions of Social Security number blades are detecting sensitive 
content in querystrings from HTTP GETS or POSTS in a document section called 
rsahtmlform. 

See Policy: GLBA (Gramm-Leach Bliley Act), Patient Identification Numbers, US 
Social Security Numbers

See Child: SSN Formatted, SSN Formatted in HTML Forms, SSN Unformatted, SSN 
Unformatted in HTML Forms

Utah Drivers License Number

Utah Drivers License Number content blade. The content blade looks for matches 
to the Utah driver’s license pattern, words, and phrases such as driver’s license and 
license number, as well as the state name or abbreviation. 
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Driver’s license pattern:  6 - 10 Numeric

Examples: 

345234

2347654

83456778

123456789

1234567890

See Policy: Utah SB-69

Vermont Drivers License Number

Vermont Drivers License Number content blade. The content blade looks for 
matches to the Vermont driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  8 Numeric; or 7 Numeric, letter “A”

Examples: 

12345678

1234567A

See Policy: Vermont SB-284

Virginia Drivers License Number

Virginia Drivers License Number content blade. The content blade looks for 
matches to the Virginia driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation.

Driver’s license pattern:  1 Alphabetic, 8 Numeric

Examples: 

B82383822

D44-44-4444

Visa Card Number

Visa Card Number content blade. The content blade looks for a combination of the 
following pieces of information, either:

1. More than one JCB credit card number (refer to entity description)

2. A single credit card number plus words and phrases such as ccn, credit card, 
expiration date
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3. A single credit card number plus an expiration date

The words and phrases are included in the following languages: 

– Chinese Traditional

– Chinese Simplified

– French

– German

– Italian

– Japanese

– Korean 

– Spanish

– Portuguese

– UK English

– US English

See Policy: Credit Card Numbers By Issuer

See Entity: Credit Card Number - Visa, Expiration Date, Proper Name

W2 and W4 Tax Forms

W2 and W4 Tax Forms content blade. The content blade is designed so that it 
detects wage and withholding tax statements of an employee with the following rules:

1. Words and phrases for W2 or W4

2. A Social Security number or term

3. Words and phrases such as EIN or wage and tax statement or U.S. Address or 
name 

See Policy: Employee Financials, W2 and W4 Tax Forms

See Entity: Proper Name, US Address

Washington Drivers License Number

Washington Drivers License Number content blade. The content blade looks for 
matches to the Washington driver’s license pattern, words, and phrases such as 
driver’s license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:  5 Alphabetic (last name), 1 Alphabetic (first name), 1 
Alphabetic (middle name), 3 Numeric, 2 Alphanumeric.  If last or middle name field 
falls short, fill with *s.  

Examples: 
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JONESSA1231A

KIM**SC12311

See Policy: Washington SB-6043

West Virginia Drivers License Number

West Virginia Drivers License Number content blade. The content blade looks for 
matches to the West Virginia driver’s license pattern, words, and phrases such as 
driver’s license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:   7 Numeric; or 7 Alphanumeric (where 6 characters are digits 
and 1 a letter)

Examples: 

1234567

F564432

9T52312

88A8888

444M655

9899E99

55555W9

234553P

Wisconsin Drivers License Number

Wisconsin Drivers License Number content blade. The content blade looks for 
matches to the Wisconsin driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation.

Driver’s license pattern:   1 Alphabetic, 13 Numeric

Examples: 

Z2345673498765

C2345673498765

Workplace Violence

Workplace Violence content blade. The content blade monitors for documents and 
communications that contain threats of violent behavior.  Terms are weighted 
according to ambiguity.  

• Profanities

• Terms describing potential victims such as manager or girlfriend
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• Terms describing body parts

• Names of weapons

• Terms and slang describing violent acts

See Policy: Violence

Wyoming Drivers License Number

Wyoming Drivers License Number content blade. The content blade looks for 
matches to the Wyoming driver’s license pattern, words, and phrases such as driver’s 
license and license number, as well as the state name or abbreviation. 

Driver’s license pattern:   9 - 10 Numeric

Examples: 

473876666

8775564732

655444-878



RSA DLP 9.5 Policy Guide
4 Expert Entities

This chapter explains the expert entities available with RSA DLP. Also, RSA experts 
may create custom entities for you in addition to those listed here. 

Topics:

• List of Entities

• Entity Descriptions

List of Entities

An entity is a C++ program that uses regular expressions and algorithms to identify sensitive data of a 
given kind (such as a credit card number or Social Security number). RSA provides a set of expert 
entities that you can use as detection rules in custom content blades—either alone or in conjunction 
with other information such as keyword terms and regular expressions—to accurately identify 
instances of your sensitive information. In addition, RSA personnel may create custom entities for you 
that detect other kinds of content.

The expert entities available are listed below.

ABA Routing Number..........................................................176 Australia Business Number ................................................176
Australia Company Number ...............................................177 Australia Medicare Card Number .......................................178
Australia Tax File Number ..................................................178 Canada Social Insurance Number, Formatted....................179
Canada Social Insurance Number, Unformatted ................179 Credit Card Number ...........................................................180
Credit Card Number - American Express............................181 Credit Card Number - China UnionPay...............................182
Credit Card Number - Diners Card......................................182 Credit Card Number - Discover...........................................182
Credit Card Number - JCB..................................................183 Credit Card Number - MasterCard......................................183
Credit Card Number - Visa..................................................183 Credit Card Track Data .......................................................184
EU Debit Card Number ......................................................184 Expiration Date ...................................................................185
France Drivers Licence ......................................................186 France National Identification Number, INSEE ..................186
Germany Drivers Licence ...................................................187 Germany National Identification Number ...........................187
Germany National ID Number, Machine Readable ............188 Germany Passport Number ...............................................188
Germany Passport Number, Machine Readable ................188 International Date Format ..................................................189
Netherlands Drivers Licence Number ................................189 Netherlands National Identification Number ......................190
Netherlands Passport Number ...........................................190 New Zealand Health Practitioner Index .............................191
New Zealand Inland Revenue Department Number ..........191 New Zealand National Health Index ..................................192
Passenger Name Record (PNR) Credit Card .....................192 Proper Name.......................................................................193
Spain National Identification Number .................................193 Spain Social Security Number ...........................................195
Sweden National Identification Number .............................195 UK National Health Service Number ..................................196
UK National Insurance Number (formal) ............................196 UK National Insurance Number (informal) ..........................197
UK Passport Number .........................................................198 UK Passport Number, pre-1988 .........................................198
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Entity Descriptions

Below are descriptions of the expert entities. 

ABA Routing Number

ABA Routing Number entity. A routing transit number (RTN) or ABA number is a 
bank code, used in the United States, which appears on items such as checks that 
identifies which financial institution it is drawn upon. 

Rules: 9-digits; the last is a check digit. Matches are limited to ranges for the first two 
digits: must start with 00-12, 21-32, 61-72, or 80.

Pattern: This entity matches the following pattern: 

DDDDDDDDD 

A specialized checksum validates the pattern. 

Examples: 

111000025

121137522

254070116

241080083

Expert Content Blades that use this entity: ABA Routing Numbers 

Australia Business Number 

Australia Business Number entity. The Australia Business Number (ABN) is a 
unique identifying number that businesses use when dealing with other businesses. A 
company's ABN frequently includes the Australia Company Number (ACN) as the 
last 9-digits. The ABN indicates that a person, trust, or company is registered with the 
Australian Business Register. 

Rules: 11-digits 

Pattern: This entity matches the following patterns: 

DD DDD DDD DDD 

DD-DDD-DDD-DDD 

DDDDDDDDDDD 

US Address.........................................................................199 US Date Format ..................................................................199
US National Provider ID .....................................................200 US Passport Number .........................................................200
US Social Security Number, Formatted .............................201 US Social Security Number, Unformatted ..........................201
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Examples: 

49004028077 

15 377 326 950 

61-321-195-155 

Expert Content Blades that use this entity: Australia Business Number

Australia Company Number 

Australia Company Number entity. The Australia Company Number (ACN) is 
validated using an algorithm with the last digit being a check digit allowing the 
number to be verified. An ACN is a unique number issued by the Australian Securities 
and Investments Commission (ASIC) to every company registered under the 
Commonwealth Corporations Act 2001 as an identifier.

Companies are required to disclose their ACN on: the common seal (if any) and every 
other seal of the company (if any); every public document issued, signed or published 
by, or on behalf of, the company; every eligible negotiable instrument issued, signed 
or published by, or on behalf of, the company; and all documents required to be lodged 
with ASIC. 

An ACN remains unchanged even if a company has a name change or is deregistered. 

Rules: 9-digits (usually 3 groups of 3-digits) 

Pattern: This entity matches the following patterns: 

DDD DDD DDD

DDD-DDD-DDD

DDDDDDDDD 

A specialized checksum validates the pattern. 

Examples: 

000 000 019 

010-499-966 

010749961 

Expert Content Blades that use this entity: Australia Company Number
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Australia Medicare Card Number 

Australia Medicare Card Number entity. An Australia Medicare Card Number is a 
number used to prove Medicare eligibility when seeking Medicare-subsidized care 
from a medical practitioner or hospital.

Rules: 10- or 11-digits

– 9th digit is a check digit.

– 10th digit is the issue digit.

– 11th digit is the individual number and is optional.

Exclusions: This entity excludes number if they are within 128 characters after 
keywords that indicate a false positive, such as Australia business number, invoice or 
purchase order.

Pattern: This entity matches the following patterns: 

10-digit: 

DDDDDDDDDD 

DDDD DDDDD D 

DDDD-DDDDD-D 

11-digit: 

DDDDDDDDDDD 

DDDD-DDDDD-DD 

DDDD DDDDD DD 

Examples: 

2123456701 

2123 45670 1

2123-45670-1 

69008231711 

6900-82317-11 

Expert Content Blades that use this entity: Australia Medicare Card Number

Australia Tax File Number 

Australia Tax File Number entity. A Tax File Number (TFN) is a number that is 
issued to a person by the Commissioner of Taxation and is used to verify client 
identity and establish income level. The TFN is an 8- or 9-digit number that is 
validated by an arithmetic formula, known as a check digit routine, applied to a 7- or 
8-digit number. The last digit is a check digit.
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Rules: 8- or 9-digits (7- or 8-digits followed by a check digit)

Pattern: This entity matches the following patterns:

9-digit: 

DDD DDD DDD 

DDD-DDD-DDD 

DDDDDDDDD 

8-digit: 

DD DDD DDD 

DD-DDD-DDD

 DDDDDDDD 

Examples:

646 139 498

000-000-094

687 437 595

555000555

32547689

Expert Content Blades that use this entity: Australia Tax File Number

Canada Social Insurance Number, Formatted

Canada Social Insurance Number, Formatted entity. A Social Insurance Number 
(SIN) is a number issued in Canada to administer various government programs. 

Rules: 9-digits; Luhn’s formula (Mod 10 checksum) validates the pattern. 

Pattern: This entity matches the following patterns: 

DDD-DDD-DDD 

DDD DDD DDD 

Expert Content Blades that use this entity: SIN Formatted

Canada Social Insurance Number, Unformatted 

Canada Social Insurance Number, Unformatted entity. A Social Insurance 
Number (SIN) is a number issued in Canada to administer various government 
programs. 

Rules: 9-digits; Luhn’s formula (Mod 10 checksum) validates the pattern
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Pattern: This entity matches the following patterns: 

DDDDDDDDD 

Expert Content Blades that use this entity: SIN Unformatted

Credit Card Number 

Credit Card Number entity. A unique credit card number that matches on the Luhn’s 
Mod 10 checksum and patterns for American Express, China Unionpay, Diner's Club, 
Discover, JCB, MasterCard and VISA.

Rules: See table below.

Pattern: This entity matches the following patterns. 

14-digits (space or hyphen-separated):

DDDD-DDDDDD-DDDD

DDDD-DDDD-DDDD-DD

DDDDDDDDDDDDDD

15-digits (space or hyphen-separated):

DDDD-DDDD-DDDD-DDD

Issuer Identifier/Prefix
Card Number 
Length

Check Digit Algorithm

American 
Express

34xxxx, 37xxxx 15 Luhn’s Mod 10 checksum

China UnionPay 42 (17- to 19-digits 
only)

622, 624, 625, 626, 
628, 955

16-19 Luhn’s Mod 10 checksum

Diner's Club/
Carte Blanche

300xxx-305xxx,

36xxxx, 38xxxx

14 Luhn’s Mod 10 checksum

Discover 6011xx 16 Luhn’s Mod 10 checksum

JCB (16) 3 16 Luhn’s Mod 10 checksum

JCB (15) 2131,1800 15 Luhn’s Mod 10 checksum

MasterCard 51xxxx-55xxxx 16 Luhn’s Mod 10 checksum

VISA 4xxxxx 16 Luhn’s Mod 10 checksum
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DDDD-DDDDDD-DDDDD

DDD-DDDD-DDDD-DDDD 

DDDDDDDDDDDDDDD

16-digits (space or hyphen-separated):

DDDD-DDDD-DDDD-DDDD

DDDDDDDDDDDDDDDD

17- to 19-digits (space or hyphen-separated):

DDDD-DDDD-DDDD-DDDDD

DDDDDDDDDDDDDDDDD

DDDD-DDDD-DDDD-DDDDDD

DDDDDDDDDDDDDDDDDD

DDDD-DDDD-DDDD-DDDDDDD

DDDDDDDDDDDDDDDDDDD

One exception is if the number has a long string of consecutive zeros. It will be 
eliminated as a match as these are usually test numbers that do not include valid 
account information. 

Examples:

30569309025904 (Diner’s Card)

5105-1051-0510-5100 (MasterCard)

4012 8888 8888 1881 (Visa)

6011 0009 9013 9424 (Discover Card)

3566002020360505 (JCB)

Expert Content Blades that use this entity: Credit Card Number

Credit Card Number - American Express

Credit Card Number - American Express entity. A credit card number issued by 
American Express that matches on the Luhn’s Mod 10 checksum.

Rules: See table below.

Pattern: This entity matches the following patterns.
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Expert Content Blades that use this entity: American Express Card Number

Credit Card Number - China UnionPay

Credit Card Number - China UnionPay entity. A unique credit card number issued 
by China Unionpay that matches on the Luhn’s Mod 10 checksum.

Expert Content Blades that use this entity: China UnionPay

Credit Card Number - Diners Card

Credit Card Number - Diners Card entity. A credit card number issued by Diners 
Club/Carte Blanche that matches on the Luhn’s Mod 10 checksum.

Rules: See table below.

Pattern: This entity matches the following patterns: 

Expert Content Blades that use this entity: Diners Card Number

Credit Card Number - Discover

Credit Card Number - Discover entity. A credit card number issued by Discover  
that matches on the Luhn’s Mod 10 checksum.

Issuer Identifier/Prefix
Card Number 
Length

Check Digit Algorithm

American 
Express

34xxxx, 37xxxx 15 Luhn’s Mod 10 checksum

Issuer Identifier/Prefix
Card Number 
Length

Check Digit Algorithm

China UnionPay 42 (17- to 19-digits 
only)

622, 624, 625, 626, 
628, 955

16-19 Luhn’s Mod 10 checksum

Issuer Identifier/Prefix
Card Number 
Length

Check Digit Algorithm

Diner's Club/
Carte Blanche

300xxx-305xxx,

36xxxx, 38xxxx

14 Luhn’s Mod 10 checksum
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Rules: See table below. 

Pattern: This entity matches the following patterns: 

Expert Content Blades that use this entity: Discover Card Number

Credit Card Number - JCB

Credit Card Number - JCB entity. A credit card number issued by JCB that matches 
on the Luhn’s Mod 10 checksum.

Rules: See table below. 

Pattern: This entity matches the following patterns: 

Expert Content Blades that use this entity: JCB Card Number

Credit Card Number - MasterCard

Credit Card Number - MasterCard entity. A credit card number issued by 
MasterCard  that matches on the Luhn’s Mod 10 checksum.

Rules: See table below. 

Pattern: This entity matches the following patterns: 

Expert Content Blades that use this entity: MasterCard Number

Issuer Identifier/Prefix
Card Number 
Length

Check Digit Algorithm

Discover 6011xx 16 Luhn’s Mod 10 checksum

Issuer Identifier/Prefix
Card Number 
Length

Check Digit Algorithm

JCB (16) 3 16 Luhn’s Mod 10 checksum

JCB (15) 2131,1800 15 Luhn’s Mod 10 checksum

Issuer Identifier/Prefix
Card Number 
Length

Check Digit Algorithm

MasterCard 51xxxx-55xxxx 16 Luhn’s Mod 10 checksum
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Credit Card Number - Visa

Credit Card Number - Visa entity. A credit card number issued by Visa  that 
matches on the Luhn’s Mod 10 checksum.

Rules: See table below. 

Pattern: This entity matches the following patterns: 

Expert Content Blades that use this entity: Visa Card Number

Credit Card Track Data

Credit Card Track Data entity. Track data is the information encoded and stored on 
two tracks located within the magnetic stripe on the back of a credit card (debit card, 
gift card, etc).

Rules/Patterns:

Track 1 Data

A percentage sign and format code (%B) followed by a valid credit card 
number, 26 alphanumeric characters of discretionary data and a 4-digit 
expiration date. Carets are used as field separators.

Track 2 Data

A semicolon followed by a valid credit card number and a 4-digit expiration 
date. Equal signs are used as field separators.

Examples:

%B4974-2677-9661-4047^12345678901234567892123456^1209?

;4974 2677 9661 4047=1209?

Expert Content Blades that use this entity: Credit Card Track Data

EU Debit Card Number 

EU Debit Card Number entity. An EU debit card number is 16 to 19-digits long. The 
last digit is the check digit and is validated using Luhn's formula. The preliminary 
digits frequently indicate the issuing bank or company. 

Rules: 16 to 19-digits (15 to 18-digits followed by a check digit); 

Pattern: This entity matches the following patterns. 

Issuer Identifier/Prefix
Card Number 
Length

Check Digit Algorithm

VISA 4xxxxx 16 Luhn’s Mod 10 checksum
186 Chapter 4:  Expert Entities



RSA DLP 9.5 Policy Guide
DDDDDDDDDDDDDDDD 

DDDDDDDDDDDDDDDDD 

DDDDDDDDDDDDDDDDDD 

DDDDDDDDDDDDDDDDDDD 

A specialized checksum validates the pattern. 

Examples: 

4175001234567807 

49179876543211 

491312345677889 

4508098765432144 

450809876543215 

Expert Content Blades that use this entity: EU Debit Card Number

Expiration Date

Expiration Date entity. Expiration dates (month/year) in US and EU formats for the 
years 2000-2019. 

Pattern: This entity matches the following patterns: 

MM/YYYY 

MM-YYYY 

MM/YY 

MM-YY

 jan YY

 jan YYYY 

 jan-YY 

 jan-YYYY

 jan/YY 

 jan/YYYY 

The three letter month abbreviations can be in English, French, Spanish, German and 
Italian. 

Examples: 

10/2010 

10/10 

10-2010 
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feb/2013 

feb-17 

Expert Content Blades that use this entity: American Express Card Number, 
Australia Medicare Card Number, Credit Card Number, EU Debit Card Number, 
Discover Card Number, Diners Card Number, JCB Card Number, MasterCard 
Number, Visa Card Number

France Drivers Licence 

France Drivers Licence entity. A unique 12-digit identifier for French driver’s 
licence numbers. 

Rules: 12-digits. 

Pattern: This entity matches the following pattern: 

DDDDDDDDDDDD 

Examples: 

569874123654 

258536977851 

Expert Content Blades that use this entity: France Driving Licence Number

France National Identification Number, INSEE 

France National Identification Number, INSEE entity. French National 
Identification numbers (INSEE). 

Rules: 15-digits 

Patterns: This entity matches the following patterns: 

DDDDDDDDDDDDDDD 

D DD DD DD DDD DDD DD 

Their format is: syymmlloookkkmm, where 

s = Sex. 1 = male, 2 = female 

yy = Last 2-digits of the year of birth 

mm = Month of birth 

ll = Number of the department of origin 

ooo = COG number (see below) of the commune of origin (a department is 
composed of various communes) 

kkk = An order number to distinguish people being born at the same place in the 
same year and month. This number is the one given by the Acte de naissance, an 
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official paper which officialize a birth (and is needed through-out life for various 
administrative procedures, such as getting an identity card). 

mm are the check digits. 

A Mod 97 checksum calculation is used to validate the pattern. 

Examples: 

1 73 02 57 345 121 12 

255081416802538 

Expert Content Blades that use this entity: France National Identification Number

Germany Drivers Licence 

Germany Drivers Licence entity. A unique 11 alphanumeric character identifier for 
German driver’s licence numbers.

Rules: 11 characters 

Pattern: This entity matches the following patterns: 

ADDAAAAAADA 

Examples: 

B7075212392 

J9596728821 

C3961MMF908 

H6213156252 

B6163RRE265 

Expert Content Blades that use this entity: Germany Driving Licence Number

Germany National Identification Number 

Germany National Identification Number entity. A unique 10 alphanumeric 
character identifier for German National Identification numbers.

Rules: 10 alphanumeric characters 

Pattern: This entity matches the following pattern: 

AAAAAAAAAD 

Examples: 

C6386CH748 

C4813VJ244 
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C7892RM391 

Expert Content Blades that use this entity: Germany National Identification 
Numbers

Germany National ID Number, Machine Readable 

Germany National ID Number, Machine Readable entity. A unique 36 
alphanumeric character identifier for machine-readable German National 
Identification numbers.

Rules: 36 alphanumeric characters 

Pattern: This entity matches the following pattern: 

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA 

Examples: 

F2289GG853D<<2807292F8707039<<<<<<<<<<<<<<<2 
H8876HI425D<<6408136M2308043<<<<<<<<<<<<<<<2 
H9429KP394D<<2409168F9706235<<<<<<<<<<<<<<<8 
J4873FF827D<<9406188M8302191<<<<<<<<<<<<<<<2 
K5789GV891D<<6806042F8204273<<<<<<<<<<<<<<<0 

Expert Content Blades that use this entity: Germany National Identification 
Numbers

Germany Passport Number 

Germany Passport Number entity. A unique 9 or 10 alphanumeric character 
identifier for German passport numbers.

Rules: 9 or 10 alphanumeric characters 

Pattern: This entity matches the following pattern: 

AAAAAAAAD

AAAAAAAAAD 

Examples: 

F2289GG85

J4873FF827

C6386CH748 

C4813VJ244 

C7892RM391 

Expert Content Blades that use this entity: Germany Passport Number
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Germany Passport Number, Machine Readable 

Germany Passport Number, Machine Readable entity. A unique 44 alphanumeric 
character identifier for machine-readable German passport numbers

Rules: 44 alphanumeric characters 

Pattern: This entity matches the following pattern: 

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA 

Examples: 

C3674IH340D<<7201150F6605038<<<<<<<<<<<<<<<2 
C3261VL226D<<4709150M7401064<<<<<<<<<<<<<<<8 
F2289GG853D<<2807292F8707039<<<<<<<<<<<<<<<2 
H8876HI425D<<6408136M2308043<<<<<<<<<<<<<<<2 
H9429KP394D<<2409168F9706235<<<<<<<<<<<<<<<8 

Expert Content Blades that use this entity: Germany Passport Number

International Date Format 

International Date Format entity. Dates which follow the European format (Day/
Month/Year) and are written in English, Spanish, Italian, German or French. 

Examples: 

12/Marzo/2009 

09/gui/09 

1-january-2011 

Expert Content Blades that use this entity: EU Debit Card Number, France Driving 
Licence Number, France National Identification Number

Netherlands Drivers Licence Number 

Netherlands Drivers Licence Number entity. A unique 10-digit identifier for 
Netherland driver’s licences issued after October 1986. 

Rules: 10-digits, issued sequentially, without any embedded meaning (9-digits 
followed by a check digit) 

Pattern: The Netherlands Driving Licence number matches the following patterns: 

DDDDDDDDDD 

A specialized checksum validates the pattern. 

Examples: 

9284241543 
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7276696560 

9981035842 

2787478018 

Expert Content Blades that use this entity: Netherlands Driving Licence Number

Netherlands National Identification Number 

Netherlands National Identification Number entity. A unique 9-digit identifier for 
Netherland National Identification numbers. 

Rules: 9-digits, issued sequentially, without any embedded meaning (8-digits followed 
by a check digit) 

Pattern: This entity matches the following patterns: 

DDDDDDDDD

DDDD.DD.DDD 

DD.DD.DD.DDD 

DDDD DDDDD 

A specialized checksum validates the pattern. 

Examples: 

0199.77.967 

1366.42.457 

08.38.08.942 

08.48.40.092 

1617 03689 

Expert Content Blades that use this entity: Netherlands National Identification 
Number

Netherlands Passport Number 

Netherlands Passport Number entity. A unique 10 alphanumeric character identifier 
for Netherland passport numbers. 

Rules: 10 alphanumeric characters, as follows: 

The literal letter ‘N’ followed by another letter, followed by 7 alphanumeric characters 
followed by a check digit. 

Pattern: This entity matches the following patterns: 

NLAAAAAAAD 
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A specialized checksum validates the pattern. 

Examples: 

NKW6V45U7 

NEO5S38O4

NIP6U56R7 

NIW0U97T0 

NKSFV8KQ4 

Expert Content Blades that use this entity: Netherlands Passport Number

New Zealand Health Practitioner Index 

New Zealand Health Practitioner Index entity. A unique 6 alphanumeric character 
identifier for the New Zealand Health Practitioner Index Common Person Numbers 
(HPI-CPN).

Rules: 6 alphanumeric characters, as follows: The first 2 characters are numeric, of 
which the second is a check digit. The last 4 characters are alphabetic, excluding ‘I’ 
and ‘O’ 

Pattern: This entity matches the following pattern: 

DDLLLL 

Examples: 

50HRZN 

48VXEJ 

86UMEQ 

19xxSX 

40xZYE 

Expert Content Blades that use this entity: New Zealand Health Practitioner Index 
Number 

New Zealand Inland Revenue Department Number 

New Zealand Inland Revenue Department Number entity. A unique 8- or 9-digit 
identifier issued by the Inland Revenue Department (IRD) to every taxpayer in New 
Zealand.

The first 8-digit IRD number in New Zealand was issued in 1975, and there are 
currently 12 million numbers in circulation. However, from April 2007, the Inland 
Revenue began issuing 9-digit IRD numbers due to population and business growth. 
All current 8-digit numbers remain unchanged. 
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Rules: 8- or 9-digit, the last digit is a check digit. 

Pattern: This entity matches the following patterns: 

9-digit: 

DDD DDD DDD 

DDD-DDD-DDD 

DDDDDDDDD (this is less common than space/hyphen separated) 

8-digit: 

DD DDD DDD 

DD-DDD-DDD 

DDDDDDDD (this is less common than space/hyphen separated) 

Examples: 

123-456-789 

12-345-678 

685851806 

Expert Content Blades that use this entity: New Zealand Inland Revenue 
Department Number

New Zealand National Health Index 

New Zealand National Health Index entity. A unique 7 alphanumeric character 
identifier for the New Zealand National Health Index.

Rules: 7 alphanumeric characters, as follows: The first 3 characters are alphabetic, 
excluding ‘I’ and ‘O’. The fourth through sixth characters are numeric. The last 
character is the check digit 

Pattern: 

LLLDDDD 

Examples: 

xSJ9381 

JEK2631 

YAx6627 

APH1199 

FDD4172 

Expert Content Blades that use this entity: New Zealand National Health Index 
Number 
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Passenger Name Record (PNR) Credit Card

Passenger Name Record (PNR) Credit Card entity. Detects credit card numbers 
contained within Passenger Name Record (PNR) formats typical of AMADEUS, 
GALILEO, WORLDSPAN and SABRE global distribution systems.

Rules: The entity should detect a substring containing a two letter code (describing the 
credit card issuer) followed by a checksum validated credit card number. The 
acceptable codes are:

AA,AB,AU,AX,BB,BC,BH,BU,CA,CB,CC,CD,CG,CS,CU,DC,DL,DS,DT,EC,F
H,GA,HC,ID,JC,JL,LH,MC,MD,MT,NZ,OT,QF,RJ,SC,SR,TC,TP,TS,UD,UI,VI,
WB,XS,ZA

Pattern: This entity matches the patterns as described in the Credit Card Number 
entity.

Examples: 

FPCCCA123456234563456723/1103/N123456

FPCCCA123456234563456723/1103/L4

AC/XD/12345678904/P0/22.73/2.72/ONE/CCAX372112341234123

VCH/9.65/10.00/0/ALL/CCVI432148076844

Expert Content Blades that use this entity: PNR Credit Card Details

Proper Name

Proper Name entity. This entity detects combinations of first and last names in 
English text. Two dictionaries are used for this entity; a dictionary of first and last 
names and a dictionary of common words.

Rules: The entity looks to see if any words from the Names Dictionary appears and 
then it eliminates those if the identified name also appears in the Words Dictionary. 

Expert Content Blades that use this entity: ABA Routing Numbers, American 
Express Card Number, Australia Medicare Card Number, Birth and Death Certificate, 
Credit Card Number, Discover Card Number, Diners Card Number, Diseases and 
Injuries Dictionary, Drugs and Compounds Dictionary, EU Debit Card Number, 
External Injuries Dictionary, ITIN Formatted, ITIN Unformatted, JCB Card Number, 
MasterCard Number, Visa Card Number, SSN Formatted, SSN Unformatted, SIN 
Formatted, SIN Unformatted, Student Records

Spain National Identification Number 

Spain National Identification Number entity. A unique 8-digit identifier for Spain 
National Identification numbers. 

Rules: 8-digits. It may be followed by a check letter. 
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Pattern: This entity matches the following patterns: 

No spacing: 

DDDDDDDD L 

DDDDDDDD-L 

DDDDDDDDL 

Period-separated: 

DD.DDD.DDD L 

DD.DDD.DDD-L 

DD.DDD.DDDL 

Space-separated: 

DD DD DD DD L 

DD DD DD DD - L 

DD DDD DDD L 

DD DDD DDD-L 

DD DDD DDD-L 

DD DDD DDDL 

Examples: 

73.567.711-A 

73.571.718-P 

74.011.201-F 

05280622Y 

24235528Z 

The Spain Foreigners’ Identification Number follows the same patterns as the Spain 
National Identification, but is preceded by a literal ‘X’ (by far the most common 
letter), ‘Y’, ‘Z’ or ‘T’ (with or without a space or hyphen). 

Rules: 7- or 8-digits. It may be followed by a check digit. A literal ‘X’ (the most 
common letter), ‘Y’, ‘Z’ or ‘T’, followed by a 7- or 8-digit number, sometimes 
followed by a check letter. Where a 7-digit number exists, a ‘0’ is presumed to be the 
first, invisible digit for the purposes of check letter calculation. 

Pattern: This entity matches the following patterns: 

x-DDDDDDD-L

x-0DDDDDDD-L

x-DDDDDDDL 

xDDDDDDD-L 
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xDDDDDDDL

Examples: 

x-0528062Y 

x24235528Z 

Expert Content Blades that use this entity: Spain National Identification Number

Spain Social Security Number 

Spain Social Security Number entity. A unique 12-digit identifier for Spain Social 
Security numbers. 

Rules: 12-digits. 10-digit followed by a 2-digit check sum. 

Pattern: This entity matches the following patterns: 

DDDDDDDDDDDD 

DD/DDDDDDDD/DD 

DD / DDDDDDDD / DD 

DD/DDDDDDDDDD 

A specialized checksum validates the pattern. 

Examples:

165221489524

17/3814812682

175751942391

21/3002968084

22 / 9521353015

Expert Content Blades that use this entity: Spain Social Security Number

Sweden National Identification Number 

Sweden National Identification Number entity. A unique 10-digit identifier for 
Swedish National Identification Numbers.

Rules: 10-digits or 12-digits where the last digit is the check digit. 

Pattern: This entity matches the following patterns: 

10-digit: 

DDDDDDDDDD 

DDDDDD-DDDD 
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DDDDDD - DDDD 

DD DD DD - DDDD 

DD DD DD-DDDD 

12-digit: 

DDDDDDDDDDDD 

DDDDDDDD-DDDD 

Their format is: YYMMDD-RRSX, where 

YY = Year 

MM = Month 

DD = Day 

RR = the region the ID holder was born 

S = Sex (even numbers = female; odd numbers = male) X = check digit 

Examples:

481005-8307

581226-7861

670104 - 0096

720218 -- 2759

43 10 29 - 3958

Expert Content Blades that use this entity: Sweden National Identification Number

UK National Health Service Number 

UK National Health Service Number entity. A unique 10-digit identifier used to 
identify a person within the National Health Service in England and Wales.

Rules: 10-digits. The first 9-digits are the identifier, followed by a check digit. 

Pattern: This entity matches the following patterns: 

DDDDDDDDDD 

DDD DDD DDDD 

Examples: 

4010232137 

478 533 2581 

999 888 7771 

Expert Content Blades that use this entity: UK National Health Service Number
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UK National Insurance Number (formal) 

UK National Insurance Number (formal) entity. A unique 9 alphanumeric 
character identifier for the UK National Insurance number.

Rules:   9 alphanumeric characters, as follows: 

The first and second characters are letters, but cannot be: D, F, I, Q, U, V 

The second character also cannot be: O 

The first and second characters cannot contain the following letter combinations: 
GB, BG, NK, KN, TN, NT, ZZ 

Characters 3-8 are digits [0-9] 

The last character is a letter 

Patterns: This entity matches the following pattern: 

LLDDDDDDL 

LL DD DD DD L 

LL-DD-DD-DD-L  

Examples: 

AB123456A 

AB 12 34 56 C 

AB-12-34-56-D 

Expert Content Blades that use this entity: UK NINO Formal

UK National Insurance Number (informal)

UK National Insurance Number (informal) entity. A unique 8 or 9 alphanumeric 
character identifier for the UK National Insurance number.

Rules:   8 or 9 alphanumeric characters, as follows: 

The first and second characters are letters, but cannot be: D, F, I, Q, U, V 

The second character also cannot be: O 

The first and second characters cannot contain the following letter combinations: 
GB, BG, NK, KN, TN, NT, ZZ 

Characters 3-8 are digits [0-9] 

The optional last character is a letter 

Patterns: This entity matches the following pattern: 

LLDDDDDDL 

LL DD DD DD L 
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LL-DD-DD-DD-L 

LL DDDDDD 

LL DD DD DD 

LL-DD-DD-DD 

Examples: 

AB123456 

AB 12 34 56 

AB-12-34-56-D 

Expert Content Blades that use this entity: UK NINO Informal, UK Tax 
Identification Number

UK Passport Number 

UK Passport Number entity. A unique 9-digit identifier for UK passports issued 
after 1988 (new, red passports). 

Rules: 9-digits 

Patterns: This entity matches the following pattern: 

DDDDDDDDD 

Examples: 

302888223 

093040181 

070746550 

094359439 

094359429 

Expert Content Blades that use this entity: UK Passport Number

UK Passport Number, pre-1988 

UK Passport Number, pre-1988 entity. A unique 7 alphanumeric identifier for UK 
passports issued before 1988 (old, blue passports). 

Rules: 7 alphanumeric characters (6-digits plus one character either prefix or suffix). 

Patterns: This entity matches the following patterns: 

LDDDDDDD 

DDDDDDDL 

Examples:
200 Chapter 4:  Expert Entities



RSA DLP 9.5 Policy Guide
A123445

B987657

C123456

476537Y

474784Z

Expert Content Blades that use this entity: UK Passport Number

US Address

US Address entity. This entity correlates States with Zip Codes and ensures that a zip 
code is a valid match for the State name or abbreviation it appears near. 

Examples: 

DC, 20011 

NJ 08852 

NJ, 08520 

Washington DC 20036 

New Jersey 08520 

Expert Content Blades that use this entity: ABA Routing Numbers, Contact 
Information Low Threshold, Contact Information Medium Threshold, Contact 
Information High Threshold, Diseases and Injuries Dictionary, Drugs and Compounds 
Dictionary, External Injuries Dictionary, ITIN Formatted, ITIN Unformatted, SSN 
Formatted, SSN Unformatted

US Date Format

US Date Format entity. This entity detects dates which follow the US format 
(Month/Day/Year). 

Rules: This entity looks for any of the following things: 

A full month name or abbreviation (that is, Sept, Sep or September) with some 
digits following. 

For example: Sept 25 

Month/Day/Year or Month-Day-Year 

This entity does not look for the following pattern: Month/Year or Month-Year since 
this would retrieve expiration dates. 

Examples: 

September-13-2008 

Sept 9, 2011 
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Jan/20/2010 

Mar-01-01 

Jun-1-2009

Expert Content Blades that use this entity: ABA Routing Numbers, Admittance 
and Discharge Dates, Birth and Death Certificate, Canada Drivers Licences, Diseases 
and Injuries Dictionary, Drugs and Compounds Dictionary, External Injuries 
Dictionary, ITIN Formatted, ITIN Unformatted, SIN Formatted, SIN Unformatted, 
SSN Formatted, SSN Unformatted

US National Provider ID 

US National Provider ID entity. A unique 10-digit number provided to health care 
providers in the United States. 

Rules: 10-digit number. Luhn 10 checksum is calculated by appending 80840 to the 
beginning of the number. 

Pattern: This entity matches the following patterns: 

DDDDDDDDDD

 80840DDDDDDDDDD 

80840 DDDDDDDDDD 

80840-DDDDDDDDDD 

Examples: 

808401100116759 

1100116759 

808409687329281 

1121524841 

Expert Content Blades that use this entity: US National Provider Identifier 

US Passport Number 

US Passport Number entity. A unique 9-digit identifier for US Passport numbers. 

Rules: 9-digits where the first two 2-digits represent the issuing passport office of the 
following combinations: 01-15, 17, 20, 21, 22, 30, 31, 40, 50, 53. 

Pattern: This entity matches the following pattern: 

DDDDDDDDD 

Examples: 

302888223 
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093040181 

070746550 

094359439 

Expert Content Blades that use this entity: US Passport Number 

US Social Security Number, Formatted 

US Social Security Number, Formatted entity. A unique 9-digit hyphen or 
space-separated identifier for US Social Security numbers.

Rules: 9-digits composed of the following three parts:

• The first set of 3-digits is historically called the Area Number.

As of June 2011, the geographical significance of these three numbers has been 
removed to accommodate the Social Security Administration’s (SSA) 
randomization method of issuing numbers.

• The second set of 2-digits is called the Group Number.

The significance of this number has been eliminated by the SSA as of June 2011.

• The final set of 4-digits is the Serial Number.

Note: Previously unassigned area numbers will be introduced for assignment 
excluding area numbers 000, 666 and 900-999.

Pattern: This entity matches the following pattern: 

DDD-DD-DDDD 

DDD DD DDDD 

Examples: 

537-12-3242 

603 01 1234 

Expert Content Blades that use this entity: SSN Formatted, US Drivers Licenses 
By State

US Social Security Number, Unformatted 

US Social Security Number, Unformatted entity. A unique 9-digit single-token 
identifier for US Social Security numbers. 

Rules: 9-digits composed of the following three parts: 

• The first set of 3-digits is historically called the Area Number.
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As of June 2011, the geographical significance of these three numbers has been 
removed to accommodate the Social Security Administration’s (SSA) 
randomization method of issuing numbers.

• The second set of 2-digits is called the Group Number.

The significance of this number has been eliminated by the SSA as of June 2011.

• The final set of 4-digits is the Serial Number.

Note: Previously unassigned area numbers will be introduced for assignment 
excluding area numbers 000, 666 and 900-999.

Pattern: This entity matches the following pattern: 

DDDDDDDDD 

Examples: 

537123242 

603011234 

Expert Content Blades that use this entity: SSN Unformatted
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5 Expert Dictionaries

This chapter describes the expert dictionaries provided with RSA DLP.  You may 
choose to build your own dictionaries, or RSA experts may build them for you, in 
addition to those listed here.

Topics:

• List of Dictionaries

• Dictionary Descriptions

List of Dictionaries

Dictionaries are collections of words and phrases formatted as a text file. Dictionaries are generally 
used for longer collections of words and phrases or when reuse across multiple content blades is 
expected. See “Words and Phrases” on page 16 for a discussion of how words and phrases are 
processed by DLP.

Expert dictionaries are created by RSA DLP personnel; you or RSA experts may also choose to create 
custom dictionaries. 

The expert dictionaries available in RSA DLP are listed below.

Ambiguous Stock Terms......................................................204 Canada Drivers Licence Terms...........................................204
Common Drug Terms..........................................................204 Diseases and Injuries..........................................................204
Drug Trade Terms ...............................................................204 Drugs and Compounds .......................................................205
EAR Countries ....................................................................205 EAR General Terms ............................................................205
EAR Items...........................................................................205 EAR Organizations .............................................................205
EAR People.........................................................................205 Energy General...................................................................206
Energy Specific ...................................................................206 External Injuries General ....................................................206
External Injuries Specific .....................................................206 Gambling Games ................................................................206
Gambling General ...............................................................206 Gambling Specific ...............................................................207
General Munitions Terms ....................................................207 General Stock Terms...........................................................207
Index of Procedures............................................................207 ITAR Items for EAR.............................................................207
NDC Formulas ....................................................................207 Protected Health Information Terms ...................................208
Stock Actions Terms............................................................208 Stock ...................................................................................208
Street Drug Terms ...............................................................208 Ticker Symbols....................................................................208
US Drivers License Terms...................................................208 Violence General ................................................................209
Violence Specific .................................................................209 Weapons.............................................................................209
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Dictionary Descriptions

Below are descriptions of dictionaries. 

Ambiguous Stock Terms

Ambiguous Stock Terms dictionary. Contains general stock market terminology, 
including but not limited to Annual Report, Bear Market, Fiscal Year, Index, and 
many others.

Expert Content Blades that use this dictionary: NASD Rule 3010 and NYSE Rule 
342

Canada Drivers Licence Terms

Canada Drivers Licence Terms dictionary. Contains English and French words and 
phrases related to Canadian driver’s licences, such as “driver licence” and “nombre de 
dl”.

Expert Content Blades that use this dictionary: Canada Drivers Licences, and is 
used in individual Canada drivers licence blades.

Common Drug Terms

Common Drug Terms dictionary. Contains general drug market terminology, 
including but not limited to, Cocaine, Designer Drugs, Oxycontin, PCP and many 
others.

Expert Content Blades that use this dictionary: Illegal Drugs

Diseases and Injuries

Diseases and Injuries dictionary. Contains words and phrases for diseases and 
nature of injury, and the external causes of injury, including but not limited to, 
Amyloidosis, Lyme Disease, Neuroris and many others.

Expert Content Blades that use this dictionary: Healthcare Dictionaries, UK 
Caldicott Report

Drug Trade Terms

Drug Trade Terms dictionary. Contains slang and street terms for the drug trade, 
such as Bagging, Dope Fiend and Gym Candy.

Expert Content Blades that use this dictionary: Illegal Drugs
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Drugs and Compounds

Drugs and Compounds dictionary. Contains words and phrases for drugs, 
prescription drugs, and compounds, including but not limited to Benadryl, 
Dexamethasone, Methotrexate and many others.

Expert Content Blades that use this dictionary: Healthcare Dictionaries, UK 
Caldicott Report

EAR Countries

EAR Countries dictionary. Contains the names of the Export Administration 
Regulations list of embargoed countries.

Expert Content Blades that use this dictionary: Export Administration Regulations, 
International Traffic in Arms Regulations

EAR General Terms

EAR General Terms dictionary. Contains general terminology related to items, such 
as Ammunition or Machine Guns, whose export is restricted or forbidden according to 
the Export Administration Regulations.

Expert Content Blades that use this dictionary: Export Administration Regulations

EAR Items

EAR Items dictionary. Contains specific terminology related to the items, such as 
Acoustic-Optic Signal Processing or df-co2 laser, whose export is restricted or 
forbidden according to the Export Administration Regulations.

Expert Content Blades that use this dictionary: Export Administration Regulations

EAR Organizations

EAR Organizations dictionary. Contains the names of organizations that pose a 
threat to U.S. safety as defined by the Export Administration Regulations.

Expert Content Blades that use this dictionary: Export Administration Regulations

EAR People

EAR People dictionary. Contains the names of known individuals that pose a threat 
to U.S. safety as defined by the Export Administration Regulations.

Expert Content Blades that use this dictionary: Export Administration Regulations
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Energy General

Energy General dictionary. Contains a comprehensive list of general keywords 
related to the energy industry, such as, alkylate, gigawatt and pipeline. 

Expert Content Blades that use this dictionary: Energy Dictionaries

Energy Specific

Energy Specific dictionary. Contains a comprehensive list of specific keywords 
related to energy generation and distribution, such as, actual peak reduction, bilateral 
electricity and catalytic cracking.

Expert Content Blades that use this dictionary: Energy Dictionaries

External Injuries General

External Injuries General dictionary. Contains a list of general keywords for 
injuries that are the result of blunt or penetrating trauma, such as Shooting, Drowning 
or Stabbing.

Expert Content Blades that use this dictionary: Healthcare Dictionaries, UK 
Caldicott Report

External Injuries Specific

External Injuries Specific dictionary. Contains a list of specific keywords for 
injuries that are the result of blunt or penetrating trauma, such as Asphyxiation, 
Hypothermia or Overdose

Expert Content Blades that use this dictionary: Healthcare Dictionaries, UK 
Caldicott Report

Gambling Games

Gambling Games dictionary. Contains the names of popular gambling games such 
as Slots, Texas Hold'em, Video Poker and World Series of Poker.

Expert Content Blades that use this dictionary: Gambling

Gambling General

Gambling General dictionary. Contains general keywords related to gambling 
including betting terminology such as Bank, Betting, Hedge and Scratch.

Expert Content Blades that use this dictionary: Gambling
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Gambling Specific

Gambling Specific dictionary. Contains specific keywords related to gambling and 
gambling jargon such as Moving the line, Point Spread, Sucker bet and Shaving 
Points.

Expert Content Blades that use this dictionary: Gambling

General Munitions Terms

General Munitions Terms dictionary. Contains terms associated with the articles, 
services and related technology designated as defense-related in the U.S. International 
Traffic in Arms regulations.

Expert Content Blades that use this dictionary: International Traffic in Arms 
Regulations

General Stock Terms

General Stock Terms dictionary. Contains general stock market terminology such as 
Bear Market, Bull market and DJIA.

Expert Content Blades that use this dictionary: NASD Rule 3010 and NYSE Rule 
342

Index of Procedures

Index of Procedures dictionary. Contains a list of inpatient procedures such as 
apexcardiogram, esophagostomy and ophthalmoscopy.

Expert Content Blades that use this dictionary: Healthcare Dictionaries

ITAR Items for EAR

ITAR Items for EAR dictionary. Contains specific terminology related to the items 
covered under the International Traffic in Arms Regulations, such as AMTV or 
AU-23, whose export is restricted or forbidden according to the Export 
Administration Regulations.

Expert Content Blades that use this dictionary: Export Administration Regulations

NDC Formulas

NDC Formulas dictionary. Contains a list of active ingredients from the National 
Drug Code formulations data such as acetic acid, epidrin and glycine.

Expert Content Blades that use this dictionary: Healthcare Dictionaries
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Protected Health Information Terms

Protected Health Information Terms dictionary. Contains health information and 
health insurance information terminology such as admission date, covered entity and 
tertiary care.

Expert Content Blades that use this dictionary: Healthcare Dictionaries

Stock Actions Terms

Stock Action Terms dictionary. Contains a simple list of keywords related to 
investing in the stock market, such as Buy or Hold.

Expert Content Blades that use this dictionary: NASD Rule 3010 and NYSE Rule 
342

Stock

Stock dictionary. Contains a comprehensive list of keywords related to investing in 
the stock market, such as Clearing House, Control Stock, Daisy Chain or EV/Sales.

Expert Content Blades that use this dictionary: Healthcare Dictionaries

Street Drug Terms

Street Drug Terms dictionary. Contains slang and street terms for the drug trade, 
such as Batted Out, Dime Bag, Mighty White and Shooting Gallery. This is similar to 
the Drug Trade Terms dictionary, but contains many more terms.

Expert Content Blades that use this dictionary: Illegal Drugs

Ticker Symbols

Ticker Symbols dictionary. Contains a dictionary of ticker symbols for the New 
York Stock Exchange.

Expert Content Blades that use this dictionary: NASD Rule 3010 and NYSE Rule 
342

US Drivers License Terms

US Drivers License Terms dictionary. Contains words and phrases for driver’s 
licenses in English, such as “driver id” and “driver’s license”.

Expert Content Blades that use this dictionary: US Drivers Licenses, US Drivers 
Licenses By State, and used in individual US state driver’s license content blades.
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Violence General

Violence General dictionary. Contains a short list of keywords intended to identify 
content referring to violence or threats of violence commonly prohibited in the 
workplace such as beat, push and whack.

Expert Content Blades that use this dictionary: Workplace Violence

Violence Specific

Violence Specific dictionary. Contains an extensive list of keywords intended to 
identify content referring to violence or threats of violence commonly prohibited in 
the workplace such as fight, kill and strangle.

Expert Content Blades that use this dictionary: Workplace Violence

Weapons

Weapons dictionary. Contains keywords for a wide variety of weapons and 
ammunition. Included in this dictionary are terms such as Ammo, Ammunition, Glock 
and Strizzmaticator.

Expert Content Blades that use this dictionary: Workplace Violence
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II POLICY TUNING

This part provides tips and techniques for tuning and customizing policies.

• Chapter 6: Policy Tuning Techniques

• Chapter 7: Recommended Policy Customization
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6 Policy Tuning Techniques

This chapter explains general techniques for tuning policies and content blades. They 
are illustrated with common use cases.

Part I: Chapter 1 is recommended as a pre-requisite for this section, because it 
introduces components of policies and content blades as well as basic concepts 
assumed in this section.

Topics:

• Tuning Process

• Tuning Techniques

Tuning Process

Tuning is the process of adjusting content blades and policies for accuracy. Accuracy 
is measured by two factors: recall and precision. Taken together, the ideal mix of recall 
and precision will ensure that you get the content that you need to secure and nothing 
else. Any content detection is evaluated in two ways: positive or negative, and true or 
false (e.g., did I identify what I was looking for, and was my identification correct?). 
There are four possible outcomes that have the following meanings:

Recall gathers the fraction of the documents that are relevant to the content blade.

• High recall casts a wide net, and gathers all potentially sensitive documents. Too 
high a recall can result in more false positives. [False positive = a document 
judged sensitive by the content blade, which is NOT, in fact, sensitive.]

Positive Negative

True
Sensitive content correctly 
identified as sensitive.

Non-sensitive content 
correctly identified as 
non-sensitive.

False
Non-sensitive content 
mistakenly identified as 
sensitive.

Sensitive content mistakenly 
identified as non-sensitive.
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• Low recall is more selective in the documents returned as “sensitive.” Too low a 
recall can result in more false negatives. [False negative = a document judged not 
to be sensitive by the content blade, but which IS, in fact, sensitive.]

Precision is the percent of retrieved documents that are relevant to the search.

• High precision can reduce the number of false positives returned. 

• Low precision can increase the number of false positives returned.

Precision refers to the relevancy of the results returned. For example, did all of the 
documents that triggered the Payment Card Industry Data Security Standard (PCI 
DSS) policy contain actual credit card numbers, or did some contain UPC or EAN 
numbers which were incorrectly identified as sensitive PCI data? High precision can 
be achieved with a narrow, focused search to make sure that every piece of content 
that is caught is truly sensitive. 

Tuning Techniques

Tuning techniques are methods to reduce or remove false negatives or false positives. 
The table below summarizes the available options for tuning. Some options apply at 
the policy level while others apply at the content blade level. Additionally, the table 
denotes whether the technique may be effectively applied to expert content. 

Expert content blades are pre-build content blades created by the RSA Knowledge 
Engineering team and shipped with RSA DLP. These content blades are delivered in 
an encrypted format. The Expert Blade Customization Tool is a command line tool 
that allows you to tune the expert content blades for your environment. For 
information on using the Expert Blade Customization Tool, see the Expert Blade 
Customization Tool User Guide.

Accuracy Factor Measurement Problem if Value is Low

Precision
The percentage of retrieved 
documents that are actually 
relevant.

Increased false positives

Recall
The percentage of all of the 
sensitive documents that are 
actually retrieved.

Increased false negatives
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* The allow policy action described in this section will depend on policy order (that is, 
policies being processed from top down from the policy manager screen)

Allow Action

An Allow action can be used to match specific content but not create an event. An 
Allow action is generally used as a tuning tool to tune out specific false positives. 
Allow actions are actions that specifically let a document pass through the system 
without creating a violation. 

An example is a case where the PCI-DSS Violation policy may detect UPC (Universal 
Product Codes) numbers in spreadsheets as false positives. The UPC numbers in the 
spreadsheets are being identified as PCI-DSS violations because the 16-digit UPC 
numbers are matching within the range of credit card numbers and passing Luhn’s 
formula. To avoid picking up the UPC numbers, a new content blade can be created to 
detect the UPC numbers. A new policy is created using the UPC new content blade. 

Tuning 
Technique

Use Case
Policy or 
Content Blade 
Level

Applicable to 
Expert Content?

Allow Action* Elimination of False 
positives

Policy Yes

Policy Order Modify event handling Policy Yes

Boolean NOT 
operator

Elimination of False 
positives

Policy Yes

Add Content 
Blade

Elimination of False 
positives; increasing recall

Policy Yes

Exclusions Exclude test data from 
matching entities

Content Blade Yes, using the 
Expert Blade 
Customization 
Tool

Modify positive 
rule sets

Elimination of False 
positives; increasing recall

Content Blade No

Customize 
dictionary

Elimination of False 
positives; increasing recall

Content Blade No

Modify 
Contextual 
Rules

Elimination of False 
positives; increasing recall

Content Blade and 
Policy

No

Should Not 
Occur Rule Sets

Elimination of False 
positives

Content Blade Yes, using the 
Expert Blade 
Customization 
Tool
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The purpose of the UPC content blade and policy is to rule them out as PCI Violation 
false positives. To do this the UPC policy uses an Allow action.   The policy order 
must be modified so the UPC policy is processed before the PCI-DSS Violation 
policy.   The order of the policies is very important as they are processed in order from 
top down. The transmissions detected by the UPC policy will not be evaluated by the 
PCI-DSS Violation policy because they have already been detected by the UPC Policy 
and allowed to transmit. An action that allows documents through should be used only 
after using an audit action first to make sure the policy is matching correctly.   After 
monitoring that the policy is working correctly the action can be changed from audit to 
allow.

Policy Order

The highest placed policy on the list that matches a document determines the actions 
that will be taken, regardless of whether other policies also matched.   If a document 
matches on two policies, where Policy 1’s action is audit and Policy 2’s is block, the 
action taken on the document is audit because the policy was processed first. Policy 2 
should be listed first as the block action is indicating a higher sensitivity level. The 
policy order, in general, should be configured so that the highest or most restrictive 
policy actions are processed first. The exception could be if you have created an 
Allow Action as described in this section.

Policy Order can also be used for tuning. In some cases, policies are detecting similar 
data. For example the HIPAA Policy and the U.S. Social Security Numbers Policy 
both detect U. S. Social Security Numbers. The U. S. Social Security Policy will 
create a violation when it matches on U.S. Social Security Numbers. The HIPAA 
Policy will create a violation when a U.S. Social Security Number is found but it also 
requires a match to the Healthcare Dictionaries. Because the HIPAA policy is more 
restrictive it should be run before the U.S. Social Security Numbers policy. If the U.S. 
Social Security Numbers Policy is first, then it will catch all the documents with U. S. 
Social Security Numbers and medical and health information that should be being 
caught by the HIPAA policy. 

Boolean NOT Operator

The Boolean operator NOT can be used with a content blade at the policy level to 
exclude any documents that match the content blade. The Boolean operators AND, 
OR or NOT can be specified in front of any content blade. Negating specific content 
with a NOT operator is best used when there is similar evidence in documents but the 
documents need to be classified differently or eliminated as false positives. For 
example, the rules created to match on Unformatted U.S. Social Security Numbers are 
matching System Log Files. The System Log Files contain random 9-digit numbers 
that are passing as valid U.S. Social Security Numbers and the term netbios-ssn. A 
new content blade can be created that specifically detects the System Log Files by 
using rules to match the 9-digit numbers and the term netbios-ssn. This content blade 
is then used with a NOT operator in any policy that is detecting U.S. Unformatted 
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Social Security Numbers, but needs to eliminate matching the System Log Files. The 
content blade is used within the policy with the NOT Boolean operator in front of the 
System Log File content blade. The policy input 

U.S Social Security Numbers

NOT System Log Files

Is processed as: 

(U.S. Social Security Numbers and NOT System Log Files)

The NOT operator is always a global negation, no matter what order it appears in the 
list of content blades.   The NOT can be thought of as a global veto. The order of 
content blades matters when using the OR or the AND operator. The OR operator has 
higher precedence than the AND operator. If the NOT content blade matches a 
document, the document will not be a policy violation, no matter what other content 
blades are matched. The following policy input:

OR Credit Card Number

OR Social Security Number

AND Healthcare Dictionaries

OR Patient Identifiers

NOT Driver’s Licenses

Would be treated as:

( (Credit Card Numbers OR U.S. Social Security Numbers) 

AND (Healthcare Dictionaries OR Patient Identifiers) ) 

AND (NOT Driver’s Licenses)

Add a Content Blade

New and existing content blades can be added to a policy to detect additional content. 
New content blades can be created to detect specific content and then added to a 
policy. Any expert content blade can also be added to a new or existing policy. The 
content blades are added to a policy using the AND or OR or NOT Boolean operator. 
If a policy is using one content blade, such as U.S. Social Security Number, and the 
Canada Social Insurance Numbers content blade is added to the policy with the OR 
Boolean operator, the policy will match on documents that contain either U.S. Social 
Security Numbers OR Canadian Social Insurance Numbers. If the same policy using 
U.S. Social Security Numbers is modified to add Canadian Social Insurance Numbers 
with the AND operator the policy will only match documents that contain both a U.S. 
Social Security Number AND a Canadian Social Insurance Number. 

Besides adding existing content blades to policies, new content blades can be created 
to detect specific information that is unique to an organization, such as project code 
words or custom account numbers. The new content blade can be added to a policy 
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with either the OR or the AND operator to look for additional content. Using the 
Boolean NOT Operator will exclude content from matching as described in this 
section.

Content blades can be configured to search in a specific document section, such the 
header, footer and metadata of a document.*   If sensitive documents have metadata 
information, such as template name, a content blade could be created to detect the 
template name and configured to only look in the document’s metadata. By limiting 
the content detection to just metadata, the precision of the search is increased, as there 
will be no matches to the template name when it is found in the body of a document. 

 Individual content blades can be created to look for text in a document section and 
then combined in a policy with the AND operator. For example, documents that 
contain project schedules for Project X may be labeled with their own confidentiality 
statement “Restricted, Project X Only”. To detect these documents accurately two 
content blades can be created and then used in a new policy called Project X. The first 
content blade is created and configured to detect terms related to Project X in the body 
of the document. A second content blade is created to detect the phrase “Restricted, 
Project X Only” in the footer of the documents. The two blades are combined in the 
Project X policy using the AND operator. In order to become a policy violation, a 
document must match both content blades.

DLP can detect encrypted data but does not decrypt or attempt to extract text from 
encrypted files for content analysis. This means that a content blade looking for 
senstitive content will never be applied to an encrypted file and therefore will not 
detect sensitive content within encrypted files.

Whether (and which) documents are supported for detection in document sections, 
header, footer and metadata will depend on the text extraction technology used.   

Exclusions

Exclusions are patterns that would normally be matched by a content blade, but are 
not needed either by organization requirement or due to false positives. Exclusions are 
whitelisting of acceptable content. Exclusions can be set for regular expressions and 
entities when creating a content blade. Only entities are supported for exclusion when 
using the Expert Blade Customization Tool.

Many organizations use test or dummy numbers in internal documents and 
transmissions. These test numbers are often well known and are repeatedly used. 
Exclusions can help minimize false positives by eliminating matches to the dummy or 
test numbers. The test numbers may be identified before initial scanning, but often 
exclusions are entered after deployment. Exclusions can be entered as exact text or as 
a regular expression.

A good example of using an exclusion for an entity is when test credit card numbers, 
such as a VISA test number, 4111-1111-1111-1111, are flagged as PCI-DSS 
Violations. This number can be excluded by entering the number in the exclude list for 
the Credit Card Number entity.
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\b[ -]?1111[ -]?1111[ -]?1111\b

Another example is excluding a specific e-mail address when a content blade is 
looking for any e-mail addresses. In this case, a rule is using the following regular 
expression to detect any e-mail address. 

(?:^|\b)[A-Za-z0-9-_]++(?:\.[A-Za-z0-9-_]++)*@[A-Za-z0-9-]++(?: 
.[A-Za-z0-9-]++)*\.[A-Za-z]{2,4}+(?:$|\b)

The following regular expression is entered as an exclusion to the above rule. 
Documents containing the e-mail address to anybody at acme.com will not be 
matched. 

\b(?i)[A-Z0-9\._%+-]+@acme\.com\b

This is an example of excluding matching on an entity. The Proper Name entity will 
match on proper names. If there are specific names that should not be matched, such 
as Harry and Weaver Smith, then the full names can be entered as exclusions to the 
Proper Name Entity.

\bWeaver Smith\b

\bHarry Smith\b

Modify Positive Rule Sets

Content blades detect sensitive content by combining content detection rules and 
contextual analysis of rules within a document. Positive Rule sets contain the include 
rules, which may be either Must Occur Rules and May Occur Rules. 

Must Occur Rules:

• Must Occur Rules are for detecting required content. 

• Must Occur Rules are generally used for detecting unique content such as 
numbers and very specific terms and phrases. 

• If a Content Blade contains multiple Must Occur Rules, every rule must match for 
the document to match.   

• Must Occur Rules have an implied AND operator between them. 

Modifying the Must Occur Rule to require fewer rules is a tuning option for 
eliminating false negatives. Adding Must Occur Rules to the rule set will help 
eliminate false positives. The more Must Occur Rules the narrower the search.   

May Occur Rules:

• May Occur rules are for detecting optional content.

• May Occur Rules are used to detect corroborative evidence.

• May Occur Rules are used when documents need to be described using a variety 
of terms, phrases or patterns and don’t contain unique identifiers.

• May Occur Rules have an implied OR operator between them.
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Corroborative evidence is content found in proximity to Must Occur content. When 
the phrase Social Security Number is found near a Social Security Number in a 
document, then there is a stronger case that this is in fact a Social Security Number.   
The corroborative evidence increases the likelihood that the document is sensitive 
over just finding the number alone.

There are many types of sensitive documents that don’t contain unique words or 
patterns, but can be described with a variety of words or patterns. These words and 
patterns can vary in their importance and ambiguity. Ambiguous terms can be grouped 
together in a May Occur Rule and assigned lower weights.   The more important terms 
are grouped together in a second May Occur Rule and assigned higher weights. 

Tuning a content blade can be accomplished by adjusting both the Must Occur and 
May Occur Rules and Rule Sets as well as adjusting the grouping of the rules and the 
rule weights. To increase recall, a Must Occur Rule can be removed from the Must 
Occur Rule Set and added as an additional May Occur Rule. To increase precision, a 
Must Occur Rule can be added or additional May Occur Rules can be added.

May Occur Rules can have a minimum required setting. Requiring a minimum 
number of the May Occur Rules to match is an effective tuning technique. For 
example, if a content blade has 4 May Occur Rules in a May Occur Rule Set then any 
content matched by these May Occur rules will contribute to the total score of the 
document based on the weight of each rule. A document will match if enough content 
is detected to pass the minimum weight of the content blade. The content matched 
could be all from one rule. By changing the Minimum required Setting to 2, the May 
Occur Rule Set is now requiring that a document matches only if 2 of the 4 May Occur 
Rules matches. This means that even if a document matches enough content in one of 
the May Occur rules to pass the minimum weight the document will not match the 
content blade because it does not match 2 of the 4 Rules. 

Using an example of terms to detect Resumes, the content blade built to do so might 
have 3 May Occur Rules.   

May Occur Rule Set:

Minimum weight =10

Minimum distinct matches =0

This content blade will match on any of the rules, as long as there are enough terms 
matching to add up to 10 and pass the minimum weight threshold. If the minimum 
required setting is changed to 2 then the 2 of the 3 rules are required to match. 

Terms work experience, work 
history, career history

weight=4

Terms resume, curriculum vitae weight=2

Regex \bEducation(al)?\b|\
bEDUCATION(AL)?\b

weight=4
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Increasing the minimum number of May Occur Rules required increases the precision 
of the content blade because more rules must match to trigger a match of the content 
blade.

May Occur Rule Set

Minimum weight =10

Minimum distinct matches =2

Adding a Must Occur Rule to the Resume content blade above will further increase 
precision. A Must Occur Rule can be added to detect e-mail addresses.   This rule 
requires that all documents, identified as a resume, must contain an e-mail address, no 
matter how many of the May Occur Rules are matched.

Must Occur Rule Set

May Occur Rule Set

Minimum weight =10

Minimum distinct matches =2

Modify Contextual Rules

Even if Must Occur and May Occur rules match in the right combination on a 
particular document, the content must also match all contextual rules before it is 
considered a match for the blade. Contextual rules include weights and proximity. 
Weights are used to determine the importance of any given rule. Increasing or 

Terms work experience, work 
history, career history

weight=4

Terms resume, curriculum vitae weight=2

Regex \bEducation(al)?\b|\
bEDUCATION(AL)?\b

weight=4

Regex Email Address weight=4

Terms work experience, work 
history, career history

weight=4

Terms resume, curriculum vitae weight=2

Regex \bEducation(al)?\b|\
bEDUCATION(AL)?\b

weight=4
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lowering weights can be used as tuning techniques. Increasing the weights will allow 
more documents to pass the content blade minimum weight lowering the weights will 
do just the opposite. 

One May Occur Rule may need to be split into two May Occur Rules so different 
weightings can be applied. If a content blade detects internal code words and all the 
code words are placed in one rule that is assigned a weight of 4, all of the terms have 
the same importance. If the list of code words contains a few code words that are 
considered highly sensitive, these code words should be separated into a new rule. The 
highly sensitive code words can then be assigned a higher weight. 

Minimum weight =10

Every document has a cumulative total score from all content matched. Raising or 
lowering the content blades minimum weight can also be used as a tuning technique. 
Raising the minimum weight will increase precision because it will reduce the amount 
of documents matched.   Lowering the content blade’s minimum weight will increase 
recall because it will increase the amount of documents matched. 

Minimum weight = 4 

Proximity of matches is how close to each other the matches must occur in a 
document. If the proximity is set at 300, then all rules must be matched in a window of 
300 characters. Adjusting proximity is one of the most effective tuning techniques. 
Lowering the proximity will increase precision by requiring the rules to match very 
close together.    For example, if a large document contains the term Patient ID and a 
few paragraphs away a random number that is not a patient ID, is matching as a 
Patient ID Number then this false positive document can be eliminated by decreasing 
the proximity. Because the term Patient ID is not found close enough to the number 
the documents will not be matched. 

Customize Dictionaries

Customized dictionaries can be created to detect a large number of terms. Once a 
dictionary is created it can be used in multiple content blades. 

• Dictionaries are text files

Terms secret code, not so secret 
code

weight=4

Terms top secret code, classified 
secret code

weight=10

Terms secret code, not so secret 
code

weight=4

Terms top secret code, classified 
secret code

weight=10
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• Words or phrases should be separated by new lines

After a custom dictionary has been created, terms can be added or removed by editing 
the list of terms in the text file. The dictionary needs to be edited once and there is no 
need to edit each content blade that uses the dictionary. Any content blade using the 
dictionary will automatically use the updated dictionary. 

Creating a custom dictionary with a customer list of names is an example of using a 
dictionary. Many polices may need to detect customers by name, either by themselves 
or when they are found in addition to other information, such as credit cards numbers 
or custom account numbers. Each customer name should be on a new line, for 
example:

Channel Management Limited

Holdings Limited 

New Ventures Limited 

TV Interactive Limited 

Programmes LLC

A new custom content blade is created with a rule using the dictionary. Weight and 
maximum weight need to be assigned to the rule according to how important this rule 
is to the entire content blade.

Any policies needing to monitor sensitive information referencing customers by name 
can add this content blade to their policy. If the content blade is being added to a 
policy with other content blades the correct Boolean operator needs to be used with 
the new blade. For example, if the Customer List content blade is added to the GLBA 
Policy, it should be added with the AND operator.

Another example of using a custom dictionary to tune a policy is to specifically rule 
out false positives by using the dictionary in a new content blade with the NOT 
operator. Common terms can match the Healthcare dictionaries, such as fall, falls, 
burns and burning. To tune out false positive to the HIPAA Policy resulting from these 
terms a new dictionary can be created with the full phrases that are matching the term, 
such as Sue Burns, Burning Bush Road, Falls Road and Fall River. A new content 
blade called Name and Place Injury Matches is created using this dictionary. The 
content blade needs to have a required rule using the new dictionary. The content 
blade is added to the HIPAA policy using the NOT operator. When a document 
matches on any term or phrase in the General Injury Terms content blade it will not 
become a HIPAA Violation. 

U.S. Social Security Number

OR Patient identifiers

OR National Provider Identifiers

AND Healthcare Dictionaries

NOT Name and Place Injury Matches
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Should Not Occur Rule Sets

Should Not Occur Rules are used for negative evidence. They specify the words or 
patterns that should not be detected by the content blade. Should Not Occur Rules are 
never used alone. A content blade cannot be created with just a Should Not Occur 
Rule. Should Not Occur Rules are used only in conjunction with a Must Occur and/or 
a May Occur Rule. 

When a Should Not Occur Rule is matched by a document, the document will not be 
matched by that content blade. Should Not Occur Rules use weights and scores just as 
Must Occur and May Occur Rules. When a document is analyzed by the content 
blade, the total score of the Should Not Occur Rules are compared against the total 
score of the Must and May Occur Rules. When the Should Not Occur Rule Set 
outweighs the positive Must and May Occur Rule, the document will not be matched. 
The weights in a Should Not Occur Rule Set need to be set high enough to ensure that 
if a document matches the Should Not Occur Rule, the score will outweigh the total 
scores of the positive Must and May Occur Rules.

An example of using a Should Not Occur Rule is to override matches to 9-digit zip 
codes that pass as valid U.S. Social Security Numbers. When zip codes are stored as 
9-digit tokens, without a dash separator, certain numbers can pass as valid U.S. Social 
Security Numbers. To eliminate matching on the zip codes, a Should Not Occur Rule 
can be created to detect zip codes matching as valid U.S. Social Security Numbers 
using the U.S. Unformatted Social Security Entity. Two rules need to be created. The 
first rule is using the U.S. Unformatted Social Security Entity. It is important to use 
the entity because the false positives are not all 9-digit zip codes, but just 9-digit zip 
codes passing as U.S. Social Security Numbers. The entity does validation and 
filtering of invalid U.S. Social Security Numbers. Even with this filtering, 9-digit 
numbers can pass as U.S. Social Security Numbers. The second rule is a term rule 
detecting the terms, Zip Code, Zip Codes. It is important to review the false positive 
documents to make sure all the variants of the term zip codes are included in the terms 
list. The minimum required setting is set to 2. This setting makes matching both rules 
required.

Should Not Occur Rule Set

Minimum weight =45

Minimum distinct matches =2

Proximity = 100

Entity Unformatted U.S. 
Social Security 
Numbers

Weight=25

Terms zip code, zip code Weight=25
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Should Not Occur Rule Sets have their own proximity setting. The proximity in this 
example is set to 100 characters. This is a fairly close proximity and the purpose is to 
ensure that the entity match only happens when the terms occur very near the zip code 
terms in the document.
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7 Recommended Policy Customization

This chapter provides tips for the recommended customization of some of the policies 
that ship as expert content with RSA DLP. 

Topics:

• Why Is Customization Recommended?

• Policy Customizations

Why Is Customization Recommended?

Customers generally have their own sensitive information, such as, a 
company-specific customer account number or merger codenames. In general, the 
policies in this chapter attempt to detect that type of information and will need to be 
defined by each organization in order to gain the full benefit of the policy.

Policy Customizations

Alaska HB-65

The Alaska HB-65 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule to 
match the unique pattern of numbers used by an organization.

Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
The additional rules could assist in the reduction of false positives.

Arkansas SB-1167

The Arkansas SB-1167 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule to 
match the unique pattern of numbers used by an organization.
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Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
The additional rules could assist in the reduction of false positives.

The Arkansas SB-1167 policy uses the Medical Record Numbers custom content 
blade.

California AB-1298

The California AB-1298 policy uses a custom content blade for:

• Group Insurance Numbers

• Health Plan Beneficiary Numbers

• Medical Record Numbers

• Patient Identification Numbers

These content blades must be edited to define a regular expression rule to match the 
unique pattern of numbers used by an organization. 

In this example, a patient identification number uses a: 

• 3 letter character prefix 

• followed by an 8-digit number that always starts with a zero

• the prefix is usually separated from the numbers with a dash, but sometimes it is 
separated by a space. 

A rule using the regular expression 

\b[A-Z]{3}[- ]0\d{7}\b 

is created to match the identification numbers.

Delaware HB-116

The Delaware HB-116 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule to 
match the unique pattern of numbers used by an organization.

Other rules can be created to detect common terms for bank accounts, such as, 
savings, checking, and personal information. For example, an address or telephone 
number. The additional rules could assist in the reduction of false positives.

FERPA (Federal Educational Rights and Privacy Act)

FERPA defines regulations that protect personally identifiable information (PII) in the 
form of student records held by educational agencies and institutions that receive 
funding from the United States Government. The custom content blade Student 
Identification Numbers must be modified to include a Must Occur rule using a regular 
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expression to match the educational institution’s account number pattern. To increase 
precision, keywords and phrases used by the institution to describe the student account 
numbers, like Student ID, or Student Account Number should also be added to the 
content blade.

For many years U. S. Social Security Numbers were used by educational institutions 
for identification numbers. If an institution was using U.S. Social Security Numbers in 
the past to identify students, the FERPA Policy needs to be modified to add the expert 
U. S. Social Security Numbers content blade. The U.S. Social Security Numbers 
content blade should be added with the OR operator so the policy will match Student 
Identification Numbers OR U. S. Social Security Numbers. The FERPA Policy is 
processed as:

((Student Identification Numbers OR U.S. Social Security Numbers) AND 
Student Records)

Georgia SB-230

The Georgia SB-230 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule that 
matches the unique pattern of numbers used by an organization.

Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
Additional rules can assist in the reduction of false positives.

Hawaii SB-2290

The Hawaii SB-2290 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule that 
matches the unique pattern of numbers used by an organization.

Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
Additional rules can assist in the reduction of false positives.

HIPAA and HITECH Policy Customization

The HIPAA and HITECH policy requires a match on a unique identifier and a match 
to the Healthcare Dictionaries. The unique identifier can be one of the following;

• US Social Security Number

• US National Provider Number 

• Patient Identification Number

The HIPAA and HITECH Violation Policy uses a custom content blade for Patient 
Identification Numbers. This content blade must be edited to define a rule to find 
Patient Identification Numbers that match the unique pattern of numbers used by an 
organization. For example, in HL7 v.2 (Health Level Seven) format, the PID segment 
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is used for patient identification and demographic information. The PID segment 
contains a list of identifiers used by the healthcare organization to uniquely identify a 
patient. These identifiers can be medical record numbers, billing numbers, a birth 
registry, or a national unique individual identifier.

In this example, a patient identification number uses a: 

• 3-letter character prefix 

• followed by an 8-digit number that always starts with a zero

• prefix is usually separated from the numbers with a dash, but sometimes it is 
separated by a space. 

A rule using the regular expression 

\b[A-Z]{3}[- ]0\d{7}\b 

is created to match the identification numbers.

The patient identification number format described above would appear in HL7 v.2 as:

• PID--Patient Identifier List = ABC-1234567

• PID--Patient Name = TEST PATIENT

• PID--Phone Number - Home = (555) 555-1212

The Patient Identification Numbers template content blade includes a Words and 
Phrases rule to match corroborative evidence such as patient ID, patient identifier, 
patient identification, patient number, or patient name. This rule can be modified to 
add or remove additional terms. In HL7 v.2, the text in the PID Segment, such as 
Patient Identifier List and Patient Name is part of the file’s metadata. By default, the 
Patient Identification Numbers template content blade is required for detecting in both 
the “body” and “metadata” document sections.

Although U.S. Social Security Numbers should not be used as an identifier, the 
healthcare industry often used U.S. Social Security Numbers to identify their 
members. If U.S. Social Security Numbers are being used as a patient, member or 
subscriber identifier at a healthcare or insurance organization, the Patient 
Identification Numbers custom content blade can be modified to use the US Social 
Security Number Entities for detecting Formatted and Unformatted U.S. Social 
Security Numbers. Customization should include adding the terms for how the 
organization refers to the identifier, such as Member ID or Payer ID. The expert US 
Social Security Number content blades will match on terms such as SSN or Social 
Security Number and these may not be the terms the healthcare or insurance 
organization refers to a US Social Security Number. 

In another HL7 v.2 example, a Social Security Number is in the Patient Identifier List 
of the PID Segment.

• PID--Patient Identifier List = 555-44-4444

• PID--Patient Name = TEST PATIENT
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The Patient Identification Numbers content blade can be modified by deleting the 
Must Occur Rule for detecting Patient Identifier Numbers and adding a May Occur 
Rule Set. Add two rules to the new May Occur Rule Set, one to detect unformatted 
U.S. Social Security Numbers and one to detect formatted U.S. Social Security 
Numbers. Set the Minimum Number of Items Required to 1. This will ensure that 
documents must contain either an unformatted Social Security Number or a formatted 
Social Security Number. 

Note: The contents of the PID Segment are in the file’s metadata and the 
Patient Identification Numbers content blade must have both the “body” and 
“metadata” document sections selected.

If an organization needs to detect both their own Patient Identifications numbers and 
U.S. Social Security Numbers, then a new content blade should be created for 
detecting U.S. Social Security Numbers as Patient Identifiers. The content blade needs 
to be added to the HIPAA Policy with the OR operator. The content blades need to be 
placed in the proper order. The custom content blade for detecting U.S. Social 
Security Numbers as Patient Identifiers needs to be before the “AND Healthcare 
Dictionaries”.

Patient Identifiers

OR U.S. Social Security Numbers

OR U.S. Social Security Numbers as Patient ID

OR National Provider Identifier

AND Healthcare Dictionaries

Is processed as:

 ( (Patient Identifiers OR U.S. Social Security Numbers OR U.S. Social Security 
Numbers as Patient ID OR National Provider Identifier) AND Healthcare 
Dictionaries))

Illinois SB-1633

The Illinois SB-1633 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule that 
matches the unique pattern of numbers used by an organization.

Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
Additional rules can assist in the reduction of false positives.

Indiana HB-1101

The Indiana HB-1101 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule that 
matches the unique pattern of numbers used by an organization.
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Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
Additional rules can assist in the reduction of false positives.

Iowa SF-2308

The Iowa SF-2308 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule to 
match the unique pattern of numbers used by an organization.

Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
The additional rules could assist in the reduction of false positives.

Kansas SB-196

The Kansas SB-196 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule that 
matches the unique pattern of numbers used by an organization.

Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
Additional rules can assist in the reduction of false positives.

Maine LD-1671

The Maine LD-1671 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule that 
matches the unique pattern of numbers used by an organization.

Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
Additional rules can assist in the reduction of false positives.

Maryland HB-208

The Maryland HB-208 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule to 
match the unique pattern of numbers used by an organization.

Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
The additional rules could assist in the reduction of false positives.
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Massachusetts CMR-201

The Massachusetts CMR-201 policy uses a custom content blade for U.S. Bank 
Account Numbers. This content blade must be edited to define a regular expression 
rule to match the unique pattern of numbers used by an organization. 

Other rules can be created to detect common terms for bank accounts, such as, savings 
and checking as well as personal information, for example, an address or telephone 
number. The additional rules could assist in the reduction of false positives.

Mergers and Acquisitions

The Mergers and Acquisition Policy identifies documents and transmissions that 
contain information about upcoming mergers and acquisitions. This policy requires 
customization of the Mergers and Acquisitions Codenames content blade to detect 
merger and acquisition information specific to the organization. A required rule needs 
to be created to detect the codenames or keywords that reference the company names.

Optional rules can be created to detect common terms around merger and acquisition 
agreements that are corroborative evidence to the company and codenames, such as 
merger, agreement, contract, plan, purchase of, sale of, contracts.

Michigan SB-309

The Michigan SB-309 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule to 
match the unique pattern of numbers used by an organization.

Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
The additional rules could assist in the reduction of false positives.

Mississippi HB-583

The Mississippi HB-583 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule to 
match the unique pattern of numbers used by an organization.

Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
The additional rules could assist in the reduction of false positives.

Missouri HB-62

The Missouri HB-62 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule to 
match the unique pattern of numbers used by an organization.
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Other rules can be created to detect common terms for bank accounts, such as, savings 
and checking as well as personal information. For example, an address or telephone 
number. The additional rules could assist in the reduction of false positives. 

The Missouri HB-62 policy uses the Medical Record Numbers custom content blade.

Montana HB-732

The Montana HB-732 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule that 
matches the unique pattern of numbers used by an organization.

Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
The additional rules could assist in the reduction of false positives.

Nebraska LB-876

The Nebraska LB-876 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule to 
match the unique pattern of numbers used by an organization.

Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
The additional rules could assist in the reduction of false positives.

North Carolina SB-1048

The North Carolina SB-1048 policy uses a custom content blade for U.S. Bank 
Account Numbers. This content blade must be edited to define a regular expression 
rule to match the unique pattern of numbers used by an organization.

Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
The additional rules could assist in the reduction of false positives.

Oregon SB-583

The Oregon SB-583 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule that 
matches the unique pattern of numbers used by an organization.

Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
The additional rules could assist in the reduction of false positives.
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PCI-DSS Payment Card Industry Data Security Standard

The PCI-DSS policy can be tuned to include the detection of additional content, using 
expert content blades such as EU Debit Card Numbers. The PCI-DSS policy must be 
edited and the EU Debit Card Numbers content blade added with the OR operator. The 
PCI-DSS policy will now be processed as;

(Credit Card Numbers OR EU Debit Cards)

Puerto Rico DACO 7207, 7336 and 7376

The Puerto Rico DACO 7207, 7336 and 7376 policy uses a custom content blade for 
U.S. Bank Account Numbers. This content blade must be edited to define a regular 
expression rule that matches the unique pattern of numbers used by an organization.

Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
The additional rules could assist in the reduction of false positives.

Other custom content blades can be created and added to this policy to detect drivers 
license number formats and voter registration number formats. These must be added 
to the policy with an OR operator.

The Puerto Rico DACO 7207, 7336 and 7376 policy uses the Medical Record 
Numbers custom content blade.

Rhode Island HB-6191

The Rhode Island HB-6191 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule that 
matches the unique pattern of numbers used by an organization.

Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
Additional rules can assist in the reduction of false positives.

SOX (Sarbanes Oxley)

The Sarbanes Oxley Policy identifies documents and transmissions that contain 
non-public corporate financial information regulated by the Sarbanes-Oxley Act in the 
United States of America. The Sarbanes Oxley Policy uses the Corporate Financials 
content blade to detect documents containing common corporate financial 
information. A custom content blade may be created to detect proprietary non-public 
information and added to the SOX Policy with the OR operator. The SOX Policy 
processed as:

(Corporate Financials OR Custom Proprietary Information)
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Vermont SB-284

The Vermont SB-284 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule that 
matches the unique pattern of numbers used by an organization.

Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
Additional rules can assist in the reduction of false positives.

Virginia SB-307

The Virginia SB-307 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule that 
matches the unique pattern of numbers used by an organization.

Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
Additional rules can assist in the reduction of false positives.

West Virginia SB-340

The West Virginia SB-340 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule that 
matches the unique pattern of numbers used by an organization.

Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
The additional rules could assist in the reduction of false positives.

South Carolina SB 453

The South Carolina SB-453 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule that 
matches the unique pattern of numbers used by an organization.

Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
Additional rules can assist in the reduction of false positives.

Tennessee SB-2220

The Tennessee SB-2220 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule that 
matches the unique pattern of numbers used by an organization.
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Other rules can be created to detect common terms for bank accounts, such savings, 
checking, and personal information. For example, an address or telephone number. 
Additional rules could assist in the reduction of false positives.

U.S. Virgin Islands V.I. Code 2208

The U.S. V.I.  Code 2208 policy uses a custom content blade for U.S. Bank Account 
Numbers. This content blade must be edited to define a regular expression rule that 
matches the unique pattern of numbers used by an organization.

Other rules can be created to detect common terms for bank accounts, such as savings, 
checking, and personal information. For example, an address or telephone number. 
Additional rules can assist in the reduction of false positives.

A custom content blades can be created and added to this policy to detect drivers 
license number formats. This must be added to the policy with an OR operator.
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IIIBUILDING CUSTOM POLICIES

This part provides tips and techniques for building custom policies.

• Chapter 8: Building Custom Policies
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8 Building Custom Policies

This chapter gives recommendations for how to start building a custom policy.

Chapter 1, “Understanding Policy in a DLP Application” is recommended as a 
pre-requisite for this section, because it introduces components of policies, content 
blades and accuracy. Additionally, see the section on policy in the User Guides for the 
RSA DLP products.

Topics:

• How Do I Begin

• Best Practices for Accuracy

How Do I Begin

In order to create a custom policy, it is best to create a use case for it. For example, 
what content is sensitive, to whom would the policy apply and what locations should 
be monitored for the sensitive content. 

Once you have this basic information, you will need to decide the content detection 
technique that best fits the use case. The two types of content detection techniques 
available with RSA DLP -- described and fingerprinted. These may be used together 
or separately.   

Which Content Detection Technique to Use

Use fingerprinting when: 

• When you can clearly identify your sensitive data and know exactly where it 
resides

• If data is binary or there is little text

• For the highest accuracy with static data

• If the threat is someone sending out exact text (whether full or partial)

Use described when: 

• If you don't know where sensitive documents are, but you can describe them
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• If data is constantly changing

• If fingerprint size would be larger than recommended maximums

Best Practices for Accuracy

Described Content 

Rule Type Best Practices

Below are some tips when working with the described content rule types.

Words and Phrases

Some best practices when using a Words and Phrases list are:

• Remember that with a Words and Phrases list all punctuation besides the pound 
sign (#) will be stripped out for the purposes of determining a match. With this in 
mind, don't add multiple versions of the same word for the sake of performance. 
The phrase “credit card” will also match “creditcard” and “credit-card”.

• Add plural forms of nouns and verb endings as needed. The phrase “credit card” 
will not also match “credit cards” and the verb “fund” will also not match 
“funded”, “funding” or “funds”. These variations must be explicitly added to the 
list.

Regular Expressions

It is best to use a regular expression when at least one of the following is true:

• Capitalization is required for accuracy. Using a regular expression is the only way 
outside of an entity rule type to specify case sensitivity

• Punctuation is desired for a match. Remember within a Words and Phrases list all 
punctuation besides the pound sign (#) will be stripped out

• Pattern detection is needed rather than an exact match, such as, for a telephone 
number

Some best practices while creating regular expressions are to:

• Validate and test the expression using Enterprise Manager or some other tool, such 
as, RegEx Buddy. This step is very important as a poorly written regular 
expression may have an impact on performance and accuracy

• Include a word boundary like \s or \b so the string will not be found embedded 
inside a longer string

• Be as specific as possible when writing the expression. For example, if a patient 
identification number starts with the numbers 45 and has a total length of 
10-digits, then ensure the expression only detects numbers that begin with 45 and 
are no less or no greater than 10-digits in length.
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Dictionaries

Some best practices when using a Dictionary are:

• Remember they follow the same rules as Words and Phrases lists

• Use when there are a large amount of terms that would not be easily reviewed 
within the interface

• Use when a terms list will be reused across multiple blades

Entities

Be familiar with the available expert entities and reuse where applicable. These have 
been optimized for accuracy and performance and tend to contain logic that cannot be 
accomplished with a regular expression alone.

Content Blade Testing Best Practices

Fine-tuning for precision and recall is an iterative process that will require multiple 
drafts of the content blade. It is strongly recommended that content blades are tested 
and retested prior to moving to a production environment. This ensures that the 
accuracy maintains the right balance of precision and recall.

In general, a content blade will have at least 1 Must Occur rule with 2-3 May Occur 
rules with at least 1 required at a minimum of this latter group. If the content blade 
does not contain a Must Occur rule, then it will usually have at least 5-7 rules with at 
least 2-3 of those rules required at a minimum.

No Results?

• Check the syntax of the regular expressions

• Increase the weights of individual rules

• Lower the minimum score of the content blade

• Lower the number of rules required for a document to match

• Increase (significantly) the size of the proximity

• Identify additional words and phrases as well as re-arrange the grouping of words 
and phrases

False Negatives?

• Check the syntax of the regular expressions

• Increase the weights of individual rules

• Lower the minimum score of the content blade

• Lower the number of rules required for a document to match

• Increase (significantly) the size of the proximity

• Identify additional words and phrases as well as re-arrange the grouping of words 
and phrases
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False Positives?

• Check the syntax of the regular expressions

• Increase the weights of individual rules

• Lower the minimum score of the Content Blade

• Lower the number of rules required for a document to match

• Increase (significantly) the size of the proximity

• Add a Should Not Occur rule set (see the tuning section)

• Add an exclusion to an entity or regular expression (see the tuning section)

Too Many True Positives?

• Increase the minimum score for the Content Blade or the severity setting for 
Ignore at the policy level

• Note: This is used if the number of results returned is overwhelming for users, and 
they want to see the most severe violations.

Fingerprinted Content

When working with fingerprinted content, be sure to fingerprint only the sensitive 
content. This will decrease the size of the fingerprint which will result in higher 
accuracy and greater performance. Additionally, remove outdated and unused 
fingerprints from the system as they are always enabled and content analysis will be 
performed against all of the enabled blades.

File Fingerprinting

• Use the file exclusion options available with the crawler to limit the amount of 
content fingerprinted

• Enable full and partial fingerprinting only when needed for the use case

• Schedule the crawler to refresh the content on a schedule that best fits the use case

• Combine with described content as needed for the use case

Database Fingerprinting

• Only query the columns and tables from the database that are sensitive

• If some columns are optional, then ensure the crawler is setup with the correct 
designations for required and optional. In general, a minimum of 2 columns will 
be necessary for an accurate match

• Combine with described content as needed for accuracy. For example, as a data 
integrity check for valid credit card numbers, you may combine with the described 
content credit card entity within 
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A Creating Regular Expressions

A regular expression is a string pattern that describes a certain sequence of text 
characters. You use regular expressions to search for, or match, specific strings or 
classes of strings in a body of text.

In order to provide the necessary flexibility in expressing unicode text-matching 
patterns in content blade definitions, RSA DLP utilizes the ICU (International 
Components for Unicode) regular expression engine. See
http://userguide.icu-project.org/strings/regexp for more details.

Topics:

• About Regular Expressions

• Basic Components of a Regular Expression

• Using Metacharacters

• Examples

About Regular Expressions

Using a regular expression is like performing a wildcard search, but regular 
expressions are far more powerful. Regular expressions can be very simple, or very 
complex. A simple one is this:

cat

This finds the first instance of the letter sequence “cat” in any body of text that you 
apply it to. If you want to make sure it only finds the word “cat”, and not other strings 
like “cats” or “hepcat” or “cathode”, you could use this slightly more complex one:

\bcat\b

This expression includes special characters that make sure a match occurs only if there 
are word breaks on both sides of the “cat” sequence. As another example, to perform a 
near equivalent to the typical wildcard search string c+t, you could use this regular 
expression:

\bc\w+t\b
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This means find a word boundary (\b) followed by a “c”, followed by 1 or more 
non-whitespace, non-punctuation characters (\w+), followed by a ‘t’, followed by a 
word boundary (\b). This expression finds “cot”, “cat”, “croat”, but not “crate”.

Expressions can get very complex. The following expression finds any valid e-mail 
address.

^[_a-z0-9-]+(\.[_a-z0-9-]+)*@[a-z0-9-]+(\.[a-z0-9-]+)
*(\.[a-z]{2,4})$

This appendix gives you tips on creating your own regular expressions. Note that there 
are many detailed tutorials and references on regular expressions available in 
bookstores and online. See, for example, 

http://regularexpressions.info/index.html

and

http://userguide.icu-project.org/strings/regexp

Basic Components of a Regular Expression

A regular expression consists of characters (letters, numbers, and symbols). The 
regular expression engine interprets some literally, and others in a special way.

Literals

Uppercase and lowercase alphabetic characters, digits, and many other characters can 
appear in a regular expression as literals, meaning that they represent themselves. Use 
the expression abc to search for “abc“, 123 to search for “123“, or oh boy! to search for 
“oh boy!“ By default, case matters in regular expressions, so be aware that the 
expression Abc finds “Abc“ but not “abc“ or “abC“.

Note: You can turn off case-sensitivity by changing the case mode, or 
using the case-insensitive operator (?i). (See “Modes” on page 259 for 
details.)

Special Characters

Regular expressions can also contain special characters, also known as 
metacharacters. These are reserved characters that provide specific functionality. 
Table 1 lists these metacharacters. You can use any character as a literal other than 
those listed in the table. You can also use the backslash (\) character to escape any of 
these special characters (including itself). See “Backslash” on page 253 for details.
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Note: Metacharacters are not special if they are inside character sets [ ].

Other Metacharacters

Some characters are non-special characters that take on special meanings when 
escaped by a backslash. Table 2 lists some of the more commonly supported 
metacharacters.

Table 1 Metacharacters

Character(s) Description Usage

[ ] square brackets delimits character set or range

\ backslash escapes the following character

^ carat anchors expression at line start or negates a 
character set

$ dollar sign anchors expression at line end

. dot (period) matches any single character

| vertical bar (pipe) separates options

? question mark makes preceding character optional

* asterisk matches 0 or more of the preceding character

+ plus sign matches 1 or more of the preceding character

( ) parentheses (round 
brackets)

groups elements in an expression

{ } curly brackets repetition operator

- hyphen range operator

Table 2 Other metacharacters

Metacharacter Usage

\b word separator (whitespace or punctuation)

\B non-word separator, the negated version of \b

\d any digit (0-9)

\D any character that is not a digit

\t tab character
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Using Metacharacters

Wildcard (dot)

The period or dot (.) matches any single character. For example:

exp.nsive

matches expensive, expansive, or even exp$nsive (but not exp$$nsive).

You can add more dots to match more consecutive characters. For example:

exp...ive

matches “expensive”, “expansive”, “explosive”, or “expletive”, but not “expressive” 
because the exact number of dots must match the number of characters.

\r carriage return

\n line feed

\f form feed

\x precedes a hexidecimal single-byte character code

\u precedes a 2-byte Unicode character

\w any alphanumeric character (case insensitive)

\W any character that is not a alphanumeric character

\s any whitespace character (space or tab, usually also carriage return, line 
and form feed)

\S any character that is not whitespace

\A anchors expression to the beginning of the entire text (not just the line)

\z anchors expression to the end of the entire text (not just the line)

\N{Unicode 
character name}

match the named character

\p{Unicode 
character name}

match any character with the specified Unicode Property

\P{Unicode 
character name}

match any character not having the specified Unicode Property

Table 2 Other metacharacters (continued)

Metacharacter Usage
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Note: The only character that the dot does not match is the newline character, 
and then only if the regular expression engine is running in single-line mode. 
See “Modes” on page 259 for details.

Digits

There are several special characters you can use to specify whether you want to match 
digits, letters, or any alphanumeric character. 

\d matches digits only. This is useful when you want to find instances of credit card 
numbers, Social Security numbers, zip codes, and so on. For example:

\b\d{5}\b

matches sets of 5-digits, enclosed with word boundaries (\b). This expression matches 
zip codes such as “94402” (ddddd). 

Conversely, you can use the special character \D to match non-digits (letters). For 
example:

\b\D{2}\d{5}\b

matches sets of 2 non-digits (\D), followed by sets of 5-digits (\d), enclosed by word 
boundaries (\b). This expression matches strings such as “PT23958” and “ID32579”. 
This type of expression can be useful for identifying part numbers, serial numbers, and 
so on.

Backslash

Use the backslash character (\) to escape the special characters listed in Table 1 on 
page 251, so that they are searched for as literals. 

For example, if you want to find an instance of “why?” in a body of text, escape the 
reserved question mark character by using the expression why\?. (If you were to use 
just why? as your expression, it would find the first instance of either “wh” or “why”.) 

To find “acme.com”, use the expression acme\.com. If the reserved dot character isn’t 
escaped and you use acme.com you’ll find any instance of the string “acmencom”, 
where “n” is any single character.

You can also use the backslash character to escape itself: \\. For example, to find the 
following file path “rsa_home\rsa” use rsa_home\\rsa

You can also use the backslash in the metacharacters listed in Table 2 on page 251.

Note: You can also use the backslash to search for any character by its 
hexadecimal ASCII or ANSI code. For example, in the Latin-1 character set, 
the copyright symbol has character code 0xA9. To search for the copyright 
symbol, use \xA9 in your regular expression.
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Anchors

You can use position anchoring to limit matches to the beginning or end of a line or an 
entire piece of text. An anchor is not a character or a symbol, but a position in a piece 
of text.

Beginning Anchors

When you use the caret symbol (^) at the beginning of a string, it anchors the 
expression or sub-expression to the position at the beginning of that string. For 
example:

^cat 

matches “catapult” and “cathartic”, but not ”hepcat” or “publication”.

Note: When the ^ follows the opening bracket of a character set, it becomes a 
negation operator. See “Negation” on page 256 for more details.

Note: In multiline mode, the ^ also matches the position following a \n 
(newline character) or \r (carriage return character). See “Modes” on page 259 
for details.

Ending Anchors

When you use the dollar sign ($) at the end of a string it anchors the expression or 
sub-expression to the position at the end of that string. For example:

tion$ 

matches “publication” and “condition”, but not “dictionary” or “conditioned”.

Note: In multiline mode, the $ also matches the position preceding a \n 
(newline character) or \r (carriage return character). See “Modes” on page 259 
for details.

When you anchor a string with the caret and dollar sign at both the beginning and end 
of a line, only the entire string is matched. For example:

^cat$ 

only matches a string that consists only of “cat”. Another way to do this is to use word 
boundaries.
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Word Boundaries

You can use the \b and \B metacharacters to find word boundaries or breaks. When 
you use these operators, the regex engine compares two adjacent characters in a string 
as follows:

\b finds the position where a word character meets a non-word character. 

\B finds the position between two word or two non-word characters.

Note: These can only be used outside ranges “[ ]”.

For example, use \bcat to match the string “cat” when it occurs at the beginning the 
word such as cathartic where it is preceded by a whitespace. It does not match the 
“cat” in the middle of the word publication. It does however match “,cat” where it is 
preceded by the non-word comma character.

More practically, you can use the \b metacharacter to specify both a starting and 
ending boundary to search a piece of text and find whole words only. For example:

\bword\b

this only matches the word when it is both preceded and followed by a non-word 
character such as a whitespace.

Use \B in expressions to find the opposite of what \b finds. That is, it matches the 
position between two word characters or two non-word characters. For example:

\B.\B 

matches the “L”, “u”, “i”, and “t” in “DLP Suite”. In this example the “D” and “P” in 
DLP are both between a non-word character and a word character, therefore are not 
matches. The ‘L’ is between the “D” and the “P”, and the “u” is between the “S” and 
the “i” in Suite, and so on.

You can also use the metacharacter \s (whitespace character) to find word boundaries. 
However, the following examples illustrate why RSA Knowledge Engineering 
recommends that in general you use \s with digits and \b with words.   

\bAcme\b matches “Acme”, “Acme, Inc’”, and “Acme.”, whereas \sAcme\s does not 
match “Acme, Inc” or “Acme.’” since there is punctuation before the whitespace. In 
this case clearly the better method is \b.

\s\d{1,3}\s (where \d is any digit and { } specifies a min and max range) matches 
whole numbers between 0-999. If this is expressed using \b, it also matches “0.00”.
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Ranges and Negation

Ranges

You can search for any member of a group or range of characters by placing them 
within square brackets. For example, [13579] finds the first occurrence of any 
odd-numbered digit.

You can use the hyphen (-) as a range separator. For example, the expression [0-9] 
finds the first occurrence of any digit.

If you want to include a literal hyphen in a character set, either escape it or place it 
next to a bracket, so it won’t be separating anything, for example: [-abc] and [a\-abc].

You can combine ranges and members. For example, the expression [a-zA-Z] finds the 
first occurrence of any letter, whether lowercase or uppercase. 

Note that a character set matches only one character. The expression B[ea]ring does 
not match “Bearing” (although it does match “Baring” or “Bering”).

Note that most of the special characters listed in Table 1 on page 251 are not 
considered special—and thus are interpreted literally—within a character set (that is, 
when enclosed in square brackets). Only the backslash (\), caret (^), hyphen (-), and 
closing square bracket (]) need to be escaped when they are within a character set—or 
else placed in a position where they are not special. For example, to use a closing 
square bracket as a literal, place it immediately after the opening bracket; []abc] finds 
“]”, “a”, “b”, or “c”. An opening square bracket can go anywhere within a character 
set without escaping; [a[bc] finds “a”, “[”, “b”, or “c”.

See also Negation for using the caret symbol to negatively match a character set.

Negation

The caret symbol (^), when following the opening bracket of a character set, causes a 
match to occur for any character that is not in the character set. For example: 

10 Million Years [^A]

matches any string consisting of “10 Million Years” followed by a single character 
that is not an A. Therefore it matches a portion of “10 Million Years B.C.”, but no part 
of “10 Million Years A.D.”, “10 Million Years”, or “10 Million Years Ago”.

Note: This usage is different from using the caret to specify position in the 
target string. See “Anchors” on page 254.

Groups

You use regular parentheses ( ) for grouping. This creates an expression within an 
expression.
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Metacharacters generally apply only to the preceding character (in the expression 
Acme+, the + only applies to the e.

To have metacharacters apply to more than one character, use parentheses. Once an 
expression is grouped, you can apply quantifiers and other metacharacters to the 
whole group. For example:

(Acme)+ 

matches one or more occurrences of the whole string ‘Acme’ whereas Acme+ matches 
the string “Acme” and one or more occurrences of the character “e” at the end of the 
string.

The expression 

\b\d{5}(-\d{4})?\b 

matches US zip codes +4 (see Ranges for the use of { }). This expression matches both 
“94043-1212” and “94043”. The “-1212” is optional (specified by the ? special 
character). This is achieved by grouping together those elements that make up the +4 
and making that group optional: (-\d{4})? 

Quantifiers

Quantifiers allow you to specify how often a character or string occurs before the 
regex engine makes a match.

The special characters that represent quantifiers are: * (repetition: zero or more), + 
(Repetition: one or more), { } (Limiting repetition: min and/or max range), and ? 
(optional).

Repetition

Use the star or asterisk (*) to find repetitions of a given match. Placing the asterisk 
after a token causes the engine to attempt to find zero or more consecutive additional 
matches to that token.

For example, if you are searching the Yellow Pages, the expression

A* Towing 

matches “A Towing”, “AA Towing”, “AAAA Towing”, “AAAAA Towing”, and so 
on. The expression specifies zero or more A’s, followed by a white space, followed by 
“Towing”, so it also matches “Bob’s Towing”, but not “stowing”.

The plus symbol (+) is similar to the asterisk, except that it specifies one or more 
repetitions instead of zero or more. So the expression A+ Towing matches one or more 
A’s followed by a white space, followed by “Towing”, so it does not find “Towing” or 
“Bob’s Towing”, but it does find “A Towing”, “AAA Towing”, and so on.
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Limiting Repetition

You can use curly brackets with the syntax {min,max} following a token to limit the 
number of repeated matches of that token that the regular expression engine looks for. 
Where min is the minimum number of occurrences, and max is the maximum. max is 
optional; if it is not specified ({min,}), it is considered to be infinite. If the comma is 
also left out ({min}), the token must repeat exactly min times.

Suppose you are searching for repeated sequences of the word “the” (a common 
typing error).

The expression

(\bthe\b){2,3} 

matches two or three consecutive occurrences of the surrounded by either whitespace 
or a word boundary.

The expression

\b(\d{4}-){3}\d{4}\b 

matches 16-digit numbers in which the digits are in groups of four, separated by 
hyphens—which is the exact structure of some formatted credit-card numbers.

Optional Characters

You use the ? (question mark) metacharacter to indicate that the item immediately 
preceding it is optional. A simple but practical example of this is colou?r. This matches 
both the British and US spellings of the word ‘color’ since the ‘u’ is optional.

A more complicated example uses the ? to find credit card numbers when it’s not clear 
whether they contain hyphens, whitespaces, or no non-word characters.

\b\d{4}\W?\d{4}\W?\d{4}\W?\d{4}\b

Here, the \W (non-word character) is optional, therefore it matches all of the 
following:

“4000-2222-4444-2222”, “4000 2222 4444 2222”, and “4000000000000000”.

Alternatives

The | (vertical bar or pipe) metacharacter represents an OR operator. You use it to 
separate options.

An earlier example (see “Ranges and Negation,”) used character sets to separate 
alternatives, noting that B[ea]ring matches both “Bering” and “Baring”, but not 
“Bearing”. The pipe is another way to separate options. The preceding example could 
have been expressed as Bering|Baring. 
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In some cases however, the pipe is a more suitable format. For example the regular 
expression Mr\.|Miss\.|Mrs\.|Ms\.|Dr\. matches any one of the series of salutations.

Modes

You can use the following modifiers to change regular expression matching modes or 
behavior:

/s enables single-line mode (default). This allows the dot metacharacter to match all 
characters including the newline character (\n). See “Wildcard (dot)” on page 252 for 
more details.

/m enables multi-line mode. This allows the anchor metacharacters (caret "^" and 
dollar "$") match newline characters. See “Anchors” on page 254 for more details.

/i enables case-insensitive matching 

Note: You can also use the case-insensitive operator, (?i) to turn on case 
insensitivity for the remainder of the regular expression. For example (?i)abc 
matches “ABC”, “abc”, and “Abc”. RSA DLP only recognizes this operator at 
the beginning of a regular expression.

Unicode

The \N{Unicode character name}, \p{Unicode character name}, and 
\P{Unicode character name}metacharacters are used to make regular expressions 
usable in a unicode environment.

To match a non-ASCII letter such one with the German Umlaut, instead of just 
looking for the ranges [A-Z] and [a-z], you'd use 

(?:\p{Lu}\p{Ll}+)

where \p{Lu} matches all upper case characters (Lu = the Unicode property for upper 
case characters), and \p{Ll} matches all lower case characters (L1 = the Unicode 
property for lower case characters).

Examples

Here are some more examples of valid regular expressions and their matches. 

Example 1: Email Addresses

This regex returns valid e-mail addresses.
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Regex Pattern:

\b[a-zA-Z0-9._%-]+@[a-zA-Z0-9.-]+\.[a-zA-Z]{2,4}\b

Details:

Source String/Results:

Example 2: Social Security Numbers

This regex returns Social Security Numbers formatted with spaces or dashes.

Regex Pattern:

\b\d{3}[- ]\d{2}[- ]\d{4}\b

Details:

Source String/Results:

\b[a-zA-Z0-9._%-]+@[a-zA-Z0-9.-]+\.[a-zA-Z]{2,4}\b

Word Boundary Any alpha-numeric
character including 

Word Boundary

. _ % and -

One or more of 
preceding series (+)

Literal @

Any letter 

Min 2 letters
Max 4 letters

dot (escaped by “\”)

Any alpha-numeric
character including 
. and -

 

smith@acme.com

smith@acme.co.uk 

smith@acme

smith@
smith@acme.commmm

smith@acme.ir

\b\d{3}[- ]\d{2}[- ]\d{4}\b

Word Boundary Word Boundary

3 of 
any digit 

4 of 
any digit 

2 of 
any digit 

hyphen or 
space

hyphen or 
space

 

987 65 4321 

333/22/6666

333226666
x123-45-6789

333-22-6666
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Example 3: Dollar Amounts

This regex returns dollar amounts in multiple formats.

Regex Pattern:

\s\$?(((\d{1,3})(,\d{3})*)|(\d+))(.\d{2})?\s

Details:

Source String/Results:

\s\$?(((\d{1,3})(,\d{3})*)|(\d+))(.\d{2})?\s

Whitespace

Optional: dollar
 

One or moreComma, followed by 3
of any digit

Min 1, max 3
of any digit

Whitespace

sign (escaped)

These elements can occur
zero or more times (*)

OR (|)

of any digit 
Optional: dot followed 

by 2 of any digit 

Either this group ... ... these elements

 

$5,000

$5,000,000.00

$$5.00
$5 

$15,00000 

100.00

$4.50 
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B DLP Risk Factor and Severity FAQ 

This appendix explains in detail how risk factors are calculated, how risk factors help 
determine incident and event severity, and how match counts relate to risk factor 
calculation and severity.

Definitions

• match count–The number of matches reported by the rules in a content blade. 
The calculation of match count is different depending on the classification 
technique used to create the content blade (described content, file fingerprinting, 
or database fingerprinting)

• risk factor–A numeric indication of the level of security risk represented by a 
document or network transmission. Risk factor applies to incidents, events, policy 
and content blades. Risk factor is normalized to a number between 1 and 100

• severity–An indication of how urgently an event or incident must be dealt. Each 
severity rating is one of five levels: IGNORE, LOW, MEDIUM, HIGH, or 
CRITICAL. Severity is derived from risk factor using a mapping function specific 
to the primary matched policy for the incident. The user can configure this 
mapping for each policy so that it reflects how significant it is when that policy is 
violated.

Frequently Asked Questions

• How is risk factor calculated for described content?

• How is risk factor calculated for database scanning?

• How is risk factor calculated for file fingerprinting?

• How is risk factor calculated for database fingerprinting?

• How are scores normalized to present the risk factor?

• Why are the weights normalized?

• Why is the same match count generating a different risk factor across multiple 
files versus a single file?

• How are risk factor and match count displayed in incidents and events?
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• Why don’t I see match count for an incident or event?

• What is the match count for incidents matching policies that don’t have content 
blades?

• What is the risk factor for incidents matching policies that don’t have content 
blades?

• Why do I see a smaller match count from what exists in the document?

How is risk factor calculated for described content?

Risk factor for described content is calculated as either score-based or count-based. If 
no rules are countable in a content blade (if the count checkbox is not checked for any 
rule within the content blade), then the risk factor is score-based. If a count checkbox 
is checked, then the risk factor is count-based.

A rule match occurs during content analysis when one of the rules in a content blade 
finds what it is looking for—a specific string, a dictionary entry, a pattern (regular 
expression), or a programmatic match as implemented in an entity. Each rule is 
assigned a weight and a maximum score that reflects the importance of the rule. 
Scoring is additive, in that the weight assigned to an individual rule is added, up to 
maximum weight, each time that specific rule detects a match in the document. The 
rule weights contribute cumulatively to a total document score.

Each described content blade sets a Minimum Total Score that can be considered a 
threshold.  The total score for the document must be greater than or equal to the 
Minimum Total Score of the content blade for the document to be considered as a 
match to it.
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Score-Based Content Blades

For score-based content blades, the total document score is used to calculate risk 
factor. To compute a risk factor based on a total document score, see How are scores 
normalized to present the risk factor?

Count-Based Content Blades

For count-based content blades, the total number of matched countable rules is used to 
calculate risk factor. To compute risk factor based on match count, see How are scores 
normalized to present the risk factor?

How is risk factor calculated for database scanning?

The logic that scans a database converts the content of each database table into a series 
of text blocks and performs content analysis on each block as though it were a separate 
file. Every N rows in a table is converted into one block, where N is configurable and 
defaults to 1000.

The values for match count and risk factor are computed as explained in How are 
scores normalized to present the risk factor? The match count for the database is the 
sum of the match counts for each block, and the risk factor for the database is the 
maximum of the risk factors for each block. 

How is risk factor calculated for file fingerprinting?

Risk factor calculation for exact binary matches

When the fingerprinting logic detects a scanned file that is an exact match for one of 
the fingerprinted files, it reports a match count of zero (displayed as N/A) and a risk 
factor of 75. Allowing values higher than 75 may give a skewed view of an 
organization’s incidents and result in many incidents reported as CRITICAL.

Risk factor calculation for partial-file matches

Content blade matches generated by partial-file fingerprinting calculate a match count 
equal to the number of blocks of unique file content that match one or more fingerprint 
blocks. The default size for a fingerprint block is 300 characters. If a file contains two 
300-character sequences that match 300-character sequences in the fingerprint data, 
then its match count is 2. 

The value reported for the risk factor is based on the match count multiplied by ten. 
This value is then scaled using a pseudo logarithmic function to get the risk factor (see 
How are scores normalized to present the risk factor?), and the risk factor is capped at 
75 for reasons explained in Risk factor calculation for exact binary matches.
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Although a match count is calculated as explained above, the value for match count 
that gets reported in the event XML is always zero (N/A). This avoids confusion about 
how the logic defines fingerprint block sizes and how it handles overlapping matches. 
For example, characters 100-399 of the file may match one block in the fingerprint 
data, while characters 300-599 may match a different block. In this case, the match 
count calculation avoids double-counting the overlap characters. The number of 
unique characters involved in a partial-file match is only 500 (all characters from 100 
through 599). The value 500 is divided by the block size to get a block count, in this 
case 1.667. The match count is this value, truncated to 1.

How is risk factor calculated for database fingerprinting?

Category matches generated by database fingerprinting report a match count based on 
the number of database row matches found in a document. The value reported for risk 
factor is based on the number of database rows that matched the document being 
scanned. This count is scaled using a pseudo logarithmic function (see How are scores 
normalized to present the risk factor?) and then capped at a maximum of 75 for 
reasons explained in Risk factor calculation for exact binary matches.

How are scores normalized to present the risk factor?

All content blade types except score-based described content blades use match count 
multiplied by 10 to compute the total document score. (See How is risk factor 
calculated for described content? to learn about that type of calculation for 
score-based blades). The total document score is then normalized to a risk factor value 
on a scale of 1 to 100 using formulas in the following table. 

Total Document Score
(Match Count * 10)

Formula Applied to Normalize Risk Factor Value to 
a Scale of 1-100

<= 30 None, return Total_Document_Score

31 - 50 30.0 + ((Total_Document_Score - 30.0) / 2.0)

51 - 100 40.0 + ((Total_Document_Score - 50.0) / 5.0)

101 - 150 50.0 + ((Total_Document_Score - 100.0) / 5.0)

151 - 300 60.0 + ((Total_Document_Score - 150.0) / 15.0)

301 - 500 70.0 + ((Total_Document_Score - 300.0) / 20.0)

501 - 1000 80.0 + ((Total_Document_Score - 500.0) / 50.0)

1001 - 10,000 90.0 + ((Total_Document_Score - 1000.0) / 900.0)

> 10,000 None, return 100
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For example, if an incident returns a match count of 500, then the risk factor is 94:

• Total document score = (500 match count x 10) = 5000

• Risk factor = 90 + ((5000-1000) / 900) = 94.44 = 94 rounded

Why are the weights normalized?

This is done for sake of consistency. The Enterprise Manager interface has a 
configurable severity weight scale which allows users to specify policies and actions 
to take based on a document’s risk factor. This display is a finite scale and thus the 
need for normalization

Why is the same match count generating a different risk factor 
across multiple files versus a single file?

Risk factor is calculated per document and the highest risk factor prevails per incident.

For example:

• A single email contains 1 spreadsheet. The spreadsheet contains the same person’s 
name and the same SSN, 1000 times. The email is sent out once. The match count 
is 1000 and the risk factor is 100.

• A single email contains 2 spreadsheets. Each spreadsheet contains the same 
person’s name and the same SSN, 500 times. The email is sent out once. The 
match count is 1000 and the risk factor is 94.  

How are risk factor and match count displayed in incidents and 
events?

Policy

Each policy will have a match count and risk factor that is usually derived from the 
content blades whose matches triggered the policy. 

If the policy contains no content blades, its match count is 0 and its risk factor is 75 
(defaults chosen to make the severity HIGH but not CRITICAL). Enterprise Manager 
displays match counts of 0 as “N/A”. 

For policies that have content blades, the match count is the sum of the match counts 
for the content blades in that policy. The risk factor is the maximum of the risk factors 
in the policy's blades. 
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Event

Each event has a match count and risk factor that is based on the values for the 
primary policy, which is the first policy that matched, based on the policy order 
configured in the Policy Manager. The match count is the sum of the primary policy's 
match count values for each file in the event. The risk factor is the maximum of the 
primary policy's risk factors for each file in the event.

Incident

The match count for an incident is the sum of the match counts from all events in the 
incident. The risk factor for an incident is the maximum risk factor for all events in the 
incident. 

A user who views the match count and risk factor for an incident can also drill down 
and see the match counts and risk factors for all blades involved in the incident. 
Because all blade matches are reported regardless of whether they are part of the 
primary policy matched, an individual blade’s risk factor or match count may be 
higher than the risk factor or match count reported for the incident.

The calculation of severity for an incident is controlled by user settings in the policy. 
The user may choose that the severity for an incident be the maximum of all severity 
values of the events in the incident, or may specify a constant value, like HIGH, that is 
to be used for all incidents associated with a given policy.

Why don’t I see match count for an incident or event?

If all content blades matched in a policy are of the score-based described type, then the 
match count will be “N/A”. See How is risk factor calculated for described content? 
for more information.

What is the match count for incidents matching policies that don’t 
have content blades?

The match count displays as “N/A” in Enterprise Manager.

What is the risk factor for incidents matching policies that don’t 
have content blades?

The risk factor is set to 75 to correspond to HIGH severity level, assuming the severity 
levels were not modified.
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Why do I see a smaller match count from what exists in the 
document?

There are multiple reasons for this. 

If you’re working with regular expression patterns or entities (for example, credit card 
numbers), be sure that the numbers match the pattern or validation routine. Refer to 
other sections of this guide for regular expression and entity descriptions.  

If a content blade requires matches to more than a single rule, all rule matches must be 
in the proximity window set in the content blade for the matches to be counted. 
Contact RSA Technical Support for options to increase the match count.
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unt
C Policy Matrix

This appendix consists of a reference table of all RSA DLP policies, content blades, 
entities, and dictionaries.

In the table, the column labeled Customize indicates whether RSA recommends that 
the policy or content blade be customized. 

Policy 
Template

Description
Content 
Blades

Entities Dictionaries Customize Co

401k and 
403b

Identifies documents and 
transmissions that contain 
financial information related to 
employee retirement plans, and 
specifically to 401k and 403b 
documents used in the United 
States.

401k and 
403b; 
Corporate 
Financial

US Date 
Format; 
US 
Address; 
Proper 
Name

No No

ABA 
Routing 
Numbers

Identifies documents and 
transmissions that contain 
formatted and unformatted ABA 
routing numbers used by 
financial institutions in United 
States. ABA numbers are 
assigned by a registrar of the 
American Bankers Association 
and uniquely identify financial 
institutions on checks and other 
negotiable instruments.

ABA Routing 
Numbers

ABA 
Routing 
Number; 
US 
Address; 
Proper 
Name

No Yes
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Alaska 
HB-65

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Alaska HB-65. People that 
conduct business in Alaska and 
own or license unencrypted 
computerized PII about Alaska 
residents are expected to protect 
the PII from security breach, and 
to notify individuals and 
information owners if their lost 
PII has been or is likely to be 
misused. Any person who 
conducts business in Alaska and 
owns or licenses unencrypted 
computerized PII data for Alaska 
residents, regardless of physical 
location of the person, is required 
to comply with this law. This 
policy detects US Social Security 
numbers, credit card numbers, 
debit card numbers, US bank 
account numbers, and Alaska 
driver’s license numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State; US 
Bank Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

Yes Yes

Arizona 
SB-1338

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Arizona SB-1338. People that 
conduct business in Arizona and 
own or license unencrypted 
computerized PII about Arizona 
residents are expected to protect 
the PII from security breach, and 
to notify individuals and 
information owners if their lost 
PII has been or is likely to be 
misused. Any person who 
conducts business in Arizona and 
owns or licenses unencrypted 
computerized PII data for 
Arizona residents, regardless of 
physical location of the person, is 
required to comply with this law. 
This policy detects US Social 
Security numbers, credit card 
numbers, and Arizona driver’s 
license numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

No Yes

Policy 
Template

Description
Content 
Blades

Entities Dictionaries Customize Co
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Arkansas 
SB-1167

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) and protected 
health information (ePHI) as 
regulated by Arkansas SB-1167. 
People that conduct business in 
Arkansas and own or license 
unencrypted computerized PII 
and ePHI about Arkansas 
residents are expected to protect 
the PII and ePHI from security 
breach, and to notify individuals 
and information owners if their 
lost PII or ePHI has been or is 
likely to be misused. Any person 
who conducts business in 
Arkansas and owns or licenses 
unencrypted computerized PII 
data for Arkansas residents, 
regardless of physical location of 
the person, is required to comply 
with this law. This policy detects 
US Social Security Numbers, 
credit card numbers, Arkansas 
drivers license numbers, US 
National Provider Numbers, 
group insurance numbers, health 
plan beneficiary numbers, 
medical record numbers, patient 
identifiers, and Healthcare 
Dictionaries.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State; US 
National 
Provider 
Identifier; 
Healthcare 
Dictionaries; 
US Bank 
Account 
Numbers; 
Group 
Insurance 
Numbers; 
Health Plan 
Beneficiary 
Numbers; 
Medical 
Record 
Numbers; 
Patient 
Identification 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data; US 
National 
Provider 
ID

US Drivers 
License 
Terms; 
Diseases and 
Injuries; 
External 
Injuries 
Specific; 
External 
Injuries 
General; 
Drugs and 
Compounds; 
Index of 
Procedures; 
NDC 
Formulas; 
Protected 
Health 
Information 
Terms

Yes Yes

Australia 
Bank 
Account 
Numbers

Identifies documents and 
transmissions that contain 
Australia bank account numbers.

Australia 
Bank Account 
Number

Yes Yes

Australia 
Business and 
Company 
Numbers

Identifies documents and 
transmissions that contain 
Australia Business numbers 
(ABN) and Australia Company 
numbers (ACN), issued by the 
Taxation Office to show that a 
person, trust or company is 
registered with the Australian 
Business Register. The number is 
used for the Goods and Services 
Tax and this policy will detect an 
11-digit ABN and a 9-digit ACN.

Australia 
Business and 
Company 
Numbers

Yes No

Policy 
Template

Description
Content 
Blades

Entities Dictionaries Customize Co
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Australia 
Medicare 
Card 
Numbers

Identifies documents and 
transmissions that contain 
Australia Medicare Card 
numbers which are issued to 
Australian citizens and 
permanent residents by Medicare 
Australia. This policy identifies 
Medicare Card numbers that are 
10- or 11-digits in length.

Australia 
Medicare 
Card Number

Australia 
Medicare 
Card 
Number

No Yes

Australia Tax 
File Numbers

Identifies documents and 
transmissions that contain 
Australia Tax File numbers 
issued by the Australian Taxation 
Office. Each number uniquely 
identifies an individual taxpayer 
and is used for tax 
communications and 
transactions. This policy 
identifies Tax File numbers that 
are 8- or 9-digits in length.

Australia Tax 
File Number

Australia 
Tax File 
Number

No Yes

California 
AB-1298

Identifies documents and 
transmissions that contain 
protected health information 
(ePHI) and personally 
identifiable information (PII) as 
regulated by California AB-1298 
(Civil Code 56, 1785 and 1798). 
California residents medical and 
health insurance information, 
when combined with personally 
identifiable information, must be 
protected from unauthorized 
access, destruction, use, 
modification, or disclosure. Any 
business that operates in 
California and owns or licenses 
computerized ePHI and PII data 
for California residents, 
regardless of the physical 
location of the business, is 
required to comply with this law. 
This policy detects US Social 
Security Numbers, credit card 
numbers, California drivers 
license numbers, US National 
Provider Numbers, group 
insurance numbers, health plan 
beneficiary numbers, medical 
record numbers, patient 
identifiers, and Healthcare 
Dictionaries.

Group 
Insurance 
Numbers; 
Medical 
Record 
Numbers; 
Health Plan 
Beneficiary 
Numbers; 
Patient 
Identification 
Numbers; US 
National 
Provider 
Identifier; 
Healthcare 
Dictionaries; 
US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State

Proper 
Name; US 
Address; 
US Date 
Format; 
US 
National 
Provider 
ID; US 
Social 
Security 
Number, 
Formatted; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

Diseases and 
Injuries; 
External 
Injuries 
Specific; 
External 
Injuries 
General; 
Drugs and 
Compounds; 
Index of 
Procedures; 
NDC 
Formulas; 
Protected 
Health 
Information 
Terms; US 
Drivers 
License 
Terms

Yes Yes

Policy 
Template

Description
Content 
Blades

Entities Dictionaries Customize Co
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California 
SB-1386

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) as regulated by 
California SB-1386 (Civil Code 
1798). Businesses that own or 
license computerized PII about 
California residents are required 
to maintain security procedures 
and practices to protect it from 
unauthorized access, destruction, 
use, modification, or disclosure. 
Any business that operates in 
California and owns or licenses 
computerized PII data for 
California residents, regardless of 
the physical location of the 
business, is required to comply 
with this law. This policy detects 
US Social Security numbers, 
credit card numbers and 
California drivers license 
numbers. This regulation has 
been amended to protect health 
and medical information that can 
be found in California AB-1298. 

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

No Yes

Canada 
Drivers 
Licence 
Numbers

Identifies documents and 
transmissions that contain driver 
licence numbers issued in 
Canada.

Canada 
Drivers 
Licences

Canada 
Drivers 
Licence 
Terms

No Yes

Canada 
Social 
Insurance 
Numbers

Identifies documents and 
transmissions that contain 
formatted and unformatted Social 
Insurance numbers issued in 
Canada.

Canada Social 
Insurance 
Number

Canada 
Social 
Insurance 
Number, 
Formatted; 
Canada 
Social 
Insurance 
Number, 
Unformatt
ed

No Yes

Policy 
Template

Description
Content 
Blades

Entities Dictionaries Customize Co
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Colorado 
HB-1119

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Colorado HB-1119. Individuals 
and commercial entities that 
conduct business in Colorado and 
own or license computerized PII 
about Colorado residents are 
expected to protect the PII from 
security breach, and to notify 
individuals and information 
owners if their lost PII has been 
or is likely to be misused. Any 
individual or commercial entity 
that conducts business in 
Colorado and owns or licenses 
computerized PII data for 
Colorado residents, regardless of 
their physical location, is 
required to comply. This policy 
detects US Social Security 
numbers, credit card numbers, 
and Colorado driver’s license 
numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

No Yes

Company 
Intellectual 
Property

Identifies documents and 
transmissions that contain 
organization-specific intellectual 
property. This policy requires a 
fingerprinted-content blade of 
your organization’s intellectual 
property.

Confidential 
Documents

Yes No

Confidential 
Documents

Identifies documents and 
transmissions that contain 
language in the header, footer or 
metadata indicating the content is 
intended only for internal or 
confidential company use. This 
policy can be customized to also 
look in the body of documents for 
the confidential terms and to 
modify the confidentiality terms 
being searched.

Confidential 
Documents

No No

Policy 
Template

Description
Content 
Blades

Entities Dictionaries Customize Co
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Connecticut 
SB-650

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated 
Connecticut SB-650 (Public Act 
No. 05-148). Any person who 
conducts business in Connecticut 
and owns or licenses 
computerized PII about 
Connecticut residents is expected 
to protect the PII from security 
breach, and to notify individuals 
and information owners if their 
lost PII has been or is likely to be 
misused. People who conduct 
business in Connecticut and own 
or license computerized PII data 
for Connecticut residents, 
regardless of their physical 
location, is required to comply 
with this law. This policy detects 
US Social Security numbers, 
credit card numbers, and 
Connecticut driver’s license 
numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

No Yes

Contact 
Information

Identifies documents and 
transmissions that contain contact 
information, such as phone 
numbers and US addresses.

Contact 
Information

US 
Address

No No

Contracts Identifies documents and 
transmissions that contain legal 
information such as employment 
agreements, separation 
agreements, and non-disclosure 
agreements (NDAs).

Contracts; 
Corporate 
Financials

No No

Corporate 
Financials

Identifies documents and 
transmissions that contain 
financial information related to 
organizational accounting such as 
balance sheets, cash flow, income 
statements, key ratios, SEC 
information, and annual, 
quarterly, and transition reports.

Corporate 
Financials

No No

Policy 
Template

Description
Content 
Blades

Entities Dictionaries Customize Co
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CPNI 
(Customer 
Proprietary 
Network 
Information)

Identifies documents and 
transmissions that contain 
information held by 
telecommunications companies 
about subscriber telephone use, 
including optional services, 
current charges, call records, 
calling patterns, and other 
information that may appear on 
telephone bills, regulated by the 
FCC Customer Proprietary 
Network Information (CPNI) 
Order in United States. The FCC 
CPNI Order issued by the Federal 
Communications Commission 
defines rules for preventing 
unnecessary and unauthorized 
access and disclosure of private 
customer telephone information. 
These rules apply to all 
telecommunications companies 
providing local, long-distance, 
and wireless telephone service 
within the United States. This 
policy will detect CPNI call 
details and call features and may 
be customized to detect custom 
account numbers.

CPNI Call 
Details; CPNI 
Call Features

US 
Address; 
Proper 
Name

Yes No

Credit Card 
Numbers

Identifies documents and 
transmissions that contain credit 
card numbers from these major 
issuers: American Express, 
Diners Club, Discover, JCB, 
MasterCard, Visa, and China 
UnionPay.

Credit Card 
Number

Credit 
Card 
Number; 
Expiration 
Date; 
Proper 
Name

No Yes

Policy 
Template

Description
Content 
Blades

Entities Dictionaries Customize Co
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Credit Card 
Numbers - 
By Issuer

Identifies documents and 
transmissions that contain credit 
card numbers from the selected 
issuers. This policy can detect 
information from any of the 
following major issuers, 
depending upon which ones you 
enable: American Express, 
Diners Club, Discover, JCB, 
MasterCard, Visa, and China 
UnionPay.

Credit Card 
Number By 
Issuer

Credit 
Card 
Number - 
American 
Express; 
Expiration 
Date; 
Proper 
Name; 
Credit 
Card 
Number - 
Discover; 
Credit 
Card 
Number - 
Diners 
Card; 
Credit 
Card 
Number - 
MasterCar
d; Credit 
Card 
Number - 
JCB; 
Credit 
Card 
Number - 
China 
Unionpay

No Yes

Critical 
Infrastructure 
Protection

Identifies documents and 
transmissions related to the 
preparedness and response to 
serious incidents that involve the 
critical infrastructure of a region 
or nation. Industries that 
generally fall under the category 
of critical infrastructure are 
financial services, transportation, 
energy, communications, 
governmental services, public 
works, and agriculture. 
Specifically, this policy looks for 
sensitive information in the form 
of disaster recovery and incident 
response plans, as well as 
confidential information. There is 
a recommendation for the 
fingerprint of floor plans and 
network diagrams.

Confidential 
Documents; 
Disaster 
Recovery 
Plans; 
Incident 
Response 
Plans

Yes No

Policy 
Template

Description
Content 
Blades

Entities Dictionaries Customize Co
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Custom 
Account 
Numbers

Identifies documents and 
transmissions that contain 
identification or account numbers 
custom to your organization. This 
policy requires customization of 
the Custom Accounts content 
blade.

Custom 
Accounts

Yes No

Delaware 
HB-116

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Delaware HB-116. People who 
conduct business in Delaware 
and own or license unencrypted 
computerized PII about Delaware 
residents are expected to protect 
the PII from security breach, and 
to notify individuals and 
information owners if their lost 
PII has been or is likely to be 
misused. Any person who 
conducts business in Delaware 
and owns or licenses unencrypted 
computerized PII data for 
Delaware residents, regardless of 
physical location of the person, is 
required to comply with this law. 
This policy detects US Social 
Security numbers, credit card 
numbers, debit card numbers, US 
bank account numbers, and 
Delaware driver’s license 
numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State; US 
Bank Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

Yes Yes

Design 
Documents

Identifies documents and 
transmissions that contain 
popular design document 
formats, including but not limited 
to CATIA, Microsoft Project, 
Pattern files, CAD modeling file, 
drawing and image files. This 
policy can be customized to 
include additional design 
document formats used by your 
organization.

No No
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District of 
Columbia CB 
16-810

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
District of Columbia CB 16-810. 
People who conduct business in 
District of Columbia and own or 
license unencrypted 
computerized PII about District 
of Columbia residents are 
expected to protect the PII from 
security breach, and to notify 
individuals and information 
owners if their lost PII has been 
or is likely to be misused. Any 
person who conducts business in 
District of Columbia and owns or 
licenses unencrypted 
computerized PII data for District 
of Columbia residents, regardless 
of physical location of the person, 
is required to comply with this 
law. This policy detects US 
Social Security numbers, credit 
card numbers, debit card 
numbers, and District of 
Columbia driver’s license 
numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

No Yes

EAR (Export 
Administrati
on 
Regulations)

Identifies documents and 
transmissions that contain 
language indicative of the export 
of goods to countries and 
individuals restricted or 
forbidden by the Export 
Administration Regulations 
(EAR) in United States. The 
Export Administration 
Regulations govern the export 
and re-export of most 
commercial items, including 
dual-use items (commodities, 
software, or technology that have 
both commercial and military 
applications). This policy will 
detect EAR-related transmissions 
being sent to the domain 
extensions for embargoed 
countries.

Export 
Administratio
n Regulations

EAR General 
Terms; EAR 
Items; ITAR 
Items for 
EAR; EAR 
Countries; 
EAR People; 
EAR 
Organizations

No No
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Email 
Contacts to 
Competitor

Identifies email transmissions 
that contain contact information, 
such as phone numbers, US 
addresses, or email addresses. 
(Requires customization.)

Contact 
Information

US 
Address

Yes No

Email to 
Competitor

Identifies email transmissions to 
a specified Internet domain, such 
as that of a competitor.

Yes No

Employee 
Compensatio
n

Captures sensitive employee 
financial compensation 
information including salaries, 
commissions, and bonuses.

Compensatio
n; Corporate 
Financials

Proper 
Name; US 
Address

No No

Employee 
Financials

Identifies documents and 
transmissions that contain 
financial information related to 
employee compensation, such as 
offer letters, salaries, 
compensation, benefits, and stock 
options.

Offer Letters 
and 
Employment 
Agreements; 
Severance 
Packages; 
Stock Options 
and ESPP; 
W4 and W2 
Tax Forms; 
401k and 
403b; 
Compensatio
n; Corporate 
Financials

US Date 
Format; 
US 
Address; 
Proper 
Name

No No

Encrypted 
and 
Password-Pr
otected 
Attachment - 
to 
Competitor

Identifies email transmissions 
with encrypted or 
password-protected attachments 
being sent to a specified Internet 
domain, such as that of a 
competitor.

Yes No

Encrypted 
and 
Password-Pr
otected Files

Identifies documents and 
transmissions containing 
encrypted or password-protected 
files.

No No

EU Debit 
Card 
Numbers

Identifies documents and 
transmissions that contain debit 
card numbers used in member 
countries of the European Union 
(EU).

EU Debit 
Card Number

Debit Card 
Number; 
Expiration 
Date; 
Internation
al Date 
Format; 
Proper 
Name

No Yes
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Fair Credit 
Reporting 
Act

Identifies documents and 
transmissions that contain 
consumer credit information 
regulated by the Fair Credit 
Reporting Act (FCRA) in United 
States. The FCRA regulates the 
collection, distribution, and use 
of consumer credit information 
by consumer credit reporting 
agencies, creditors, and users of 
credit information. This policy 
will detect credit reports.

Credit 
Reports

US Social 
Security 
Number, 
Formatted; 
US Social 
Security 
Number, 
Unformatt
ed

No No

FERC 
(Federal 
Energy 
Regulatory 
Commission) 
Agreement 
Oversight

Identifies energy industry 
agreements that require oversight 
by the Federal Energy Regulatory 
Commission as described in the 
Energy Policy, Natural Gas and 
Interstate Commerce Acts.  The 
included content blades detect 
agreement types of merger and 
acquisition, capacity release, 
transmission, and transportation 
as well as buy and sell.  Disable 
content blades not needed by the 
organization based on FERC 
rules.

Energy 
Commerce; 
Merger and 
Acquisition 
Agreement; 
Capacity 
Release 
Agreement; 
Transportatio
n and 
Transmission 
Agreement; 
Buy and Sell 
Agreement

Yes No

FERC 
(Federal 
Energy 
Regulatory 
Commission) 
Standards of 
Conduct 
Independent 
Functioning 
Rule

Identifies communication 
between transmission function 
and marketing function 
employees as prohibited by the 
Federal Energy Regulatory 
Commission’s Order No. 717 
Standards of Conduct 
Independent Functioning rule.  
The Order applies to regulated 
utilities involved in the interstate 
transmission of electricity or 
natural gas and conducts 
transmission transactions with an 
organization that conducts 
marketing functions. Customize 
the network transmission sender 
attribute with transmission 
function employees or remove 
these attributes and define who 
the policy applies to through an 
LDAP integration. Customize the 
recipient attribute with marketing 
function affiliates as defined by 
the FERC order.

Yes No
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FERC 
(Federal 
Energy 
Regulatory 
Commission) 
Standards of 
Conduct No 
Conduit Rule

Identifies disclosure of 
transmission function 
information to marketing 
function affiliates as required by 
the Federal Energy Regulatory 
Commission’s Order No. 717 
Standards of Conduct 
No-Conduit rule. The Order 
applies to regulated utilities 
involved in the interstate 
transmission of electricity or 
natural gas and conducts 
transmission transactions with an 
organization that conducts 
marketing functions. Customize 
the network transmission 
recipient attribute with marketing 
function affiliates as defined by 
the FERC order.

Energy 
Dictionaries

Energy 
Specific 
Dictionary; 
Energy 
General 
Dictionary

Yes No

FERPA 
(Family 
Educational 
Rights and 
Privacy Act)

Identifies documents and 
transmissions that contain student 
information protected by the 
Family Education Rights and 
Privacy Act (FERPA) in United 
States. FERPA defines 
regulations that protect 
personally identifiable 
information (PII) in the form of 
student records held by 
educational agencies and 
institutions that receive funding 
from the federal government. It 
prescribes how and to whom the 
organization may disclose this 
information with and without 
prior parental or student consent. 
This policy will detect student 
records and can be customized to 
detect student identification 
numbers.

Student 
Identification 
Numbers; 
Student 
Records

Proper 
Name

Yes No
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Florida 
HB-481

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Florida HB-481. People who 
conduct business in Florida and 
own or license unencrypted 
computerized PII about Florida 
residents are expected to protect 
the PII from security breach, and 
to notify individuals and 
information owners if their lost 
PII has been or is likely to be 
misused. Any person who 
conducts business in Florida and 
owns or licenses unencrypted 
computerized PII data for Florida 
residents, regardless of their 
physical location, is required to 
comply with this law. This policy 
detects US Social Security 
numbers, credit card numbers, 
and Florida driver’s license 
numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

No Yes

France BIC 
Numbers

Identifies documents and 
transmissions that contain Bank 
Identifier Codes, also known as 
BIC codes and SWIFT codes, 
issued by the Society for 
Worldwide Interbank Financial 
Telecommunication (SWIFT). 
Each number uniquely identifies 
a particular bank and is used in 
France and worldwide for the 
exchange of money and messages 
between banks.

France BIC 
Number

No Yes

France 
Driving 
Licence 
Numbers

Identifies documents and 
transmissions that contain driving 
licence numbers issued in France.

France 
Driving 
Licence 
Number

France 
Drivers 
License; 
Internation
al Date 
Format

No Yes
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France IBAN 
Numbers

Identifies documents and 
transmissions that contain 
27-digit alphanumeric France 
International Bank Account 
numbers (IBAN) issued by the 
Society for Worldwide Interbank 
Financial Telecommunication 
(SWIFT) based in Belgium. Each 
number uniquely identifies a 
particular bank account and is 
used in France, other member 
countries of the European Union, 
and some other countries to 
facilitate payments. The IBAN 
structure is defined in ISO 
13616-1:2007.

France IBAN 
Number

No Yes

France 
National 
Identification 
Numbers

Identifies documents and 
transmissions that contain 
national identification numbers, 
also called INSEE numbers and 
Social Security numbers, issued 
to individuals at birth by the 
Institut National de la Statistique 
et des Etudes Economiques 
(INSEE) in France.

France 
National 
Identification 
Number

France 
National 
Identificati
on 
Number, 
INSEE; 
Internation
al Date 
Format

No Yes

France VAT 
Numbers

Identifies documents and 
transmissions that contain Value 
Added Tax (VAT) identification 
numbers used by France and 
other member countries of the 
European Union for tracking and 
collecting taxes on the exchange 
of goods and services.

France VAT 
Number

No Yes

Gambling Identifies documents and 
transmissions that contain 
content referring to gambling.

Gambling Gambling 
Games; 
Gambling 
General; 
Gambling 
Specific

No No
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Georgia 
SB-230

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Georgia SB-230. Persons and 
businesses that conduct business 
in Georgia and own or license 
unencrypted computerized PII 
about Georgia residents are 
expected to protect the PII from 
security breach, and to notify 
individuals and information 
owners if their lost PII has been 
or is likely to be misused. Any 
person or business who conducts 
business in Georgia and owns or 
licenses unencrypted 
computerized PII data for 
Georgia residents, regardless of 
their physical location, is 
required to comply with this law. 
This policy detects US Social 
Security numbers, credit card 
numbers, and Georgia driver’s 
license numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State; ABA 
Routing 
Numbers; US 
Bank Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data; 
ABA 
Routing 
Number

US Drivers 
License 
Terms

Yes Yes

Germany 
BIC 
Numbers

Identifies documents and 
transmissions that contain Bank 
Identifier Codes, also known as 
BIC codes and SWIFT codes, 
issued by the Society for 
Worldwide Interbank Financial 
Telecommunication (SWIFT). 
Each number uniquely identifies 
a particular bank and is used in 
Germany and worldwide for the 
exchange of money and messages 
between banks.

Germany BIC 
Number

No Yes

Germany 
Driving 
Licence 
Numbers

Identifies documents and 
transmissions that contain driving 
licence numbers issued in 
Germany.

Germany 
Driving 
Licence 
Number

Germany 
Drivers 
License

No Yes
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Germany 
IBAN 
Numbers

Identifies documents and 
transmissions that contain 
22-digit alphanumeric German 
International Bank Account 
numbers (IBAN) issued by the 
Society for Worldwide Interbank 
Financial Telecommunication 
(SWIFT) based in Belgium. Each 
number uniquely identifies a 
particular bank account and is 
used in Germany, other member 
countries of the European Union, 
and some other countries to 
facilitate payments. The IBAN 
structure is defined in ISO 
13616-1:2007.

Germany 
IBAN 
Number

No Yes

Germany 
National 
Identification 
Numbers

Identifies documents and 
transmissions that contain 
personal identification numbers, 
or Personalausweis, issued to 
individuals in Germany.

Germany 
National 
Identification 
Number

Germany 
National 
Identificati
on 
Number; 
Germany 
National 
Identificati
on 
Number, 
Machine 
Readable

No Yes

Germany 
Passport 
Numbers

Identifies documents and 
transmissions that contain 
passport numbers issued in 
Germany.

Germany 
Passport 
Number

Germany 
Passport 
Number; 
Germany 
Passport 
Number, 
Machine 
Readable

No Yes

Germany 
VAT 
Numbers

Identifies documents and 
transmissions that contain Value 
Added Tax (VAT) identification 
numbers used by Germany and 
other member countries of the 
European Union for tracking and 
collecting taxes on the exchange 
of goods and services.

Germany VAT 
Number

No Yes
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GLBA 
(Gramm-Lea
ch Bliley 
Act)

Identifies documents and 
transmissions that contain 
customer-related financial 
information regulated by the 
Gramm-Leach Bliley Act 
(GLBA) in United States. GLBA 
requires that financial institutions 
securely store personal financial 
information, advise customers of 
their policies on sharing this 
information, and give customers 
the ability to deny the sharing of 
some of their information. This 
policy will detect credit card 
numbers, US Social Security 
numbers, US driver’s license 
numbers, and may be customized 
to detect custom account 
numbers.

Custom 
Accounts; US 
Social 
Security 
Number; 
Credit Card 
Number; US 
Drivers 
Licenses by 
State

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date

US Drivers 
License 
Terms

No Yes

Hawaii 
SB-2290

Identifies documents and 
transmissions that contain 
Personally identifiable 
information (PII) regulated by 
Hawaii SB-2290. Businesses that 
operate in Hawaii and own or 
license PII about Hawaii 
residents are expected to protect 
the PII from security breach, and 
to notify individuals and 
information owners if their lost 
PII has been or is likely to be 
misused. Any business that 
operates in Hawaii and owns or 
licenses PII data for Hawaii 
residents, regardless of their 
physical location, is required to 
comply with this law. This policy 
detects US Social Security 
numbers, credit card numbers, 
and Hawaii driver’s license 
numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State; ABA 
Routing 
Numbers; US 
Bank Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data; 
ABA 
Routing 
Number

US Drivers 
License 
Terms

Yes Yes
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HIPAA and 
HITECH

Identifies documents and 
transmissions that contain health 
information protected by the 
Health Insurance Portability and 
Accountability Act (HIPAA) 
enacted by the Congress of the 
United States of America. The 
Health Information Technology 
for Economic and Clinical Health 
Act (HITECH), extended certain 
HIPAA security requirements and 
established mandatory breach 
reporting requirements for 
HIPAA covered entities and their 
business associates. This policy 
will detect Healthcare 
Dictionaries, US Social Security 
numbers, US National Provider 
Identifiers, and may be 
customized to detect patient 
identification numbers.

Healthcare 
Dictionaries; 
Patient 
Identification 
Numbers; US 
National 
Provider 
Identifier; US 
Social 
Security 
Number

Proper 
Name; US 
Date 
Format; 
US 
Address; 
US 
National 
Provider 
ID; US 
Social 
Security 
Number, 
Formatted; 
US Social 
Security 
Number, 
Unformatt
ed

Diseases and 
Injuries; 
External 
Injuries 
Specific; 
External 
Injuries 
General; 
Drugs and 
Compounds; 
Index of 
Procedures; 
NDC 
Formulas; 
Protected 
Health 
Information 
Terms

Yes Yes

HIPAA and 
HITECH 
Low 
Threshold

Identifies documents and 
transmissions that contain health 
information protected by the 
Health Insurance Portability and 
Accountability Act (HIPAA) 
enacted by the Congress of the 
United States of America. The 
Health Information Technology 
for Economic and Clinical Health 
Act (HITECH), extended certain 
HIPAA security requirements and 
established mandatory breach 
reporting requirements for 
HIPAA covered entities and their 
business associates. This policy 
will detect at a lower threshold 
than the standard HIPAA and 
HITECH policy. This means that 
personal information, in addition 
to personal identification 
numbers will cause this policy to 
match in the presence of 
protected health information. 
This could result in a higher 
number of false positives than the 
standard HIPAA and HITECH 
policy. 

Healthcare 
Dictionaries; 
Patient 
Identification 
Numbers; US 
Personal 
Identification 
Information; 
US National 
Provider 
Identifier; US 
Social 
Security 
Number

Proper 
Name; US 
Date 
Format; 
US 
Address; 
US 
National 
Provider 
ID; US 
Social 
Security 
Number, 
Formatted; 
US Social 
Security 
Number, 
Unformatt
ed

Diseases and 
Injuries; 
External 
Injuries 
Specific; 
External 
Injuries 
General; 
Drugs and 
Compounds; 
Index of 
Procedures; 
NDC 
Formulas; 
Protected 
Health 
Information 
Terms

Yes Yes
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Homosexual 
Slurs

Identifies documents and 
transmissions that contain 
derogatory homosexual slurs 
commonly prohibited in the 
workplace by Human Resources 
policies.

Homosexual 
Slurs

Proper 
Name

No No

Human 
Resources

Identifies documents and 
transmissions that contain 
language commonly prohibited 
by Human Resources policies, 
including unacceptable abusive, 
racist, or sexually harassing 
content.

Sexual 
Harassment; 
Homosexual 
Slurs; 
Obscenities; 
Racial and 
Ethnic 
Derogatory 
Term

Proper 
Name

No No

Idaho 
SB-1374

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Idaho SB-1374. Agencies, 
individuals, or commercial 
entities that conduct business in 
Idaho and own or license 
unencrypted computerized PII 
about Idaho residents are 
expected to protect the PII from 
security breach, and to notify 
individuals and information 
owners if their lost PII has been 
or is likely to be misused. Any 
agency, individual, or 
commercial entity that conducts 
business in Idaho and owns or 
licenses unencrypted 
computerized PII data for Idaho 
residents, regardless of their 
physical location, is required to 
comply with this law. This policy 
detects US Social Security 
numbers, credit card numbers, 
and Idaho driver’s license 
numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

No Yes

Illegal Drugs Identifies documents and 
transmissions that contain 
content referring to illegal drugs 
and their use.

Illegal Drugs Common 
Drug Terms; 
Street Drug 
Terms; Drug 
Trade Terms

No No
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Illinois 
SB-1633

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Illinois SB-1633. Data collectors 
that own or license unencrypted 
computerized PII about Illinois 
residents are expected to protect 
the PII from security breach, and 
to notify individuals and 
information owners if their lost 
PII has been or is likely to be 
misused. Any data collector that 
owns or licenses unencrypted 
computerized PII data for Illinois 
residents, regardless of the data 
collector's physical location, is 
required to comply with this law. 
This policy detects US Social 
Security numbers, credit card 
numbers, and Illinois driver’s 
license numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State; ABA 
Routing 
Numbers; US 
Bank Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data; 
ABA 
Routing 
Number

US Drivers 
License 
Terms

Yes Yes

Indiana 
HB-1101

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Indiana HB-1101. People and 
database owners that own or 
license computerized PII about 
Indiana residents are expected to 
protect the PII from security 
breach, and to notify individuals 
and information owners if their 
lost PII has been or is likely to be 
misused. Any person or database 
owner that owns or licenses 
computerized PII data for Indiana 
residents, regardless of the data 
base owner's physical location, is 
required to comply with this law. 
This policy detects US Social 
Security numbers, credit card 
numbers, and Indiana driver’s 
license numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State; ABA 
Routing 
Numbers; US 
Bank Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data; 
ABA 
Routing 
Number

US Drivers 
License 
Terms

Yes Yes
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Internal 
Project 
Codenames

Identifies documents and 
transmissions that contain code 
names of an organization's 
internal projects. This policy 
requires customization of the 
Internal Project Codenames 
content blade.

Internal 
Project 
Codenames

Yes No

Invoices and 
Purchase 
Orders

Identifies documents and 
transmissions that contain 
language indicative of invoices 
and purchase orders (POs).

Invoices and 
Purchase 
Orders

US Date 
Format; 
US 
Address

No No

Iowa 
SF-2308

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Iowa SF-2308. Persons who 
conduct business in Iowa and 
own or license unencrypted 
computerized PII about Iowa 
residents are expected to protect 
the PII from security breach, and 
to notify individuals and 
information owners if their lost 
PII has been or is likely to be 
misused. Any person who 
conducts business in Iowa and 
owns or licenses unencrypted 
computerized PII data for Iowa 
residents, regardless of physical 
location of the person, is required 
to comply with this law. This 
policy detects US Social Security 
numbers, credit card numbers, 
debit card numbers, US bank 
account numbers, ABA routing 
numbers, and Iowa driver’s 
license numbers.

US Social 
Security 
Number; US 
Drivers 
Licenses by 
State; Credit 
Card Number; 
Credit Card 
Track Data; 
ABA Routing 
Numbers; US 
Bank Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data; 
ABA 
Routing 
Number

US Drivers 
License 
Terms

Yes Yes

Italy Driving 
Licence 
Numbers

Identifies documents and 
transmissions that contain driving 
licence numbers issued by Italy.

Italy Driving 
Licence 
Number

No Yes

Policy 
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Italy IBAN 
Numbers

Identifies Italy International 
Bank Account Numbers (IBAN), 
which are a fixed length series of 
27 alphanumeric characters. The 
IBAN is an international standard 
for uniquely identifying bank 
accounts across national borders.  
The IBAN was originally 
developed to facilitate payments 
within the European Union, 
however, the format is flexible 
enough that it has been applied to 
countries outside of it. The IBAN 
structure is defined in ISO 
13616-1:2007.

Italy IBAN 
Number

No Yes

Italy National 
Identification 
Numbers

Identifies documents and 
transmissions that contain Italian 
national identification numbers, 
or Codice Fiscale, which are 
issued to citizens of Italy at birth 
(or to permanently resident 
aliens) for the purposes of work, 
taxation, government benefits, 
health care, and other 
government-related functions.

Italy National 
Identification 
Number

No Yes

ITAR 
(International 
Traffic in 
Arms 
Regulations)

Identifies documents and 
transmissions that contain 
language indicative of the export 
and import of defense-related 
goods and services, including 
arms trade, restricted or 
forbidden by the International 
Traffic in Arms Regulations 
(ITAR) in United States. ITAR 
mandates that information and 
products with defense and 
military importance can be 
shared only with a "US Person" 
unless approved or exempted by 
the Department of State. This 
policy will detect transmissions 
about weapons and 
weapon-related technology being 
sent to the domain extensions for 
embargoed countries.

International 
Traffic in 
Arms 
Regulations

General 
Munitions 
Terms; EAR 
Countries

No Yes
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Kansas 
SB-196

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Kansas SB-196. Businesses and 
governmental agencies that own 
or license computerized PII about 
Kansas residents are expected to 
protect the PII from security 
breach, and to notify individuals 
and information owners if their 
lost PII has been or is likely to be 
misused. Any business or 
governmental agency that owns 
or licenses computerized PII data 
for Kansas residents, regardless 
of the physical location of the 
business, is required to comply 
with this law. This policy detects 
US Social Security numbers, 
credit card numbers, and Kansas 
driver’s license numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State; ABA 
Routing 
Numbers; US 
Bank Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data; 
ABA 
Routing 
Number

US Drivers 
License 
Terms

Yes Yes

Louisiana 
SB-205

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Louisiana SB-205. Persons and 
governmental agencies that own 
or license computerized PII about 
Louisiana residents are expected 
to protect the PII from security 
breach, and to notify individuals 
and information owners if their 
lost PII has been or is likely to be 
misused. Any person or 
governmental agency that owns 
or licenses computerized PII data 
for Louisiana residents, 
regardless of the person's 
physical location, is required to 
comply with this law. This policy 
detects US Social Security 
numbers, credit card numbers, 
and Louisiana driver’s license 
numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

No Yes
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Maine 
LD-1671

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Maine LD-1671. Information 
brokers that own or license 
computerized PII about Maine 
residents are expected to protect 
the PII from security breach, and 
to notify individuals and 
information owners if their lost 
PII has been or is likely to be 
misused. Any information broker 
that owns or licenses 
computerized PII data for Maine 
residents, regardless of the data 
base owner's physical location, is 
required to comply with this law. 
This policy detects US Social 
Security numbers, credit card 
numbers, and Maine driver’s 
license numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State; ABA 
Routing 
Numbers; US 
Bank Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data; 
ABA 
Routing 
Number

US Drivers 
License 
Terms

Yes Yes

Maryland 
HB-208

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Maryland HB-208. Person who 
conduct business in Maryland 
and own or license unencrypted 
computerized PII about Maryland 
residents are expected to protect 
the PII from security breach, and 
to notify individuals and 
information owners if their lost 
PII has been or is likely to be 
misused. Any person who 
conducts business in Maryland 
and owns or licenses unencrypted 
computerized PII data for 
Maryland residents, regardless of 
physical location of the person, is 
required to comply with this law. 
This policy detects US Social 
Security numbers, credit card 
numbers, debit card numbers, US 
bank account numbers, Maryland 
driver’s license numbers, and 
Individual Taxpayer 
Identification Numbers.

US Social 
Security 
Number; US 
Drivers 
Licenses by 
State; Credit 
Card Number; 
Credit Card 
Track Data; 
ITIN 
Number; US 
Bank Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

Yes Yes
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Massachusett
s CMR-201

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Massachusetts CMR-201. Any 
person who owns, licenses, stores 
or maintains personal 
information about a resident of 
the Commonwealth of 
Massachusetts is required to 
protect against unauthorized 
access to or use of the 
information in a manner that 
creates risk of identity theft or 
fraud. Any person who owns, 
licenses, stores or maintains 
computerized PII data on 
Massachusetts residents, 
regardless of their physical 
location, is required to comply. 
This policy detects US Social 
Security numbers, credit card 
numbers, and Massachusetts 
driver’s license numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State; ABA 
Routing 
Numbers; US 
Bank Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data; 
ABA 
Routing 
Number

US Drivers 
License 
Terms

Yes Yes

Media Files Identifies documents and 
transmissions that contain 
popular multimedia file formats, 
including but not limited to, 
.mp3, .mpeg, .png, .gif, and .wav. 
This policy can be customized to 
include additional media file 
formats used by your 
organization.

No No

Merger and 
Acquisition 
Agreements

Identifies documents and 
transmissions that contain merger 
and acquisition documentation 
such as stock purchase or asset 
purchase agreements. To monitor 
for incidents based on specific 
organization mergers or 
acquisitions, create a custom 
content blade that requires a 
match to the organization names. 
Then, combine the new custom 
blade with the Merger and 
Acquisition Agreement expert 
content blade within this policy. 
Be sure to use the operator of 
AND before the custom blade.

Merger and 
Acquisition 
Agreement

No No
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Mergers and 
Acquisitions

Identifies documents and 
transmissions that contain 
information about upcoming 
mergers and acquisitions specific 
to the organization. This policy 
requires customization of the 
Mergers and Acquisitions 
Codenames content blade.

Mergers and 
Acquisitions 
Codenames

Yes No

Michigan 
SB-309

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Michigan SB-309. Person who 
conduct business in Michigan 
and own or license unencrypted 
computerized PII about Michigan 
residents are expected to protect 
the PII from security breach, and 
to notify individuals and 
information owners if their lost 
PII has been or is likely to be 
misused. Any person who 
conducts business in Michigan 
and owns or licenses unencrypted 
computerized PII data for 
Michigan residents, regardless of 
physical location of the person, is 
required to comply with this law. 
This policy detects US Social 
Security numbers, credit card 
numbers, debit card numbers, US 
bank acount numbers, and 
Michigan driver’s license 
numbers.

US Social 
Security 
Number; US 
Drivers 
Licenses by 
State; Credit 
Card Number; 
Credit Card 
Track Data; 
US Bank 
Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

Yes Yes
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Description
Content 
Blades

Entities Dictionaries Customize Co
298 Appendix C:  Policy Matrix



RSA DLP 9.5 Policy Guide

unt
Minnesota 
HF-2121

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Minnesota HF-2121. Persons or 
businesses that own or license 
unencrypted computerized PII 
about Minnesota residents are 
expected to protect the PII from 
security breach, and to notify 
individuals and information 
owners if their lost PII has been 
or is likely to be misused. Any 
person or business that owns or 
licenses unencrypted 
computerized PII data for 
Minnesota residents, regardless 
of the data base owner's physical 
location, is required to comply 
with this law. This policy detects 
US Social Security numbers, 
credit card numbers, and 
Minnesota driver’s license 
numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

No Yes

Mississippi 
HB-583

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Mississippi HB-583. Person who 
conduct business in Mississippi 
and own or license unencrypted 
computerized PII about 
Mississippi residents are 
expected to protect the PII from 
security breach, and to notify 
individuals and information 
owners if their lost PII has been 
or is likely to be misused. Any 
person who conducts business in 
Mississippi and owns or licenses 
unencrypted computerized PII 
data for Mississippi residents, 
regardless of physical location of 
the person, is required to comply 
with this law. This policy detects 
US Social Security numbers, 
credit card numbers, debit card 
numbers, US bank account 
numbers, and Mississippi driver’s 
license numbers.

US Social 
Security 
Number; US 
Drivers 
Licenses by 
State; Credit 
Card Number; 
Credit Card 
Track Data; 
US Bank 
Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

Yes Yes
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Missouri 
HB-62

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) or protected 
health information (ePHI) 
asregulated by Missouri HB-62. 
Persons who conduct business in 
Missouri and own or license 
unencrypted computerized PII or 
ePHI about Missouri residents 
are expected to protect the PII or 
ePHI from security breach, and to 
notify individuals and 
information owners if their lost 
PII or ePHI has been or is likely 
to be misused. Any person who 
conducts business in Missouri 
and owns or licenses unencrypted 
computerized PII data for 
Missouri residents, regardless of 
physical location of the person, is 
required to comply with this law. 
This policy detects US Social 
Security numbers, credit card 
numbers, debit card numbers, US 
bank account numbers, Missouri 
driver’s license numbers, US 
National Provider numbers, 
group insurance numbers, health 
plan beneficiary numbers, 
medical record numbers, patient 
identifiers, and healthcare 
dictionaries.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State; ABA 
Routing 
Numbers; US 
National 
Provider 
Identifier; 
Healthcare 
Dictionaries; 
US Bank 
Account 
Numbers; 
Group 
Insurance 
Numbers; 
Health Plan 
Beneficiary 
Numbers; 
Medical 
Record 
Numbers; 
Patient 
Identification 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data; 
ABA 
Routing 
Number; 
US 
National 
Provider 
ID

US Drivers 
License 
Terms; 
Diseases and 
Injuries; 
External 
Injuries 
Specific; 
External 
Injuries 
General; 
Drugs and 
Compounds; 
Index of 
Procedures; 
NDC 
Formulas; 
Protected 
Health 
Information 
Terms

Yes Yes
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Montana 
HB-732

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Montana HB-732. Persons and 
businesses that own or license 
computerized PII about Montana 
residents are expected to protect 
the PII from security breach, and 
to notify individuals and 
information owners if their lost 
PII has been or is likely to be 
misused. Any person or business 
that owns or licenses 
computerized PII data for 
Montana residents, regardless of 
the data base owner's physical 
location, is required to comply 
with this law. This policy detects 
US Social Security numbers, 
credit card numbers, and 
Montana driver’s license 
numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State; ABA 
Routing 
Numbers; US 
Bank Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data; 
ABA 
Routing 
Number

US Drivers 
License 
Terms

Yes Yes

NASD Rule 
2711 and 
NYSE Rule 
351 and 472

Identifies documents and 
transmissions that contain 
language related to regulatory 
compliance defined by these 
three rules. Applicable to 
members of the National 
Association of Securities Dealers 
(NASD) and the New York Stock 
Exchange (NYSE), stock 
exchanges that operate in United 
States. NASD Rule 2711 requires 
financial research to be 
performed independently and 
yield objective analyses and 
reports. NYSE Rule 351 defines 
financial reporting requirements. 
NYSE Rule 472 defines a 
standard for public financial 
communications. This policy 
should be customized to define a 
client list.

Analyst 
Client List

Yes No
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Template

Description
Content 
Blades

Entities Dictionaries Customize Co
Appendix C:  Policy Matrix 301



RSA DLP 9.5 Policy Guide

unt
NASD Rule 
3010 and 
NYSE Rule 
342

Identifies documents and 
transmissions that contain 
language related to regulatory 
compliance defined by these two 
rules. Applicable to members of 
the National Association of 
Securities Dealers (NASD) and 
the New York Stock Exchange 
(NYSE), stock exchanges that 
operate in United States. NASD 
Rule 3010 and NYSE Rule 342 
require financial brokers and 
dealers to implement supervisory 
control systems and written 
procedures to ensure compliance 
with securities laws and 
regulations. Rule 3010 mandates 
regular reviews of the 
procedures. Rule 342 requires the 
creation of verification 
procedures for the supervisory 
control systems and a method to 
perform verifications. This policy 
should be customized to define 
the transmission attributes for the 
list of registered principals 
subject to these rules. 

NASD Rule 
3010 and 
NYSE Rule 
342

General Stock 
Terms; Stock 
Actions 
Terms; 
Ambiguous 
Stock Terms; 
Stock 
Dictionary; 
Ticker 
Symbols

Yes No
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Nebraska 
LB-876

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Nebraska LB-876. Persons who 
conduct business in Nebraska and 
own or license unencrypted 
computerized PII about Nebraska 
residents are expected to protect 
the PII from security breach, and 
to notify individuals and 
information owners if their lost 
PII has been or is likely to be 
misused. Any person who 
conducts business in Nebraska 
and owns or licenses unencrypted 
computerized PII data for 
Nebraska residents, regardless of 
physical location of the person, is 
required to comply with this law. 
This policy detects US Social 
Security numbers, credit card 
numbers, debit card numbers, US 
bank account numbers, ABA 
routing numbers, and Nebraska 
driver’s license numbers.

US Social 
Security 
Number; US 
Drivers 
Licenses by 
State; Credit 
Card Number; 
Credit Card 
Track Data; 
ABA Routing 
Numbers; US 
Bank Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data; 
ABA 
Routing 
Number

US Drivers 
License 
Terms

Yes Yes

NERC 
(North 
American 
Electric 
Reliability 
Corporation)

This policy detects information 
outlined in the North American 
Electric Reliability Corporation 
(NERC) security guidelines for 
the electricity sector. In 
particular, the NERC Guideline 
for Protecting Potentially 
Sensitive Information describes 
how to protect and secure data 
about critical electricity 
infrastructure.

Confidential 
Documents; 
Disaster 
Recovery 
Plans; 
Incident 
Response 
Plans

Yes No

Netherlands 
Driving 
Licence 
Numbers

Identifies documents and 
transmissions that contain driving 
licence numbers issued by the 
Netherlands.

Netherlands 
Driving 
Licence 
Number

Netherland
s Drivers 
Licence 
Number

No Yes
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Netherlands 
IBAN 
Numbers

Identifies documents and 
transmissions that contain 
18-digit alphanumeric 
Netherlands International Bank 
Account numbers (IBAN) issued 
by the Society for Worldwide 
Interbank Financial 
Telecommunication (SWIFT) 
based in Belgium. Each number 
uniquely identifies a particular 
bank account and is used in the 
Netherlands, other member 
countries of the European Union, 
and some other countries to 
facilitate payments. The IBAN 
structure is defined in ISO 
13616-1:2007.

Netherlands 
IBAN 
Number

No Yes

Netherlands 
National 
Identification 
Numbers

Identifies documents and 
transmissions that contain the 
national identification numbers, 
or Sofinummer and 
Burgerservicenummer, which are 
issued to citizens of the 
Netherlands for the purposes of 
work, taxation, government 
benefits, health care, and other 
government-related functions. 

Netherlands 
National 
Identification 
Number

Netherland
s National 
Identificati
on 
Number

No Yes

Netherlands 
Passport 
Numbers

Identifies documents and 
transmissions that contain 
passport numbers issued by the 
Netherlands.

Netherlands 
Passport 
Number

Netherland
s Passport 
Number

No Yes

Network 
Diagrams

Identifies documents and 
transmissions that contain IP 
addresses and Visio diagrams 
showing an organization’s 
network layout.

IP Addresses No Yes
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Nevada 
SB-347

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Nevada SB-347. Data collectors 
that own or license unencrypted 
computerized PII about Nevada 
residents are expected to protect 
the PII from security breach, and 
to notify individuals and 
information owners if their lost 
PII has been or is likely to be 
misused. Any data collector that 
owns or licenses unencrypted 
computerized PII data for Nevada 
residents, regardless of the data 
base owner's physical location, is 
required to comply with this law. 
This policy detects US Social 
Security numbers, credit card 
numbers, and Nevada driver’s 
license numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

No Yes

New 
Hampshire 
HB-1660

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
New Hampshire HB-1660. 
Persons who conduct business in 
New Hampshire and own or 
license computerized PII about 
New Hampshire residents are 
expected to protect the PII from 
security breach, and to notify 
individuals and information 
owners if their lost PII has been 
or is likely to be misused. Any 
person who conducts business in 
New Hampshire and owns or 
licenses computerized PII data 
for New Hampshire residents, 
regardless of their physical 
location, is required to comply 
with this law. This policy detects 
US Social Security numbers, 
credit card numbers, and New 
Hampshire driver’s license 
numbers. 

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

No Yes
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New Jersey 
A-4001

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
New Jersey A-4001. Businesses 
and public entities that conduct 
business in New Jersey and own 
or license computerized PII about 
New Jersey residents are 
expected to protect the PII from 
security breach, and to notify 
individuals and information 
owners if their lost PII has been 
or is likely to be misused. Any 
business or public entity that 
conducts business in New Jersey 
and owns or licenses 
computerized PII data for New 
Jersey residents, regardless of 
their physical location, is 
required to comply with this law. 
This policy detects US Social 
Security numbers, credit card 
numbers, and New Jersey 
driver’s license numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

No Yes

New York 
AB-4254

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
New York AB-4254. Persons and 
entities that conduct business in 
New York and own or license 
unencrypted computerized PII 
about New York residents are 
expected to protect the PII from 
security breach, and to notify 
individuals and information 
owners if their lost PII has been 
or is likely to be misused. Any 
person or entity that conducts 
business in New York and owns 
or licenses unencrypted 
computerized PII data for New 
York residents, regardless of their 
physical location, is required to 
comply with this law. This policy 
detects US Social Security 
numbers, credit card numbers, 
and New York driver’s license 
numbers. 

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

No Yes
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New Zealand 
Inland 
Revenue 
Department 
Numbers

Identifies documents and 
transmissions that contain New 
Zealand Inland Revenue 
Department (IRD) numbers 
issued by the Inland Revenue 
Department to every taxpayer 
and organization. The number 
must be provided by an 
individual to the Inland Revenue, 
employers, banks or other 
financial institutions, KiwiSaver 
scheme providers, StudyLink and 
tax agents.  This policy identifies 
IRD numbers that are 8- or 
9-digits in length.

New Zealand 
Inland 
Revenue 
Department 
Number

New 
Zealand 
Inland 
Revenue 
Departmen
t Number 

No Yes

New Zealand 
Ministry of 
Health 
Numbers

Identifies documents and 
transmissions that contain New 
Zealand Health Practitioner 
Index (HPI) and National Health 
Index (NHI) numbers. The New 
Zealand Ministry of Health, or 
Manatū Hauora in Māori, is the 
New Zealand government's 
principal agent and advisor on 
health and disability. The agency 
uses the NHI numbering system 
for registering patients and the 
HPI system for registering 
medical practitioners to ensure 
that records are accurate while 
protecting the privacy of 
individuals. This policy detects 
6-digit alphanumeric New 
Zealand Health Practitioner 
Index Common Person numbers 
(HPI-CPN), which uniquely 
identify a health practitioner or 
worker. This policy also detects 
7-digit NHI numbers used to 
uniquely identify a patient within 
the New Zealand health system.

New Zealand 
Ministry of 
Health 
Number

New 
Zealand 
Health 
Practitione
r Index; 
New 
Zealand 
National 
Health 
Index

No Yes
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North 
Carolina 
SB-1048

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
North Carolina SB-1048. People 
who conduct business in North 
Carolina and own or license 
unencrypted computerized PII 
about North Carolina residents 
are expected to protect the PII 
from security breach, and to 
notify individuals and 
information owners if their lost 
PII has been or is likely to be 
misused. Any person who 
conducts business in North 
Carolina and owns or licenses 
unencrypted computerized PII 
data for North Carolina residents, 
regardless of physical location of 
the person, is required to comply 
with this law. This policy detects 
US Social Security numbers, 
credit card numbers, debit card 
numbers, US bank account 
numbers, US passport numbers, 
and North Carolina driver’s 
license numbers.

US Social 
Security 
Number; US 
Drivers 
Licenses by 
State; US 
Passport 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Bank 
Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; US 
Passport 
Number; 
Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

Yes Yes
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North Dakota 
SB-2251

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
North Dakota SB-2251. People 
who conduct business in North 
Dakota and own or license 
unencrypted computerized PII 
about North Dakota residents are 
expected to protect the PII from 
security breach, and to notify 
individuals and information 
owners if their lost PII has been 
or is likely to be misused. Any 
person who conducts business in 
North Dakota and owns or 
licenses unencrypted 
computerized PII data for North 
Dakota residents, regardless of 
physical location of the person, is 
required to comply with this law. 
This policy detects US Social 
Security numbers, credit card 
numbers, debit card numbers, US 
bank account numbers and North 
Dakota driver’s license numbers.

US Social 
Security 
Number; US 
Drivers 
Licenses by 
State; Credit 
Card Number; 
Credit Card 
Track Data

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

Yes Yes

Obscenities Identifies documents and 
transmissions that contain 
obscene content commonly 
prohibited in the workplace by 
Human Resources policies.

Obscenities No No
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OFAC 
(Office of 
Foreign 
Asset 
Control)

The Office of Foreign Assets 
Control (OFAC) of the US 
Department of the Treasury 
administers and enforces 
economic and trade sanctions 
based on US foreign policy and 
national security goals against 
targeted foreign countries and 
regimes, terrorists, international 
narcotics traffickers, those 
engaged in activities related to 
the proliferation of weapons of 
mass destruction, and other 
threats to the national security, 
foreign policy or economy of the 
United States. OFAC blocks 
assets of foreign countries subject 
to economic sanctions, controls 
participation by U.S. persons, 
including foreign subsidiaries, in 
transactions with specific 
countries or nationals of such 
countries, and administers 
embargoes on certain countries or 
areas of countries. This policy 
will detect transmissions being 
sent to the domain extensions for 
embargoed countries. 

No No

Offer Letters 
and 
Employment 
Agreements

Identifies documents and 
transmissions that contain 
financial information related to 
employment, such as offer letters 
and employment agreements.

Offer Letters 
and 
Employment 
Agreement; 
Corporate 
Financial

US Date 
Format; 
US 
Address; 
Proper 
Name

No No
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Ohio HB-104 Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Ohio HB-104. Persons, 
businesses, and state agencies 
that conduct business in Ohio and 
own or license unencrypted 
computerized PII about Ohio 
residents are expected to protect 
the PII from security breach, and 
to notify individuals and 
information owners if their lost 
PII has been or is likely to be 
misused. Any person, business, 
or state agency that conducts 
business in Ohio and owns or 
licenses unencrypted 
computerized PII data for Ohio 
residents, regardless of the 
entity's physical location, is 
required to comply with this law. 
This policy detects US Social 
Security numbers, credit card 
numbers, and Ohio driver’s 
license numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

No Yes

Oklahoma 
HB-2357

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Oklahoma HB-2357. State 
agencies, boards, commissions, 
and other units of state 
government that conduct 
business in Oklahoma and own or 
license computerized PII about 
Oklahoma residents are expected 
to protect the PII from security 
breach, and to notify individuals 
and information owners if their 
lost PII has been or is likely to be 
misused. Any state government 
entity that conducts business in 
Oklahoma and owns or licenses 
computerized PII data for 
Oklahoma residents, regardless 
of the entity's physical location, 
is required to comply with this 
law. This policy detects US 
Social Security numbers, credit 
card numbers, and Oklahoma 
driver’s license numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

No Yes
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Oregon 
SB-583

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Oregon SB-583. People who 
conduct business in Oregon and 
own or license unencrypted 
computerized PII about Oregon 
residents are expected to protect 
the PII from security breach, and 
to notify individuals and 
information owners if their lost 
PII has been or is likely to be 
misused. Any person who 
conducts business in Oregon and 
owns or licenses unencrypted 
computerized PII data for Oregon 
residents, regardless of physical 
location of the person, is required 
to comply with this law. This 
policy detects US Social Security 
numbers, credit card numbers, 
debit card numbers, US bank 
account numbers, US passport 
numbers, and Oregon driver’s 
license numbers.

US Social 
Security 
Number; US 
Drivers 
Licenses by 
State; US 
Passport 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Bank 
Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; US 
Passport 
Number; 
Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

Yes Yes

Passenger 
Name Record

Identifies documents and 
transmissions that contain credit 
card numbers in Passenger Name 
Record (PNR) formats typical of 
AMADEUS, GALILEO, 
WORLDSPAN, and SABRE 
global distribution systems.

Passenger 
Name Record

No No

Patent 
Applications

Identifies documents and 
transmissions that contain 
language indicative of United 
States patent applications and 
drafts of patent applications.

Patents No No
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Patient 
Identification 
Numbers

Identifies documents and 
transmissions that contain patient 
identification numbers, National 
Provider Identifiers, and Social 
Security numbers, all of which is 
personally identifiable 
information (PII) commonly held 
by hospitals and 
healthcare-related organizations 
and businesses in United States. 
This policy should be customized 
to define the patient identification 
number format.

Patient 
Identification 
Numbers; US 
National 
Provider 
Identifier; US 
Social 
Security 
Number

Proper 
Name; US 
Address; 
US Date 
Format; 
US 
National 
Provider 
ID; US 
Social 
Security 
Number, 
Formatted; 
US Social 
Security 
Number, 
Unformatt
ed

Yes Yes

PCI-DSS 
(Payment 
Card Industry 
Data Security 
Standard)

Identifies documents and 
transmissions that contain credit 
cardholder data regulated by the 
Payment Card Industry Data 
Security Standard (PCI DSS) 2.0. 
The Standard is applicable 
worldwide. The PCI DSS 2.0 
defines requirements for 
protection of commonly used 
elements of cardholder and 
sensitive authentication data. 
Developed and maintained by the 
PCI Security Standards Council, 
the Standard is intended to 
facilitate adoption of consistent 
data security measures on a 
global scale. This policy will 
detect credit card track data and 
credit cards. It can be customized 
to detect credit card numbers 
from any of the following issuers: 
American Express, Diner's Club, 
Discover Card, JCB, MasterCard, 
Visa, and China UnionPay.

Credit Card 
Number; 
Credit Card 
Track Data

Credit 
Card 
Number; 
Expiration 
Date; 
Proper 
Name; 
Credit 
Card Track 
Data

Yes Yes
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Pennsylvania 
SB-712

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Pennsylvania SB-712. Entities 
that conduct business in 
Pennsylvania and own or license 
computerized PII about 
Pennsylvania residents are 
expected to protect the PII from 
security breach, and to notify 
individuals and information 
owners if their lost PII has been 
or is likely to be misused. Any 
entity that conducts business in 
Pennsylvania and owns or 
licenses computerized PII data 
for Pennsylvania residents, 
regardless of the entity's physical 
location, is required to comply 
with this law. This policy detects 
US Social Security numbers, 
credit card numbers, and 
Pennsylvania driver’s license 
numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

No Yes

PIPEDA 
(Personal 
Information 
Protection 
and 
Electronic 
Documents 
Act)

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by the 
Personal Information Protection 
and Electronic Documents Act 
(PIPEDA) in Canada. PIPEDA 
protects personal information 
collected, used, or disclosed in 
the course of commercial 
activities, and defines principles 
governing the collection, use, and 
disclosure of personal 
information. This policy will 
detect Canada Social Insurance 
numbers.

Canada Social 
Insurance 
Number

Canada 
Social 
Insurance 
Number, 
Formatted; 
Canada 
Social 
Insurance 
Number, 
Unformatt
ed

No Yes

Post to 
Corporate 
Rumor Site

Identifies whether an employee is 
attempting to post to a corporate 
rumor site, such as Vault.com and 
other popular message boards. 
This policy can be customized to 
include additional rumor sites. 

Yes No

Policy 
Template

Description
Content 
Blades

Entities Dictionaries Customize Co
314 Appendix C:  Policy Matrix



RSA DLP 9.5 Policy Guide

unt
Post to 
Financial Site

Identifies transmissions that 
contain attempts to post 
information to a financial 
website. Use this policy to 
monitor postings to popular 
financial websites such as 
finance.yahoo.com, 
motleyfool.com, and forbes.com. 
This policy can be customized to 
include additional financial sites. 

Yes No

Post to Social 
Media Sites

Identifies transmissions that 
contain attempts to post 
information to a social media 
websites. Use this policy to 
monitor postings to popular 
social media websites, including: 
social networking sites like 
Facebook, social media 
distribution sites including 
Twitter and CNN iReport, 
blogging sites such as Blogger, 
social file and content sharing 
sites including Google Docs and 
Dropbox, social knowledge 
collaboration sites such as 
Wikipedia and video sharing sites 
including YouTube and Vimeo. 
This policy can be customized to 
include additional social media 
sites or remove those that are not 
necessary to monitor.

No No

Publishing 
Documents

Identifies documents and 
transmissions that contain 
information generated with the 
use of popular publishing 
applications, including but not 
limited to, Microsoft Publisher, 
QuarkXpress, and 3D Studio 
formats.

No No
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Puerto Rico 
DACO 7207, 
7336 and 
7376

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) and protected 
health information (ePHI) 
regulated by Puerto Rico DACO 
Reglamentos 7207, 7336 and 
7376. People who conduct 
business in Puerto Rico and own 
or license unencrypted 
computerized PII or ePHI about 
Puerto Rico residents are 
expected to protect the PII and 
ePHI from security breach, and to 
notify individuals and 
information owners if their lost 
PII or ePHI has been or is likely 
to be misused. Any person who 
conducts business in Puerto Rico 
and owns or licenses unencrypted 
computerized PII or ePHI data 
for Puerto Rico residents, 
regardless of physical location of 
the person, is required to comply 
with this law. This policy detects 
US Social Security numbers, 
credit card numbers, debit card 
numbers, US Bank account 
numbers,  group insurance 
numbers, health plan beneficiary 
numbers, medical record 
numbers, patient identifiers, and 
healthcare dictionaries.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
ABA Routing 
Numbers; US 
National 
Provider 
Identifier; 
Healthcare 
Dictionaries; 
US Bank 
Account 
Numbers; 
Group 
Insurance 
Numbers; 
Health Plan 
Beneficiary 
Numbers; 
Medical 
Record 
Numbers; 
Patient 
Identification 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data; 
ABA 
Routing 
Number; 
US 
National 
Provider 
ID

Diseases and 
Injuries; 
External 
Injuries 
Specific; 
External 
Injuries 
General; 
Drugs and 
Compounds; 
Index of 
Procedures; 
NDC 
Formulas; 
Protected 
Health 
Information 
Terms

Yes Yes

Racial and 
Ethnic 
Derogatory 
Terms

Identifies documents and 
transmissions that contain 
derogatory racist and ethnic 
content commonly prohibited in 
the workplace by Human 
Resources policies.

Racial and 
Ethnic 
Derogatory 
Terms

No No

Restricted 
Files

Identifies email transmissions 
that contain restricted files 
including MS Access, 
executable, and Oracle 
executable files. This policy can 
be customized to add additional 
file attributes to the policy 
violation rules. 

No No

Restricted 
Recipients

Identifies email transmissions to 
a list of restricted recipients sent 
from inside your network.

Yes No

Policy 
Template

Description
Content 
Blades

Entities Dictionaries Customize Co
316 Appendix C:  Policy Matrix



RSA DLP 9.5 Policy Guide

unt
Resumes Identifies documents and 
transmissions that contain 
resumes and curricula vitae.

Resumes No No

Rhode Island 
HB-6191

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Rhode Island HB-6191. Persons 
and state agencies that conduct 
business in Rhode Island and 
own or license unencrypted 
computerized PII about Rhode 
Island residents are expected to 
protect the PII from security 
breach, and to notify individuals 
and information owners if their 
lost PII has been or is likely to be 
misused. Any person or state 
agency that conducts business in 
Rhode Island and owns or 
licenses unencrypted 
computerized PII data for Rhode 
Island residents, regardless of the 
entity's physical location, is 
required to comply with this law. 
This policy detects US Social 
Security numbers, credit card 
numbers, and Rhode Island 
driver’s license numbers. 

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State; ABA 
Routing 
Numbers; US 
Bank Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data; 
ABA 
Routing 
Number

US Drivers 
License 
Terms

Yes Yes

Severance 
Packages

Identifies documents and 
transmissions that contain 
financial information related to 
employment severance packages.

Severance 
Package; 
Corporate 
Financials

No No

Sexual 
Harassment

Identifies documents and 
transmissions that contain 
derogatory sexual content 
commonly prohibited in the 
workplace by Human Resources 
policies.

Sexual 
Harassment

No No

Source Code Identifies documents and 
transmissions that contain source 
code and computer programs 
written in the C, C++, C#, Perl, 
and Java programming 
languages. This policy can be 
customized to detect content 
containing any, or all, of the 
source code content blades. 

Source Code No No
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South 
Carolina 
SB-453

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
South Carolina SB 453. People 
who conduct business in South 
Carolina and own or license 
unencrypted computerized PII 
about South Carolina residents 
are expected to protect the PII 
from security breach, and to 
notify individuals and 
information owners if their lost 
PII has been or is likely to be 
misused. Any person who 
conducts business in South 
Carolina and owns or licenses 
unencrypted computerized PII 
data for South Carolina residents, 
regardless of physical location of 
the person, is required to comply 
with this law. This policy detects 
US Social Security numbers, 
credit card numbers, debit card 
numbers, US bank account 
numbers, and South Carolina 
driver’s license numbers.

US Social 
Security 
Number; US 
Drivers 
Licenses by 
State; Credit 
Card Number; 
Credit Card 
Track Data; 
US Bank 
Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

Yes Yes

SOX 
(Sarbanes-Ox
ley)

Identifies documents and 
transmissions that contain 
non-public corporate financial 
information regulated by the 
Sarbanes-Oxley Act in United 
States. The Act defines standards 
of financial practice and 
accountability for public 
company boards, management, 
and accounting firms in the 
United States. It seeks to protect 
investors by improving the 
accuracy and reliability of 
corporate disclosures pursuant to 
securities laws. This policy 
should be customized to detect 
fingerprinted proprietary content.

Corporate 
Financials

Yes No
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Spain 
National 
Identification 
Numbers

Identifies documents and 
transmissions that contain Spain 
national identification numbers, 
or Documento Nacional de 
Identidad (DNI) and Número de 
Identificación de Extranjeros 
(NIE), which are issued to 
citizens of Spain at age 14 (or to 
permanently resident aliens) for 
the purposes of work, taxation 
and identification. This number 
was also used as the driving 
licence and the passport numbers 
prior to July 2000.

Spain 
National 
Identification 
Number

Spain 
National 
Identificati
on 
Number

No Yes

Spain 
Passport 
Numbers

Identifies documents and 
transmissions that contain 
passport numbers issued by Spain 
after July 2001. Prior to July 
2001, the DNI was used as the 
passport number.

Spain 
Passport 
Number

No Yes

Spain Social 
Security 
Numbers

Identifies documents and 
transmissions that contain Spain 
Social Security numbers, or un 
número de la Seguridad Social, 
for the purposes of contributions 
to, and applications for, Social 
Security services in Spain.

Spain Social 
Security 
Number

Spain 
Social 
Security 
Number

No Yes

Stock 
Options and 
Employee 
Stock 
Purchase 
Plans

Identifies documents and 
transmissions that contain 
financial information related to 
employee stock option and 
employee stock purchase plan 
(ESPP) information.

Stock Options 
and ESP; 
Corporate 
Financials

Proper 
Name

No No

Suspicious 
Transmission 
- Archive 
Files

Identifies email transmissions of 
archive files including, but not 
limited to, ZIP, JAR, RAR, and 
TAR files.

No No

Suspicious 
Transmission 
- Executable

Identifies attempts by virus, 
spyware, adware, and spam 
applications to send executable 
files by any protocol except FTP.

No No
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Suspicious 
Transmission 
- Sender

Identifies email transmissions 
that contain SMTP traffic masked 
as a sender from Yahoo, Google, 
Hotmail, and other popular email 
sites. This policy can be 
customized to include additional 
Internet domains. 

No No

Suspicious 
Transmission 
- Spreadsheet

Identifies email transmissions 
that contain spreadsheets larger 
than 100kb.

No No

Suspicious 
Transmission 
- Spreadsheet 
to Webmail

Identifies email transmissions 
that contain spreadsheets being 
sent to public, unsecured email. 
This policy can be customized to 
include additional file attributes 
and Internet domains. 

No No

Sweden 
IBAN 
Numbers

Identifies documents and 
transmissions that contain 
24-digit alphanumeric Sweden 
International Bank Account 
numbers (IBAN) issued by the 
Society for Worldwide Interbank 
Financial Telecommunication 
(SWIFT) based in Belgium. Each 
number uniquely identifies a 
particular bank account and is 
used in Sweden, other member 
countries of the European Union, 
and some other countries to 
facilitate payments. The IBAN 
structure is defined in ISO 
13616-1:2007.

Sweden 
IBAN 
Number

No Yes

Sweden 
National 
Identification 
Numbers

Identifies documents and 
transmissions that contain 
Sweden national identification 
numbers, or Personnummer, 
which are issued by the Swedish 
Tax Agency as part of the 
population register. The number 
is used by authorities, healthcare, 
banks, insurance companies, and 
also as the driving licence 
number.

Sweden 
National 
Identification 
Number

Sweden 
National 
Identificati
on 
Number

No Yes

Sweden 
Passport 
Numbers

Identifies documents and 
transmissions that contain 
passport numbers issued by 
Sweden.

Sweden 
Passport 
Number

No Yes
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SWIFT 
Codes

Identifies documents and 
transmissions that contain 
SWIFT codes, or Bank Identifier 
Codes, issued to financial 
institutions worldwide by the 
Society for Worldwide Interbank 
Financial Telecommunication 
(SWIFT) headquartered in 
Belgium. SWIFT codes uniquely 
identify financial institutions 
worldwide.

SWIFT Codes No Yes

Tennessee 
SB-2220

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Tennessee SB-2220. People who 
conduct business in Tennessee 
and own or license unencrypted 
computerized PII about 
Tennessee residents are expected 
to protect the PII from security 
breach, and to notify individuals 
and information owners if their 
lost PII has been or is likely to be 
misused. Any person who 
conducts business in Tennessee 
and owns or licenses unencrypted 
computerized PII data for 
Tennessee residents, regardless of 
physical location of the person, is 
required to comply with this law. 
This policy detects US Social 
Security numbers, credit card 
numbers, debit card numbers, US 
bank account numbers, and 
Tennessee driver’s license 
numbers.

US Social 
Security 
Number; US 
Drivers 
Licenses by 
State; Credit 
Card Number; 
Credit Card 
Track Data; 
US Bank 
Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

Yes Yes

Policy 
Template

Description
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Texas 
SB-122

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) and Protected 
Health Information (ePHI) 
regulated by Texas SB-122 
(Amended by HB-2004). Persons 
or State agencies that conduct 
business in Texas and own or 
license computerized PII and 
ePHI about Texas residents are 
expected to protect the PII and 
ePHI from security breach, and to 
notify individuals and 
information owners if their lost 
PII has been or is likely to be 
misused. Any person who 
conducts business in Texas and 
owns or licenses computerized 
PII or ePHI data for Texas 
residents, regardless of the 
entity's physical location, is 
required to comply with this law. 
This policy detects US Social 
Security numbers, credit card 
numbers, Texas driver’s license 
numbers, US National Provider 
Numbers, Group Insurance 
numbers, Health Plan Beneficiary 
numbers, Medical Record 
numbers, and Patient 
Identification numbers.

Group 
Insurance 
Numbers; 
Medical 
Record 
Numbers; 
Health Plan 
Beneficiary 
Numbers; 
Patient 
Identification 
Numbers; US 
Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State; US 
National 
Provider 
Identifier

Proper 
Name; US 
Address; 
US Date 
Format; 
US Social 
Security 
Number, 
Formatted; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data; US 
National 
Provider 
ID

US Drivers 
License 
Terms

Yes Yes

Transmission 
of Contact 
Information

Identifies documents and 
transmissions that contain email 
transmissions of contact 
information, such as phone 
numbers, US addresses, or e-mail 
addresses. This policy protects 
employee and customer contact 
information from being emailed 
outside of the network.

Contact 
Information

US 
Address

No No
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U.S. Virgin 
Islands V.I. 
Code 2208

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
U.S. Virgin Islands V.I. Code 
2208. People who conduct 
business in U.S. Virgin Islands 
and own or license unencrypted 
computerized PII about U.S. 
Virgin Islands residents are 
expected to protect the PII from 
security breach, and to notify 
individuals and information 
owners if their lost PII has been 
or is likely to be misused. Any 
person who conducts business in 
U.S. Virgin Islands and owns or 
licenses unencrypted 
computerized PII data for U.S. 
Virgin Islands residents, 
regardless of physical location of 
the person, is required to comply 
with this law. This policy detects 
US Social Security numbers, 
credit card numbers, debit card 
numbers, and US bank account 
numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Bank 
Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

Yes Yes

UK BIC 
Numbers

Identifies documents and 
transmissions that contain Bank 
Identifier Codes, also known as 
BIC codes and SWIFT codes, 
issued by the Society for 
Worldwide Interbank Financial 
Telecommunication (SWIFT). 
Each number uniquely identifies 
a particular bank and is used in 
the United Kingdom and 
worldwide, for the exchange of 
money and messages between 
banks.

UK BIC 
Number

No Yes
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UK Caldicott 
Report

Identifies documents and 
transmissions that contain 
patient-identifiable information 
used within, among, and 
transferred outside of medical 
institutions in the National Health 
Service (NHS) of the United 
Kingdom. The Caldicott Report, 
published in 1997, defines 
recommendations and general 
principles for the protection of 
patient-identifiable information 
in the United Kingdom. This 
policy will detect healthcare 
dictionaries, UK National 
Insurance numbers, and UK 
National Health Service numbers. 

UK Caldicott 
Report; UK 
National 
Health 
Service 
Number

UK 
National 
Health 
Service 
Number; 
UK 
National 
Insurance 
Number, 
informal

Diseases and 
Injuries; 
Drugs and 
Compounds; 
External 
Injuries 
Specific; 
External 
Injuries 
General

No Yes

UK Data 
Protection 
Act 1998

Identifies documents and 
transmissions that contain 
personally identifiable 
information regulated by the Data 
Protection Act, an Act of 
Parliament in the United 
Kingdom. The Act is intended to 
protect personal data related to 
living persons. It governs how 
businesses and organizations 
acquire, store, share, and dispose 
of personally identifiable 
information. This policy will 
detect UK Tax ID numbers, 
passport numbers, driving licence 
numbers, National Health Service 
numbers, and voter numbers. 

UK National 
Insurance 
Number; UK 
Passport 
Number; UK 
Tax 
Identification 
Number; UK 
Driving 
Licence 
Number; UK 
National 
Health 
Service 
Number; UK 
Human 
Rights Act 
1998

UK 
National 
Insurance 
Number, 
formal; 
UK 
National 
Insurance 
Number, 
informal; 
UK 
Passport 
Number; 
UK 
Passport 
Number, 
pre-1988; 
UK 
National 
Health 
Service 
Number

No Yes

UK Driving 
Licence 
Numbers

Identifies documents and 
transmissions that contain driving 
licence numbers issued by the 
United Kingdom.

UK Driving 
Licence 
Number

No Yes
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UK Human 
Rights Act 
1998

Identifies documents and 
transmissions that contain voter 
numbers issued by local elections 
offices in the United Kingdom. 
This policy is in support of article 
3 of protocol 1 of the Human 
Rights Act which requires the 
government to support the right 
to free expression by holding free 
elections at reasonable intervals 
and that elections must be by 
secret ballot. 

UK Human 
Rights Act 
1998

No Yes

UK IBAN 
Numbers

Identifies documents and 
transmissions that contain 
22-digit alphanumeric United 
Kingdom International Bank 
Account numbers (IBAN) issued 
by the Society for Worldwide 
Interbank Financial 
Telecommunication (SWIFT) 
based in Belgium. Each number 
uniquely identifies a particular 
bank account and is used in the 
UK, other member countries of 
the European Union, and some 
other countries to facilitate 
payments. The IBAN structure is 
defined in ISO 13616-1:2007.

UK IBAN 
Number

No Yes

UK National 
Health 
Service 
Numbers

Identifies documents and 
transmissions that contain 
personal identification numbers 
issued by the National Health 
Service (NHS) for residents of 
England and Wales. The number 
is used by an individual to 
acquire healthcare services 
within the NHS system and is 
intended to help safeguard patient 
confidentiality.

UK National 
Health 
Service 
Number

UK 
National 
Health 
Service 
Number

No Yes

UK National 
Insurance 
Number 
(NINO)

Identifies documents and 
transmissions that contain 
National Insurance numbers, 
abbreviated NI or NINO, issued 
in the United Kingdom. A NINO 
uniquely identifies an individual 
and is required to record NI 
contributions and claim social 
security benefits.

UK National 
Insurance 
Number

UK 
National 
Insurance 
Number, 
formal; 
UK 
National 
Insurance 
Number, 
informal

No Yes
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UK Passport 
Numbers

Identifies documents and 
transmissions that contain 
passport numbers issued by the 
United Kingdom.

UK Passport 
Number

UK 
Passport 
Number; 
UK 
Passport 
Number, 
pre-1988

No Yes

UK Tax 
Identification 
Numbers

Identifies documents and 
transmissions that contain Tax 
Identification numbers (TIN) 
issued in the United Kingdom.

UK Tax 
Identification 
Number

UK 
National 
Insurance 
Number, 
informal

No Yes

UK VAT 
Numbers

Identifies documents and 
transmissions that contain Value 
Added Tax (VAT) identification 
numbers used by the United 
Kingdom and other member 
countries of the European Union 
for tracking and collecting taxes 
on the exchange of goods and 
services.

UK VAT 
Number

No Yes

US Drivers 
License 
Numbers

Identifies documents and 
transmissions that contain driver 
license numbers issued in United 
States.

US Drivers 
Licenses

US Drivers 
License 
Terms

No Yes

US ITIN 
Numbers

Identifies documents and 
transmissions that contain 
formatted and unformatted 
Individual Taxpayer 
Identification Numbers (ITIN) 
issued in United States.

ITIN Number US 
Address; 
US Date 
Format; 
Proper 
Name

No Yes

US National 
Provider 
Identifiers 
(NPI)

Identifies documents and 
transmissions that contain 
National Provider Identifier 
numbers issued to healthcare 
providers in United States .

US National 
Provider 
Identifier

US 
National 
Provider 
ID

No Yes

US Passport 
Numbers

Identifies documents and 
transmissions that contain 
passport numbers issued in 
United States.

US Passport 
Number

US 
Passport 
Number

No Yes
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US SEC Fair 
Disclosure

Identifies documents and 
transmissions that contain 
disclosure of financial data from 
public corporations to analysts 
and investors prior to its general 
release to the public, in violation 
of the Regulation Fair Disclosure 
ruling of the Securities and 
Exchange Commission (SEC) in 
United States. The SEC ruling 
mandates that all publicly traded 
companies must disclose material 
information to all investors at the 
same time. This policy can be 
customized to define an SEC 
client list.

SEC Client 
List; 
Corporate 
Financials; 
NASD Rule 
3010 and 
NYSE Rule 
342

General Stock 
Terms; Stock 
Actions 
Terms; 
Ambiguous 
Stock Terms; 
Stock 
Dictionary; 
Ticker 
Symbols

Yes No

US Social 
Security 
Numbers

Identifies documents and 
transmissions that contain 
formatted and unformatted Social 
Security numbers issued in 
United States.

US Social 
Security 
Number

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed

No Yes
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Utah SB-69 Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Utah SB-69. Persons who 
conduct business in Utah and 
own or license computerized PII 
about Utah residents are expected 
to protect the PII from security 
breach, and to notify individuals 
and information owners if their 
lost PII has been or is likely to be 
misused. Any person who 
conducts business in Utah and 
owns or licenses computerized 
PII data for Utah residents, 
regardless of the entity's physical 
location, is required to comply 
with this law. This policy detects 
US Social Security numbers, 
credit card numbers, and Utah 
driver’s license numbers.

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

No Yes

Vermont 
SB-284

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Vermont SB-284. Data collectors 
that conduct business in Vermont 
and own or license computerized 
PII about Vermont residents are 
expected to protect the PII from 
security breach, and to notify 
individuals and information 
owners if their lost PII has been 
or is likely to be misused. Any 
data collector that conducts 
business in Vermont and owns or 
licenses computerized PII data 
for Vermont residents, regardless 
of the entity's physical location, 
is required to comply with this 
law. This policy detects US 
Social Security numbers, credit 
card numbers, and Vermont 
driver’s license numbers. 

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State; ABA 
Routing 
Numbers; US 
Bank Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data; 
ABA 
Routing 
Number

US Drivers 
License 
Terms

Yes Yes
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Violence Identifies documents and 
transmissions that contain 
content referring to violence or 
threats of violence commonly 
prohibited in the workplace.

Workplace 
Violence

Violence 
Specific; 
Violence 
General; 
Weapons

No No

Virginia 
SB-307

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Virginia SB-307. People who 
conduct business in Virginia and 
own or license unencrypted 
computerized PII about Virginia 
residents are expected to protect 
the PII from security breach, and 
to notify individuals and 
information owners if their lost 
PII has been or is likely to be 
misused. Any person who 
conducts business in Virginia and 
owns or licenses unencrypted 
computerized PII data for 
Virginia residents, regardless of 
physical location of the person, is 
required to comply with this law. 
This policy detects US Social 
Security numbers, credit card 
numbers, debit card numbers, US 
bank acount numbers, and 
Virginia driver’s license numbers.

US Social 
Security 
Number; US 
Drivers 
Licenses by 
State; Credit 
Card Number; 
Credit Card 
Track Data; 
US Bank 
Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

Yes Yes

W2 and W4 
Tax Forms

Identifies documents and 
transmissions that contain 
financial information related to 
W2 and W4 employee tax forms 
used to report financial 
information to the Internal 
Revenue Service in the United 
States. Form W-4, Employee's 
Withholding allowance 
Certificate, is used by employers 
to determine the amount of tax 
withholding to deduct from an 
employee's wages. Form W-2, 
Wage and Tax Statement, is used 
by employers to report wages 
paid to employees and taxes 
withheld from these wages.

W4 and W2 
Tax Form; 
Corporate 
Financials

Proper 
Name; US 
Address

No No
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Washington 
SB-6043

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Washington SB-6043. Persons 
and businesses that conduct 
business in Washington and own 
or license unencrypted 
computerized PII about 
Washington residents are 
expected to protect the PII from 
security breach, and to notify 
individuals and information 
owners if their lost PII has been 
or is likely to be misused. Any 
person or business that conducts 
business in Washington and owns 
or licenses unencrypted 
computerized PII data for 
Washington residents, regardless 
of the entity's physical location, 
is required to comply with this 
law. This policy detects US 
Social Security numbers, credit 
card numbers, and Washington 
driver’s license numbers. 

US Social 
Security 
Number; 
Credit Card 
Number; 
Credit Card 
Track Data; 
US Drivers 
Licenses by 
State

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

No Yes
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West Virginia 
SB-340

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
West Virginia SB-340. People 
who conduct business in West 
Virginia and own or license 
unencrypted computerized PII 
about West Virginia residents are 
expected to protect the PII from 
security breach, and to notify 
individuals and information 
owners if their lost PII has been 
or is likely to be misused. Any 
person who conducts business in 
West Virginia and owns or 
licenses unencrypted 
computerized PII data for West 
Virginia residents, regardless of 
physical location of the person, is 
required to comply with this law. 
This policy detects US Social 
Security numbers, credit card 
numbers, debit card numbers, US 
bank account numbers, and West 
Virginia driver’s license numbers.

US Social 
Security 
Number; US 
Drivers 
Licenses by 
State; Credit 
Card Number; 
Credit Card 
Track Data; 
US Bank 
Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

Yes Yes

Wisconsin 
SB-164

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Wisconsin SB-164. People who 
conduct business in Wisconsin 
and own or license unencrypted 
computerized PII about 
Wisconsin residents are expected 
to protect the PII from security 
breach, and to notify individuals 
and information owners if their 
lost PII has been or is likely to be 
misused. Any person who 
conducts business in Wisconsin 
and owns or licenses unencrypted 
computerized PII data for 
Wisconsin residents, regardless 
of physical location of the person, 
is required to comply with this 
law. This policy detects US 
Social Security numbers, credit 
card numbers, debit card 
numbers, US bank account 
numbers, and Wisconsin driver’s 
license numbers.

US Social 
Security 
Number; US 
Drivers 
Licenses by 
State; Credit 
Card Number; 
Credit Card 
Track Data; 
US Bank 
Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

Yes Yes
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Wyoming 
WS 
40-12-501 to 
502

Identifies documents and 
transmissions that contain 
personally identifiable 
information (PII) regulated by 
Wyoming WS 40-12-501 to 502. 
People who conduct business in 
Wyoming and own or license 
unencrypted computerized PII 
about Wyoming residents are 
expected to protect the PII from 
security breach, and to notify 
individuals and information 
owners if their lost PII has been 
or is likely to be misused. Any 
person who conducts business in 
Wyoming and owns or licenses 
unencrypted computerized PII 
data for Wyoming residents, 
regardless of physical location of 
the person, is required to comply 
with this law. This policy detects 
US Social Security numbers, 
credit card numbers, debit card 
numbers, US bank account 
numbers, and Wyoming driver’s 
license numbers.

US Social 
Security 
Number; US 
Drivers 
Licenses by 
State; Credit 
Card Number; 
Credit Card 
Track Data; 
US Bank 
Account 
Numbers

US Social 
Security 
Number, 
Formatted; 
Proper 
Name; US 
Date 
Format; 
US 
Address; 
US Social 
Security 
Number, 
Unformatt
ed; Credit 
Card 
Number; 
Expiration 
Date; 
Credit 
Card Track 
Data

US Drivers 
License 
Terms

Yes Yes
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