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RSA DLP 9.6 QuickStart
This document shows you how to get a complete installation of the RSA Data Loss 
Prevention (DLP)—including all three DLP products—up and running in the least 
amount of time.

You can use this document to create demo and proof-of-concept deployments. For 
production deployments, refer to the full DLP documentation set (see “Appendix C: 
List of RSA DLP Documentation” on page 70). 
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Planning Your Deployment

It is possible to deploy RSA DLP in many different hardware configurations, ranging 
from shared components on a few machines to all components on separate, 
geographically scattered machines. How you can best set up RSA DLP depends on 
what your data security needs are and how your organization is structured.

This QuickStart can help you quickly deploy and use RSA DLP, assuming that most of 
the product defaults will meet your needs. It is best suited for use when you do not 
require optimal performance or when you want to test product features you have not 
used, and in combination with limited amounts of data and numbers of machines.

Decide What Information Needs Protecting

The first step is to decide what sensitive content you want your DLP solution to 
protect.

• Formally standardized information defined as sensitive by government laws and 
industry regulations, such as personal credit card information (PCI) or personally 
identifiable information (PII).

RSA DLP provides expert tools (content blades and policy templates) designed 
specifically to detect PCI and PII, as well as many other types of formally 
standardized information.

• Informally standardized information or information with a well-understood 
format, such as employee records or software source code.

RSA DLP provides other expert tools that you can use as-is or customize to 
identify many different types of informally standardized information.

• Information unique to your organization, such as product design documents or 
pre-release marketing documents or new-product photographs.

RSA DLP includes facilities that let you create custom blades and policies, or 
make “fingerprints” of sensitive documents and files.
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Decide Which Data-Loss Scenarios to Cover

The second step is to specify the contexts in which your organization needs to detect 
and act on sensitive data. With RSA DLP, you can provide protection in any or all of 
these scenarios:

• Data in motion. RSA DLP Network monitors your network traffic, to record or 
prevent the transmission of sensitive data to external sites.

• Data at rest. RSA DLP Datacenter locates and protects stored sensitive data, 
wherever it may reside in your organization’s servers, file repositories, databases, 
or employees’ computers.

• Data in use. RSA DLP Endpoint continuously monitors end users’ actions to 
record or prevent unauthorized actions (such as printing or copying to removable 
drives) with sensitive data.

To cover these scenarios, there are three separate RSA DLP products that you can 
install, alone or in various combinations. Which products you should deploy depends 
on your organization’s specific security needs.

Note: All three DLP products use Enterprise Manager, an integrated 
management console with a web-based interface that provides administration, 
configuration, policy management, incident remediation, and reporting.

DLP Network

If you need to detect sensitive content in emails, web pages, or other transmissions 
leaving your network, deploy RSA DLP Network.

Sensor

Interceptor

ICAP server
Network ControllerEnterprise Manager

Mail servers

Proxy server

Tap

Firewall

SMTP

HTTP/HTTPS/IM

Multiprotocol
Planning Your Deployment 3



RSA DLP 9.6 QuickStart
DLP Network includes the following components:

• Network Controller. Manages the activities of the downstream managed devices, 
sending configuration information and policies to them and communicates with 
Enterprise Manager, the web-based administrative interface for all RSA DLP 
products.

• Managed devices. One or more of any of these devices:

– Sensor. Deployed at network egress points. Passively monitors traffic, 
analyzing it for sensitive content. Can only monitor; cannot block 
transmissions.

– Interceptor. Deployed as an inline mail transfer agent to monitor, quarantine, 
or block sensitive email (SMTP) traffic. Can also be used with an email 
encryption gateway to encrypt messages.

– ICAP Server. Deployed in association with a proxy server to monitor or 
block sensitive HTTP, HTTPS, FTP, or ActiveSync traffic. You can also use 
ICAP servers to monitor internal e-mail.

DLP Datacenter

If you need to locate sensitive content wherever it may be stored on machines in your 
organization, including employees’ computer hard drives, file shares, document 
repositories, and databases, deploy RSA DLP Datacenter.

DLP Datacenter performs scans of machines on the network to detect and act on 
instances of stored sensitive data.

DLP Datacenter includes the following components:

• Enterprise Coordinator. Manages the activities of all deployed Site 
Coordinators, sending configuration information and policies to them, receiving 
scan results from them, and passing that information on to Enterprise Manager.

• Site Coordinators. Local administrative modules, they manage the activities of 
groups of agents and grid workers, deploying them, commissioning (starting) 

Site Coordinator
Grid workers

Data repository

Enterprise CoordinatorEnterprise Manager

Site Coordinator

End‐user machines
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them for a scan, retrieving scan results from them, and passing that information on 
to the Enterprise Coordinator.

• Discovery agents. Small programs that run as services on end-user machines, 
performing the analysis that detects sensitive data.

• Grid workers. Special-purpose Discovery agents that execute in groups, 
analyzing large data repositories.

The Enterprise Coordinator can manage many geographically scattered Site 
Coordinators. One Site Coordinator can manage one or more (typically local) 
agent-scan groups, each of which can consist of up to hundreds of individual end-user 
computers, each containing an agent.

Site Coordinators also manage grid-scan groups, in which a number of grid workers 
on dedicated machines collaborate to scan a large file share. Site Coordinators also 
manage repository-scan groups and database-scan groups, specialized grid-scan 
groups that analyze proprietary file repositories (such as SharePoint) and databases, 
respectively.

DLP Endpoint

If you need to monitor end-user actions such as printing or copying sensitive files to 
removable devices, deploy RSA DLP Endpoint.

DLP Endpoint includes the following components:

• Root Endpoint Coordinator. A DLP component that

– Manages certificates for secure communication between Endpoint 
components.

– Receives Endpoint agent events and status from Endpoint Coordinators or 
Endpoint agents and passes them to the Enterprise Manager.

– Receives policies and configurations from Enterprise Manager and passes 
them to Endpoint Coordinators or Endpoint agents.

• Endpoint Coordinator. A DLP component that

– Sends configuration information and policies to Endpoint agents.

– Receives events and status from Endpoint agents and passes them to the Root 
Endpoint Coordinator.

Endpoint CoordinatorEnterprise Manager Root Endpoint Coordinator
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– Receives policies and configurations from Root Endpoint Coordinators and 
passes them to Endpoint agents.

– Distributes the load in your Endpoint deployment.

• Endpoint agents. Software residing on each end user machine that analyzes files 
for sensitive content in the context of a user action.

For DLP Endpoint, an Endpoint Coordinator manages one or more Endpoint groups, 
each of which can consist of up to hundreds of individual endpoint computers, each 
containing an endpoint agent.

About Content Analysis and Policy Application

All three DLP products make use of content analysis (detection of sensitive content in 
documents or messages) and application of policy (a specification of how to handle 
sensitive documents or messages).This section gives a high-level summary of the 
concepts; for more information, see the DLP documentation or online help.

Content Blades

Content blades are highly accurate pattern-matching detectors of sensitive content. 
RSA DLP supports two kinds of content blades:

• Described-content blades are detailed descriptions of sensitive content, and may 
contain terms, regular expressions, programmatic entities, and other factors to 
accurately detect classes of sensitive content such as Social Security Numbers.

Approximately 150 pre-defined “expert” content blades are available for 
immediate use in the product, and you can customize them or create other content 
blades that are unique to your organization.

• Fingerprinted-content blades (or “fingerprints”) are mathematical descriptors of 
individual sensitive documents or fragments of documents. They will “match” any 
copies of those documents or fragments found anywhere in the organization.

You create fingerprints of known sensitive documents, and then use them to 
ensure that unauthorized copies of the documents are not being used.

The DLP products use content blades to perform content analysis on intercepted 
messages, stored files, and files being manipulated by users. Each document or 
message is assigned a score, or risk factor, depending on how strongly it matches a 
content blade. (For example, a document containing dozens of Social Security 
Numbers might be considered a higher risk than a document containing just one.)

Policies

Policies are sets of rules that specify when to create an event (a record that a sensitive 
document or message has been detected) and how to act on, or remediate, that event 
(for example, by blocking or quarantining a message). A policy can base its decision 
on the results of content analysis (the risk factor, or severity, of the analyzed content), 
on non-content-based factors such as the identity of the message sender or the 
destination of the user action, and on match count to all content blades.
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Approximately 170 pre-defined “expert” policy templates are available for immediate 
use in the product, and you can customize them or add new policies that are unique to 
your organization.

Incidents

When events of sufficient severity or number occur, RSA DLP creates incidents that a 
security officer can evaluate and take appropriate steps to manually remediate the 
security issues that they represent (for example, by quarantining highly sensitive 
files).

Reports

To further aid in understanding and remediating the security issues revealed by events 
and incidents, Enterprise Manager includes a reporting facility that security officers 
and executives can use to gauge areas of risk, risk trends, and levels of regulatory 
compliance.

Design Your Deployment

Deploying an RSA DLP solution means setting up one to three DLP products. The 
process may involve installing software components on various machines that you 
own, or connecting hardware appliances containing pre-installed software to your 
network. In either case, you configure the solution using a graphical administration 
tool into which all three products are fully integrated.
Planning Your Deployment 7
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xchange
server
The following diagram presents an example of a complete deployment of RSA DLP 
for a small but dispersed enterprise. The rest of this QuickStart document explains 
how to implement and use this example deployment.

This example corporation has these characteristics:

• It consists of a headquarters office, which might contain 100 or more employees, 
plus several branch offices, each of which might contain 50 or more employees.

• The branch offices connect with headquarters by means of a high-speed WAN. 
The headquarters in addition includes a firewall and Internet connection.

• For Internet access, the branch offices connect through the headquarters’ Web 
servers. 
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• For email, the branch offices connect to the headquarters’ mail server. 

• Most corporate data repositories and all large databases are located at 
headquarters, although some branch offices might have large file servers of their 
own. 

Given this arrangement of corporate resources and connections, a complete DLP 
deployment might consist of the following components:

• Administration, Control, and Infrastructure

– Enterprise Manager installed at headquarters on a dedicated machine.

– Enterprise Coordinator installed at headquarters, on the same machine as 
Enterprise Manager.

– Root Endpoint Coordinator installed at headquarters.

– Network Controller appliance deployed at headquarters.

Note: Database used by Enterprise Manager is also installed at 
headquarters.

• RSA DLP Datacenter

– One Site Coordinator at headquarters and one at each branch office. Created 
by configuration.

– Agent-scan groups—one at headquarters and one at each branch office, for 
scanning end-users’ computers. Created by configuration.

– Grid-scan groups—one for each large file server (NAS, SAN, etc.) at 
headquarters or the branches. Created by configuration.

– Repository-scan groups—one for each data repository (such as SharePoint) 
at headquarters. Created by configuration.

– Database-scan groups—one for each corporate database at headquarters that 
needs to be scanned. Created by configuration.

– Grid worker machines—configured for use by each grid, repository, or 
database-scan group.

– Discovery agents—automatically installed as needed on each end-user and 
grid-worker machine. 

• RSA DLP Endpoint

– One Endpoint Coordinator at headquarters and one at each branch office. 
Created by configuration.

– Endpoint groups—one at headquarters and one at each branch office. 
Created by configuration.

– Endpoint agents—installed as needed on each end-user computers.

• RSA DLP Network

– Network Sensor appliance attached (by means of a network tap) at point of 
network egress to the Internet.
Planning Your Deployment 9



RSA DLP 9.6 QuickStart
– Network Interceptor appliance attached to network, downstream of main 
email server (to catch outgoing email), and upstream of an email gateway.

– Network ICAP Server attached to network in conjunction with a proxy server 
(to catch HTTP and FTP transmissions).

Note: In larger enterprises, multiple instances of Enterprise Manager, Enterprise 
Coordinator, Site Coordinator, Root Endpoint Coordinator, and Network managed 
devices may be deployed, possibly in clustered arrangements, for load-balancing, 
high-availability, or failover.

Installing the DLP Products

Once your deployment architecture plan is in place, you are ready to install the 
software (for Enterprise Manager, DLP Datacenter, and DLP Endpoint) and connect 
appliance machines to your network (for DLP Network). 

Installing Enterprise Manager, Enterprise Coordinator, and Root 
Endpoint Coordinator

In a dispersed enterprise with a headquarters and satellite offices, Enterprise Manager 
and the Enterprise Manager Database are typically installed at headquarters. 
Furthermore, in a relatively small enterprise, the Enterprise Coordinator and Root 
Endpoint Coordinator are typically installed on the same host machine as Enterprise 
Manager.

Prerequisites—Things to Gather and Set Up Before You Start

• Domain user account: A user name and password that will allow Enterprise 
Manager to run as a domain user and as a Windows service. If you do not control 
user account setup, have a network or IT administrator set up this account.

• Microsoft SQL Server database for Enterprise Manager use: Enterprise 
Manager stores information in a SQL Server or SQL Server Express database 
usually referred to as “the Enterprise Manager database” or “the database”. For 
more information, see “Appendix A: Summary of DLP Requirements” on 
page 51. 

If you do not control the SQL Server deployment, have your database 
administrator create the database and set necessary access permission. You will 
need:

– The host name of the SQL Server host machine and the instance name of the 
database server.

– The name of the SQL Server database (for example, RSA_DLP_EM).

– Owner permission for the domain user account to access the database.

– The schema for the Enterprise Manager database must be dbo.
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• Get the RSA DLP software:

Download RSA_DLP_Installer_9.6.exe from docunload server or contact 
Customer Support to get access to the installer.

A. Add the Domain User Account for Enterprise Manager Use

1. In Microsoft Windows, on the machine on which Enterprise Manager is installed, 
open Control Panel > User Accounts.

2. Add the domain user to the Administrators group.

3. Verify that the user has permissions to run as a Windows service: Open Control 
Panel > Administrative Tools > Local Security Policy, then in the left panel 
select Local Policies > User Rights Assignment. If the user appears in the Log 
on as a service line, the permissions are correct. If not, double-check the line and 
add the user to the Log on as a service policy.

B. Install Required SQL Server Client Software

Enterprise Manager uses Microsoft SQL Server Native Client and Command Line 
Query Utility software to access SQL Server. Install both downloads on the Enterprise 
Manager machine before installing Enterprise Manager.

Important: Download the x86 or x64 package versions of the software 
depending on the operating system of the Enterprise Manager machine.

C. Install Enterprise Manager, Enterprise Coordinator, and 
Root Endpoint Coordinator

1. Copy the DLP installer to a machine that meets the requirements listed in 
“Appendix A: Summary of DLP Requirements” on page 51. 

2. Start the installation by double-clicking the installation executable, 
RSA_DLP_Installer_9.6.exe.

3. Enter or select the following options when prompted. (Accept the defaults offered 
by other installation prompts.) 

At this installation prompt Enter

Feature Selection screen RSA DLP Enterprise Manager

RSA DLP Enterprise Coordinator

RSA DLP Endpoint Coordinator

Database Server screen: 
Database Server field

Machine name and instance name for the DLP 
installer to use to access the SQL Server database, in 
the format machineName\instanceName 

Join Password Used to ensure that an authorized instance of 
Enterprise Manager is connected to the Root Endpoint 
Coordinator. 
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Installing the Rest of DLP Datacenter

After installing the Enterprise Coordinator, complete the DLP Datacenter deployment 
by installing drivers. Optionally, you can install permanent Discovery agents after 
installing the Enterprise Coordinator.

A. Install Drivers for Database Scanning and Fingerprinting

If your DLP installation will be scanning databases or creating fingerprinted-content 
blades of databases, the appropriate database driver must be installed on these 
machines:

• The Enterprise Coordinator machine.

• All grid-worker machines in the scan groups that will be scanning databases.

• All Site Coordinator machines that will be crawling databases to create 
fingerprinted-content blades.

If you will be scanning or fingerprinting SQL Server databases, most Windows 
machines will already have the required driver installed. If not, or if you will be 
scanning or fingerprinting Oracle databases or DB2 databases, see the RSA DLP 
Datacenter Deployment Guide. 

B. Install Discovery Agents (Optional) 

When it conducts a scan, DLP Datacenter can automatically install either temporary or 
permanent scanning agents or grid workers on all machines that need them. In general, 
that is the preferred process; however, you can also manually install permanent agents 
on specific machines before scanning them. For instructions, see the RSA DLP 
Datacenter Deployment Guide or.

Database Server screen: The 
installer will connect using 
selection

User credentials for the DLP installer to connect to 
SQL Server and create the Enterprise Manager 
database:

• Windows authentication if the current logged-in 
user can connect and create the database

• Server authentication if the current logged-in user 
has insufficient permission, then enter the Login ID 
and Password of a user with sufficient permission

Enterprise Manager Service 
Credentials screen: Username 
and Password fields

User name (in DOMAIN\username format) and 
password for Enterprise Manager to use to store and 
retrieve information in its database during normal 
operations

At this installation prompt Enter
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Installing the Rest of DLP Endpoint

Completing the installation of DLP Endpoint involves installing the planned Endpoint 
Coordinators and running the Endpoint agent installer on each computer that is to be 
monitored. You can install the Endpoint agent on one computer at a time, or you can 
use enterprise desktop management software to install it on multiple desktop 
computers. For instructions, see the RSA DLP Endpoint Deployment Guide.

Connecting DLP Network

In a dispersed enterprise with a headquarters and small satellite offices, satellite 
network traffic typically passes through headquarters on the way to or from external 
sites. In that case, the Network Controller and all managed devices would be installed 
at headquarters.

A. Connect the Appliances

Physically connect your managed devices to your network as described in the RSA 
DLP Network Deployment Guide.

For the example enterprise described in this document, this would mean attaching four 
appliances: the Network Controller, one Sensor, one Interceptor, and one ICAP Server.

B. Set up the Network Controller and Managed Devices

The Network Controller and the managed-device appliances ship with operating 
systems and software pre-loaded. To complete the installation, you must provide 
network and account information, as shown here.

Note: To configure an ICAP Server, you must first configure an HTTP, 
HTTPS and/or FTP proxy with an ICAP client. You then configure the proxy 
to communicate with the DLP Network ICAP Server. You can use an HTTP 
proxy server such as SQUID or Blue Coat.

Repeat these steps for each Network appliance.

1. Connect a USB keyboard and monitor (KVM) to the Network appliance to 
perform the initial installation.

2. Reboot the appliance after completing the installation.

3. Follow the on-screen prompts, and select one of the following:

– startup (P)

If you choose to start the appliance, during the first login, you are prompted to 
change the default password, “ChangeMe!”.

– shutdown (S)

If you choose to shut down the appliance, during the next login, you are 
prompted to change the default password, “ChangeMe!”.
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4. Enter 5 to select Configure from the Main Menu. All the initial configuration of 
appliances is done from this menu.

5. Configure Networking:

a. Enter 2 to select Configure Networking.

b. At the Reconfigure Networking? prompt, enter Y.

c. At the Stop RSA DLP Network Services? prompt, enter Y.

d. Once the services are stopped, enter the following information at the prompts:

• The fully qualified host name of this Network appliance.

• The IP address of this appliance. 

This is for communication via the ETH0 management interface (do not 
use DHCP to select an IP address). The ETH0 (shown in the diagram of 
the rear of a DLP appliance below) is used for communication between 
Enterprise Manager, the Network Controller, and the managed devices. In 
the case of ICAP Servers and Interceptors it is also used for intercepting 
traffic.

• The netmask.

• The default gateway IP Address.

• The domain to which this appliance belongs. This is automatically 
populated based on the host name you entered above.

• The primary name server IP Address (DNS server for the subnet).

• (Optional) The secondary name server IP Address (DNS server for the 
subnet).

Note: If you are using Sensor and want to enable IPv6, you must 
select either manual, DHCPv6, or SLAAC option to configure an 
IPv6 address.

e. At the Restart Networking? prompt, enter Y.

f. At the Restart RSA DLP Network Services? prompt, enter Y.

g. Press Enter to continue and return to the Configure menu.

6. Configure Network Time Protocol:

a. Enter 5 (Set timezone, clock, and timeserver) from the Configure menu. 
The Configure Clock menu appears.
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b. Enter 1 (Timezone) to select a time zone. Select a geographical area, then the 
time zone you are in from the subsequent menus.

c. Enter 2 (Manually set the clock) to set the current time.

d. Enter 3 (Configure ntp timeserver) to configure the appliance to set its time 
by an external timeserver.

e. Enter 0 to Return to Main Menu twice to return you to the Main Menu.

f. Enter 0 to Exit / Logoff from this appliance.

Configuring the DLP Products

Once the DLP Network appliances have been initially configured and the basic DLP 
Datacenter and DLP Endpoint software has been installed, you need to launch 
Enterprise Manager to complete the configuration of the products. 

Using Enterprise Manager

This QuickStart does not discuss how to integrate your DLP installation with your 
organization’s AD or LDAP directory, nor does it take you through creating your own 
Enterprise Manager users, groups, and roles. Instead, it uses only the built-in default 
Admin User. 

To integrate with LDAP or to create users and roles, see the Enterprise Manager 
online help or any of the RSA DLP User Guides.

A. Log in

Your system administrator or DLP administrator should provide you with the 
appropriate URL for logging into Enterprise Manager. 

1. Enter the URL for Enterprise Manager into your web browser.

2. Enter the following information in the login screen:

Username: admin

Password: password

where password is the password that you had provided for the admin user on the 
Enterprise Manager Administrator Credentials screen while installing DLP.

3. Click Login.

B. Enter License Keys

1. In Enterprise Manager, click the Admin tab. Select Support > Product Licenses 
from the drop-down menu.

2. Click Enter Keys.

3. For Company Name, enter the name specified by your license agreement.
Configuring the DLP Products 15



RSA DLP 9.6 QuickStart
4. Enter the license keys for each product in the appropriate fields.

5. Click Save.

C. Configure Admin User

You need to set up an email address for the admin user, and also provide remediation 
credentials.

1. In Enterprise Manager, click the Admin tab. Select Users and Groups.

2. Expand the Admin Group in the left pane, and select the Admin User.

3. Click Edit in the View User pane on the right.

4. Specify the email address in the Email Address field. 

5. Click Save.

Configuring DLP Network

Note: This QuickStart assumes this is a new installation of DLP Network and 
that the Network appliances are being deployed for the first time.

The Network Administration page is the focus for all DLP Network administration 
using Enterprise Manager. To access the administration page, do this:

1. In Enterprise Manager, click the Admin tab, then click Network. The Network 
administration page appears.

A. Configure the Network Controller

You must use Enterprise Manager to configure a Network Controller before you can 
configure any other DLP Network managed devices.

1. Click New Network Device above the deployment tree on the left side of the 
Network administration page, then select New Controller from the drop-down 
menu.

2. Enter a name or an IP address for the Network Controller in the Controller Name 
field.

3. Fill in the Description field. Leave default values for everything else.

4. Click Save.
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B. Configure Managed Devices

You need to add any Network managed devices (Sensors, ICAP Servers, or 
Interceptors) to the Network Controller and Enterprise Manager before you can use 
them.

1. Click New Network Device above the deployment tree on the left side of the 
Network administration page, then select the type of managed device you are 
configuring from the drop-down menu.

2. Enter a name or an IP address for the managed device in the 
Sensor/Interceptor/ICAP Server Name field.

3. Fill in the Description field. Leave default values for everything else.

4. For Network Interceptors: 

Enter the following information in the General Settings pane:

a. Smart Host. Specify the SMTP host to which this Interceptor should forward 
emails.

b. Relay Domain. Enter a space-separated lists of hosts and domains that this 
Interceptor can relay mails to. For example: rsa.com rsa1.org 10.11.0

c. Admin Alias. Alias email address for message queue errors.

5. For Network ICAP Servers:

Specify the Domain Mapping. The authentication information received by the 
ICAP server from the proxy server most of the times does not contain FQDN. This 
option helps to translate the username received from the proxy server to a form 
which can used to search the LDAP username.

Default values can be used for the other fields.

6. For Network Sensors: 

Since you have already set up an ICAP Server to monitor and act on traffic using 
HTTP/HTTPS/FTP protocols and an Interceptor to monitor and act on SMTP 
traffic, you may want to configure the Sensor to not duplicate those efforts and 
only monitor certain protocols. 

a. In the Sensor configuration pane, click the Protocols tab.

b. Select the check boxes for each protocol you want the Sensor to monitor. For 
each protocol also enter the port(s) you want the Sensor to monitor for each of 
the selected protocols. Since the ICAP Server and the Interceptor are already 
monitoring HTTP, FTP, and SMTP traffic, do not select these protocols.

7. Click Save.

Configuring DLP Endpoint

You need to configure Root Endpoint Coordintor, create Endpoint groups, and 
associate them with Endpoint Coordinators. An Endpoint group is a defined set of 
computers that are monitored by RSA DLP Endpoint.
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Initialize the Root Endpoint Coordinator

The installation process places the Root Endpoint Coordinator files in the location 
specified during installation. To finish the installation, you must initialize the Root 
Endpoint Coordinator.

Before You Begin

• Install the Root Endpoint Coordinator. For instructions, see the RSA DLP 
Endpoint Deployment Guide. 

• Obtain the join password and certificate thumbprint of the Root Endpoint 
Coordinator from the deployment team that installed it.

• Verify that you have the appropriate permissions to perform this task.

To configure Root Endpoint Coordinator:

1. In Enterprise Manager, click Admin > Endpoint > Endpoint Coordinators.

The Initialize Root Endpoint Coordinator pop-up window appears.

2. Read the instructions and click Next.

3. In the Hostname/IP Address field, enter the IP address or the FQDN of the Root 
Endpoint Coordinator and click Next.

The certificate thumbprint is displayed in the pop-up window.

4. Verify the certificate thumbprint of the Root Endpoint Coordinator and click Next.

5. Enter the Verification Password for the Root Endpoint Coordinator and click 
Next.

Leave this field blank if you did not specify a password during installation of Root 
Endpoint Coordinator.

6. Click Initialize Root EPC.

Initialization status is displayed.

7. Click Close.

The Root Endpoint Coordinator is listed on the Endpoint Coordinator list pane.

Add an Endpoint Coordinator

The installation process places the Endpoint Coordinator files in the location specified 
during installation. To finish the installation, you must add the Endpoint Coordinator 
to the Enterprise Manager.

Before You Begin

• Initialize the Root Endpoint Coordinator.

• Install the Endpoint Coordinator. For instructions, see the RSA DLP Endpoint 
Deployment Guide. 

• Verify that you have the appropriate permissions to perform this task.
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To add an Endpoint Coordinator:

1. In Enterprise Manager, click Admin > Endpoint > Endpoint Coordinators.

The Endpoint Coordinator page appears.

2. In the Endpoint Coordinator list pane, click Add....

The Add Endpoint Coordinator pop-up window appears.

3. In the Hostname or IP address field, enter the IP address or the FQDN of the 
Endpoint Coordinator.

4. Click Add.

The Endpoint Coordinator is listed on the Endpoint Coordinator list pane.

Create an Endpoint Group

You can create Endpoint groups to enforce similar security controls and policies for 
endpoint machines associated with the group. Use the Endpoint Group - New/Edit 
page to create a new Endpoint group.

Before You Begin

Verify that you have the appropriate permissions to perform this task.

To create an Endpoint group:

1. In Enterprise Manager, click Admin > Endpoint > Endpoint Groups. 

The Endpoint Groups page appears.

2. Click New Group. 

The Endpoint Group - New/Edit page appears.

3. In the Group Name field, enter a name for the group.

4. (Optional) In the Group Description field, enter a description of the group.

5. Select the machines for this Endpoint group from the LDAP directory. Click 
select from directory beside Groups of Computers from Directory. 

The Select from Directory pop-up window appears. Select the machines from the 
LDAP directory.

Alternatively, you can select the machines for this Endpoint group using the 
Advanced Computer Options.

Do one of the following:

– Enter a comma-separated list of DNS names or IP addresses in the 
Computers (DNS names or IP addresses) field.

– Enter a starting address and an ending address in the IP address range fields. 

Click  to add a new IP address range.

Any machine whose IP address falls within the specified range (inclusive) are 
assigned to the Endpoint group.
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– Enter a comma-separated list of DNS names or IP addresses of machines to 
exclude in the EXCLUDE these Computers field.

Note: RSA recommends that you select the machines for the Endpoint 
groups from your LDAP directory. This allows you manage the end-user 
machines dynamically based on your organization’s existing 
infrastructure.

6. (Optional) Configure how the Endpoint service appears on the end-user machine. 

– Prevent the end-user from deleting the Endpoint service from the machines. 
Clear the Show the Endpoint service in the computers’ Add/Remove 
Programs list check box.

– Prevent the end-user from stopping the Endpoint service on the machines. 
Clear the Allow the computers’ users to start and stop the Endpoint 
service from the Services Control Panel check box.

– Prevent the end-user from identifying the Endpoint service on the machines. 
Enter a custom display name in the Endpoint service display name field. 

Use a name that is unlikely to be recognized as the Endpoint service. Leave 
this field blank to restore the original endpoint service display name.

7. (Optional) Configure the classification status message. 

The time taken for the content classification depends on the size of the files in use. 
The machine may appear hung to an end-user during the classification of a large 
file. In such cases, you can configure the DLP Endpoint to display a status 
message if classification takes longer than a specified time interval.

Select Show a message to the user if classification takes more than check box, 
and enter the duration in seconds.

8. (Optional) Configure how the Agent Management tool appears on the end-user 
machine. 

– Display the Agent Management tool as an item in the endpoint machine’s 
Start > All Programs menu. Select Show Tool in Start Menu check box.

– Display the phone number that the end-users can use to request temporary 
exclusion passwords. Enter the phone number in the Phone number for help 
requests text box.

– Display the e-mail address that the end-users can use to request temporary 
exclusion passwords. Enter the e-mail address in the Email for help requests 
text box.

– Select the users or machines from an LDAP directory that can administer the 
Agent Management tool. Click select from directory beside Groups of 
Computers from Directory. 

The Select from Directory pop-up window appears. Select the users or 
machines from the LDAP directory.
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Note: The Request Help button on the Endpoint notification dialog box 
is inactive if contact information (phone number or e-mail address) is not 
set. 

9. (Optional) Configure the virtual desktop settings for the Endpoint agents installed 
on virtual desktops.

– Monitor the drives of the physical host that are automatically mounted to the 
virtual desktop or accessed as network shares from the virtual desktop. Select 
Monitor automatically mounted physical drives check box.

– Monitor the clipboard data on the virtual desktop. Select Monitor VDI 
clipboard check box.

10. (Optional) Configure the Tech Support Only settings. 

Important: Configure these fields only under instructions from 
RSA Technical Support or Professional Services.

– Monitor the following applications for Internet traffic on the end-user 
machine:

• IE HTTP/S

• Firefox HTTP/S

• MSN IM

• Yahoo IM

Select or clear the check box beside the application name. These services are 
all enabled by default. 

Note: After you enabled an Endpoint group to monitor these network actions, 
you must also define a policy that specifically monitors for data transfers 
using HTTP/S or IM.

– Enable or disable trusted mode. Under Monitor in Trusted Mode, select one 
of the following:

• Enabled (Only those applications listed below will be 
monitored). Select this option to enable trusted mode and monitor only 
applications listed in the Include Applications field. If monitoring is 
enabled and no applications are listed, no applications are monitored.

• Disabled (All applications will be monitored except those listed 
below). Select this option to disable trusted mode and monitor all 
applications except those listed in the Include Applications field. If 
monitoring is disabled, and no applications are listed, all applications are 
monitored.

– Specify the applications that you want DLP Endpoint to monitor, depending 
on whether you are running in trusted mode. Enter a comma-separated list of 
the process names of applications in the Include Applications text box.
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– Specify the maximum size of the file that you want DLP Endpoint to monitor. 
Enter the file size in MB in the Max File Size field.

Files above the specified file size limit are not monitored. The default value is 
20 MB.

– Specify the custom action script time-out period. Enter the maximum time in 
seconds in the Custom-Action Script Time Out field. 

The default value of this field is 60 seconds.

– Specify the override configuration. Enter a valid XML configuration into the 
Override Configuration field. 

This is an alternative method for configuring an Endpoint group. 

Note: This configuration overrides all other configuration settings 
that you have made in the Endpoint group configuration.

– Specify the LDAP attribute used to authenticate users on the end-user 
machines. Enter the attribute in the LDAP Attribute to identify Users field.

The default value is samAccountName.

Note: If your end-user machines authenticate using non-LDAP 
directory, enter the appropriate attribute for your authentication 
server.

11. Click Save to save the Endpoint group.

Configuring DLP Datacenter

Completing the configuration of DLP Datacenter means creating the remaining 
components of the Datacenter infrastructure—Site Coordinators, scan groups, and 
worker sets. The Datacenter administration page is the focus for all DLP Datacenter 
administration using Enterprise Manager. 

A. Configure the Enterprise Coordinator

1. In Enterprise Manager, click Admin > Datacenter > Configuration And Status.

The Datacenter administration page appears.

2. Enter the Enterprise Coordinator machine’s DNS name or IP address in the 
Hostname or IP Address field.

3. Fill in the Description field. Leave default values for everything else.

4. Click Save.
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B. Create Site Coordinators

In general, create a Site Coordinator for every geographically separate location in 
which you plan to scan or monitor endpoint machines or repositories. For a dispersed 
enterprise, for example, you might create one Site Coordinator at headquarters and 
one in each branch location. 

To create a Site Coordinator:

1. In Enterprise Manager, click Admin > Datacenter > Configuration And Status.

The Datacenter administration page appears.

2. Above the deployment tree on the Datacenter administration page, click New 
Item and select New Site from the drop-down menu.

The Datacenter Site panel appears on the right.

3. Enter a name and optional description for the Site Coordinator. 

4. Enter values into these fields:

a. Hostname or IP. The Site Coordinator machine’s DNS name or IP address. 

b. Administrative Credential. Select the administrative credential using which 
the Enterprise Coordinator connects to the site machine to deploy and install 
the Site Coordinator.

Note: The credential you specify must be in the Administrators group 
on the site machine.

Click Validate User to verify that the credentials specify an actual domain 
user.

To create a Run as this user credential, click Admin > Users & Groups > 
Credentials. For more information to create the credential, see the RSA DLP 
Datacenter User Guide.

Leave the other settings unchanged.

5. Click Save.

The Site Coordinator is installed on the remote machine and it now appears in the 
deployment tree.

C. Set Up Agent-Scan Groups

Agent-scan groups examine an organization’s computers and servers for stored 
sensitive data. You typically set up one or a few agent-scan groups for a given Site 
Coordinator.

Members of an agent-scan group are commonly geographically correlated, such as all 
the computers in a single department, building, or campus. Thus, for a small dispersed 
enterprise, you might want one agent-scan group at headquarters and one in each 
branch location.
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Here is the quick way to create an agent-scan group:

1. In Enterprise Manager, click Admin > Datacenter > Configuration And Status.

The Datacenter administration page appears.

2. In the deployment tree on the left side of the Datacenter administration page, 
select the Site Coordinator to which the new agent-scan group will belong, then 
click (or hover over) New Item at the top of the tree and choose New Agent Scan 
Group from the drop-down list. 

3. Enter a name and optional description for the agent-scan group. 

4. From the Deploy as this user drop-down list, select the user credential the Site 
Coordinator will use to deploy Discovery agents.

The Deploy as this user must be a valid domain user in the Site Coordinator 
domain.

To create a user Deploy as this user credential, click Admin > Users & Groups 
> Credentials. For more information to create the credential, see the RSA DLP 
Datacenter User Guide.

5. In the Scan as this user field, select the second button and from drop-down list, 
select the user credential the Site Coordinator will use to scan while executing this 
scan group. 

To create a user Scan as this user credential, click Admin > Users & Groups > 
Credentials. For more information to create the credential, see the RSA DLP 
Datacenter User Guide.

6. In the Computers to Scan fields, select the target computers to be included in this 
scan group by either of these ways:

– In the Computers (DNS names or IP addresses) field, specify computers by 
entering a comma-separated list of Domain Name Service (DNS) names or IP 
addresses.

– In the IP address range fields, specify a starting address and an ending 
address. Any machine whose IP address falls within that range (inclusive) will 
be assigned to the scan group.

– In the Groups of Computers from Directory field, click select from 
directory link and select the target computers from the LDAP directory.

7. Beside Paths to Scan (above the Computers (DNS names or IP addresses) 
field), click the link (by default All fixed drives) to specify the drives and paths 
that you want scanned on this scan group’s target computers.

8. Click Save.

Many additional optional settings are available for customizing an agent-scan group, 
including, for example, changing the default file types that are scanned. See “Specify 
Optional Settings” in the RSA DLP Datacenter Deployment Guide or the Enterprise 
Manager online help.
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D. Create Worker Sets for Grid Scanning

Grid scanning requires a named bank of machines (typically 1 to 10 machines), each 
with an installed Discovery agent (grid worker), to carry out the scans. Typically you 
might permanently requisition a dedicated set of machines for those workers, but you 
can also use any machines that are not currently busy, as long as they meet the 
minimum requirements (see “Appendix A: Summary of DLP Requirements” on 
page 51).

Note: If you will be performing database scanning (see “G. Set Up 
Database-Scan Groups” on page 28), you will need to create at least one 
worker set that consists of one grid worker only, to be used by that scan group.

1. From the Datacenter administration page, select a Site Coordinator and click (or 
hover over) New Item at the top of the deployment tree, then choose 
New Grid Worker Set from the drop-down list.

2. Enter a name and optional description of the worker set.

3. Specify the computers that will make up this grid-worker set. You can identify 
them in either of these ways:

– In the Computers (DNS names or IP addresses) field, specify individual 
computers by entering a comma-separated list of Domain Name Service 
(DNS) names or IP addresses.

– In the IP address range fields, specify a starting address and an ending 
address. Any machine whose IP address falls within that range (inclusive) will 
be assigned to the scan group.

4. Click Save to save the worker set.

Note: You do not have to manually install the agent software on the grid 
machines. RSA DLP will automatically deploy the Discovery agents to the 
grid machines at the beginning of each grid scan.

E. Set Up Grid-Scan Groups

A grid-scan group consists of one or more large file repositories whose data is to be 
examined for sensitive information by a set of Discovery agents (grid workers). 
Applying multiple workers to a single repository allows scanning of up to terabytes of 
data in a reasonable time frame. 

An enterprise might have a SAN or NAS volume at headquarters containing multiple 
terabytes of research information gathered over many years. A single grid-scan group 
with 5 grid workers might be sufficient to scan this information.

Here is the quick way to create a grid-scan group:

1. In the deployment tree on the left side of the Datacenter administration page, 
select the Site Coordinator to which the new grid-scan group will belong, then 
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click (or hover over) New Item at the top of the tree and choose New Grid Scan 
Group from the drop-down list. 

2. Enter a name and optional description for the grid-scan group. 

3. From the Run as this user drop-down list, select the user credential the grid 
coordinator process (within the Site Coordinator) will use while executing this 
scan group. The Run as this user must be a valid domain user in the Site 
Coordinator domain.

To create a Run as this user credential, click Admin > Users & Groups > 
Credentials. For more information to create the credential, see the RSA DLP 
Datacenter User Guide.

4. Specify a set of grid workers for this scan group to use. 

a. Click the WorkerSetName link (default link text = none) beside the New Grid 
Worker Set button. The Machine Sets dialog box opens:

b. Choose the desired worker set (see “D. Create Worker Sets for Grid 
Scanning” on page 25) and click Save to close the dialog box. 

5. Designate specific repository paths (UNC paths or mapped drives on the worker 
machine) to scan:

a. In the Path field, enter a path to the repository to be scanned.

b. (Optional) From the Credential drop-down list, specify the grid workers 
credential to access this repository using the UNC path. The user must have 
full read access to the repository machines.

c. Click the Add button to add more paths (with optional credentials) to scan. 

6. Designate specific repository machines and shares on those machines to scan (you 
must specify at least one share and at least one repository):

a. In the Scan Shares field, use a comma-separated list to designate the 
administrative shared directories (for example, C$,D$) that are to be scanned 
on the repository machine(s).

b. Specify the repository machines in either of these ways:

• In the Computers (DNS names or IP addresses) field, specify 
individual computers by entering a comma-separated list of Domain 
Name Service (DNS) names or IP addresses.

• In the IP address range fields, specify a starting address and an ending 
address. Any machine whose IP address falls within that range (inclusive) 
will be assigned to the scan group.

7. Click Save to save the grid-scan group.

Many additional optional settings are available for customizing a grid-scan group, 
including, for example, changing the default file types that are scanned. See “Specify 
Optional Settings” in the RSA DLP Datacenter Deployment Guide or the Enterprise 
Manager online help.
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F. Set Up Repository-Scan Groups

A repository-scan group is a specialized grid-scan group that examines an 
organization’s proprietary collaboration and document-management servers for stored 
sensitive data.

A small dispersed enterprise might, for example, have a SharePoint server installed at 
headquarters that the whole firm uses for document sharing and collaboration. Thus a 
single repository-scan group, associated with the headquarters Site Coordinator, 
would be sufficient.

Here is the quick way to create a repository-scan group:

1. In the deployment tree on the left side of the Datacenter administration page, 
select the Site Coordinator to which the new repository-scan group will belong, 
then click (or hover over) New Item at the top of the deployment tree. Choose 
New Repository Group from the drop-down list and then select a type of 
repository—for example, SharePoint (WebDAV)—from the additional 
drop-down.

The New/Edit Repository Group panel for that type of repository appears.

2. Enter a name and optional description for the repository-scan group.

3. From the Run as this user drop-down list, select the user credential that the Site 
Coordinator will use while executing this scan group. The Run as this user must 
be a valid domain user in the Site Coordinator domain.

To create a Run as this user credential, click Admin > Users & Groups > 
Credentials. For more information to create the credential, see the RSA DLP 
Datacenter User Guide.

4. Specify a set of grid workers for this scan group to use. 

a. Click the WorkerSetName link (default link text = none) beside the New Grid 
Worker Set button. The Machine Sets dialog box opens:

b. Choose the desired worker set (see “D. Create Worker Sets for Grid 
Scanning” on page 25) and click Save to close the dialog box. 

5. Designate specific repository paths to scan:

a. In the Path field, enter a path (UNC path only) to the repository to be 
scanned.

For example, if the URL of a SharePoint repository is 

http://mysharepoint/sites/MySite

the proper UNC path to use is

\\mysharepoint\sites\MySite. 

b. (Optional) From the Credential drop-down list, specify the grid workers 
credential to access this repository using the UNC path. The user must have 
full read access to the repository machines.

c. Click the Add button to add more paths (with optional credentials) to scan.

6. Click Save to save the repository-scan group.
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G. Set Up Database-Scan Groups

Database-scan groups are specialized repository-scan groups that examine an 
organization’s large databases for stored sensitive data. An enterprise might, for 
example, have a client-information database at headquarters that the branch offices 
use for tracking and upselling. To scan this database requires a database-scan group 
associated with the headquarters Site Coordinator.

Here is the quick way to create a database-scan group:

1. In the deployment tree on the left side of the Datacenter administration page, 
select the Site Coordinator to which the new database-scan group will belong, 
then click (or hover over) New Item at the top of the deployment tree. Choose 
New Repository Group from the drop-down list and then select Database from 
the additional drop-down.

The New/Edit Database Group panel appears.

2. Enter a name and optional description for the database-scan group. 

3. From the Run as this user drop-down list, select the user credential that the Site 
Coordinator will use while executing this scan group. The Run as this user must 
be a valid domain user in the Site Coordinator domain.

To create a Run as this user credential, click Admin > Users & Groups > 
Credentials. For more information to create the credential, see the RSA DLP 
Datacenter User Guide.

4. Specify a worker set (consisting of a single grid worker) for this scan group to use. 

a. Click the WorkerSetName link (default link text = none) beside the New Grid 
Worker Set button. The Machine Sets dialog box opens:

b. Choose the desired worker set (see “D. Create Worker Sets for Grid 
Scanning” on page 25) and click Save to close the dialog box. 

5. In the Database Connection String field, enter a string to connect the grid 
worker to the database. Note that the format of the string you enter here differs, 
depending on how you specify the database user in the following step. See 
“Appendix B: Example Database Connection Strings” on page 69 for examples of 
Oracle and SQL Server strings.

6. Specify the database user:

– Select Use “run as user” credentials... if this scan group’s run-as user is also 
the database user.

– Select Enter credentials to connect to database... to specify a separate 
database user. And, from the Credential drop-down list, select the credential 
that must be used to connect to the database (this credential is stored 
encrypted).

7. Click Validate Connection to verify that the connection string and user 
credentials are sufficient to allow access to the database.

8. Specify which database tables to scan:

– All Tables (default). Select this if you want to scan all tables in the database.
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– Selected tables. Select this to specify individual tables to scan by selecting 
them from a dialog box.

(Alternatively, you can supply a SQL query or stored procedure to select the 
portions of the database to scan. See the RSA DLP Datacenter Deployment 
Guide or the Enterprise Manager online help.)

9. Click Save to save the database-scan group. 

Setting Up Content Blades and Policies

Once all your DLP products are deployed and configured, the next step is to (1) define 
the content analyses that need to be performed, and (2) implement the DLP policies 
that will meet your organization’s data-security needs.

This section consists of examples that step you through setting up several kinds of 
content blades and policies to detect and protect different types of sensitive 
information.

Detecting Personal Credit-Card Information (PCI)

RSA DLP includes expert components designed to detect sensitive personal credit 
card information, or PCI, as defined by the Payment Card Industry Data Security 
Standard (PCI DSS). If your organization needs to detect PCI, take steps such as the 
following.

Note: Verify that the content blades used by the PCI-DSS policy are enabled.

Customize and Activate the PCI-DSS Policy

1. In Enterprise Manager, select Policies > Policies > Policy Template Library.

2. Click Regulatory Compliance, find PCI-DSS (Payment Card Industry Data 
Security Standard) in the expanded alphabetized list, and click Customize.

3. To the right of the policy name box, set This Policy is to Enabled.

4. Verify that the content blades Credit Card Number and Credit Card Track Data 
used by the PCI-DSS policy are enabled.

a. Click Select Blades on the policy template and scroll down to each content 
blade to ensure it is enabled. 

b. If the content blades are disabled, after completing the rest of the policy setup, 
be sure to go to Policies > Content Blades > Content Blade Manager, scroll 
down to each content blade and click Disabled and select Enable to enable the 
blades.

5. Use the Event Severity Scale to adjust the severity of events and incidents based 
on this policy. Depending on your requirements, do one of the following:

– Click and drag the sliders left or right.
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The four sliders divide the colored bar into five severities, related to two 
scales:

• The Risk Factor scale (0-100) defines severity ranges in terms of risk 
factor.

• The Count scale (0-1000+) define severity ranges in terms of number of 
matches.

– Enter the match count values in the severity text boxes.

6. Set up the product-specific policy rule:

DLP Network:

For DLP Network, this example blocks and audits messages containing sensitive 
content, based on severity: 

a. On the policy page, select the Network tab and select Enabled.

b. Find the Policy Violation Rules > Severity - Action settings.

c. Edit the policy violation rule: 

• Set severity to High (click Any and select High), and set action to Block 
& Audit. 

DLP Network will stop a message with high or critical content-match severity 
and log the event with Enterprise Manager.

DLP Endpoint:

For DLP Endpoint, this example blocks and audits, or simply audits, print and 
copy operations on files containing sensitive content, based on severity:

a. On the policy page, select the Endpoint tab and select Enabled.

b. Edit the policy violation rule: 

i. Find the Policy Violation Rules > Detect setting, click Any User Action, 
select Any print and Any copy, and click Save.

ii. Find the Policy Violation Rules > Severity - Action settings, set the 
severity to High (click Any and select High), and set the action to Block 
& Audit. 

DLP Endpoint will stop a print or copy operation on a file with high or critical 
content-match severity and log the event with Enterprise Manager.

c. Click New Rule to create a second policy violation rule, then edit the rule:

i. In the new rule, click Any User Action, select Any print and Any copy, 
and click Save.

ii. Set the severity to Low, and set the action to Audit only. 

DLP Endpoint will log an event for a print or copy operation on a file with 
low or medium content-match severity.
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DLP Datacenter:

For DLP Datacenter, this example audits files that contain sensitive content 
matching a low or higher severity level.

a. On the policy page, select the Datacenter tab and select Enabled.

b. Find the Policy Violation Rules > Severity - Action settings.

c. Edit the agent/grid rule:

• Set the severity to Low (click Any and select Low), and set the action to 
Audit only. 

DLP Datacenter will log an event in Enterprise Manager for each file with 
low, medium, high, or critical content-match severity.

7. Click Save to save the customized policy.

The policy is now enabled with all customizations and appears in the list of active 
policies on the Policies > Policies > Policy Manager page.

Detecting Personally Identifiable Information (PII)

RSA DLP includes expert components designed to detect sensitive personally 
identifiable information, or PII, as defined by many different state and international 
laws. For example, if your organization needs to detect US Social Security numbers, 
take steps such as those shown here.

Customize and Activate the US SSN Policy

1. In Enterprise Manager, select Policies > Policies > Policy Template Library.

2. Click Privacy Protection, find US Social Security Numbers in the expanded 
alphabetized list, and click Customize. 

3. To the right of the policy name box, set This Policy is to Enabled.

4. Verify that the content blades SSN Formatted and SSN Unformatted used by the 
US SSN policy are enabled.

a. Click Select Blades on the policy template and scroll down to each content 
blade to ensure it is enabled.

b. If the content blades are disabled, after completing the rest of the policy setup, 
be sure to go to Policies > Content Blades > Content Blade Manager, scroll 
down to each content blade and click Disabled and select Enable to enable the 
blades.

5. Use the Event Severity Scale to adjust the severity of events and incidents based 
on this policy. Depending on your requirements, do one of the following:

– Click and drag the sliders left or right.

The four sliders divide the colored bar into five severities, related to two 
scales:
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• The Risk Factor scale (0-100) defines severity ranges in terms of risk 
factor.

• The Count scale (0-1000+) define severity ranges in terms of number of 
matches.

– Enter the match count values in the severity text boxes.

6. Set up product-specific policy rules and save the customized policy, using exactly 
the same customizations described earlier for the PCI-DSS policy. See step 6, “Set 
up the product-specific policy rule:” on page 30.

Detecting Violations of HIPAA and HITECH Laws and Regulations

RSA DLP includes expert components designed to detect sensitive information that, 
when used in unauthorized ways, may violate laws and regulations. You can 
customize these components to detect any information types and formats unique to 
your organization. 

For example, if your organization needs to detect content defined as sensitive by 
HIPAA (Health Insurance Portability and Accountability Act) and HITECH (The 
Health Information Technology for Economic and Clinical Health Act), take steps 
such as those shown here. For more information on customizing the expert 
components, see the RSA DLP Policy Guide.

A. Customize Patient Identification Numbers Content Blade

This example creates a regular expression (regex) to detect organization-specific 
patient IDs.

1. In Enterprise Manager, select Policies > Content Blades > Content Blade 
Manager.

2. Under Template Content Blades, find and click the Patient Identification 
Numbers content blade, then click Edit to customize the blade.

3. Under Rule Set: Must Occur, note that the Type field setting is New Regular 
Expression by default.

4. In the Value field, enter a regular expression that defines the format of patient 
identification numbers used by your organization. For help creating regular 
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expressions, see the Enterprise Manager online help. Here are some example 
regular expressions and numbers they match: 

5. Optionally, to ensure that the regular expression will match numbers you expect it 
to match, click Test Regular Expression (bottom of page) and validate and test the 
expression with sample text.

6. Under Rule Set: May Occur, in the first Value field, modify or add to the words 
and phrases as needed to match words and phrases used in your organization’s 
documents. (Words and phrases are case-insensitive.)

7. Click Save to save the customized content blade. It is now enabled under 
Template Content Blades on the Content Blade Manager page.

B. Enable Content Blades Used by the HIPAA Policy

1. In Enterprise Manager, select Policies > Content Blades > Content Blade 
Manager.

2. Under Template Content Blades, find the Patient Identification Numbers 
content blade, click Disabled and select Enable to enable the blade.

3. Under Expert Content Blades, find each of these categories, click + to expand its 
content blade list, and select Enable for all of its content blades:

– Healthcare Dictionaries

– US National Provider Identifier

C. Customize and Activate the HIPAA Policy

1. In Enterprise Manager, select Policies > Policies > Policy Template Library.

2. Click Regulatory Compliance, find HIPAA (Health Insurance Portability and 
Accountability Act) in the expanded alphabetized list, and click Customize. 

3. To the right of the policy name box, set This Policy is to Enabled.

4. Set up product-specific policy rules and save the customized policy, using exactly 
the same customizations described earlier for the PCI-DSS policy. See step 6, “Set 
up the product-specific policy rule:” on page 30.

Regular Expression Numbers It Matches

\bPAT[- ]0\d{7}\b Any number beginning with the letters “PAT”, followed 
by a dash or space and then an eight-digit number that 
always starts with a zero (0):

PAT-02345678
PAT 02345678

\s\(\d{4},\d{4}\)\s Any pattern of two four-digit numbers separated by a 
comma and enclosed in parentheses:

(0010,0020)
(1234,1234)
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Detecting Confidential Data with a Custom Content Blade

In some situations, you may need to create a custom described-content blade that 
detects confidential information unique to your organization. This section describes 
how to do that, and how to add that new blade to a new policy that you also create.

A. Create a Custom Described-Content Blade

This example creates a custom content blade defining words, phrases, customer or 
client names, and so on, that will allow detection of confidential documents and data 
unique to your organization:

1. In Enterprise Manager, select Policies > Content Blades > Content Blade 
Manager.

2. Under Template Content Blades, find and click Confidential Documents, then 
click Edit to modify this expert blade. (You will save the modifications in a new 
blade with a different name.)

3. Make these changes on the New/Edit Described Content Blade page: 

4. Click Save As to save the new custom content blade with its new name.

Field Name Change

Blade name Change the content blade name so that saving your 
changes creates a new blade and does not overwrite 
the default template blade.

This blade is Select Enabled.

Search for sensitive data in

(Optional)

If you want to expand the search to include the body 
of the documents, select Body. 

This allows you to include a text search in the 
document body, as well as in the already selected 
Header, Footer, and Metadata.

Note: Most confidential notices are placed 
in the header, footer, or metadata of files. 
Therefore, expanding this blade to search 
for very general terms such as 
“Confidential” in the Body may yield false 
positives.

Rule Set: Must Occur Edit the default rule (Type set to Words and 
Phrases) by adding to the Value box any words, 
terms, customer and client names, and other unique 
text defined as confidential by your organization. 
(For more about rule set options, see the Enterprise 
Manager online help or the RSA DLP User Guides.)
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B. Create a Custom Policy to Include the Content Blade

1. In Enterprise Manager, select Policies > Policies > Policy Template Library.

2. Click Company Confidential, find Confidential Documents in the expanded 
list, then click Customize to modify this policy. (You will save the modifications 
in a new policy with a different name.).

3. Make these changes on the Policy - Confidential Documents page:

4. Set up product-specific policy rules and save the customized policy, using exactly 
the same customizations described earlier for the PCI-DSS policy. See step 6, “Set 
up the product-specific policy rule:” on page 30.

Protecting Intellectual Property with Fingerprints

If your organization has specific documents, source code, logos, photographs, or 
database content that needs to be protected against copying and external distribution, 
you can use fingerprinting to allow RSA DLP to identify copies of that information 
wherever they may be encountered.

This section steps you through creating two different kinds of fingerprinted-content 
blades and then adding them to a new policy that you also create. 

A. Create a File Fingerprinted-Content Blade

Note: For simplicity, the files used to create one file fingerprinted-content 
blade should be stored in a single folder.

Field Name Change

Policy Name Change the policy name so that saving your changes 
does not overwrite the default policy template.

This Policy is Select Enabled.

Content Blades Click Select Blades and select the new content blade 
you created. To create a more focused policy, you can 
add content blades from the existing content blades to 
the list using the AND operator. Click Save.

For example, if you want to monitor files that contain 
Social Security Numbers and are labeled as 
“Confidential”, then you must customize this policy to 
add the Social Security Numbers blade with an AND 
operator separating it from the new Confidential 
Documents blade.
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1. Gather this information before you begin: 

2. In Enterprise Manager, select Admin > Settings > Fingerprint Crawler 
Manager.

3. Select New Crawler, then New File Crawler.

4. Make these entries on the Crawler Configuration - New/Edit page: 

5. Click Save to save the new file crawler.

6. Return to the Fingerprint Crawler Manager page (select Admin > Settings > 
Fingerprint Crawler Manager), find the new file crawler in the list, and wait 
until its status changes to Ready.

What Details

Storage location of files to 
fingerprint

Full UNC path (including host name or IP address) to 
the folder containing the files

Site Coordinator Name of the Site Coordinator that will run the crawl 
(creating a Site Coordinator is a pre-requisite)

Credential for the file crawler 
to use to run on the Site 
Coordinator

A valid domain user credential in the Site Coordinator 
domain

Credential for the file crawler 
to use to access the files to be 
fingerprinted.

A valid domain user credential in the Site Coordinator 
domain who has full read permissions for all files to be 
fingerprinted

Field Name Entry

Crawler Name Enter a name for the file crawler.

Resulting Content Blade 
Name

Enter a name for the file fingerprinted-content blade that the 
file crawler will create. Its name can be the same as the 
name of the file crawler.

Run at Site Select the name of the Site Coordinator in the DLP 
Datacenter deployment that will run the crawl.

Credential Select the credential for the file crawler to use while running 
on the Site Coordinator.

File Content Match Select both Full and Partial Text and Full Binary (matches 
entire file or any significant part of its text).

Default Credential Select the credential for the file crawler to use to access the 
files to be fingerprinted.

Full UNC Path Enter the complete UNC path to one file share, folder, or file 
that you want fingerprinted. All files in a specified file share 
or folder will be fingerprinted.
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7. Click Run Now to run the new crawler and create the content blade. 

After the file crawl finishes, the new file fingerprinted-content blade appears in the 
Fingerprinted Content Blades section of the Content Blade Manager page and will be 
enabled automatically.

B. Create a Database Fingerprinted-Content Blade

Note: For simplicity, this section demonstrates fingerprinting all cells in all 
rows of one database. For other options, see the RSA DLP Datacenter User 
Guide or the Enterprise Manager online help.

1. Gather this information before you begin: 

2. In Enterprise Manager, select Admin > Settings > Fingerprint Crawler 
Manager.

3. Select New Crawler, then New Database Crawler. 

4. Make these entries on the Crawler Configuration - New/Edit page: 

What Details

Database connection string SQL Server, Oracle, or DB2 connection string for the 
Site Coordinator to use to access the database to be 
crawled. See “Appendix B: Example Database 
Connection Strings” on page 69 for examples. 

Site Coordinator Name of the Site Coordinator that will run the crawl.

Credential for the database 
crawler to use

A valid domain user credential in the Site Coordinator 
domain that has full read permissions on the database 
to be crawled.

Field Name Entry

Crawler Name Enter a name for the database crawler.

Resulting Content Blade 
Name

Enter a name for the database fingerprinted-content 
blade that the database crawler will create.

Run at Site Select the name of the Site Coordinator in the DLP 
Datacenter deployment that will run the crawl.

Credential Select the credential for the database crawler to use to 
run on the Site Coordinator and to access the database.

Database Connection 
String

Enter the database connection string to use to access the 
database.
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5. Click Save to save the new database crawler.

6. Return to the Fingerprint Crawler Manager page (select Admin > Settings > 
Fingerprint Crawler Manager), find the new database crawler in the list, and 
wait until its status changes to Ready.

7. Click Run Now to run the new crawler and create the content blade. 

After the database crawl finishes, the new database fingerprinted-content blade 
appears in the Fingerprinted Content Blades section of the Content Blade Manager 
page and will be enabled automatically.

C. Create a Policy to Include the Fingerprinted Blades

1. In Enterprise Manager, select Policies > Policies > New Policy.

2. Make these entries on the New Policy page:

Use “Run as user” 
credentials to connect to 
database

Select this option if you want to use the same user 
credential that the Site Coordinator used while executing 
scan group.

If this user cannot access the database, select Enter 
credentials to connect to database... to specify a 
separate database user. And, from the Credential 
drop-down list, select the credential that must be used to 
connect to the database.

SQL Query (or stored 
procedure) Describing 
Table and Columns to be 
Fingerprinted

Enter a SQL query that specifies all cells in the database 
you want to fingerprint. 

This example instructs the database crawler to 
fingerprint the contents of all cells in the 
CC_SNN_2009 database:

select * from CC_SSN_2009

(For more information about SQL queries, see your SQL 
documentation.) 

Table Column Matching - 
Option 1: All columns 
described in the above 
query are required

Select this option, which specifies that a document or 
message will match the content blade only if it contains 
all content from any single row of the fingerprinted 
database. (Database fingerprints are row-related; 
matches to all cell content in a single row are considered 
high-severity matches.)

(For other options, see the Enterprise Manager online 
help or the instructions for creating a database crawler in 
the RSA DLP user guides.)

Field Name Change

Policy Name Enter a name for the new policy.

Field Name Entry
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3. Set up product-specific policy rules, using exactly the same settings as described 
earlier for the PCI-DSS policy. See “Set up the product-specific policy rule:” on 
page 30.

4. Click Save to save the new policy.

Scanning Data (DLP Datacenter Only)

Once you have created scan groups, and have enabled or created content blades and 
policies that apply to those scan groups, you can execute agent-based scans of 
end-user computers or grid-based scans of large file servers, data repositories, and 
databases.

Whether you are performing an agent scan, grid scan, repository scan, or database 
scan, the overall process is the same—you (1) start the scan from the Datacenter 
dashboard, scan-group status or history page, (2) monitor the scan progress from the 
same pages, and (3) verify the success of the scan on those pages of Enterprise 
Manager.

Note: A scan can be either full (all documents encountered are analyzed) or 
incremental (only documents that are new or changed since the last scan are 
analyzed). After your first full scan of a given repository or set of machines, 
an incremental scan may be much faster.

A. Start the Scan

1. In Enterprise Manager, click Admin > Datacenter > Configuration And Status 
to display the Datacenter administration page. 

2. In the deployment tree, expand the site and select the scan group (for example, the 
agent-scan group under the headquarters Site Coordinator) to use for the scan. 
(Note that database scan groups appear under the category of Repository 
Groups)

Note: You can also start the scan from the Dataceter Scan Dashboard.

3. In the panel for that scan group, click or hover over Scan Now and choose Run 
Full Scan. 

This Policy is Select Enabled.

Content Blades Click Select Blades, find and select the two 
fingerprinted-content blades you created, then click 
Save. 

Field Name Change
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The Site Coordinator starts to deploy (install and start up) the Discovery agents on its 
end-user machines (for an agent group) or grid workers in a worker set (for a grid 
group, repository group, or database group).

Use both the Status tab and the History tab to view the progress of the scan you have 
started.

B. View Deployment/Commissioning Progress

Note that the status page for agent scans is slightly different from the status page for 
grid, repository, and database scans.

For Agent Scans

Click the Status tab if it is not already in front. 

The upper part of the display shows summary progress of the deployment phase, with 
information such as scanning-agent deployment status, start time of the scan, and the 
number of computers waiting to be contacted by the Site Coordinator. 

The lower part of the display includes deployment information for each Discovery 
agent. The agent machine appears in this table as the Site Coordinator attempts to 
contact it, and disappears from the table when the commissioning phase is complete. 

When the agent-deployment phase of the scan is completely over, this table is empty 
and further scan information is available on the History tab.
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For Grid, Repository, or Database Scans

Click the Status tab if it is not already in front. 

The upper part of the display shows a summary progress checklist of the 
commissioning and scanning phases, with information such as scan status, the number 
of currently running grid workers, and the status of event and incident generation.

The lower part of the status display dynamically shows the load—CPU and memory 
utilization—on each of the grid worker machines.

Once the grid scan is complete, additional information on this scan becomes available 
on the History tab.

C. View Scan Progress and History

The scan-history page for agent scans is slightly different from the scan-history page 
for grid, repository, and database scans.

For Agent Scans

After the agent-deployment phase completes on a given machine in the scan group, 
the scanning phase begins. To see status for that phase, click the History tab of the 
scan group.
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1. Click View Status Log to see recent scanning log entries.

2. In the header of the History tab, each row in the table includes information for 
one machine in the scan group, including the most recent status and the last 
successful communication with the Site Coordinator.

3. Click the name of a machine in the table to open a separate window showing the 
details of each scan (the current one and any previous ones) that has occurred on 
that machine.

For Grid, Repository, or Database Scans

To see post-scan status click the History tab of the grid-scan group.

1. Click View Status Log to see recent scanning log entries.

2. View each row the table for information for one grid scan, including start and end 
date and elapsed time, plus links to further details such as worker status and file 
statistics (or table statistics for a database scan).

D. Verify Creation of Events and Incidents

As soon as the History tab indicates that results from this scan have been retrieved, 
you may be able to view events (matched files) in the Event Manager. Once all results 
from the scan have been retrieved, the events are grouped into incidents and you may 
view those incidents in the Incident Manager.

To view events and incidents, do this:

1. At the top of the Enterprise Manager page, click the Incidents tab.

2. To see events, click the Events tab.The event list appears. If any events are 
available, they are displayed in the event list. 

3. View events and event details, as described in “Viewing the Event List” on 
page 44.
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4. To see incidents, click the Incidents tab.The incident list appears. If any incidents 
are available, they are displayed in the incident list. 

5. View and handle incidents and incident details, as described in “Viewing Events 
and Incidents” on page 43.

Interpreting and Acting On Results

An event is generated whenever a policy violation occurs. One or more events 
(depending upon policy rules) triggers the generation of an incident. Each incident is 
assigned an ID number, and the details of the incident are displayed in Enterprise 
Manager. 

You can use incident details for review, for generating reports, and for conducting 
audits. You can assign, reassign, and set the severity level of an incident, and perform 
other functions to efficiently record, update, and track incidents. 

Viewing Events and Incidents

You view and act on incidents and events through the Enterprise Manager Incidents 
tab.

Viewing the Incident List 

To view the incident list, click the Incidents tab in Enterprise Manager; the Incidents 
subtab is selected by default. 

The default incident list displays summary information about all incidents that are in 
the Open or In Progress stage, that are assigned to the person logged in. You can 
filter the incidents displayed by specifying the required filters in the search pane.

You can also manipulate the incident list to define what columns of information about 
each incident is displayed, and can export the contents of the list, or have it emailed 
(immediately or on schedule) to any number of email addresses.
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Viewing the Event List

To view the event list, click the Incidents tab on Enterprise Manager, then click the 
Events subtab.

The event list displays summary information about events. You can filter the events 
displayed by specifying the required filters in the the search pane. 

Working with Network Incidents and Events

Scroll down the incident list (or perform a search) to find a Network incident of 
interest. The incident list displays summary information about the incident, but you 
may need to see more details.

A. View Incident Details

1. Click on a Network Incident in the incident list.

2. Examine the Incident Details and determine if any manual action is required. For 
example:

a. In the summary section at the top of the Incident Details page, make note of 
the following:

• The Sender (email address) of the transmission that was found to be in 
violation of policy.

• The Policy Matched; the names of one or more policies this incident 
violated.

• The Content Blade; the names of the content blade(s), if any, that 
triggered the policy match.

b. The Component Detail section of the Incident Details page lists each 
component of a transmission such as the body of an email message and any 
attachments. Click a component and the content of that component (if any) 
that was in violation of policy appears in the Matched Content section.

Based on the information you discover from the incident details, you may decide to 
take manual action on this incident, as described next, or you may decide to inspect 
the event that triggered this incident, as described in “C. View Event Details,” below.
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B. Act On the Incident (Change Severity)

After you have examined the incident’s details, you (as the assignee of the incident) 
may decide to take manual action on the incident. For example, you can change its 
severity, re-assign it to someone else, change its validity, or add a comment to its 
history. Or, if it is a quarantined Network incident, you can manually release it from 
quarantine or discard it.

To change the severity of this incident:

1. With the Incident Details page displayed, click the Set Severity action link from 
the top menu.

2. Change the severity level to a higher level.

3. Add a comment describing why you are changing the severity level.

4. Click Save.

C. View Event Details

You can view Network Event details to see even more information about the 
transmission (event) that triggered this incident.

1. With the Incident Details page displayed, click the View Event Detail link below 
the incident summary section.

2. Examine the event details to determine if manual action is required. 

For example, if the transmission included an attachment, you will see a 
Component Detail of Type: attachment. Click the Download link to download 
the attachment and examine the contents.

3. Click the View Incident link at the top of the Event Details, to return to the 
Incidents Details page, where you can perform any manual actions you 
determined to be necessary.

Note: Alternately, you can view any event’s details by accessing the 
Events List. To view the Events List, click the Incidents tab on Enterprise 
Manager, then select the Events tab. 

Working with Datacenter Incidents and Events

Scroll down the incident list (or perform a search) to find a Datacenter incident of 
interest. The incident list displays summary information about each incident, but you 
may want to see more details.

A. View Incident Details

1. Click on a Datacenter Incident in the incident list.

2. Examine the Incident Details and determine if any manual action is required. For 
example:
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a. In the summary section at the top the Incident Details page, make note of the 
following:

• The Policy Matched; the names of one or more policies this incident 
violated.

• The Content Blade; the names of the content blade(s), if any, that 
triggered the policy match.

b. The Matched Files section of the Incident Details page lists of all the files 
(events) discovered to contain sensitive content in violation of policy that 
generated this incident. Click one of the matched files listed and the content of 
the file that was in violation of policy appears in the Matched Content 
section below.

Based on the information you discover from the incident details, you may decide to 
take manual action on this incident, as described next, or you may decide to inspect 
the event that triggered this incident, as described in “C. View Event Details.”

B. Act On the Incident (Move to Secure)

After you have examined the incident’s details, you (as the assignee of the incident) 
may decide to act on the incident. For example, you can change its severity, re-assign 
it to someone else, change its validity, or add a comment to its history. Or, if it is a 
Datacenter incident, you can move its matched files to a secure location, delete or 
shred them, or quarantine and change their access permissions.

To move matched files to a secure location:

1. On the Incident Details page, in the Matched Files list, select the checkbox of the 
file(s) you want to move to a secure location.

2. Click Move to Secure.

3. Specify the location where you want the selected files moved manually entering a 
valid path in the Enter UNC Path text box.

Note: The location must be specified as a UNC path (for example: 
\\<hostname>\C$\securedatastore)

4. Select the remediation credentials from the drop-down list. This user must have 
write access to the destination location. 

5. Click Save.

C. View Event Details

You can view Datacenter Event details to see even more information about any one of 
the files (events) that triggered this incident.

1. With the Incident Details page displayed, click the Event ID link adjacent any of 
the files in the Matched Files list.

2. Examine the file details to determine if manual action is required. 
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3. Click the View Incident link at the top of the Event Details to return to the 
Incidents Details page, where you can perform any manual actions you 
determined to be necessary.

Note: Alternately, you can view any event’s details by accessing the Events 
List. To view the Events List, click the Incidents tab on Enterprise Manager, 
then select the Events tab.

Working with Endpoint Incidents and Events

Scroll down the incident list (or perform a search) to find an Endpoint incident of 
interest. The incident list displays summary information about each incident, but you 
may want to see more details.

A. View Incident Details

1. Click on an Endpoint incident in the incident list.

2. Examine the Incident Details and determine if any manual action is required. For 
example:

a. In the summary section at the top of the Incident Details page, make note of 
the following:

• The Policy Matched; the names of one or more policies this incident 
violated.

• The Content Blade; the names of the content blade(s), if any, that 
triggered the policy match.

• The User Action; the type of user action that triggered this event. For 
example Copy to USB.

• The Policy Action; the policy action defined for this type of user action 
on this type of sensitive content. For example Justify and Audit.

b. In the Events section of the Incident Details page, click one of the events and 
more details about the user action that triggered that event are displayed.

Based on the information you discover from the incident details, you may decide to 
take manual action on this incident, as described next, or you may decide to inspect 
the event that triggered this incident, as described in “C. View Event Details,” below.

B. Act On the Incident (Send Notification)

After you have examined the incident’s details, you (as the assignee of the incident) 
may decide to act on the incident. For example, you can change its severity, re-assign 
it to someone else, change its validity, or add a comment to its history. 

To send a one-time notification about this incident:

1. On the Incident Details page, click the Notify button.

2. Enter one or more valid email addresses, separated by semi-colons or commas. 
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3. Click Send.

C. View Event Details

You can view Endpoint Event details to see even more information about any one of 
the users actions (events) that triggered this incident.

1. With the Incident Details page displayed, click the Event ID link adjacent any of 
the events. 

2. Examine the event details to determine if manual action is required.

3. Click the View Incident link at the top of the Event Details to return to the 
Incidents Details page, where you can perform any manual actions you 
determined to be necessary.

Note: Alternately, you can view any event’s details by accessing the 
Events list. To view the Events list, click the Incidents tab on Enterprise 
Manager, then select the Events tab.

Working with Reports

Enterprise Manager includes two separate interfaces for viewing and manipulating 
reports—the Dashboard, best for snapshot overviews and trend summaries; and the 
Report Manager, for more detailed investigation of DLP risk issues.

Using the Dashboard

The Dashboard presents a summary picture of your organization’s data-loss risk in a 
series of gauges, charts, and tables; and provides links to saved searches and reports 
designated as favorite reports. Many of the Dashboard components are interactive; for 
example, clicking on a segment of a pie chart will take you to the incident list 
displaying the incidents that segment represents.
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A. View the Dashboard

Whenever you log into Enterprise Manager, the initial page displayed (after the login 
page) is the Enterprise Manager Dashboard.

B. Customize the Dashboard

1. Click Customize at the top right of the Dashboard. The Customize Dashboard 
Reports dialog appears. This dialog contains two columns of reports, a list of 
available reports, and a list of reports selected for display on the Dashboard.

2. Customize your Dashboard’s appearance by selecting then dragging reports from 
one column to the other.

– Drag reports into the left column if you do not want them displayed on the 
Dashboard.

– Drag reports into the right column if you want them displayed on the 
Dashboard.

– Click Save. The Dashboard is updated.

Using the Report Manager

RSA DLP Enterprise Manager comes with a set of pre-defined reports, grouped by 
category, these are all accessible via the Report Manager page. 
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A. View the Report Manager

1. In Enterprise Manager, click the Reports tab. The Report Manager page appears.

B. Generate and View a Report

1. If necessary, click the expand button to expand the category the report is in.

2. Click a report name. The report page opens and the report is generated.

C. Edit a Report

1. To edit a report either:

– Click the Edit icon next to the name of the report on the main Report 
Manager page.

– Click the Edit and Schedule action button along the top of an open report. 

The Edit Report page appears.

2. Enter the Report Name.
50 Working with Reports



RSA DLP 9.6 QuickStart
3. Optionally enter text a description of the report.

4. Use the Report Category drop-down menus to choose the category you want 
your report to belong to.

5. Specify the date range you want the report to include data from. Select one of the 
following.

– Select a pre-defined date range from the first drop-down menu.

– Type or use the calendars to specify a start date and end date for the range.

Note: Depending upon the type of report you opened, other filter 
parameters may be available for this report. Optionally select any 
other filter parameters for your report.

6. Click Save to save the report. The report is added to the specified report category 
on the Reports Manager page.

Appendix A: Summary of DLP Requirements

Make sure that each machine that you intend to use in your DLP deployment meets the 
system requirements.

• Enterprise Manager Requirements

• Datacenter Requirements

– Enterprise Coordinator Requirements

– Site Coordinator Requirements

– Discovery Agent Requirements

– Grid Worker Requirements

• Endpoint Requirements

– Endpoint Coordinator Requirements

– Endpoint Agent Requirements

• Supported Platform Combinations

• Port Usage

• SIEM Integration

Enterprise Manager Requirements

Make sure that the Enterprise Manager machine meets the following hardware and 
software requirements. The hardware requirements listed in this section serve as 
guidelines and may vary depending on your deployment.
Appendix A: Summary of DLP Requirements 51



RSA DLP 9.6 QuickStart
Hardware Requirements

Make sure that the Enterprise Manager machine meets the following hardware 
requirements.

Software Requirements

Make sure that the Enterprise Manager meets the following software requirements.

Hardware Component Minimum Requirement

CPU 2 x 2 GHz

Note: RSA recommends that you use 64-bit processor.

RAM 4 GB (8 GB is recommended)

Disk space 200 GB to 1 TB free

Note: If Enterprise Manager is installed on a different 
volume than the Database and Event and Indexing 
folder, make sure you have a minimum of 10 GB free 
space on that volume.

Virtual Machine 
configuration

Recommended virtual machine configuration:

• 4x2 GHz CPU

• 8 GB RAM

• 200 GB to 1.25 TB disk space

Note: In VMware virtual machine, make sure that the 
CPU and Memory Resource Limit values are set to 
Unlimited in the Virtual Machine Properties dialog.

Software Component Versions

Operating System 32 bit:

• Windows Server 2003 SP2

• Windows Server 2003 R2

• Windows Server 2003 R2 
SP2

• Windows Server 2008 SP2

64 bit:

• Windows Server 2003 SP2

• Windows Server 2003 R2

• Windows Server 2003 R2 
SP2

• Windows Server 2008 SP2

• Windows Server 2008 R2

• Windows Server 2008 R2 
SP1

Note: RSA recommends that you install Enterprise 
Manager on a 64-bit operating system.
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Enterprise Coordinator Requirements

This section lists the hardware and software requirements for Enterprise Coordinator. 

Hardware Requirements

Make sure that your system meets the following hardware requirements.

.NET • Microsoft .NET Framework 3.5 (minimum)

• Microsoft .NET Framework 4.0

Database • Microsoft SQL Server 2005 SP2 

• Microsoft SQL Server 2005 SP3 

• Microsoft SQL Server 2008 SP1

• Microsoft SQL Server 2008 R2

• SQL Server 2005 Express (for evaluation deployments only)

Note: The Enterprise Manager user must have owner and 
create privileges on the database. The schema for 
Enterprise Manager database and database user must be 
set to dbo.

Database client software • SQL Server 2005/2008 Command Line Query Utility

• SQL Server 2005/2008 Native Client

Browser • Microsoft Internet Explorer: Versions 8.x and 9.x 

• Mozilla Firefox: Versions 13 to 18

Recommended screen resolution: 1280 x 800

Hypervisor • VMware ESX version 3.5, 4.0, 4.1, and ESXi 5.0

• Microsoft Hyper-V Server 2008

Hardware Component Minimum Requirement

CPU 1 x 2 GHz

2 x 2 GHz recommended

RAM 2 GB

Software Component Versions
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Software Requirements

Make sure your system meets the following software requirements.

Disk space 40 GB free

Virtual Machine 
configuration

• 2 x 2 GHz CPU

• 4 GB RAM

• 40 GB free disk space

Note: In VMware virtual machine, make sure that the 
CPU and Memory Resource Limit values are set to 
Unlimited in the Virtual Machine Properties dialog.

Software Component Versions

Operating System 32 bit:

• Windows Server 2003 SP2

• Windows Server 2003 R2

• Windows Server 2003 R2 
SP2

• Windows Server 2008 SP2

64 bit:

• Windows Server 2003 SP2

• Windows Server 2003 R2

• Windows Server 2003 R2 
SP2

• Windows Server 2008 SP2

• Windows Server 2008 R2

• Windows Server 2008 R2 
SP1

Note: RSA recommends that you install Enterprise 
Coordinator on a 64-bit operating system.

.NET • Microsoft .NET Framework 3.5 (minimum)

• Microsoft .NET Framework 4.0

DB Client software To support database scanning or database fingerprint crawling

• MDAC 2.8 SP1 (For SQL Server databases version 2005 and 
2008)

• Oracle 10, 11, or 11g R2 OLEDB driver (for Oracle databases 
version 10g, 11g, or 11g R2)

IBM OLEDB Provider for DB2 or Microsoft OLEDB Provider 
for DB2 (for DB2 databases version 8 and 9)

Repository client 
software

To support document repository scanning

• Lotus Notes client version 8.0 and 8.5 (for scanning Lotus 
Domino servers version 8.0 and 8.5 respectively)

Hardware Component Minimum Requirement
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Site Coordinator Requirements

This section lists the hardware and software requirements for Site Coordinator. 

Hardware Requirements

Make sure that your system meets the following hardware requirements.

Hypervisor • VMware ESX version 3.5, 4.0, 4.1, and ESXi 5.0

• Microsoft Hyper-V Server 2008

SharePoint Online Scan To support SharePoint Online scan

• Microsoft Windows Server 2008 R2 or later (64-bit)

• Microsoft .NET Framework 3.5 and 4.0

• SharePoint Online Management Shell

• Windows Identity Foundation

Hardware Component Minimum Requirement

CPU 1 x 2 GHz

2 x 2 GHz recommended

RAM 2 GB

Disk space 40 GB free

Virtual Machine 
configuration

• 2 x 2 GHz CPU

• 2 GB RAM

• 40 GB free disk space

Note: In VMware virtual machine, make sure that the 
CPU and Memory Resource Limit values are set to 
Unlimited in the Virtual Machine Properties dialog.

Software Component Versions
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Software Requirements

Make sure your system meets the following software requirements.

Software Component Versions

Operating System 32 bit:

• Windows Server 2003 SP2

• Windows Server 2003 R2

• Windows Server 2003 R2 SP2

• Windows Server 2008 SP2

64 bit:

• Windows Server 2003 SP2

• Windows Server 2003 R2

• Windows Server 2003 R2 
SP2

• Windows Server 2008 SP2

• Windows Server 2008 R2 

• Windows Server 2008 R2 
SP1

Note: RSA recommends that you install Site Coordinator 
on a 64-bit operating system.

.NET • Microsoft .NET Framework 3.5 (minimum)

• Microsoft .NET Framework 4.0

DB Client software To support database scanning or database fingerprint crawling

• MDAC 2.8 SP1 (For SQL Server databases version 2005 and 
2008)

• Oracle 10, 11, or 11g R2 OLEDB driver (for Oracle databases 
version 10g, 11g, or 11g R2)

IBM OLEDB Provider for DB2 or Microsoft OLEDB Provider 
for DB2 (for DB2 databases version 8 and 9)

Repository client 
software

To support document repository scanning

• Lotus Notes client version 8.0 and 8.5 (for scanning Lotus 
Domino servers version 8.0 and 8.5 respectively)

Hypervisor • VMware ESX version 3.5, 4.0, 4.1, and ESXi 5.0

• Microsoft Hyper-V Server 2008
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Discovery Agent Requirements

This section lists the hardware and software requirements for a machine on which a 
discovery agent is installed. 

Hardware Requirements

Make sure that your system meets the following hardware requirements.

Hardware Component Minimum Requirement

CPU 1 x 2 GHz

2 x 2 GHz recommended

RAM 1 GB

Disk space 5 GB free

Virtual Machine 
configuration

• 2 x 2 GHz CPU

• 1 GB RAM

• 20 GB free disk space

Note: In VMware virtual machine, make sure that the 
CPU and Memory Resource Limit values are set to 
Unlimited in the Virtual Machine Properties dialog.
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Software Requirements

Make sure your system meets the following software requirements.

Grid Worker Requirements

This section lists the hardware and software requirements for a grid worker machine. 

Hardware Requirements

Make sure that your system meets the following hardware requirements.

Software Component Versions

Operating System 32 bit:

• Windows XP SP3

• Windows Vista SP1

• Windows Vista SP2

• Windows Server 2003 R2

• Windows Server 2003 SP2

• Windows 7 

• Windows 7 SP1

• Windows Server 2008 SP2

64 bit:

• Windows XP SP3

• Windows Vista SP1

• Windows Vista SP2

• Windows Server 2003 R2

• Windows Server 2003 SP2

• Windows 7 

• Windows 7 SP1

• Windows Server 2008 SP2

• Windows Server 2008 R2 

• Windows Server 2008 R2 
SP1

Note: Enterprise Coordinator and Site Coordinator on 
32-bit systems cannot bootstrap agents or workers to 
64-bit systems. You must manually install the agent using 
the Site Coordinator’s GPO password.

.NET • Microsoft .NET Framework 3.5 (minimum)

• Microsoft .NET Framework 4.0

Hypervisor • VMware ESX version 3.5, 4.0, 4.1, and ESXi 5.0

• Microsoft Hyper-V Server 2008

Hardware Component Minimum Requirement

CPU 1 x 2 GHz

2 x 2 GHz recommended

RAM 512 MB minimum, 1 GB recommended
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Software Requirements

Make sure your system meets the following software requirements.

Disk space 20 GB free

Virtual Machine 
configuration

• 2 x 2 GHz CPU

• 1 GB RAM

• 20 GB free disk space

Note: In VMware virtual machine, make sure that the 
CPU and Memory Resource Limit values are set to 
Unlimited in the Virtual Machine Properties dialog.

Software Component Versions

Operating System 32 bit:

• Windows XP SP2 or later

• Windows Vista SP1

• Windows Vista SP2

• Windows 7 

• Windows 7 SP1

• Windows Server 2003 SP2

• Windows Server 2003 R2

• Windows Server 2003 R2 
SP2

• Windows Server 2008 SP2

64 bit:

• Windows XP SP2 or later

• Windows Vista SP1

• Windows Vista SP2

• Windows 7 

• Windows 7 SP1

• Windows Server 2003 SP2

• Windows Server 2003 R2

• Windows Server 2003 R2 
SP2

• Windows Server 2008 SP2

• Windows Server 2008 R2

• Windows Server 2008 R2 
SP1

Note: Enterprise Coordinator and Site Coordinator on 
32-bit systems cannot bootstrap agents or workers to 
64-bit systems. You must manually install the agent 
using the Site Coordinator’s GPO password.

.NET • Microsoft .NET Framework 3.5 (minimum)

• Microsoft .NET Framework 4.0

DB Client software To support database scanning

• MDAC 2.8 SP1 (for SQL Server databases version 2005 and 
2008)

• Oracle 10, 11, or 11g R2 OLEDB driver (for Oracle databases 
version 10g, 11g, or 11g R2)

IBM OLEDB Provider for DB2 or Microsoft OLEDB Provider 
for DB2 (for DB2 databases version 8 and 9)

Hardware Component Minimum Requirement
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Endpoint Coordinator Requirements

Make sure that the Endpoint Coordinator machine meets the following hardware and 
software requirements. The hardware requirements listed in this section serve as 
guidelines and may vary depending on your deployment.

Note: Requirements for Root Endpoint Coordinator and Endpoint 
Coordinators are same.

Hardware Requirements

Make sure that the Endpoint Coordinator machine meets the following hardware 
requirements. 

Repository client 
software

To support document repository scanning

• Lotus Notes client version 6.5.6, 8.0, and 8.5 (for scanning 
Lotus Domino servers version 6.5, 8.0, and 8.5 respectively)

Hypervisor • VMware ESX version 3.5, 4.0, 4.1, and ESXi 5.0

• Microsoft Hyper-V Server 2008

SharePoint Online Scan To support SharePoint Online scan

• Operating System:

– Microsoft Windows Server 2008 R2 or later (64-bit)

– Microsoft Windows 7 SP1 (32-bit or 64-bit)

• Microsoft .NET Framework 3.5 and 4.0

• SharePoint Online Management Shell

• Windows Identity Foundation

Software Component Versions

Hardware Component Minimum Requirement

CPU • 2 x 2 GHz 

• 4 x 2 GHz (Recommended)

Note: RSA recommends that you use 64-bit processor.

RAM 4 GB (8 GB is recommended)
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Software Requirements

Make sure the Endpoint Coordinator machine meets the following software 
requirements.

Disk space 40 GB

Virtual Machine 
configuration

Recommended virtual machine configuration:

• 2x2 GHz CPU

• 8 GB RAM

• 40 GB disk space

Note: In VMware virtual machine, make sure that the 
CPU and Memory Resource Limit values are set to 
Unlimited in the Virtual Machine Properties dialog.

Software Component Versions

Operating System 32 bit:

• Windows Server 2003 SP2

• Windows Server 2003 R2

• Windows Server 2003 R2 
SP2

• Windows Server 2008 SP2

64 bit:

• Windows Server 2003 SP2

• Windows Server 2003 R2

• Windows Server 2003 R2 
SP2

• Windows Server 2008 SP2

• Windows Server 2008 R2 

• Windows Server 2008 R2 
SP1

Note: RSA recommends that you install Endpoint 
Coordinators on a 64-bit operating system.

.NET • Microsoft .NET Framework 3.5 (minimum)

• Microsoft .NET Framework 4.0 Full

Note: Microsoft .NET Framework 4.0 Client Profile 
along with .NET Framework 3.5 is not supported.

Hypervisor • VMware ESX version 3.5, 4.0, 4.1, and ESXi 5.0

• Microsoft Hyper-V Server 2008

Hardware Component Minimum Requirement
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Endpoint Agent Requirements

Make sure that the Endpoint agent (end-user) machine meets the following hardware 
and software requirements. The hardware requirements listed in this section serve as 
guidelines and may vary depending on your deployment.

Hardware Requirements

Make sure that the Endpoint agent machine meets the following hardware 
requirements.

Software Requirements

Make sure the Endpoint agent machine meets the following software requirements.

Hardware Component Minimum Requirement

CPU 2 GHz

RAM 1 GB

Disk space 5 GB free

Virtual Machine 
configuration

Recommended virtual machine configuration:

• 2 x 2 GHz CPU

• 1 GB RAM

• 20 GB free disk space

Note: Make sure that the CPU and Memory Resource 
Limit values are set to Unlimited in the Virtual Machine 
Properties dialog.

Software Component Versions

Operating System • 32 bit:

• Windows XP SP3 (32-bit)

• Windows Vista SP2

• Windows 7 

• Windows 7 SP1

• Windows Server 2003 R2 
SP2

• Windows Server 2008 SP2 

• 64 bit:

• Windows XP SP2 

• Windows Vista SP2

• Windows 7 

• Windows 7 SP1

• Windows Server 2003 R2 
SP2

• Windows Server 2008 SP2 

• Windows Server 2008 R2

• Windows Server 2008 R2 
SP1
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.NET • Microsoft .NET Framework 3.5 (minimum)

• Microsoft .NET Framework 4.0 

Note: Microsoft .NET Framework 3.5 is required if you 
plan to to use .NET Framework 4.0 Client Profile.

Virtual Desktop Support • VMware View 4.6 and 5.0

• Citrix XenDesktop 5.0 and 5.5

• Citrix XenApp (hosted) 6.0 and 6.5

• Microsoft Remote Desktop

Browsers For Disconnected Endpoint:

• Internet Explorer version 8, and 9

• Firefox version 3.6.x, and 6 to 14

Software Component Versions
Appendix A: Summary of DLP Requirements 63



RSA DLP 9.6 QuickStart
Supported Platform Combinations

Enterprise Coordinator or Site Coordinator Support for Agent 
or Grid Workers

Agent or grid worker

32-bit 64-bit

E
n

te
rp

ri
s

e 
o

r 
S

it
e 

C
o

o
rd

in
at

o
r

• Windows XP SP2

• Windows XP SP3

• Windows Server 
2003 SP2

• Windows Server 
2003 R2

• Windows Server 
2003 R2 SP2

• Windows Server 
2008 SP2

• Windows Vista 
SP1

• Windows 7

Windows 
Server 
2003

• Windows 
Server 
2008 
SP2

• Windows 
Server 
2008 R2 Windows

Vista SP1
Windows 

7

32-bit

• Windows Server 
2003 SP2

• Windows Server 
2003 R2

• Windows Server 
2003 R2 SP2

• Windows Server 
2008 SP2

Yes Yes1

1Scanning with permanent agents supported; bootstrapping not supported

Yes1 Yes1 Yes1

64-bit

• Windows Server 
2003 SP2

• Windows Server 
2003 R2

• Windows Server 
2003 R2 SP2

• Windows Server 
2008 SP2

• Windows Server 
2008 R2

Yes Yes Yes Yes Yes
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Enterprise Coordinator Support for Site Coordinator

Port Usage

The following ports are used by the products in the RSA DLP to communicate among 
the different components. These ports must be opened for functioning of the 

Site Coordinator

32-bit 64-bit

E
n
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rp
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se

 C
o
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rd
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at

o
r

• Windows XP 
SP2

• Windows XP 
SP3

• Windows Server 
2003 SP2

• Windows Server 
2003 R2

• Windows Server 
2003 R2 SP2

• Windows Server 
2008 SP2

• Windows Vista 
SP1

• Windows 7

Windows 
Server 
2003

• Windows 
Server 
2008 
SP2

• Windows 
Server 
2008 R2

Windows
Vista SP1

Windows 
7

32-bit

• Windows Server 
2003 SP2

• Windows Server 
2003 R2

• Windows Server 
2003 R2 SP2

• Windows Server 
2008 SP2

Yes Yes1

1Scanning with permanent agents supported; bootstrapping not supported

Yes1 Yes1 Yes1

64-bit

• Windows Server 
2003 SP2

• Windows Server 
2003 R2

• Windows Server 
2003 R2 SP2

• Windows Server 
2008 SP2

• Windows Server 
2008 R2

Yes Yes Yes Yes Yes
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RSA DLP. 

Port
In/
Out

Component Description Protocol

22 In • Network Controller

• Sensor

• Interceptor

• ICAP Server

Use for secure login to managed Network 
devices.

SSH

25 Both Interceptor Used for communication between Interceptor 
and email server.

TCP

123 Out • Network Controller

• Sensor

• Interceptor

• ICAP Server

Used for communication with NTP server. UDP or 
NTP

135 Both Discovery agent Windows RPC port used for communication 
between Site Coordinator and Discovery 
agent during bootstrapping of Discovery 
agent.

TCP

Both Site Coordinator

137 Both Discovery agent Windows NetBIOS Name Service port used 
for communication between Site Coordinator 
and Discovery agent during bootstrapping of 
Discovery agent.

UDP

Both Site Coordinator

138 Both Discovery agent Windows NetBIOS Datagram Service used 
during communication between Site 
Coordinator and Discovery agent during 
bootstrapping of Discovery agent.

UDP

Both Site Coordinator

139 Both Discovery agent Windows NetBIOS Session Service used 
during communication between Site 
Coordinator and Discovery agent during 
bootstrapping of Discovery agent.

TCP

Both Site Coordinator

443 In Enterprise Manager Access to Enterprise Manager console. HTTPS

Out • Enterprise Coordinator

• Grid Worker

Used to connect with Microsoft SharePoint 
server for SharePoint scans.

Alternatively port 80 can be used.

HTTPS

Out Grid Worker Used to connect with Microsoft Exchange 
server for Exchange scans.

HTTPS

445 In Discovery agent Microsoft-DS SMB file sharing port for 
communication between Site Coordinator and 
Discovery agent during bootstrapping of 
Discovery agent.

TCP

Out Site Coordinator
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514 Out • Enterprise Manager

• Enterprise Coordinator

• Site Coordinator

• Grid Worker

• Discovery agent

DLP system logging to SIEM. Syslog

1344 Both ICAP Server Communication between ICAP Server and 
ICAP client.

TCP

1352 Out • Enterprise Coordinator

• Grid Worker

Used to connect with IBM Lotus Domino 
server for Lotus Notes scans.

TCP

4369 In Root Endpoint Coordinator Local port used for communication between 
Endpoint Coordinator components.

TCP

In Endpoint Coordinator

5671 Out Enterprise Manager Communication between:

• Enterprise Manager and Root Endpoint 
Coordinator.

• Root Endpoint Coordinator and Endpoint 
Coordinator.

AMQP

Both Root Endpoint Coordinator

Out Endpoint Coordinator

5772 Out Enterprise Manager Communication between Enterprise Manager 
and Root Endpoint Coordinator during 
initialization.

HTTPS

In Root Endpoint Coordinator

5773 In Root Endpoint Coordinator Communication between Root Endpoint 
Coordinator and:

• Endpoint Coordinator.

• Endpoint agent.

HTTPS

Out Endpoint Coordinator

Out Endpoint agent

5774 In Root Endpoint Coordinator Communication between Root Endpoint 
Coordinator and:

• Endpoint Coordinator.

• Endpoint agent.

HTTPS

Out Root Endpoint Coordinator

Out Endpoint agent

5871 Out Enterprise Manager Communication between:

• Enterprise Manager and Root Endpoint 
Coordinator.

• Root Endpoint Coordinator and Endpoint 
Coordinator.

• Endpoint agent and Endpoint Coordinator.

HTTPS

In Root Endpoint Coordinator

Out Endpoint Coordinator

Out Endpoint agent

61613 In Root Endpoint Coordinator Local port used for communication between 
Endpoint Coordinator components.

TCP

In Endpoint Coordinator

9108 In Network Controller IP Mapper to Network Controller. TCP

Port
In/
Out

Component Description Protocol
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SIEM Integration

RSA DLP can be integrated with the following Security Incident and Event 
Management (SIEM) applications:

9143 Out • Network Controller

• Enterprise Coordinator

Communication between Enterprise Manager 
and Network Controller or Enterprise 
Coordinator.

HTTPS

In Enterprise Manager

9144 Out Enterprise Manager Communication between Enterprise Manager 
and Network Controller.

HTTPS

In Network Controller

9145 Out Enterprise Manager Communication between Enterprise Manager 
and Enterprise Coordinator.

HTTPS

In Enterprise Coordinator

9150 Both Enterprise Coordinator Communication between:

• Enterprise Manager and Site Coordinator.

• Site Coordinator and Discovery agent.

HTTPS

Both Site Coordinator

Both Discovery agent

9202 Out Network Controller Communication between Network Controller 
and managed DLP Network devices.

TLS

In • Sensor

• Interceptor

• ICAP Server

9999 Out Network Controller Initial security certificate exchange between 
Network Controller and managed DLP 
Network devices.

TLS

In • Sensor

• Interceptor

• ICAP Server

RSA enVision Version 3.7 or later with the November 2010 ESU (event source 
update) applied.

Note: RSA recommends that you always apply the latest 
available ESU.

Port
In/
Out

Component Description Protocol
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Appendix B: Example Database Connection Strings

Use connection strings such as the following when configuring a database crawler or a 
database-scan group.

Note: For pairs of strings marked a and b:

• use string a if you supply database-user credentials in the fields provided for that 
purpose.

• Use string b if you are using the Site Coordinator’s run-as user as the database 
user.

These strings and others are described in the RSA DLP Datacenter User Guide, or the 
Enterprise Manager online help.

Oracle examples 1a and 1 b:
Provider=OraOLEDB.Oracle;Data Source=DBName;

Provider=OraOLEDB.Oracle;Data Source=DBName;OSAUTHENT=1;

Oracle examples 2a and 2b:
Provider=OraOLEDB.Oracle;Data 
Source=(DESCRIPTION=(CID=GTU_APP)(ADDRESS_LIST=(ADDRESS=(PRO
TOCOL=TCP)(HOST=IPAddress)(PORT=PortNum)))(CONNECT_DATA=(SID
=DBName)(SERVER=DEDICATED)));

Provider=OraOLEDB.Oracle;Data 
Source=(DESCRIPTION=(CID=GTU_APP)(ADDRESS_LIST=(ADDRESS=(PRO
TOCOL=TCP)(HOST=IPAddress)(PORT=PortNum)))(CONNECT_DATA=(SID
=DBName)(SERVER=DEDICATED)));
OSAUTHENT=1;

SQL Server examples 1 a and 1b:
Provider=sqloledb;Data Source=DBServer;Initial 
Catalog=DBName;

Provider=sqloledb;Data Source=DBServer;Initial 
Catalog=DBName;
Integrated Security=SSPI;

SQL Server examples 2 a and 2b:
Provider=sqloledb;Data Source=DBServer\DBInstance;Initial 
Catalog=DBName;

Provider=sqloledb;Data Source=DBServer\DBInstance;Initial 
Catalog=DBName;
Integrated Security=SSPI;

DB2 example using IBM OLE DB provider for DB2:
Provider=IBMDADB2;Database= SalesDB;Hostname=10.31.252.127;
Protocol=TCPIP; Port=50000;
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DB2 example using Microsoft OLE DB Provider for DB2:
Provider=DB2OLEDB;Network Transport Library=TCPIP;
Network Address=10.31.252.127;Network Port=50000;
Initial Catalog=SalesDB;Package Collection=DLP;Default 
Schema=DLP;

Appendix C: List of RSA DLP Documentation

RSA Data Loss Prevention 9.6 Product Documentation is available on RSA 
SecurCare Online at 
https://knowledge.rsasecurity.com/scolcms/sets.aspx?product=dlp
&_v=document. The following table lists the documents that are part of the RSA 
Data Loss Prevention 9.6.

Related Documentation

For additional information to supplement the product documentation, see the 
following:

Technical Notes. The technical notes discuss optional configuration procedures for 
DLP components or third-party software.The DLP Technical Notes are available on 
RSA SecurCare Online at 
https://knowledge.rsasecurity.com/scolcms/set.aspx?id=8494

Category Documents

User Guides • RSA DLP Network User Guide

• RSA DLP Datacenter User Guide

• RSA DLP Endpoint User Guide

Deployment Guides • RSA DLP Network Deployment Guide

• RSA DLP Datacenter Deployment Guide

• RSA DLP Endpoint Deployment Guide

Best Practices • RSA DLP Datacenter Best Practices

• RSA DLP Endpoint Best Practices

Additional Documents • RSA DLP Policy Guide

• RSA DLP Quick Start

• RSA DLP Upgrade Guide

• RSA DLP Maintenance Guide

• RSA DLP Troubleshooting Guide
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