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Preface

This document provides information on the daily, weekly, monthly, and quarterly tasks 
you need to perform to keep your RSA DLP products running smoothly. It details the 
maintenance you need to do by product. 

Topics:

• About This Guide

• RSA DLP Documentation

• Support and Contact Information

About This Guide

Product Version

The information in this book is current as of DLP version 9.6. 

Corrections or updates to this information may be available through RSA SecurCare® 
Online, at https://knowledge.rsasecurity.com

Organization of This Book

This book includes the following chapters and appendixes:

• Chapter 1, “Introduction” is an overview of the maintenance guide including its 
intended audience and the roles your company’s stakeholders play in keeping 
RSA DLP running smoothly.

• Chapter 2, “Alerts” describes the alerts DLP sends you to help monitor RSA DLP 
and how to configure the alerts in Enteprise Manager.

• Chapter 3, “Daily Maintenance” describes the maintenance tasks you should 
perform on DLP each day.

• Chapter 4, “Weekly Maintenance,” describes the maintenance tasks you should 
perform on DLP each week.

• Chapter 5, “Monthly Maintenance” describes the maintenance tasks you should 
perform on DLP each month.

• Chapter 6, “Quarterly Maintenance” describes the maintenance tasks you should 
perform on DLP each quarter.

• Chapter 7, “Enterprise Manager Certificate Maintenance” describes the process 
you should perform on DLP each week.

https://knowledge.rsasecurity.com
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• Chapter 8, “Endpoint and Network Certificate Maintenance” describes the 
process for regenerating certificates for Network and Endpoint.

• Chapter 9, “Patches and Upgrades” provides details for accessing DLP patches 
and upgrades.

• Chapter 10, “Tools” provides details on 3rd party tools commonly used with DLP.

RSA DLP Documentation

RSA Data Loss Prevention 9.6 Product Documentation is available on RSA 

SecurCare Online at https://knowledge.rsasecurity.com/scolcms/
sets.aspx?product=dlp&_v=document. The following table lists the documents 
that are part of the RSA Data Loss Prevention 9.6.

Related Documentation

For additional information to supplement the product documentation, see the 
following:

Technical Notes. The technical notes discuss optional configuration procedures for 
DLP components or third-party software.The DLP Technical Notes are available on 
RSA SecurCare Online at https://knowledge.rsasecurity.com/scolcms/
set.aspx?id=8494

Category Documents

User Guides • RSA DLP Network User Guide

• RSA DLP Datacenter User Guide

• RSA DLP Endpoint User Guide

Deployment Guides • RSA DLP Network Deployment Guide

• RSA DLP Datacenter Deployment Guide

• RSA DLP Endpoint Deployment Guide

Best Practices • RSA DLP Datacenter Best Practices

• RSA DLP Endpoint Best Practices

Additional Documents • RSA DLP Policy Guide

• RSA DLP Quick Start

• RSA DLP Upgrade Guide

• RSA DLP Maintenance Guide

• RSA DLP Troubleshooting Guide

https://knowledge.rsasecurity.com/scolcms/sets.aspx?product=dlp&_v=document
https://knowledge.rsasecurity.com/scolcms/sets.aspx?product=dlp&_v=document
https://knowledge.rsasecurity.com/scolcms/set.aspx?id=8494
https://knowledge.rsasecurity.com/scolcms/set.aspx?id=8494
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Support and Contact Information

Read this section if you want to contact RSA or request technical support or services.

RSA DLP Customer Support

Access these locations for help with your DLP product.

Support Contacts

RSA SecurCare Online offers a knowledgebase that contains answers to common 
questions and solutions to known problems. It also offers information on new releases, 
important technical news, and software downloads.

The RSA Customer Support Information sites contains information on RSA support 
programs plus an extensive Content Library of product-related documents such as 
datasheets, guides and whitepapers.

The RSA Solution Gallery provides information about third-party hardware and 
software products that have been certified to work with RSA products. The gallery 
includes Secured by RSA Implementation Guides with step-by-step instructions and 
other information about interoperation of RSA products with these third-party 
products.

Before You Call Customer Support

Make sure you have direct access to the computer running your DLP product.

Please have the following information available when you call:

• Your RSA Customer Serial Number. You can find this number on the RSA Order 
Confirmation document for your DLP product. 

• The software version number of your DLP product.

• The make and model of the machine on which the problem occurs.

• The name and version of the operating system under which the problem occurs.

RSA SecurCare Online https://knowledge.rsasecurity.com

Customer Support Information http://www.emc.com/support/rsa/index.htm

RSA Solution Gallery https://gallery.emc.com/community/marketplace/rsa

https://knowledge.rsasecurity.com
http://www.emc.com/support/rsa/index.htm
https://gallery.emc.com/community/marketplace/rsa
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RSA DLP Consulting Services

RSA provide a set of consulting services to help businesses address security and 
sensitive-data loss vulnerabilities quickly and effectively. The services, which 
complement RSA security products, can help your organization to understand your 
risks, prioritize your resources, and expedite the design and implementation of the 
most effective and appropriate Data Loss Prevention solution.

RSA DLP Education Services

RSA Education Services provides the following courses:

• RSA Data Loss Prevention Policy and Classification. This course provides a 
comprehensive training program in policy and classification for data loss 
prevention. This training course centers around the RSA Data Loss Prevention 
and on building the knowledge and skills to use the tools needed to detect 
sensitive content in the most accurate and efficient manner possible. This course 
also provides compliance officers and technical professionals with the knowledge 
and skills necessary to successfully safeguard enterprise content.

• RSA Data Loss Prevention Administration. This course provides 
comprehensive instruction in the administration and configuration of the RSA 
Data Loss Prevention. Theory and product basics such as the RSA DLP 
architecture, integration of RSA DLP components, and the importance of various 
configuration parameters are discussed. Students participate in hands-on exercises 
that build on the basic concepts and allow practical experience in building an 
RSA DLP system.

For an up-to-date schedule of Instructor-led classes and other training options, visit 
the RSA Training and Certification web site, http://www.emc.com/training/
rsa-education-services/index.htm.

Contact RSA DLP

RSA Security Inc. develops industry-leading security solutions, including content 
discovery and remediation technology that prevents unauthorized or unintended 
dissemination of confidential or sensitive information. By preventing such 
disclosures, the RSA DLP helps organizations reduce legal and financial risk, enhance 
customer trust, and achieve regulatory compliance.

For general information about RSA and the RSA DLP, visit http://www.emc.com/
security/rsa-data-loss-prevention.htm.

http://www.emc.com/training/rsa-education-services/index.htm
http://www.emc.com/training/rsa-education-services/index.htm
http://www.emc.com/security/rsa-data-loss-prevention.htm
http://www.emc.com/security/rsa-data-loss-prevention.htm
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1 Introduction

After you purchase RSA DLP, you should perform daily, weekly, monthly, and 
quarterly tasks to keep your RSA DLP products running smoothly. It details the 
maintenance you need to do by product.

Audience

The primary audience for this guide is the DLP Administrator who is typically part of 
the Security Operations group.

Stakeholders

To keep the DLP  running well you need cooperation and input from the following 
stakeholders:  

Role Responsibilities

Security Analyst • Create DLP policies based on the security strategies.

• Review incidents or events generated in the Enterprise Manager Console based 
on the defined policies.

• Fine-tune the policies to reduce false positives.

DLP Administrator or 
Security Operator

• Install and configure the DLP solution.

• Customize the DLP solution based on the implementation plan.

• Maintain the implemented DLP solution on an ongoing basis.

Remediation Group • Monitor incidents and events in the Enterprise Manager Console for patterns.

• Identify critical security incidents.

• Perform remediation actions defined by the security group.

• Define the remediation actions, such as notifying the user or manager, moving 
the file to a secure location.

Database Group • Provide and manage database servers for the DLP solution as required.
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After Purchasing the DLP 9.6

After you purchase RSA DLP 9.6 and you have deployed the products at your 
company, perform the following tasks to keep DLP running well: 

• Set up alerts

• Perform daily, weekly, monthly, and quarterly maintenance tasks

• Apply patches and upgrades as needed.

This document provides the information to help you perform these tasks.
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2 Alerts

• Overview

• Configure Alerts in Enterprise Manager

• Overriding the Threshold for Low-Disk Space Alerts on the EM Machine

• Change the Default Disk Space Threshold

• DLP System Alerts

Overview

Your RSA DLP  comes preloaded with scenarios that trigger alerts. See “DLP System 
Alerts” on page 11. These alerts ensure that the DLP product components are working 
properly. DLP monitors common scenarios, detects unexpected events within those 
scenarios, and sends an alert when an event occurs. This allows you time to fix the 
issue before the problem grows.

You can configure Enterprise Manager, DLP Network, DLP Datacenter, and DLP 
Endpoint to send alerts to a Syslog daemon so that they can be managed by a full 
SIEM system, such as RSA enVision, to a centralized e-mail address or to both.

DLP Enterprise Manager sends alerts to the alert.log file. You can view the alerts 
from the DLP Status Overview page by selecting Admin > Status Overview > 
System Alerts Log.

Configure Alerts in Enterprise Manager

Procedure

1. Choose whether the alerts will be sent to a Syslog server, to a centralized e-mail 
address, or to both.

2. Configure your selected alert method. 

– E-mail server

From the Enterprise manager, select Admin > Notifications > Email Server 
Config.
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– Syslog server From the Enterprise manager, select Admin > Settings > SIEM 
Configuration.

3. Create the system alerts configuration.

a. From the Enterprise Manager, select Settings > System Alerts 
Configuration.

b. Specify the alerting method for the Enterprise Manager product.

c. Specify an Alert Recipient by inputting a valid e-mail address, if you have 
selected an e-mail alerting method.

d. Click Save to save your configuration

Overriding the Threshold for Low-Disk Space Alerts on 
the EM Machine

For the Enterprise Manager machine, the default disk space threshold is 50 MB for the 
low disk space alerts. If you want to change the default disk space threshold to an 
amount that will require immediate remediation action, consider updating the disk 
space threshold based on your daily amount of disk space usage. Set the disk space 
threshold amount to give you time to remedy the situation and have enough disk space 
remaining to perform additional operations. 

For example, consider the scenario where the Enterprise Manager system has 500 GB 
of free space reserved for the RSA DLP Enterprise Manager. If the RSA DLP 
Enterprise Manager receives an average of 10,000 events per day which consume 
about 5 GB per day, you should set threshold to 80%. This will give you 
approximately two weeks to perform operations to add or regain space before disk 
space runs out.

Use the following formula to arrive at an estimate of the amount of space you use per 
day. 

Change the Default Disk Space Threshold

To change the default disk space threshold on the Enterprise Manager, you must 
access the machine hosting the RSA DLP Enterprise Manager application. You cannot 
do it through the user interface.

Table 1 Formula to Estimate Space Used Per Day by the Enterprise Manager

TotalStorage = NumEvents * MatchedContentSize

where NumEvents = The total number events that will have occurred since deployment.

MatchedContentSize = The average size of matched content per event.
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Procedure

1. Open the file \Program Files\RSA\Enterprise Manager\webapps\root\
WEB-INF\applicationContext-service.xml.

2. Find the following lines.

<bean id="utilityService" 
class="com.tablus.tem.service.impl.UtilityServiceImpl">

<property name="systemMetadataDAO" 
ref="systemMetadataDAO" />

<property name="alertingService" ref="alertingService" 
/>

<property name="minDiskThreshold" value="52428800"/>   
<!-- 50 MB threshold -->

</bean>

3. Change the value for the property name="minDiskThreshold". 

Important: The value must be represented in bytes. 

DLP System Alerts

This topic provides descriptions of the alerts and messages that are generated for the 
most common error scenarios for each DLP component.

By default, DLP Endpoint is configured to send alerts for the most common error 
scenarios to the local system’s Event Viewer.

• Enterprise Manager Alerts

• DLP Network Alerts

• DLP Datacenter Alerts

• DLP Endpoint Alerts

Enterprise Manager Alerts

The table below provides descriptions of the alerts and messages that are 
generated for the most common error scenarios for Enterprise Manager.
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Alert ID Message and Description

EM-000 Initializing RSA DLP Enterprise Manager 

Bootstrap Message. This message is sent when a SIEM configuration is created or updated.

EM-999 RSA DLP Enterprise Manager release number.build number

Heartbeat Message. This message is sent every hour to indicate that Enterprise Manager is up 
and running. 

EM-001 Low disk space on DLP partition
This alert is sent if the disk space on system partition falls below a specified value. The system 
partition is the drive on which Enterprise Manager is installed; by default C:\Program Files\
RSA\Enterprise Manager

The default value is 50MB.

EM-002 Low disk space on matched files partition
This alert is sent if the disk space on the matched files partition falls below a specified value. The 
matched files partition is the drive where matched content data is stored; by default C:\rsa

The default value is 50MB.

EM-003 Unable to communicate with the database
This alert is sent if the Enterprise Manager cannot connect to the database.

EM-004 Unexpected error while indexing events/incidents
This alert is sent if an exception is thrown while indexing events and incidents.

EM-007 Unable to communicate with Event Loader
This alert is sent when there is a loss of connectivity between Enterprise Manager and the Event 
Loader.

EM-008 RSA DLP CA certificate aliased - {0} is going to expire on {1}
This alert is sent when a certificate is about to expire.

EM-009 Unable to communicate with Endpoint Coordinator
This alert is sent when one or more Endpoint Coordinators did not report the status for a 
specified duration.

EM-010 Unable to communicate with Endpoint Coordinator web server
This alert is sent when the Enterprise Manager is unable to communicate with the web server that 
is used as the file store for the Root Endpoint Coordinator. 

EM-011 Unable to communicate with Endpoint Coordinator message broker
This alert is sent when the Enterprise Manager is unable to communicate with the Message 
Broker component on the Root Endpoint Coordinator. The Enterprise Manager cannot receive 
status messages from the Endpoint components until this problem is resolved. 

EM-012 Unable to communicate with Endpoint Coordinator Certificate join 
service
This alert is sent when the Enterprise Manager is unable to communicate with the Certificate 
Services component on the Root Endpoint Coordinator. The Enterprise Manager cannot renew or 
issue certificates to Endpoint Coordinators and Endpoint agents until this problem is resolved.
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DLP Network Alerts

The table below provides descriptions of the alerts and messages that are 
generated for the most common error scenarios for DLP Network.

.

EM-013 Datacenter Grid Scan Finished
This alert is sent when the grid scan is complete.

EM-014 Datacenter Agent Scan Finished
This alert is sent when the agent scan is finished.

EM-015 Exceeded total size of Endpoint Fingerprint
This alert is sent when the total size of the Fingerprinted-Content Blades used by the Endpoint 
policies exceed a specified limit. Enterprise Manager cannot send policy updates until the 
problem is resolved. 

Alert ID Message and Description

NW_000 Initializing DLP Network DEVICETYPE: HOSTNAME

This alert is sent when a Network device is rebooted and each time the configuration file is 
loaded. 
NOTE: Only sent for syslog alerting; not sent out as an email alert.

NW_999 DLP Network DEVICETYPE(VERSION), Uptime: UPTIME
Heartbeat Message. This message is logged once every hour to inform that a Network device is 
up and also logs the latest uptime.

NOTE: Only sent for syslog alerting; not sent out as an email alert.

NW_001 Low disk space. Disk space usage on '/' is at 95%
This alert is sent when disk usage of the Network device exceeds the high percentage value. 

The default limit is 85% usage.

NW_002 Low inodes condition. Inode usage on '/' is at 4%
This alert is sent when inode usage exceeds the high percentage value (an inode is a record in a 
filesystem that contains information about a file or directory such as its size, owner, and so on.).

The default value is 95% usage.

NW_003 Controller flow control transition to OFF: Inadequate disk space to 
accept events from managed devices
This alert is sent when the local disk space usage of the Network controller exceeds a specified 
limit and the Network Controller stops accepting audits from the Network managed devices.

The default limit is 85%

Alert ID Message and Description
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NW_004 Controller flow control transition to ON: Accepting events from 
managed devices
This alert is sent following a NW-003 alert (above), when the usage drops below a specified 
value and audits from Network managed devices are again accepted by the Network Controller

The default limit is 95%

NW_005 DLP Managed Device (DEVICE: HOSTNAME) not connected to controller
This alert is sent when the Network Controller is unable to connect with a configured managed 
device.

NW_006 DLP Network Controller unable to communicate with DEVICETYPE: DEVICE 
ADDRESS

This message is generated when a configured managed device stops communicating with the 
Network Controller.

NW_007 Process failed: ProcessName
This alert is sent when the Monitor program on a Network device (controller, interceptor, sensor, 
icap-server) experiences a sub-process fail.

Monitor will attempt to restart a process three times; the alert is sent after the third failed try.

NW_008 Unable to start NW process: ProcessName
This alert is sent when the Monitor program on a Network device (controller, interceptor, sensor, 
icap-server) is unable to start a Network process.

NW_009 Sensor queue too large: PROTOCOL_TYPE
This alert is sent if the protocol dispatch queue on the sensor exceeds a specified size/time. 

The default size is 3000 items on a queue, the default time to be above this size is 60 minutes.

NW_010 Interceptor: PATH_TO_MAIL_QUEUE mail queue above 100% (size: nnnn), 
closing port 25
This Critical alert is sent when the size of the mail queue on the interceptor significantly exceeds 
the specified percentage threshold. The default is 85%, set on the interceptor configuration page 
of Enterprise Manager. The displayed size is the total size of the queue.

NW_011 Interceptor: All mail queues and disk space usage are below critical 
level, opening port 25
This Info alert is sent when the sizes of mail queues and percentages of space used by the queues 
decreases to equal to or less than 80% of the specified high values after the thresholds were 
exceeded (after a NW-010 Critical alert). 

You set the maximum sizes and percentages for each mail queue in the interceptor configuration 
page of Enterprise Manager. 

NW_012 Interceptor: Mail relay mail.acme.com not responding on port 25
This alert is sent when the Network interceptor is unable to connect to the mail relay (encryption 
host or smart host) on port 25.

NW_013 ICAPServer is not listening on ICAP port 1344
This message is generated if ICAPServer.py (the main ICAP server process) is not operating 
correctly.

Alert ID Message and Description
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DLP Datacenter Alerts

The table below provides descriptions of the alerts and messages that are 
generated for the most common error scenarios for DLP Datacenter.

NW_014 ICAPServer has not received any requests in 480 minutes, check network 
connectivity
When the ICAP Server has not received any requests from the ICAP client (for example the 
BlueCoat proxy) for the specified time. 

NW_015 DLP network appliance entering sample mode
This alert indicates that tcpflow is currently in sampling mode.

NW_016 DLP network appliance exiting sample mode
This alert indicates that tcpflow is currently not in sampling mode.

NW_017 DLP network appliance - no packets sampled in over 10 minutes, check 
network connectivity
This alert is sent when no packets have been received by the sensor’s network interface (NIC) in 
the last 10 minutes. The network interface can be either a Xyratex card or a standard NIC card 
(installed in eth1).

NW_018 DLP NW Monitor program not responding
A Network Monitor program periodically checks whether the Network Monitor process is 
running, and if it is running, it also checks and see if the Network Monitor process/ service can 
be connected from a Monitor client program. If the NW monitor is not running or if the Monitor 
process/ service can not be connected to, this alert is generated.

NW_023 Interceptor: PATH_TO_MAIL_QUEUE mail queue above 85% (size: nnnn)
This Warning alert is sent when the size of the mail queue on the interceptor exceeds the 
specified percentage threshold. The default is 85%. The displayed size is the total size of the 
queue.

You set the threshold for the mail queue on the interceptor configuration page in Enterprise 
Manager. 

NW_024 Interceptor: PATH_TO_MAIL_QUEUE mail queue below warning level, n% 
(size: nnnn)
This Info alert is sent when the size of the mail queue on the interceptor decreases to equal to or 
below the specified percentage threshold. The default is 85%. The displayed percentage is the 
percentage of size below the threshold. The displayed size is the total size of the queue.

Alert ID Message and Description



16 Chapter 2:  Alerts

RSA DLP 9.6 Maintenance Guide

Alert ID Message and Description

TH-000 Connecting

Bootstrap Message. This message is sent when the alerting settings are changed for the syslog 
server.

TH-999 The task host on the host system, {Machine Name}, is running

Heatbeat Message. This message is sent every hour to indicate that a Datacenter Task Host is up 
and running. 

TH-001 Hostname: hostname

The host system is running low on disk space. There are only 
{bytes} of free space available

This alert is sent if the disk space on the system partition on the specified host falls below a 
specified value.

The default value is 50MB.

TH-002 The task, {task_name}, has exited without the task signaling 
completion

This alert is sent if a Datacenter task terminated abnormally.

EC-001 A connection failure to the site {IP address} occurred

This alert is sent when connection to the Site coordinator fails.

GC-001 The worker {worker_name} was decommissioned before the scan 
completed. It was {successfully | not} recommissioned

This alert is sent when a worker is decommissioned (either initiated by a user or automatically by 
the system), before the scan was completed.

GC-002 The grid coordinator has found that all of the workers are idle 
for scan group, {grid_ID}, job, {job_ID}

This alert is sent if the grid coordinator determines that all grid workers are idle.

GC-003 The scan is shutting down prematurely for scan group, 
{grid_ID}, job, {job_ID}, The shutdown was initiated by  
{worker_name}

This alert is sent whenever a grid scan is terminated before the scan is completed. This alert is 
NOT sent if the scan was stopped by a user.

GW-001 The worker, {worker_name}, has been idle for a prolonged period 
for scan group, {grid_ID}, job, {Job_ID}: {error_message}"

This alert is sent after a grid worker was unsuccessful at acquiring additional work from the grid 
coordinator.
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DLP Endpoint Alerts

The table below provides descriptions of the alerts and messages that are 
generated for the most common error scenarios for DLP Endpoint.

GW-002 The worker, {worker_name}, is unable to reach the data 
repository for scan group, {grid_ID}, job, {Job_ID}: 
{error_message}

This alert is sent if the grid worker was unsuccessful at connecting to the data source during the 
grid worker initialization.

GW-003 The worker, {worker_name}, is no longer able to reach the data 
repository for scan group, {grid_ID}, job, {Job_ID}: 
{error_message}

This alert is sent if a data source becomes unreachable during a grid scan.

FP-001 FP Crawler with group id {fpGroupId} Failed"

This alert is sent when an error occurred with a Fingerprint crawl.

Alert ID Message and Description

EP-001 Repeated attempts to stop the DLP Endpoint service

This alert is sent when the user attempts to restart the DLP Endpoint service five times within the 
space of one hour and if tamper proofing is enabled.

EP-002 Repeated and frequent timeouts when DLP Endpoint is analyzing files
This alert is sent when extract and classify times out five times within the space of one hour. 

EP-005 Low disk space on the host
This alert is sent when the disk space is less then 200 MB. DLP Endpoint checks for disk space 
while sending events after a violation.

Alert ID Message and Description
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3 Daily Maintenance

• Enterprise Manager

• Enterprise Coordinator

• Site Coordinator

• Grid Worker

• Root Endpoint Coordinator

• Network

• Partner Device

Think of the RSA DLP  daily maintenance as a blood pressure, heartbeat, or pulse 
check for your system. You want to make sure your system is in a steady state. The 
checks are quick; you can do it all from one machine.

Enterprise Manager

On the Enterprise Manager, do the following:

• check that services are running

• check that the processes are running

• monitor incidents and events.

Check the Services

Procedure

1. Open the Windows Services Console.

2. Check that the RSA DLP Enterprise Manager service is running.

3. If your company has the Partner Device Integration enabled, check that the RSA 
DLP Local Site Interop service is running.

If a service is not running, refer to the RSA DLP Troubleshooting Guide for more 
information.
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Check the Processes

The Enterprise Manager processes are:

• RSAEMService.exe

• Event Loader (java.exe)

• ComponentShell.exe

Checking this process is only pertinent if your company has the Partner Device 
Integration enabled.

The jettyservice.exe and EventLoader.exe display as java services. 

Procedure

1. Select one of the following:

– Use the Process Explorer, a windows utility, to view the processes. 

– Use the Task Manager to identify the three processes.

2. Check that the four processes are running.

3. Check that these processes do not consume large amounts of CPU cycles and a 
large amount of memory resources for a long period of time, such as, 99 to 100% 
of the CPU cycles.

If any of the processes are not running, refer to the RSA DLP Troubleshooting Guide 
for more information.

Monitor Incidents and Events 

Monitor incidents and events from DLP Enterprise Manager. Based on your 
company’s historical data, notice if the number of events are what you expect to see. If 
there are not enough events, too many, or no events, refer to the RSA DLP 
Troubleshooting Guide. 

Enterprise Coordinator

Use the Enterprise Manager console to check the Enterprise Coordinator.

1. Log onto the Enterprise Manager.

2. Select Admin.

3. Review the information on the page.

Site Coordinator

Use the Enterprise Manager console to check the Site Coordinators.
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1. Log onto the Enterprise Manager.

2. Select Admin.

3. Review the information on the page.

Grid Worker

Use the Enterprise Manager console to check the Grid Workers.

1. Log onto Enterprise Manager.

2. Select Admin.

3. Expand the Site Coordinator(s) you have created.

4. Expand the Grid Worker.

5. Review the information on the page.

Root Endpoint Coordinator

Use the Enterprise Manager console to check the Root Endpoint Coordinator,

1. Log on to Enterprise Manager

2. Select Admin > Endpoint > Endpoint Coordinator.

3. Review the information on the page.

Network

Use the Enterprise Manager console to check the Network components.

1. Log on to the Enterprise Manager.

2. Select Admin > Network.

3. Review the information on the page.

Partner Device

If you have a partner device that is integrated with DLP Enterprise Manager: 

1. Make sure the partner device is up.

a. Navigate to Admin > Partners.

b. Find the partner device in the list and check its status.



22 Chapter 3:  Daily Maintenance

RSA DLP 9.6 Maintenance Guide

2. Check that the events are sent to the Enterprise Manger by checking the event list 
in Enterprise Manager.

a. Navigate to Incidents > Events or Incidents > Incidents.

b. Search for the device or vendor name to filter the list to show events or 
incidents for the specified device or vendor.

3. Check that the status interval you configured on the partner side is the same 
frequency with which you see it on the Enterprise Manager side.

a. Navigate to Admin > Partners.

b. Select the name of the device for which you want details.

c. Check the Status Interval value in the Device Details section of the page.

See also

• DLP Network User Guide or Enterprise Manager online help 

• Managing Partner Device DLP with Enterprise Manager technical note
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4 Weekly Maintenance

• Enterprise Manager

• Enterprise Coordinator

• Site Coordinator

• Root Endpoint Coordinator

• Endpoint Agents 

• Grid Worker

• Network

Perform weekly maintenance on RSA DLP as described in this section. Weekly 
maintenance requires additional tools or requires you to log into each component 
machine. It involves a deeper check than the daily maintenance tasks

Enterprise Manager

For the Enterprise Manager, do the following:

• check for disk space availability 

• check the connectivity.

Check Disk Space Availability

Procedure

1. From the Enterprise Manager machine, access the drive where you installed the 
Enterprise Manager.

2. Observe the amount of free disk space.

RSA recommends that you have several GBs of free space. 

Note: When there is less 50 MB of free space, the Enterprise Manager 
pauses harvesting the files, that is, the events, from the Site Coordinators.

3. Change directory to the path where the matched content directory, the largest DLP 
directory, resides.
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Note: The default directory is C:\RSA.

4. Select one of the following:

– If there is enough disk space, perform the check next week.

– If the disk has less then 20 percent free space, do one or more of the 
following:

• clean up the following folder <Install DIR>\RSA\Report\Dashboards 
by removing folders under it that are more than 3 months old

• work with your company’s remediation group to delete incidents and 
events in the matched content folder 

• work with the IT group to provision more space

• contact RSA Support if you need to archive events and incidents and their 
respective matched content.

Note: First, check your companies retention policies.

Connection Between Enterprise Manager and Enterprise 
Coordinator

Procedure

1. From the Enterprise Coordinator machine, ping the Enterprise Manager machine.

2. From the Enterprise Manager machine, ping the Enterprise Coordinator machine.

3. Verify that the Enterprise Manager can connect to port 9145 of the Enterprise 
Coordinator: 

a. On the command line, type telnet <EC machine> 9145

The command prompt will be blank and the window Telnet <hostname> 
displays.

b. Press Ctrl + C.

The command prompt window closes.

Note: If the Enterprise Manager and the Enterprise Coordinator are 
located on the same physical machine, Ctrl + C does not work. Close 
the command prompt window manually.

4. Verify that the Enterprise Coordinator can connect to port 9143 of the Enterprise 
Manager.

a. On the command line, type telnet <EM machine> 9143

The command prompt will be blank and the window Telnet <hostname> 
displays.

b. Press Ctrl + C.
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The command prompt window closes.

Note: If Enterprise Manager cannot connect to the Enterprise 
Coordinator, the Enterprise Manager generates a SIEM alert. If the 
Enterprise Coordinator cannot connect to Enterprise Manager, no alerts 
are sent.

If you cannot connect to either the Enterprise Manager or the Enterprise Coordinator, 
refer to the RSA DLP Troubleshooting Guide.

Connection Between Enterprise Manager and Root Endpoint 
Coordinator Certificate Services

Procedure

1. From the Root Endpoint Coordinator machine, ping the Enterprise Manager 
machine.

2. From the Enterprise Manager machine, ping the Root Endpoint Coordinator 
machine.

3. Verify that the Enterprise Manager can connect to port 5772 of the Root Endpoint 
Coordinator: 

a. On the command line, type 

telnet <Endpoint Coordinator machine> 5772

The command prompt will be blank and the window Telnet <hostname> 
displays.

b. Press Ctrl + C.

The command prompt window closes.

Note: If the Enterprise Manager and the Root Endpoint Coordinator 
are located on the same physical machine, Ctrl + C does not work. 
Close the command prompt window manually.

Connection Between Enterprise Manager Database and Enterprise 
Manager

Procedure

1. From the Enterprise Manager machine, open the Command Prompt window.

2. Select one of the following methods for connecting to the Enterprise Manager 
machine:

– At the command prompt, type sqlcmd -S“tcp:<SQLServerName>” 

When you get a prompt, enter: 

use your_EM_database_name
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The following displays:

Changed Database Context to ‘your_EM_database_name’

Note: Consult sqlcmd if you have other connection options, such as 
certificates.

– Create a SQLConnect.udl file.

See Create a .udl File for details.

Next time you check the connection you can double-click the file icon to bring 
up a Properties window and click Test Connection to connect to the 
Enterprise Manager database.

If you cannot connect to either the Enterprise Manager or the Enterprise Manager 
database, refer to the RSA DLP Troubleshooting Guide.

Create a .udl File

Alternatively, use an Universal Data Link (UDL) file to test the connection.

Procedure

1. Open Notepad.

2. Select File > Save As.

3. Type SQLConnect.udl and select Save. 

4. Exit Notepad. 

5. Right-click on the SQLConnect file icon and select Properties.

The SQLConnect.udl Properties window opens.

6. Select the Provider tab.

7. Select Microsoft OLE DB Provider for SQL Server.

8. Select the Connection tab.

9. Select the SQL Server host name in the drop-down menu.

10. Choose the appropriate login method.

11. Select the your_EM_database_name from the drop-down menu.

12. Click Test Connection.

13. Select one of the following.

– If you get connected, go to the next step.

– If you don’t get connected, check the settings again.

14. Click Apply.
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Check Connection Between Enterprise Manager and Network 
Controller

Procedure

1. From the Enterprise Manager machine, ping the Network Controller machine.

2. Verify that the Enterprise Manager can connect to port 9144 of the Network 
Controller machine.

a. On the command line, type telnet <NWC machine> 9144

The command prompt will be blank and the window Telnet <hostname> 
displays.

b. Press Ctrl + C.

The command prompt window closes.

3. From the Network Controller machine, ping the Enterprise Manager machine.

4. Verify that the Network Controller can connect to port 9143 of the Enterprise 
Manager.

a. On the command line, type telnet <EM machine> 9143

The command line displays: 
Connected to <hostname> 

Escape character is '^]'.

Connection closed by foreign host.

b. Exit the command line.

If you cannot connect to either the Enterprise Manager or the Network Controller, 
refer to the RSA DLP Troubleshooting Guide.

Enterprise Coordinator

On the Enterprise Coordinator, check the:

• service

• processes

• disk space consumption

• connection between the Enterprise Coordinator and the Site Coordinators

• ResultFileDrop folder

• ResultFileError folder, if it exists

• log file size.
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Check the Service

Procedure

1. Open the Windows Services Console.

2. Check that the RSA DLP Enterprise Coordinator service is running.

If the service is down, refer to the RSA DLP Troubleshooting Guide for more 
information.

Check the Processes

1. Open the Task Manager.

2. Check that the LongArm.V8.Agent.exe is running.

If the process is down, refer to the RSA DLP Troubleshooting Guide for more 
information. 

Disk Space Consumption

RSA recommends a weekly check of the disk space consumption on the Enterprise 
Coordinator. You may want to check it more frequently if your company runs very 
large scans.

Procedure

1. From the Enterprise Coordinator machine, access the drive where you installed 
Enterprise Coordinator.

2. Observe the amount of free disk space.

RSA recommends that you have several GBs of free space. 

3. Select one of the following:

– If there is enough disk space, perform the check next week.

– If there are many files in the DLP installation folder which is contributing to 
the low disk space problem, refer to the DLP Troubleshooting Guide for steps 
to take to make sure that the files stuck in the Enterprise Coordinator are 
posted in the Enterprise Manager. This will free disk space on the Enterprise 
Coordinator.

Important: Do not delete files in the RSA DLP installation folder without 
understanding the impact. Consult RSA DLP Technical Support if you 
have questions.
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Connection Between the Enterprise Coordinator and the Site 
Coordinators

Procedure

1. From the Enterprise Coordinator machine, ping each Site Coordinator machine.

2. Verify that the Enterprise Coordinator can connect to port 9150 of each Site 
Coordinator. 

a. On the command line, type telnet <SC machine> 9150

The command prompt will be blank and the window Telnet <hostname> 
displays.

b. Press Ctrl + C.

The command prompt window closes.

3. From each Site Coordinator machine, ping the Enterprise Coordinator machine.

4. Verify that the Site Coordinator can connect to port 9145 of the Enterprise 
Coordinator machine. 

On the command line, type telnet <EC machine> 9145

a. The command prompt will be blank and the window Telnet <hostname> 
displays.

b. Press Ctrl + C.

The command prompt window closes.

If you cannot connect to either the Enterprise Coordinator or one of the Site 
Coordinators, refer to the RSA DLP Troubleshooting Guide.

ResultFileDrop Folder

The ResultFileDrop folder contains all the files that will be posted to the Enterprise 
Manager. The files come from the downstream components, such as the Site 
Coordinator and the agents. These files include events, status files, and scan-result 
files, and so on. Monitor the files in this folder because these files can accumulate in 
the Enterprise Coordinator if the Enterprise Manager database is having difficulty 
processing all the files.

The folder is located at <Install DIR>\Discovery\EnterpriseCoordinator\
ResultFileDrop

Example: C:\Program Files\RSA\Discovery\EnterpriseCoordinator\ResultFileDrop

If there are large number of items in this folder, make the following additional checks:

• Check that the Enterprise Manager is up and running. 

• Check that the processes associated with the Enterprise Manager are not 
consuming a lot of CPU cycles, specifically, the java.exe processes. 

If these processes are stagnant, restart the Enterprise Manager service.
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ResultFileError Folder 

The ResultFileError folder contains files that the Enterprise Coordinator failed to post 
to the Enterprise Manager. The folder includes DLP events, agent statuses, and grid 
scan results. The Enterprise Coordinator will try to repost the files in the 
ResultFileError folder every hour.

Monitor this folder to make sure there are no files in it.

The folder is located at <Install DIR>\Discovery\EnterpriseCoordinator\
ResultFileError

Example: C:\Program Files\RSA\Discovery\EnterpriseCoordinator\ResultFileError

If the folder contains files, the possible causes are:

• the Enterprise Coordinator cannot connect to the Enterprise Manager for external 
reasons, such as network connectivity issues.

• an incorrectly formatted file which the Enterprise Manager rejected. 

Contact RSA Support for further action.

Check Log File Size

Procedure

1. Change directory to <Install DIR>\RSA\Discovery\EnterpriseCoordinator.

2. Observe the size of the messages.log and messages.log.<date> file.

By default, messages.log file maximum size is 10 MB. It rolls over once it reaches 
the maximum size. If the log file is rolling over quickly, you should consider 
increasing the maximum size using the Advanced Configuration settings. See the 
Enterprise Manager online help or the DLP Endpoint User’s Guide for more 
information.

Site Coordinator

On the Site Coordinator, check the:

• service

• processes

• disk space consumption.

Check the Service

Procedure

1. Open the Windows Services Console.



Chapter 4:  Weekly Maintenance 31

RSA DLP 9.6 Maintenance Guide

2. Check that the RSA DLP Endpoint Agent service is running.

3. Repeat for each Site Coordinator.

Disk Space Consumption

RSA recommends a weekly check of the disk space consumption on the site 
coordinator. 

Procedure

1. From the Site Coordinator machine, access the drive where you installed endpoint 
agent.

2. Observe the amount of free disk space.

RSA recommends that you have several GBs of free space. 

If the site coordinator doesn’t have enough free space because of large amount of data 
in that directory, refer to the RSA DLP Troubleshooting Guide.

Root Endpoint Coordinator

On the Root Endpoint Coordinator, check the:

• service

• processes

• disk space consumption

• connection between the Root Endpoint Coordinator and the Endpoint 
Coordinators

• file_store folder

• Service logs file sizes

• Apache logs file sizes

• RabbitMQ log file size

Check the Service

Procedure

1. Open the Windows Service Console on the Root Endpoint Coordinator machine.

2. Check that the following services are running:

– RSA DLP Endpoint Coordinator

– RSA DLP Endpoint File Server 

– RSA DLP Message Broker 
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– RSA DLP Join Service.

Note: This RSA DLP Join Service is available only in the Root 
Endpoint Coordinator.

3. Repeat the process for the each Endpoint Coordinator.

If a service is down, refer to the RSA DLP Troubleshooting Guide for more 
information.

Check the Processes

1. From the Root Endpoint Coordinator machine, open the Task Manager.

2. Check that the following processes are running:

– EndpointCoordinator.exe

– RSADLPJoinService.exe

Note: The RSA DLP Join Service is available only in the Root 
Endpoint Coordinator.

If the process is down, refer to the RSA DLP Troubleshooting Guide for more 
information. 

Disk Space Consumption

Procedure

1. Log on to the Enterprise Manager console.

2. Select Admin > Endpoint > Endpoint Coordinator.

3. View the Disk Status to see the percentage of the disk used by the Endpoint 
Coordinator.

Connection Between the Root Endpoint Coordinator and Endpoint 
Coordinators

Procedure

1. From one of the Endpoint Coordinator machines, ping the Root Coordinator. 

2. Verify that the Endpoint Coordinator can connect to port 5871 of the Root 
Endpoint Coordinator.

3. On the command line, type:

telnet <EPC machine> 5871

The command prompt will be blank and the window Telnet <hostname> displays.

4. Press Ctrl + C.

The command prompt window closes.
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Check file_store Folder

The fluster folder contains all the files that will be posted to the Enterprise Manager. 
These files include events, status files, and scan-result files, and so on. Monitor the 
files in this folder because these files can accumulate in the Endpoint Coordinator if 
the Enterprise Manager database is having difficulty processing all the files.

Procedure

1. Access the Root Endpoint Coordinator machine.

2. Change directory to <Install DIR>\EndpointCoordinator\Apache\file_store

Example: C:\Program Files\RSA\EndpointCoordinator\file_store

3. Observe the size of the folder. 

4. Repeat for each Endpoint Coordinator.

Check Service Log Files Sizes

Procedure

1. Change directory to <Install DIR>\EndpointCoordinator\logs.

2. Observe the size of the following:

– EPCService.log—default size is 20 MB

– ECPService.log.<date>—default size is 20 MB 

– joinservice.log—default size is 10 MB

– joinservice.log.<date>—default size is 10 MB

Each file rolls over once it reaches the maximum size. If the log file is rolling over 
quickly, you should consider increasing the maximum size using the Advanced 
Configuration settings. See the Enterprise Manager online help or the DLP 
Endpoint User’s Guide for more information.

Check Apache Logs Sizes

1. Change directory to <Install DIR>\EndpointCoordinator\Apache\logs.

2. Observe the size of the following:

– access.log—default size is 100 MB 

– error.log—default size is 100 MB

Each file rolls over once it reaches the maximum size. If the log file is rolling over 
quickly, you should consider increasing the maximum size using the Advanced 
Configuration settings. See the Enterprise Manager online help or the DLP 
Endpoint User’s Guide for more information.

Check RabbitMQ Logs Sizes

1. Change directory to <Install DIR>\EndpointCoordinator\RabbitMQ\logs.
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2. Observe the size of the rabbit@localhost.log

where localhost is the name of the Endpoint Coordinator machine.

Note: The default size is 10 MB. 

The file rolls over once it reaches the maximum size. If the log file is rolling over 
quickly, you should consider increasing the maximum size using the Advanced 
Configuration settings. See Enterprise Manager Online Help or the DLP Endpoint 
User’s Guide for more information

Endpoint Agents

Since you may have a large number of Endpoint agents, it would be difficult to check 
them individually. Use the Enterprise Manager Agent Management dashboard to 
identify the agents that are not functioning properly. Select a few that are accessible 
for the checks described below.

Note: Notify the necessary stakeholders before performing the checks.

For the manual Endpoint agents, check: 

• disk space

• outbox folder size

• log file size.

Disk Space Consumption

RSA recommends a weekly check of the disk space consumption on several random 
Endpoint agents. 

Procedure

1. From the selected Endpoint agent machine, access the drive where you installed 
endpoint agent.

2. Observe the amount of free disk space.

RSA recommends that you have several GBs of free space. 

3. Repeat for the other selected endpoints.

If the endpoint agent does not have enough free space because of large amount of data 
in that directory, refer to the RSA DLP Troubleshooting Guide.
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Monitor Outbox Folder Size

The Outbox folder stores the events generated on the agent machine. Monitor the size 
of the folder.

Procedure

1. Select several random endpoint agent machines.

2. Change directory to <Install DIR>\Enforce\cache\outbox

3. Observe the size of the outbox folder.

The outbox folder contains all the events generated on an agent machine. After an 
event is posted to the Endpoint Coordinator (EPC), it is deleted from the folder. The 
directory may be quite large if DLP Endpoint is not able to post events to EPC. Refer 
to the RSA DLP Troubleshooting Guide for more details.

Monitor Log File Size

Procedure

1. Select several random endpoint agent machines.

2. Change directory to <Install DIR>\Enforce\ logs

3. Observe the size of the messages.log file.

By default, mesages.log file maximum size is 10 MB. It rolls over once it reaches 
the maximum size. If the log file is rolling over quickly, refer to the RSA DLP 
Troubleshooting Guide.

Enterprise Manager Agent Management

From the Enterprise Manager console, use the Agent Management Dashboard to 
assess the health of the Endpoint agents.

Procedure

1. Log on to the Enterprise Manager console.

2. Select Admin > Endpoint > Agent Management.

The Agent management Dashboard opens.

3. You can perform the search using the following filter categories:

– Search Terms. Use the text box to search for Endpoint agents based on 
hostname, IP address, or username of the logged on user.

– Agent Status. The status of the Endpoint agents.

– Error Type. The type of error reported by the Endpoint agents.

– Date of Last Status. The last date or time when the Endpoint agents reported 
the status.
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– Endpoint Coordinator. The Endpoint Coordinator through which the 
Endpoint agent communicated the last status.

– Endpoint Group. The Endpoint groups to which the Endpoint agents are 
associated.

– Installation/Upgrade Date. The date or time when the Endpoint agents were 
installed or upgraded.

– Operating System. The operating system used in the end-user machines.

– Agent Version. The version of the DLP Endpoint in the end-user machines.

– Policy Revision. The timestamp of the policy package that the Endpoint agent 
is currently using.

– Configuration Revision. The timestamp of the configuration package that 
the Endpoint agent is currently using.

If you see errors, refer to the RSA DLP Troubleshooting Guide.

Grid Worker

For the Grid Workers, check the:

• service

• processes

• disk space

• network connection.

Check the Service

Procedure

Note: You can check the service only when a scan is in progress or if you 
have a permanent Grid Worker.

1. Open the Windows Services Console.

2. Check that the RSA DLP Endpoint Agent is running.

3. Repeat for each Grid Worker.

If the service is not running, refer to the RSA DLP Troubleshooting Guide for more 
information.

Check the Processes

Procedure

1. Open the Task Manager.
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2. Check that the Longarm.V8.Agent.exe is running.

Note: You can check the service only when a scan is in progress or if you 
have a permanent grid worker. 

3. Check that the SAgent.exe is running.

Note: You can check the process only when a scan is in progress.

4. Check that the OutProcServer.exe is running.

Note: You can check the process only when a scan in progress.

5. Check that these processes do not consume large amounts of CPU cycles and a 
large amount of memory resources for a long period of time, such as, 99 to 100% 
of the CPU cycles and greater than 750,000K of memory.

6. Repeat for each Grid Worker.

Disk Space Consumption

RSA recommends a weekly check of the disk space consumption on the grid workers. 

Procedure

1. From the Grid Worker machine, access the drive where you installed the endpoint 
agent.

2. Observe the amount of free disk space.

RSA recommends that you have several GBs of free space. 

3. Repeat for all the grid workers.

Connection Between the Grid Workers and the Site Coordinator

Procedure

1. From the Site Coordinator machine, ping each Grid Worker machine.

2. Verify that the Site Coordinator can connect to port 9150 of each Grid Worker. 

a. On the command line, type telnet <GW machine> 9150

The command prompt will be blank and the window Telnet <hostname> 
displays.

b. Press Ctrl + C.

The command prompt window closes.

3. From each Grid Worker machine, ping the Site Coordinator machine.

4. Verify that the Grid Worker can connect to port 9150 of the Site Coordinator 
machine. 
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On the command line, type telnet <SC machine> 9150

a. The command prompt will be blank and the window Telnet <hostname> 
displays.

b. Press Ctrl + C.

The command prompt window closes.

If you cannot connect to either the Site Coordinator or one of the Grid Workers, refer 
to the RSA DLP Troubleshooting Guide.

Network

On the Network devices, perform these tasks:

• run tests on each device to verify that events are generated and populated

• check the services on the controller and devices locally

• monitor device statistics

• check logs for ERROR, ALERT, and FATAL messages.

• monitor SendMail.

Run Tests on Each Device

Procedure 

1. In the Enterprise manager, filter incidents on the basis of each device.

See the Enterprise Manager online help accessed from the Enterprise Manager for 
more information.

2. Do one of the following:

– If the device has generated incidents within the last three days, repeat the 
check next week.

– If the device hasn’t generated an incident in the last three days, run a manual 
test. 

Examples of a manual tests: 

• To run a test on the Interceptor, send an e-mail with sensitive content. 

• To run a test on the ICAP server or sensor, upload a file with sensitive 
content.

3. Repeat the check on all the devices.

Check the Services

Check the services on the Network Controller and the devices.
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1. Log on to the Network Controller.

2. Type moncmd status at the prompt. 

You see the following type of information.

Content Alarm Monitor Command Interface (controller).

Copyright (c) 2003-2009, RSA Inc. All Rights Reserved.

Version 8.8.0000.10178 ($Date: 2011-06-14 23:24:49 -0400 
(Tue, 14 Jun 2011) $)

MonCmd (controller) >

LV   PID Program           Status     Last Started   Memory  
%CPU Time  Retries

-- ----- -------           ------     ------------   ------  ---------  -------

0  3972 Monitor           ready      09/14 07:52   10M/28M        
0.9        0

0  3981 adminservice      ready      09/14 07:52   12M/21M        
0.0        0

0  3994 emconnector       ready      09/14 07:52  38M/216M        
0.4        0

0  4008 systemservice     ready      09/14 07:52   11M/19M        
0.0        0

1  4028 backupservice     ready      09/14 07:52   11M/20M        
0.4        0

1  4029 sensormanager     ready      09/14 07:52   20M/39M       
99.9        0

2  4078 ldapresolver      ready      09/14 07:52   12M/21M        
0.9        0

2  4079 auditmanager      ready      09/14 07:52   14M/24M        
1.3        0

3. Observe the Status, Memory, and CPU columns.

If something looks amiss in those columns, contact RSA Tech Support or consult 
the RSA DLP Troubleshooting Guide.

4. Repeat the check on each device.

Monitor Device Statistics

The Network devices push statistics up to the Enterprise Manager. 

Procedure

1. Login to the Sensor.

2. Type the following command at the prompt:

tcpflowstats

3. Look for areas of concern.
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4. Login to the ICAP Server.

5. Type the following command at the prompt:

icapstats

6. Look for areas of concern.

7. Login to the Interceptor.

8. Type the following command at the prompt:

interceptorstats

9. Look for areas of concern.

If you observe any anomalies, see the RSA DLP Troubleshooting Guide or contact 
RSA Tech Support.

Check Logs

For all the devices, you can check the logs from the Network Controller.

Procedure

1. Login to the Network Controller.

2. Invoke conwatch, a command-line tool to display logs. 

3. Change directory to /opt/tablus/controller/messages-*.log

4. Use the grep command to look through the log files to find ALERT, ERROR, 
FATAL.

Monitor SendMail

If the Interceptor cannot route e-mail because the upstream Message Transfer Agent 
(MTA) is not reachable or there is a DNS failure, sending e-mail is deferred or halted. 
You should check to ensure that this hasn’t occurred by viewing the mqueue-out 
directory.

There can be two types of files in the mqueue-out directory Q files and D files. Q files 
contain message headers and D files contain the message body.

Procedure

1. On the Network Interceptor, change directory to /var/spool/mqueue-out

2. Search for files starting with “Q” ex: Q8123kjhda9

– If you do not find Q files, perform the check again next week.

– If you find Q files, refer to the DLP Troubleshooting Guide or call RSA Tech 
Support.
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5 Monthly Maintenance

• Enterprise Manager

• Enterprise Manager Database

• Enterprise Coordinator

• Site Coordinator

• Endpoint Agents

• Network

Enterprise Manager

On the Enterprise Manager, perform the following checks:

• run queries 

• review the content blades and policies for possible changes

• review enterprise manager logs

• review the scan configuration page.

Run Health Check Queries

Procedure

1. From the Enterprise Coordinator machine, obtain the 
EnterpriseCoordinator.user.config in <Installfolder>\Discovery\
EnterpriseCoordinator

2. Open the file using an XML editor or Internet Explorer.

3. Look for the Sites node (<Sites>).

4. Count the number of <Site> nodes under the <Sites> node. 

The XML editor or Internet Explorer allows you to collapse the XML nodes.

5. Access the Enterprise Manager database using sqlcmd or SQL Server 
Management Studio. Issue the following query:

select count(*) from D_DISCOVERY_SITE;
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6. Make sure that the result equals the number of <Site> nodes. 

If the number differs, contact RSA Support.

Review Content Blades and Policies

To review policies, perform two tasks:

1. Review the incidents and events DLP generates to see if you need to tune your 
policies. Refer to the RSA DLP Policy Guide for more information.

2. Determine how many Endpoint Agents are on the latest policy revisions.

Procedure

To determine the number agents on the latest policy revisions:

1. Log on to the Enterprise Manager console.

2. Select Admin > Endpoint > Agent Management.

3. Use the Search pane with the following filters: 

– Policy Revision

– Configuration.

Review Enterprise Manager Logs

Procedure

1. From the Enterprise Manager machines, access the Program Files\RSA\
Enterprise Manager\Logs

2. Open the em.logs file and review the messages. 

– Alert.log

i. Open the alert.log file.

ii. Review the alerts if you have not set up notifications.

iii. Make a note of the codes in the alert.log as well as the timestamp.

– Eventloader.log

iv. Open eventloader.log

v. Review the log messages.

vi. Look for error messages.

3. If there are exceptions and error messages, refer to the RSA DLP Troubleshooting 
Guide or contact RSA support.

Review the Scan Configuration Page

1. From the Enterprise Manager, select Admin > Datacenter > Repository Group 
> Exchange > Config.
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2. Verify that the Exchange server name, if specified, is still valid.

3. Verify that the LDAP query for email addresses, if specified, is still valid.

4. If individual email addresses are specified, check the validity of those addresses.

Enterprise Manager Database

On the Enterprise Manager Database, perform the following tasks:

• Re-index the database

• Monitor the database transaction log size

• Adjust the database size, if necessary.

Re-index the Enterprise Manager Database

Re-index the Enterprise Manager database if the events and incidents are not listed in 
the Enterprise Manager.

1. On the Enterprise Manager, open a command prompt.

2. Navigate to C:\Program Files\RSA\Enterprise Manager\bin

3. Run ReindexTool - parametric

Monitor the Database Transaction Log Size

The database administrator defines the maximum transaction log size. In some 
environments, this value can be low. Certain DLP operations, such as running a large 
scan that results in a large number of events, can deplete the defined transaction log 
size.

You need to: 

• determine the transaction log size configuration

• check the transaction log size to determine if it is near its limit

• adjust the Autogrowth policy setting, if necessary.

Determine the Transaction Log Size Configuration

Procedure

To determine the transaction log size configuration:

1. Launch Microsoft SQL Server Management Studio.

2. Locate the RSA_DLP_EM database and right-click on it.

3. Select Properties.
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4. Locate the LOG FILE line.

5. Select the Autogrowth drop-down box.

The following example shows the transaction log policy can grow up to 2 GB.

Check the Transaction Log Size

Using SQL Management Studio or a similar SQL tool, check the transaction log size 
to determine if it is near its limit.

Procedure

1. Launch Microsoft SQL Server Management Studio.

2. In the Query box, type DBCC SQLPERF(LOGSPACE)to see how much of the 
transaction log is being used by your DLP database.

In the following example, the log size is 0.7 MB which is less than the 2 GB limit 
shown in the example under the “Determine the Transaction Log Size 
Configuration” topic.
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3. In the Query box, type DBCC LOGINFO to get information about the virtual 
logs inside your transaction log.

4. Examine the Status column. 

– Since the file is written sequentially, it will loop back to beginning.

– Look for Status = 2. This values shows which portions of the log are in use 
and which are not. Status = 0 are the portions that are not in use.

5. Increase the size of the Autogrowth policy if your DLP database transaction log is 
filling up.

Important: Make sure the there are no Open transactions before 
increasing the size.

Adjust the Database Size

If the Database size approaches the limit, free up some space.

Procedure

1. Launch Microsoft SQL Server Management Studio.

2. In the Query window, type SP_HELPDB to check the current database size.

This action will help you decide the amount of data to be reclaimed in subsequent 
steps.

3. Purge incidents that are not relevant.

4. Purge events that are not relevant.

5. Delete records from the history tables, such as: 
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– I_INCIDENT_HISTORY

– A_AUDIT

– E_EVENT_XML

– E_FAILED_EVENT_PARSE_ITEM

– N_NOTIFICATION_HISTORY

6. Change the setting for the event.xml file to not save it as BLOB. This table 
consumes a lot of space.

a. Edit the file ~\Enterprise Manager\webapps\root\WEB-INF\
applicationContext-Service.xml

b. Search for the bean “eventFileLoader.”

<bean id="eventFileLoader"
class="com.tablus.tem.integration.impl.index.EventFileL
oaderImpl">
                <property name="eventDirectoryAlgo" 
ref="eventDirectoryAlgo"
/>
               .
               .
               .
               <property name="saveEventXmlAsBlob" 
value="true"/> <!--add this property-->
   </bean>

c. Change the property name “saveEventXmlAsBlob" value from true to 
false.

7. Use the database shrink option. Select one of the following methods:

– From the menu:

i. Select the database.

ii. Right-click on the database name and select Tasks > Shrink > Database 
option.

Note: Use the “simple” recovery model before shrinking.

– From the command line
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i. On the command line, type DBCC SHRINKDATABASE 
(Transact-SQL) 

ii. On the command line, type DBCC SHRINKFILE (Transact-SQL)

Note: See http://www.msdn.microsoft.com for command 
usage information.

Enterprise Coordinator

For the Enterprise Coordinator, check:

• polling intervals and polling threads for harvesting incidents and events

• Enterprise Coordinator logs

• SyncTempResult directory

• debug level

• folders.

Checking the Polling Intervals and Polling Threads

During a scan, the Enterprise Coordinator harvester periodically polls the Site 
Coordinators, and the Site Coordinators periodically poll their agents or grid worker 
machines, to retrieve results. You can separately set the minimum polling interval 
used by the Enterprise Coordinator or by the Site Coordinators. 

You may need to change the polling interval or polling threads to optimize event flow 
among DLP components.

Polling Intervals

A polling interval is the time it takes for a polling thread to move through the queue of 
agents or grid workers. As the polling thread moves through the queue, one of two 
actions occur:

• If DLP takes more than the number of minutes set by the polling interval to poll 
the queue, the next poll starts rebuilding the queue after the first poll completes. 

• If DLP completes the poll in less than the polling interval amount, the next poll 
does not start until the remaining time on the polling interval has elapsed.

Polling Threads

By default, DLP creates five slow threads on the Site Coordinator. Slow threads are 
slow in name only. During a polling cycle all machines are added to the queue. The 
slow threads work on the machines one-by-one to complete the poll. 

http://msdn.microsoft.com/en-us/
http://msdn.microsoft.com/en-us/
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Changing the Polling Threads

In a large-scale deployment that includes very fast Enterprise Manager and Enterprise

Coordinator machines, increasing the number of slow-poll threads that channel event 
data between DLP components may increase overall performance.

Field experience with setting the values to 5 for the agents/Site Coordinator path and 
10 for the Site Coordinator/Enterprise Coordinator path yielded performance 
improvements.

Procedure

To increase the number of slow-poll threads in the Agents and Site Coordinators:

1. Login to the Enterprise Manager.

2. Open Admin > Datacenter.

3. Select the Site Coordinator. 

4. Select Config > Site Harvester Settings. 

5. Increase the value of slow-poll threads.

To increase the number of slow-poll threads in the Enterprise Coordinator: 

1. Login to the Enterprise Manager.

2. Open Admin > Datacenter. 

3. Select the Enterprise Coordinator. 

4. Select Config > Enterprise Harvester Settings. 

5. Increase the value of slow-poll threads.

Check Enterprise Coordinator Logs

Procedure

1. From the Enterprise Coordinator machine, access the Program Files\RSA\
Discovery\Agent

2. Open the messages.logs file and review the messages. 

3. If there are exceptions and error messages, refer to the RSA DLP Troubleshooting 
Guide or contact RSA support.

Check Enterprise Coordinator ResultFileDrop Folder

Procedure

1. Login to the Enterprise Coordinator machine.

2. Change directory to C:\Program Files\RSA\Discovery\EnterpriseCoordinator\
ResultFileDrop
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3. Observe the items in the folder.

– If there are greater than three months of files, contact RSA Tech Support for 
help in deleting them.

– If there are less then three months of files, repeat the test next month.

Verify the Debug Level

Specific debug levels that you set in the Enterprise Manager cause files to be written 
into a folder on the Enterprise Coordinator machine. This folder can grow large 
quickly and affect the disk space on the Enterprise Coordinator.

Debug levels that begin with D signify “dump” to a file and numeric characters signify 
the verbosity level from 1 (most terse) to 9 (most verbose).

Procedure

1. Login to the Enterprise Manager console.

2. Select Admin >Datacenter > Enterprise Coordinator > Edit.

3. View the debug level in the Log File Debug Level field.

4. If you have D3 set as a debug level, review if you still need this debug level:

– If you do not need the debug level any more:

• Remove the debug level from the Enterprise Manager.

• Delete the C:\Program Files\RSA\Discovery\EnterpriseCoordinator\
Dump folder.

– If you do need this debug level, periodically review the size of the C:\
Program Files\RSA\Discovery\EnterpriseCoordinator\Dump folder to 
make sure that there is sufficient free disk space on the Enterprise Coordinator 
machine.

Site Coordinator

On the Site Coordinator, do the following:

• check polling threads and intervals

• check log files

Check Polling Intervals and Polling Threads

Refer to “Checking the Polling Intervals and Polling Threads” on page 47 for 
information on polling intervals and polling threads.
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Check Site Coordinator Logs

Procedure

1. Do one of the following:

– If the Site Coordinator resides on the same machine as the agent, access the 
Program Files\RSA\Discovery\Agent.

– If the Site Coordinator resides on its own machine, access the Program Files\
RSA\Discovery\Site Coordinator

2. Open the messages.logs file and review the messages. 

3. If there are exceptions and error messages, refer to the RSA DLP Troubleshooting 
Guide or contact RSA support.

Endpoint Agents

On the Endpoint agent, check log files.

Check Log Files

Procedure

1. Select several random endpoint agents.

2. On the endpoint agent, access the 
<install dir>\RSA\Enforce\logs directory.

3. Open the messages_EP.log file.

4. If there are exceptions and error messages, refer to the RSA DLP Troubleshooting 
Guide or contact RSA support.

5. Repeat for the remaining selected endpoint agent machines.

Grid Worker

On the Grid Workers, do the following:

• check polling threads and intervals

• check log files

Check Polling Intervals and Polling Threads

See “Checking the Polling Intervals and Polling Threads” on page 47 for details on 
polling intervals and polling threads.



Chapter 5:  Monthly Maintenance 51

RSA DLP 9.6 Maintenance Guide

Check Grid Worker Logs

Procedure

1. If the Grid Worker resides on the same machine as the agent, access the Program 
Files\RSA\Discovery\Agent folder.

2. Open the messages.logs file and review the messages. 

3. If there are exceptions and error messages, refer to the RSA DLP Troubleshooting 
Guide or contact RSA support.

Network

For the Network components, do the following:

• check disk space.

Check Disk Space

1. Log on to the Network device, such as the Network Controller.

2. Type df -h 

3. Check the disk usage percentage. If it is over 90% , take steps to secure more 
space. 

4. Repeat steps 1-3 for each Network device.
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6 Quarterly Maintenance

• Review DLP System Architecture

• Check Enterprise Manager Certificate Expiration

During quarterly maintenance, review your RSA DLP  to make sure the components 
deployed remain sufficient for your current IT infrastructure. Additionally, check the 
Enterprise Manager’s certificate for possible expiration.

Review DLP System Architecture

Review all the DLP components that your company employs: Enterprise Manager, 
Site Coordinator, Enterprise Coordinator, Agents, Network Controller.

Use the following Enterprise Manager pages to view information about load and 
endpoint agent status:

• Agent Management 

Admin > Endpoint > Agent Management

• Endpoint Coordinator

Admin > Endpoint > Endpoint Coordinator

• Endpoint Group

Admin > Endpoint > Endpoint Group

Make a determination if each machine’s capacity can still handle the number event 
load that your company handles. Does the current configuration support your 
company’s current IT environment? 

Some factors that may affect your configuration are:

• significant increase in employees

• change in the applications monitored

• change in policies.

Ask and answer the following questions:
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Check Enterprise Manager Certificate Expiration

Each quarter check the Enterprise Manager for certificate expiration.

Procedure

1. On the Enterprise Manager machine, in the Run box, type MMC.

The Console window opens.

2. Select File > Add/Remove Snap-In...

The Add or Remove Snap-In window opens.

3. Select Certificates.

4. Click the Add button.

The Certificates snap in window opens.

5. Select Computer Account.

The Select Computer window opens.

6. Select Local Computer and click Finish.

The Add or Remove Snap-In window displays again.

7. Click OK.

The Console window displays.

8. Double-click Certificates.

The list of Certificate folders is displayed.

Questions to Consider on Quarterly 
Review

Does the Enterprise Manager machine have 
enough resources to handle the event load at 
your company?

Does the Enterprise Coordinator have 
enough resources to handle the event load at 
your company?

Are there enough Site Coordinators 
installed?

Are there enough grid workers installed?

Was there any network restructuring done 
that would prevent the grid workers from 
reaching the exchange server?
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9. Double-click on the type of certificate you want to view. 

The contents of the folder are displayed.

10. Observe the Expiration Date column. 

If the expiration date is in the past, replace the expired certificate.

See Also

Enterprise Manager Certificate Maintenance
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7 Enterprise Manager Certificate 
Maintenance

• Securing Web-Based Applications

• Certificate Terminology

• Overview of Enterprise Manager Certificates

• Required Access Rights on Enterprise Manager

• Enterprise Manager Passwords

• Maintaining the Certificates

• Log On to the Enterprise Manager

• Stop the Enterprise Manager Service

• Determine Passwords

• Determine Jetty Version

• Back Up the Keystore

• Self-Signed Certificates

• Installing Certificate Authority-Based Certificates

• Install a CA-Issued Certificate and Private Key

• Using Certificate Signing Requests

• Submit the CSR to the CA

• Install the Certificate Signing Request Response

• Renew a Certification Authority Signed Certificate

• Update DLP Network Controller and CA-Issued Certificates

• Post-Maintenance Steps

• Start the Enterprise Manager Service

• Test the Certificate

• Errors When Performing Certificate Maintenance
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Securing Web-Based Applications

Web-based applications are often secured using digital certificates. For applications 
exposed to the Internet, it is important that these certificates be issued by a certificate 
authority (CA) using root certificates that are already distributed to the public and 
which are trusted by default. 

However, for web-based applications that are used within the enterprise, the use of a 
certificate issued by a public certificate authority is not as important because the 
enterprise controls the trust of the certificate, and it is possible to distribute certificates 
to be trusted across the enterprise, something not possible for the public Internet.

In order for a browser to accept a certificate as valid, the browser must trust either the 
certificate or the certificate chain from which it issues. If you install a CA-issued 
certificate, the certificate chain must already be installed into the browser or operating 
system before the browser will accept the installed certificate as valid.

If you install a self-signed certificate that certificate will also need to be installed as 
trusted into the browser or operating system.

See Also

Certificate Terminology

Overview of Enterprise Manager Certificates

Certificate Terminology

 Term Definition

Certificate Authority In cryptography, a certificate authority is 
an entity that issues digital certificates.

digital certificate A digital certificate is a form of electronic 
credentials for the Internet. It certifies the 
ownership of a public key by the named 
subject of the certificate. 

key A key is a variable value that is applied 
using an algorithm to a string or block of 
unencrypted text to produce encrypted text 
or to decrypt encrypted text.

keystore A keystore is a repository of security 
certificates, either authorization certificates 
or public key certificates.
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Overview of Enterprise Manager Certificates

Enterprise Manager ships with a default certificate to enable it to work right after 
installation. You may need to change the default certificate right after installation or 
when it expires. 

There are two types of digital certificates you can use: 

• self-signed certificate

• certificate issued by a certificate authority.

Enterprise Manager uses an embedded Jetty web server to facilitate the web-based UI 
functionality. This is a Java-based web server that uses the Java Cryptographic Engine 
(JCE) for security functionality including the Enterprise Manager HTTPS certificate.

You can configure Enterprise Manager to use any JRE/KeyTool compatible certificate 
file.

Maintenance actions include:

• Installing a certificate issued by a trusted certificate authority (CA)

• Installing a temporary self-signed certificate to generate a Certificate Signing 
Request (CSR) to be signed by a trusted CA

• Installing the response (a CA-signed certificate) from a trusted certificate 
authority to a CSR

private key A private key is an encryption key known 
only to the party or parties that exchange 
the message. 

public key A public key is a value provided by some 
designated authority as an encryption key 
that combined with a private key derived 
from the public key can be used to encrypt 
messages and digital signatures.

public key cryptography Public key cryptography is a cryptographic 
system that requires two separate keys, one 
to lock or encrypt the plaintext, 
information a sender wants to transmit, and 
one to unlock or decrypt the cyphertext, 
the encrpyted or encoded information.

root certificate A root certificate is either an unsigned 
public key certificate or a self-signed 
certificate that identifies the Root 
Certificate Authority.

 Term Definition
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• Generating a new self-signed certificate in order to set/update the Enterprise 
Manager host name stated in the certificate.

• Updating a certificate that is approaching its end of trusted life.

See Also

Certificate Terminology

Securing Web-Based Applications

Required Access Rights on Enterprise Manager

To perform maintenance tasks for your Enterprise Manager certificates, you need 
rights to:

• Log on to the Enterprise Manager host machine

Note: The exact rights depend on the logon method.

• Start and stop Enterprise Manager services

• Access the Enterprise Manager installation directories

Read and Execute access to the Enterprise Manager JRE bin folder; the full path 
to this folder is:

C:\Program Files\RSA\JRE\bin

where C:\Program Files is the name of the Enterprise Manager installation 
directory

• Read and Write to the Enterprise Manager etc folder; the full path to this folder is:

C:\Program Files\RSA\Enterprise Manager\etc

where C:\Program Files is the name of the Enterprise Manager installation 
directory

Enterprise Manager Passwords

Enterprise Manager uses a default set of passwords for securing the keystore and 
certificate private key used for HTTPS access. The primary mode of protecting the 
private key for the certificate is access control to the Enterprise Manager etc folder; 
the full path to this folder is:

C:\Program Files\RSA\Enterprise Manager\etc

where C:\Program Files is the name of the Enterprise Manager installation directory
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This is done because the passwords are stored in the xml file in that directory and are 
required by the Jetty server at runtime. It is important to strictly control access to the 
Enterprise Manager installation folders.

Maintaining the Certificates

Maintaining the certificates requires the following steps:

1. Perform pre-maintenance tasks:

a. Get all users to log off the Enterprise Manager console.

b. Log On to the Enterprise Manager machine.

c. Stop the Enterprise Manager Service.

d. Determine Passwords.

e. Determine Jetty Version.

f. Back Up the Keystore.

2. Select to install a self-signed certificate or CA-based certificate.

– Self-signed certificates

i. Generate Self-Signed Certificates.

– CA-based certificate

i. Install a CA-Issued Certificate and Private Key.

ii. Generate a Certificate Signing Request.

iii. Renew a Certification Authority Signed Certificate.

3. Perform post-maintenance tasks.

Pre-Maintenance Tasks

When you perform certificate maintenance for the Enterprise Manager certificates, 
you need to perform the following tasks each time:

1. Get all users to log off the Enterprise Manager console.

2. Log On to the Enterprise Manager machine.

3. Stop the Enterprise Manager Service.

4. Determine Passwords.

5. Determine Jetty Version.

6. Back Up the Keystore.
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Log On to the Enterprise Manager 

1. On the Enterprise Manager server machine, open a command prompt.

2. Change directory to the RSA DLP installation directory.

Example: C:\Program Files\RSA\Enterprise Manager

where C:\Program Files is the name of the Enterprise Manager installation 
directory 

3. Change directory to the etc folder.

Next Steps

Stop the Enterprise Manager Service

Stop the Enterprise Manager Service

Before you perform any certificate maintenance, stop the Enterprise Manger service. 

Procedure

At the command prompt, type:

sc stop TablusEnterpriseManager

Result:

SERVICE_NAME: TablusEnterpriseManager

TYPE : 10 WIN32_OWN_PROCESS

STATE : 3 STOP_PENDING

(STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)

WIN32_EXIT_CODE : 0 (0x0)

SERVICE_EXIT_CODE : 0 (0x0)

CHECKPOINT : 0x251

WAIT_HINT : 0x0

Note: The STATE field can be either STOP_PENDING or STOPPED. If the 
STATE field is STOP_PENDING, you must wait a short while until the service 
stops.

Next Steps

Determine Passwords
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Determine Passwords

On the Enterprise Manager machine, located in the etc directory, is an XML 
configuration file named tem-jetty.xml. This file contains important information you 
must examine to determine the password to use to access the Enterprise Manager 
keystore. View this file with any text viewer/editor.

An excerpt from this file looks like this:

<Call name=”addConnector”>

<Arg>

<New class=”org.mortbay.jetty.security.SslSocketConnector”>

<Set name=”Port”>443</Set>

<Set name=”maxIdleTime”>30000</Set>

<Set name=”handshakeTimeout”>2000</Set>

<Set name=”keystore”>

<SystemProperty name=”jetty.home” default=”.” />

/etc/tem-keystore

</Set>

<Set name=”password”>tablusem</Set>

<Set name=”keyPassword”>tablusem</Set>

<Set name=”truststore”>

<SystemProperty name=”jetty.home” default=”.” />

/etc/tem-keystore

</Set>

<Set name=”trustPassword”>tablusem</Set>

<Set name=”handshakeTimeout”>2000</Set>

</New>

</Arg>

</Call>

Determine Jetty Version

If you are importing a PKCS #12 format file, you will need to know the version of 
Jetty being used by the installed copy of DLP. This version may vary for several 
reasons, including the version and patch level of DLP.



64 Chapter 7:  Enterprise Manager Certificate Maintenance

RSA DLP 9.6 Maintenance Guide

Procedure

1. On the Enterprise Manager server machine, access the RSA\Enterprise 
Manager\etc directory.

2. Type:

@for %i in (..\lib\jetty-util-*.jar) do @echo %~ni

Example result:

jetty-util-6.1.22

For the above example, the Jetty version is 6.1.22.

Next Steps

Back Up the Keystore

Back Up the Keystore

To safeguard the last-known working version of the Enterprise Manager keystore, it is 
important to back it up before renewing or generating certificates. The keystore file is 
located in the C: \Programs\RSA\Enterprise Manager\etc directory.

where C:\Programs is the RSA DLP installation directory. 

Procedure

1. At the RSA\Enterprise Manager\etc directory, type: 

copy /v tem-keystore tem-keystore.backup

2. Copy the tem-keystore.backup file anywhere that is safe until you confirm that 
your maintenance objectives are successfully reached and tested.

Next Steps

• Generating Self-Signed Certificates, or

• Installing Certificate Authority-Based Certificates 

Self-Signed Certificates

There are two reasons to use a self-signed certificate: 

• as a temporary certificate while awaiting a response from a Certificate Authority 
(CA) to a Certificate Signing Request (CSR). 

• for long-term use in environments where security concerns do not require a 
CA-signed certificate. 

To generate a self-signed certificate, you must:

1. Delete the Old Certificate.

2. Create and Install the Self-Signed Certificate.
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Delete the Old Certificate

Procedure

1. From the Enterprise Manager machine, type

..\..\JRE\bin\keytool?

-delete -alias jetty -keystore tem-keystore -storepass 
tablusem

where:

1. tablusem <Set name=”password”> and <Set 
name=”keyPassword”> respectively as determined in Determine Passwords.

Note: The command must be entered all on one line; it is broken into multiple 
lines in this document due to space constraints.

Create and Install the Self-Signed Certificate

Procedure

1. From the Enterprise Manager machine, type

..\..\JRE\bin\keytool

-genkey -keyalg RSA -alias jetty -dname ”CN=host-dns”

-validity days -keystore tem-keystore

-storepass tablusem -keypass tablusem

where:

– tablusem is <Set name=”password”> and <Set 
name=”keyPassword”> respectively as determined in Determine Passwords.

– days is a count of days for the certificate’s validity; a typical value is 365 for 1 
year. A smaller value can be used for a temporary certificate used while 
awaiting a response to a CSR.

– host-dns is fully qualified host dns name as used when connecting to the 
Enterprise Manager Web Interface.

Next Steps

Post-Maintenance Steps

Renew a Self-signed Certificate

There is no process to renew a self-signed certificate. When it has reached its end-of 
life, replace it the same way it was created as described in Self-Signed Certificates.
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Installing Certificate Authority-Based Certificates

There are two ways to install a Certificate-Authority (CA)-based certificate into DLP:

• install a PKCS #12 file that contains both a CA-signed certificate and the 
matching private key. See Install a CA-Issued Certificate and Private Key.

• start with a self-signed certificate and generate a Certificate Signing Request 
(CSR) for a CA and then install the CA-signed certificate created in response to 
the CSR. See Generate a Certificate Signing Request and Install the Certificate 
Signing Request Response.

Additionally, if you use the DLP Network, you must also configure the Network 
Controller to trust the new certificate. See Update DLP Network Controller and 
CA-Issued Certificates.

Install a CA-Issued Certificate and Private Key 

If the tools for working with your Certificate Authority (CA) or CA software generate 
a PKCS#12 file containing both the certificate you requested and the private key for 
that certificate, use the following procedure to install that certificate and private key.

Procedure

1. On the Enterprise Manager server machine, change directories to C: \Programs\
RSA\Enterprise Manager\etc

where C:\Programs is the RSA DLP installation directory

2. Delete the old certificate from the certificate store by typing:

erase tem-keystore

3. Install the CA-issued certificate by typing:

..\..\JRE\bin\java -classpath ?

..\lib\jetty-util-%jetty_ver%.jar;..\lib\
jetty-%jetty_ver%.jar ?

org.mortbay.jetty.security.PKCS12Import?

certNkey.p12?

tem-keystore

where:

– %jetty_ver% is the jetty version as determined in Determine Jetty Version.

– certNkey.p12 the PKCS #12 formatted file containing the CAsigned certificate and 
private key.

Note: The command must be entered all on one line; it is broken into multiple 
lines in this document due to space constraints.
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Using Certificate Signing Requests

There are two reasons to generate a Certificate Signing Request (CSR): 

• to create a request for a Certificate Authority (CA) to generate a certificate that 
matches the private key of a self-signed certificate 

• to renew a CA-signed certificate.

Using at CSR requires the following tasks:

1. Create and Install the Self-Signed Certificate that correctly identifies the 
Enterprise Manager host.

2. Generate a Certificate Signing Request.

3. Submit the CSR to the CA.

4. Install the Certificate Signing Request Response.

Generate a Certificate Signing Request

Procedure

1. From the Enterprise Manager machine, type:

..\..\JRE\bin\keytool?

-certreq -alias jetty -keystore tem-keystore?

-storepass tablusem -keypass tablusem > em.csr

where:

– tablusem is the <Set name=”password”> and <Set 
name=”keyPassword”> respectively as determined in Determine 
Passwords.

Note: The command must be entered all on one line; it is broken into multiple 
lines in this document due to space constraints.

Next Steps

1. Submit the CSR to the CA

2. Install the Certificate Signing Request Response

Submit the CSR to the CA

The process to submit the Certificate Signing Request (CSR) to the Certificate 
Authority (CA) varies depending the CA. Refer to your certificate authority’s 
documentation or website for instructions specific to that certificate authority.
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Once your CA has issued a signed certificate, follow the steps under:

1. Overview of Enterprise Manager Certificates.

2. Install the Certificate Signing Request Response.

Install the Certificate Signing Request Response

If have a certificate back from the CA, you can import the certificate and replace the 
self-signed certificate. 

Procedure

1. From the Enterprise Manager machine, type:

..\..\JRE\bin\keytool?

-import -alias jetty -file em.cer -keystore 
tem-keystore?

-storepass tablusem -keypass tablusem

where:

– tablusem is the <Set name=”password”> and <Set 
name=”keyPassword”> respectively as determined in Determine 
Passwords.

– em.cer is the certificate returned from the CA.

Note: The command must be entered all on one line; it is broken into multiple 
lines in this document due to space constraints.

Errors During Certificate Installation

The Certificate Signing Request (CSR) command may fail if the certificate does not 
contain a certificate chain for the CA that leads to this certificate and that CA is not 
already installed in the list of trusted certificates. 

The following error message will be displayed:

keytool error: java.lang.Exception: Failed to establish chain 
from reply

To correct this error, you must install the certificate chain for the CA that issued this 
certificate. A certificate chain consists of one or more certificate files. One or more 
certificates must be inserted into the keystore to form the certificate chain.

Once you have installed the certificate chain you can retry the command to install the 
CSR response again. 
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Install Certificates for the Certificate Chain

Use the following command for each certificate needed to complete the certificate 
chain.

Procedure

1. From the Enterprise Manager machine, type

..\..\JRE\bin\keytool?

-import -alias ca-name -file ca.cer -keystore 
tem-keystore? tablusem

-storepass tablusem -keypass tablusem

where:

– tablusem is the <Set name=”password”> and <Set 
name=”keyPassword”> respectively as determined in Determine Passwords

– ca-name is a name that uniquely identifies the CA or part of the certificate 
chain

– ca.cer is a a certificate that makes up all or part of the CA certificate chain

Note: The command must be entered all on one line; it is broken into multiple 
lines in this document due to space constraints.

Next Steps

Post-Maintenance Steps

Renew a Certification Authority Signed Certificate

Procedure

1. Generate a Certificate Signing Request.

2. Install the Certificate Signing Request Response

Note: These steps apply even if you initially installed a certificate and 
private key from a PKCS #12 file.
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Update DLP Network Controller and CA-Issued 
Certificates

If your Enterprise Coordinator is configured to communicate with a DLP Network 
Controller, and you are using a Certificate Authority (CA)-issued certificate for 
Enterprise Manager, you must also update the DLP Network Controller to trust the 
issuing CA.

Procedure

1. Upload the certificate to the /home/tablus/ca.cer directory.

Note: You can upload the file using sftp or similar tools. 

2. Log on to the Network Controller as root.

3. Issue the following command to backup the existing keystore command:

cp $JAVA_HOME/jre/lib/security/cacerts /root/
cacerts.backup

4. Install the CA certificate as a trusted certificate using the following command:

keytool?

-import -file /home/tablus/ca.cer?

-keystore $JAVA_HOME/jre/lib/security/cacerts

Note: When using keytool on the DLP Network Controller, you do not 
specify the path to the keytool command.

A prompt appears to enter the keystore password.

5. Type the password.

The default password used with the keystore is changeit (lower case). This is 
independent of the default login password on the controller and was not changed 
unless changed using the keytool command.

The output will look similar to the following: 

Enter keystore password: changeit

Owner: CN=Just-an-example Root CA, OU=DLP Testing, O=RSA, 
ST=North Carolina, C=US

Issuer: CN=Just-an-example Root CA, OU=DLP Testing, O=RSA, 
ST=North Carolina, C=US

Serial number: dddd22b3ee9222f9

Valid from: Fri Mar 12 18:24:46 EST 2010 until: Mon Mar 11 
19:24:46 EDT 2013

Certificate fingerprints:

MD5: 96:B9:56:30:06:FF:24:72:21:9E:AF:9E:5D:2A:51:A1
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SHA1: 
18:65:5A:BB:C8:8A:21:09:C0:55:4A:48:17:E4:80:B7:70:BF:77:9
F

6. Type yes when the Trust this certificate? prompt appears.

Trust this certificate? [no]: yes

Certificate was added to keystore

7. Restart the EM Connector by typing:

moncmd

8. At the moncmd prompt, type:

restart emconnector 

The DLP Network Controller is now configured to trust the connection to DLP 
Enterprise Manager.

Next Steps

Post-Maintenance Steps

Post-Maintenance Steps

After performing certificate maintenance:

1. Start the Enterprise Manager Service.

2. Clean up the backup of the Enterprise Manager keystore.

3. Test the Certificate.

4. Log out of the Enterprise Manager machine.

Start the Enterprise Manager Service

Before you can test the certificate or users can use Enterprise Manager, the Enterprise 
Manager service must be started.

Procedure

1. From the Enterprise Manager machine, type:

sc start TablusEnterpriseManager

The following output displays:

SERVICE_NAME: TablusEnterpriseManager

TYPE : 10 WIN32_OWN_PROCESS

STATE : 2 START_PENDING

(STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)

WIN32_EXIT_CODE : 0 (0x0)
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SERVICE_EXIT_CODE : 0 (0x0)

CHECKPOINT : 0x251

PID : 1234

FLAGS :

Note: The STATE field may normally be either START_PENDING or 
RUNNING. If the STATE field is START_PENDING, you must wait a 
short while until the service is started. 

Test the Certificate

After you have installed the certificate, test it.

Procedure

1. Use a web browser to connect to Enterprise Manager as you normally would using 
the https address of the Enterprise Manager host machine.

One of the following should occur:

– If you used a CA-issued certificate, the web browser should present the logon 
window.

– If you generated a self-signed certificate, the browser should present a 
warning about the certificate. 

• This warning should only warn you about the trust of the certificate. 
Select the option to ignore it.

Note: If you ignore the warning, each time you use Enterprise 
Manager, the warning will be presented again. To avoid this, you can 
install certificate in the certificate store that the browser is using. See 
documentation related to the specific browser.

• If it gives any other warnings, you may not have successfully performed 
maintenance. See Errors When Performing Certificate Maintenance.

2. Remove the backup file of the Enterprise Manager keystore from the place you 
stored it.

3. Log off the Enterprise Manager host.

Errors When Performing Certificate Maintenance

If an error occurs during certificate maintenance, copy the backup file created before 
you started the Maintenance procedures. See Back Up the Keystore.
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Procedure

1. Stop the Enterprise Manager Service, if it is running.

2. Use a copy command to copy the backup file to tem-keystore

Any changes you made after backing up the certificate store will be undone, and 
the certificate used by Enterprise Manager will be reverted. You can start over 
with your changes.
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8 Endpoint and Network Certificate 
Maintenance

• Endpoint Certificates

• Regenerating Certificates for DLP Network Components

Endpoint Certificates

When you bootstrap the root Endpoint Coordinator, bootstrap other Endpoint 
Coordinators, or install Endpoint agents, a certificate is automatically created. No 
manual intervention is required except when you have the Endpoint Coordinators 
setup in a clustered environment. 

The Endpoint certificates expire in between 18-24 months. Within six months, the 
DLP sends an alert to notify you of the impending expiration. Conversely, within that 
six months DLP automatically updates the certificates.

Monitor Endpoint Certificate Renewals

Typically, endpoint certificate renewals do not require manual intervention. However, 
you should be aware how to monitor the certificate renewals.

Procedure

1. Watch the number of failed certificate renewals.

View the Admin > Endpoint Coordinators page on the Enterprise Manager 
console to see the number of failed certificate renewals.

2. If there are many endpoints with failed certificate renewals, check the following 
log files: 

– ep_security.log on the endpoint machines that fail to renew located at \logs\
ep_security.log

– joinaudit.log on the Root Endpoint Coordinator machine

The log is located at \Logs\joinaudit.log. You can check the types of errors, 
such as “authentication error” which occurs when you put the wrong value for 
the authentication key during endpoint installation. 

If you have questions about the logs, contact RSA technical support.
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Regenerating Certificates for DLP Network Components

Certificates control secure SSL communication between the Network Controller and 
Network appliances—Sensors, Interceptors, and ICAP Servers. A certificate is valid 
for 730 days and then expires or becomes invalid. 

These types of changes on a Network host machine will also invalidate a certificate:

• Resetting the time on any Network host machine so that its current time shifts out 
of the range of the certificate start and stop dates.

• Erasure, removal, or regeneration of the private key on any Network host 
machine.

• Resetting the Network Controller or regenerating or removing its certificates.

To avoid breaking communications among DLP Network components due to invalid 
certificates, you can regenerate and distribute updated certificates before they expire. 
You can regenerate a certificate for a single Network appliance, for the Network 
Controller, and for all deployed DLP Network machines.

Regenerate a Certificate for a Network Appliance

To regenerate a certificate for a Sensor, Interceptor, or ICAP Server in a DLP Network 
deployment:

1. In Enterprise Manager, remove the Network appliance from the DLP Network 
configuration. See Enterprise Manager Help or the RSA DLP Network User Guide 
for instructions.

2. On the Network appliance machine:

a. From any directory, run the initssl.sh command to regenerate the appliance 
certificate.

b. From any directory, run the moncmd restart sensorservice command to 
restart the DLP Network service on the appliance.

3. In Enterprise Manager, re-add the Network appliance to the DLP Network 
configuration. See Enterprise Manager Help or the RSA DLP Network User Guide 
for instructions.



Chapter 8:  Endpoint and Network Certificate Maintenance 77

RSA DLP 9.6 Maintenance Guide

Regenerate a Certificate for the Network Controller

When you generate a certificate for the Network Controller, you must also generate 
certificates for all Network appliances that connect to it. A new certificate on the 
Network Controller will not work with older certificates on the Network appliances.

For how to regenerate certificates for the Network Controller and all Network 
appliances that connect to it, see “Regenerate Certificates for All Deployed DLP 
Network Machines” on page 77.

Regenerate Certificates for All Deployed DLP Network Machines

To regenerate certificates for all machines in a DLP Network deployment:

1. In Enterprise Manager, remove DLP Network host machines from the DLP 
Network configuration in this order:

– Network appliances (all Sensors, Interceptors, and ICAP Servers)

– Network Controller 

See Enterprise Manager Help or the RSA DLP Network User Guide for 
instructions.

2. On the Network Controller:

a. From any directory, run the initssl.sh command to regenerate the Network 
Controller certificate. 

b. From any directory, run the moncmd restart sensormanager command to 
restart the DLP Network service on the Network Controller.

3. On each Network appliance machine:

a. From any directory, run the initssl.sh command to regenerate the appliance 
certificate.

b. From any directory, run the moncmd restart sensorservice command to 
restart the DLP Network service on the appliance.

4. In Enterprise Manager, re-add the DLP Network host machines to the DLP 
Network configuration in this order:

– Network Controller 

– Network appliances (all Sensors, Interceptors, and ICAP Servers)

See Enterprise Manager Help or the RSA DLP Network User Guide for 
instructions. 
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9 Patches and Upgrades

• Applying Patches

• Applying Upgrades

Applying Patches

Check SecurCare Online for the patch installer and release notes at: https://
knowledge.rsasecurity.com

Applying Upgrades

Check SecurCare Online for the upgrade information, installers, and updated product 
documentation at: https://knowledge.rsasecurity.com

https://knowledge.rsasecurity.com
https://knowledge.rsasecurity.com
https://knowledge.rsasecurity.com
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10Tools

DLP Customer Engineering and DLP Tech Support find the following tools helpful 
when working on DLP products.

Tool Use with DLP Reference

mRemote mRemote is a multi-remote session tool that 
allows you to label your Remote Desktop 
Protocol (RDP) and Secure Shell (SSH) 
sessions and manage them in one window. The 
RDP and SSH sessions will appear as tabs in 
the mRemote application. This is useful for 
distinguishing the various RDP sessions, such 
as for Enterprise Coordinator, Site Coordinator, 
Agent, Grid Workers and the NW components 
(NW Controller, NW Interceptor, NW Sensor, 
NW ICAP Server). It helps you know which 
machine you are on when you are collecting the 
information. The mRemote application 
interfaces with putty, Remote Desktop, VNC.

http://www.mremote.org/
wiki/Downloads.ashx

Baretail This application allows you to color code the 
log entries. It enables you to quickly find Error 
and Warning logs or find specific entities such 
as IP addresses. 

http://
www.baremetalsoft.com/
baretail/

Windows 
Sysinternals tools

This set of tools includes Process Explorer, 
Process Monitor, TCPView, ADExplorer 
(LDAP browser), and so on.

http://
technet.microsoft.com/
en-us/sysinternals/
bb842062.aspx

Regex Tools Regex tools allow you to test regular 
expressions before applying them to the DLP 
solution. 

Both the RSA DLP Knowledge Engineering 
and Engineering groups recommend 
RegexBuddy as the best Regex tool available. 
However, it is not a free tool. 

If you want a free tool, Expresso is valuable for 
testing regex before applying it to the DLP 
solution.

http://www.regexbuddy.com
http://www.ultrapico.com/
Expresso.htm

http://www.mremote.org/wiki/Downloads.ashx
http://www.baremetalsoft.com/baretail/
http://technet.microsoft.com/en-us/sysinternals/bb842062.aspx 
http://www.regexbuddy.com
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Wireshark This is a network protocol analyzer that is 
useful for DLP NW troubleshooting and 
deployment.

http://www.wireshark.org/

Debugging Tools 
for Windows

This set of debugging tools is important for 
Endpoint Enforce troubleshooting. It includes 
Adplus and Windbg.

http://www.microsoft.com/whdc/
devtools/debugging/default.mspx

Softerra LDAP 
browser

This is a generic LDAP browser that can be 
used to determine the proper LDAP attribute 
mappings. ADExplorer (part of Windows 
Sysinternals) is slightly faster for Windows 
AD, but it has less features.

http://www.ldapadministrator.com/

Exchange, Outlook 
Web Access 
(OWA), and 
ActiveSync 
Connectivity and 
Port Testing

This is a Microsoft-developed testing system 
for any Exchange, OWA, Active Sync, and 
SMTP Port related testing.

https://
www.testexchangeconnectivity.com/

Lua for Windows This is a development tool used to develop 
custom entities and dictionaries.

http://code.google.com/p/
luaforwindows/

Tool Use with DLP Reference

http://www.wireshark.org/
http://www.microsoft.com/whdc/devtools/debugging/default.mspx
http://www.ldapadministrator.com/
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