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End-User License Agreement  

This End-User License Agreement ("EULA") is entered into between 
RSA Security Inc. (“RSA”, “we”, "our" or “us”) and the Customer 
(“Customer”, "you" or “your”) identified on an accepted sales or 
purchase order (“Order Agreement”) for use of the software listed on 
the same and all associated media (collectively, the “Software”) and all 
related printed materials and "online" or electronic documentation 
(collectively, the “Documentation”).  You agree to be bound by the 
terms of this EULA.   

1. Grant of License. The Software is licensed, not sold, and the 
license granted herein is non-exclusive and nontransferable.  You 
may use the purchased quantity of Software on the single 
computer that it is purchased with, and you may make one (1) 
copy of the Software and Documentation solely for backup or 
archival purposes. Additional Software products available from 
RSA may have additional provisions pursuant to the relevant 
order documentation.  You may not rent, lease, sublicense, assign 
or otherwise transfer either the Software or Documentation.  You 
also may not publicly publish any performance test results 
regarding use of the Software.   

The following license provisions shall apply for use of the 
Software identified in a purchase as Test and/or Standby;  

a) Test:  Test systems are licensed for non-production 
environments only.  

b) Standby:  (i) Standby systems are licensed for use as cold-
standby deployments only, except as specifically provided in 
this sub-paragraph; (ii) In the event the production system 
that the Standby system has been purchased with is 
unavailable due to failure or maintenance, the Standby system 
may be used in a production environment.  In no event may 
redundant system pairs operate concurrently beyond the use 
required due to failure or maintenance. Use of the Standby 
system in a production environment shall be subject to the 
license restrictions of the production environment it is 
replacing.  

2. Other rights and limitations. You may not Reverse engineer, 
decompile, disassemble or otherwise attempt to derive the source 
code of the Software.  You may not modify, copy (except as 
authorized herein), translate or create derivative works of the 
Software, or alter, remove or obscure any copyright, trademark or 
other proprietary notice or disclaimer, or any export restriction or 
similar notice, contained on the Software or Documentation. You 
shall reproduce all such notices on any copy of the Software or 
Documentation made in accordance with this EULA. The Software 
is licensed as a single product.  Its component parts may not be 
separated for use on more than one computer. You shall notify us 
promptly in writing of any unauthorized distribution, possession, 
alteration, transfer, reproduction or other unauthorized use of the 
Software or Documentation, or any improper or wrongful use of 
our trademarks or trade names, of which you become aware.   

3. Term and Termination. Unless earlier terminated in accordance 
with the provisions set forth herein, the term of this EULA shall be 

perpetual.  Without prejudice to any other rights, we may 
terminate this EULA if you fail to comply with any of the terms or 
conditions hereof.  Upon termination, you shall cease using the 
Software and destroy all copies of the Software and 
Documentation in your possession.  

4. Upgrades.  If the Software is an upgrade of a RSA or Network 
Intelligence branded product, you may use that upgraded product 
only in accordance with this EULA.  

5. Title and Copyright. Except for the rights expressly granted 
herein, all right, title and interest in and to the Software and 
Documentation shall remain solely with RSA. For purposes of 
Section 117 of the Copyright Act of 1976, as amended, and for all 
other purposes, RSA shall be considered the owner of the 
Software and Documentation and any copies thereof, and of all 
copyright, trade secret, patent, trademark and other intellectual 
property rights therein. Certain of the Software products provided 
hereunder may be owned by one or more third parties and 
licensed to RSA (“Embedded Software”).  You and we intend and 
agree that Software products provided hereunder and owned by 
any third parties are being sublicensed to you and that such third 
parties retain ownership of and title to such products.     

6.  You may receive the Software in more than one medium. 
Regardless of the type or size of the media you receive, you may 
use only that one medium that is appropriate for the single 
computer indicated on the order documentation. You may not use 
or install the other medium on another computer. You may not 
loan, rent, lease, or otherwise transfer the other medium to 
another user.   

7. U.S. Government Restricted Rights. The Software and 
Documentation are provided with restricted rights. Use, 
duplication, or disclosure by the Government is subject to 
restriction as set forth in subparagraph (c)(1)(ii) of the Rights in 
Technical Data and Computer Software clause at DFARS 252.227-
7013 or subparagraphs (c)(1) and (2) of the Commercial 
Computer Software Restricted Rights at 48 CFR 52.227-19, as 
applicable. Manufacturer is RSA Security, Inc., as successor-in-
interest by operation of law to Network Intelligence Corporation, 
200 Lowder Brook Dr., Suite 2000, Westwood, MA 02090.  

8. Governing Law and Jurisdiction.  This EULA shall be 
construed, and the relations of the parties shall be determined, in 
accordance with the laws of the Commonwealth of Massachusetts 
in the United States, as such laws apply to contracts between 
residents of Massachusetts. Neither the United Nations Treaty for 
International Sale of Goods nor the Uniform Computer 
Information Transactions Act (“UCITA”) shall govern this 
Agreement.  If any or all portions of the Software were acquired 
outside of the United States, local laws may apply.  

9. a) Limited Software Warranty. RSA warrants that the 
Software, as delivered, will conform in all material respects to the 
user documentation for a period of ninety (90) days from the 
date of shipment (the “Warranty Period”).  



 

 

b) Hardware Warranty.  For hardware products purchased 
after January 1, 2007, RSA warrants that the Hardware will be 
free from Material Defects in materials and manufacturing 
workmanship for a period of ninety (90) days from the date of 
shipment (“Hardware Warranty Period”).  RSA’s obligations 
with respect to the hardware warranty under this section are 
subject to the limitations set forth in Section 10 (b) below.  

10.  Remedies. a)  Software. RSA’s sole responsibility under the 
limited warranty will be to use reasonable efforts to correct 
material reproducible errors in the Software that are reported to 
RSA within the Warranty Period or, if any material reproducible 
error in the Software cannot be corrected using commercially 
reasonable efforts, to refund the license fee paid by you to us.  
RSA does not warrant that the Software will be free of errors, or 
that all program errors will be corrected. The foregoing states our 
entire liability to you, and your exclusive remedy for, a breach of 
the limited warranty.  If we determine that any reported problem 
with the Software for which you request warranty services is not 
covered by the warranty hereunder, you shall pay or reimburse 
us for all costs of investigating and responding to such request at 
our then prevailing time and materials rates.  In no event shall we 
have any obligation to make repairs or replacements required, in 
whole or in part, as the result of: (i) normal wear and tear; (ii) 
accident, disaster, or event of force majeure; (iii) misuse, fault, or 
negligence of or by you; (iv) use of the Software in a manner for 
which it was not designed; (v) causes external to the Software; 
or, (vi) use of the Software in combination with equipment or 
software not supplied by RSA, including but not limited to any 
operating system software.  Any replacement Software will be 
warranted for the remainder of the original warranty period or 
thirty (30) days from the date of delivery, whichever is longer.  
Outside the United States, neither these remedies nor any 
support services offered by RSA are available without proof of 
purchase from an authorized reseller.  

b) Hardware. A Material Defect is any reported malfunction, error 
or other defect in the hardware reported during the Hardware 
Warranty Period that can be reproduced by us and constitutes a 
material substantial nonconformity from the Software 
documentation.  We shall have no obligation to correct a Material 
Defect or provide other support services if the Material Defect in 
the hardware is caused by a malfunction of hardware or software 
not supplied by us, modification of the hardware not made by or 
authorized by us, operator error, use of the hardware in a 
manner not in accordance with the hardware documentation, or 
use of the hardware does not include all updates available from 
RSA.  Notwithstanding anything to the contrary contained herein, 
we do not in any event warrant or represent that all Material 
Defects in the hardware, can or will be corrected. If a material 
defect is identified in the hardware during the maintenance period 
covering the hardware, we shall use commercially reasonable 
efforts to provide one of the following at our sole discretion: (1) 

an electronic remedy; (2) spare part replacement; or, (3) 
Advance Replacement of Hardware as defined in the Software 
and Hardware Maintenance Agreement. 

11. No Other Warranties. TO THE MAXIMUM EXTENT PERMITTED 
BY APPLICABLE LAW, THE EXPRESS WARRANTIES SET FORTH 
HEREIN ARE THE ONLY WARRANTIES GIVEN BY RSA WITH 
RESPECT TO THE SOFTWARE FURNISHED HEREUNDER.  RSA 
MAKES NO OTHER WARRANTIES, EXPRESS, IMPLIED OR 
ARISING BY CUSTOM OR TRADE USAGE, AND SPECIFICALLY 
MAKES NO WARRANTY OF MERCHANTABILITY OR FITNESS FOR 
ANY PARTICULAR PURPOSE.  SAID EXPRESS WARRANTIES 
SHALL NOT BE ENLARGED OR OTHERWISE AFFECTED BY RSA’S 
RENDERING OF TECHNICAL OR OTHER ADVICE OR SERVICE IN 
CONNECTION WITH THE PRODUCTS.    

12. Limitation of Liability. RSA’S LIABILITY IN CONTRACT, TORT, 
OR OTHERWISE ARISING OUT OF OR IN CONNECTION WITH 
ANY PRODUCTS, OR ANY OUTPUT OF ANY PRODUCTS OR ANY 
SALES OR LICENSE AGREEMENT WITH YOU SHALL NOT EXCEED 
THE AMOUNT PAID BY YOU TO RSA FOR PRODUCTS. IN NO 
EVENT SHALL RSA BE LIABLE FOR ANY SPECIAL, INCIDENTAL, 
TORT, OR CONSEQUENTIAL DAMAGES (INCLUDING ANY 
DAMAGES RESULTING FROM LOSS OF USE, LOSS OF DATA, 
LOSS OF PROFITS OR LOSS OF BUSINESS) ARISING OUT OF OR 
IN CONNECTION WITH THE PERFORMANCE OF THE PRODUCTS 
OR RSA’S PERFORMANCE OF SERVICES, EVEN IF RSA HAS BEEN 
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.  

13. Confidentiality. You agree to hold the Software and 
Documentation in strict confidence and not to disclose or make 
available the same in any form to any third party unless required 
by law.  

14. Entire Agreement. This EULA constitutes the entire agreement 
between the parties regarding the subject hereof and supersedes 
all prior or contemporaneous agreements, understandings, and 
communications, whether written or oral. This EULA may only be 
amended by you with a written document signed by both parties.  
The terms on any Order Agreement or similar document will have 
no effect.  

15. Miscellaneous.  You may not delegate any duties nor assign any 
rights hereunder without our prior written consent and any such 
attempted delegation or assignment shall be deemed void absent 
our consent.  In the event that any provision contained herein 
shall be held by a court of competent jurisdiction to be invalid, 
illegal, or unenforceable in any respect, the validity, legality, and 
enforceability of the remaining provisions contained herein shall 
not in any way be affected or impaired thereby. The failure by 
either party to enforce, or the waiver by either party of a breach 
of any provision contained herein shall not constitute a waiver of 
any other breach or of such provision.

  



  

 

 
Software and Hardware Maintenance Agreement  

This Software and Hardware Maintenance Agreement 
(“SHMA”) is entered into between RSA Security Inc. (“RSA”, 
“we”, "our" or “us”) and the Customer (“Customer”, "you" or 
“your”) identified on an accepted sales or purchase order 
(“Order Agreement”) for maintenance. Subject to the terms 
and conditions of this SHMA and payment of the appropriate 
fees, we agree to provide certain technical support services 
(“Support Services”) to you. This Agreement provides 
maintenance and support on both the Software and 

hardware products. 
1. Support Services.  

a) Support Access. Qualified personnel will: (1) Aid in the 
diagnosis of, and correct, Material Defects in the Software 
and hardware (as defined below); and, (2) Provide advice 
through selected examples on how to use the Software and 
hardware by way of phone, e-mail, and web-based technical 
assistance. We will provide such reasonable support for 
unaltered versions of the Products. The number for 
telephone support is (781) 375-9000, or such other number 
or numbers as we shall advise you of from time to time. All 
support hours are U.S. Eastern Time and shall be 
determined by your purchased Coverage level. Standard and 
Extended Coverage hours shall be subject to change by RSA 
upon written notice and exclude holidays that RSA is not 
open for business. Partial coverage of a Customer’s Software 
and/or hardware is not permitted.  

i) Standard Coverage: Monday through Friday, 8:30 a.m. – 
5:30 p.m., local customer time. 

ii) Premium Coverage: Twenty-four (24) hours a day, seven (7) 
days a week.  

b) Software Updates. We shall make available all bug fixes, 
updates, and enhancements to the Software that we in our 
sole discretion: (1) deem to be logical improvements to the 
Software; (2) make generally available to licensees of the 
Software; and, (3) do not separately price or market. RSA 
shall also provide all core appliance operating system 
upgrades provided that the Customer has a current support 
agreement. This does not include additional software or 
operating system variants that are required for optional 
capabilities. The application of a new operating system may 
require that Customer reimages the hardware appliance so 
that the updates apply properly. Application of any operating 
system other than that provided by RSA shall void 
Customer’s appliance warranty.  

c) Material Defect. A Material Defect is any reported 
malfunction, error or other defect in the Software that can 
be reproduced by us and constitutes a material substantial 
nonconformity from the Software documentation. We shall 
have no obligation to correct a Material Defect or provide 
other support services if the Material Defect in the Software 
is caused by a malfunction of hardware or software not 
supplied by us, modification of the Software not made by or 
authorized by us, operator error, use of the Software in a 
manner not in accordance with the Software documentation, 
or use of the Software does not include all updates available 
from RSA or a Material Defect is due to the installation of 
third-party software not provided by or approved by RSA. 
Notwithstanding anything to the contrary contained herein, 
we do not in any event warrant or represent that all Material 

Defects, whether in Software or hardware, can or will be 
corrected.  

d) Response Process for Material Defects. If a 
Material Defect is identified in the Software, we shall use 
commercially reasonable efforts to provide one of the 
following at our sole discretion: (1) an existing or new 
correction; and, (2) a viable work around or plan for 
correction of the Material Defect.  

e) Knowledge Base. You shall have access to the RSA on-line 
help Customer Care knowledge base.  

2. Hardware Support Services.  

a) Material Defect. If a material defect is identified in 
the hardware during the maintenance period covering the 
Hardware, we shall use commercially reasonable efforts to 
provide one of the following at our sole discretion: (1) an 
electronic remedy; (2) spare part replacement; or, (3) 
Advance Replacement of Hardware.  

b) Advance Replacement. Solely on the approval of a RSA 
customer care representative and subject to the RSA Return 
Material Authorization (“RMA”) procedures, we shall use 
commercially reasonable efforts to Advance Replace a 
defective hardware component. Advance Replacement shall 
mean to ship a replacement hardware component to you 
prior to the defective hardware component being returned to 
us for repair. Any hardware shipped under the RMA 
provisions shall have the same licensed capacity as the 
original Products but may be an upgraded model of the 
hardware.  

3. Obligations of Customer.  

a) Cooperation. During the term of this SHMA, you agree to: 
Notify us immediately upon discovery of any Material Defect 
in the Product; Properly back-up the Product; Maintain an 
electronic mail link-up with us via the Internet; Provide 
access (electronic or physical) to your system containing the 
Product at no cost if such is required to provide the Support 
Services, including but not limited to, the necessary 
computer time and related support services required by us; 
and, Provide any other reasonable supporting data and 
assistance to aid in the identification and correction of 
Material Defects.  

b) Designated Contact. You shall designate a contact person 
from your organization (which may be changed by notice to 
us, the "Designated Contact") to be the sole contact 
between you and us for the coordination and receipt of the 
Support Services. The Designated Contact shall be 
knowledgeable of the operation of your system containing 
the Product and your use of the Product. The Designated 
Contact shall be trained on the proper use of the Product.  

c) End-User License Agreement. During the term of this SHMA, 
you will maintain in effect the End-User License Agreement 
for each Software Product you have purchased. If the End-
User License Agreement is terminated for any reason, this 
SHMA will terminate concurrently therewith.  

d) Intellectual Property Rights. We and you agree that 
ownership and use of any and all Software Products and any 
related confidential information, documentation or other 
materials provided hereunder, including without limitation 



  

 

any and all updates and upgrades to Software Products 
subsequently provided to you, shall be governed by the End-
User License Agreement.  

4. Fees, Term and Termination for Software and 
Hardware Maintenance.  

a) Initial Term. The Initial Term of this Agreement, covering 
the combined Software and hardware maintenance and 
support, is twelve (12) months (or such longer period if 
indicated and purchased via an Order Agreement) and shall 
commence on the first day the Product is registered with 
RSA, or thirty (30) days from the date of purchase, 
whichever occurs first.  

b) Renewal Term. Your current Maintenance Support shall 
automatically renew in annual terms (“Renewal Terms”). The 
fee for the Renewal Term shall be provided to you with no 
less than thirty (30) days notice prior to the commencement 
of the new term. You may discontinue Support Services in 
Renewal Terms by providing written notice terminating this 
SHMA prior to the effective date of the Renewal Term. 
Hardware warranty expiration dates, for hardware purchased 
prior to January 1, 2007, shall be the later of the date 
originally granted by the initial hardware purchase from RSA 
(or Network Intelligence) or the termination date of the then 
current year of Software maintenance under this Agreement.  

c) Reinstatement Fees for Lapsed Maintenance Support. If you 
choose to allow this SHMA to lapse, you may at a later time 
elect to reinstate this SHMA and receive the Support 
Services in exchange for the applicable fees. Reinstatement 
shall become effective upon payment of the following: (i) 
the then current annual Maintenance Support Fee for the 
Renewal Term, and (iii) the prorated SHMA Fee allocable to 
the lapsed period from the effective date of termination to 
the effective date of reinstatement of this SHMA.  

d) Termination. In addition to any termination pursuant to the 
provisions of clause (b) above, this SHMA may further be 
terminated: by either party in the event the other party 
materially breaches a provision of this SHMA and the 
breaching party fails to cure such breach within thirty (30) 
days after notice of such breach from the non-breaching 
party; provided, however, that this SHMA may not be 
terminated if such breach cannot be cured within such thirty 
(30)-day period and the breaching party takes steps within 
such thirty (30) day period to cure the breach and thereafter 
cures such breach as soon as practicable.  

5. Limited Warranty and Limitation of Liability.  

a) Standard of Care. We warrant that the Support Services will 
be provided in a professional manner. b) No Other 
Warranties. TO THE MAXIMUM EXTENT PERMITTED BY 
APPLICABLE LAW, THE EXPRESS WARRANTIES SET FORTH 
HEREIN ARE THE ONLY WARRANTIES GIVEN BY RSA WITH 
RESPECT TO THE SERVICES FURNISHED HEREUNDER. RSA 
MAKES NO OTHER WARRANTIES, EXPRESS, IMPLIED OR 
ARISING BY CUSTOM OR TRADE USAGE, AND 
SPECIFICALLY MAKES NO WARRANTY OF 
MERCHANTABILITY OR FITNESS FOR ANY PARTICULAR 

PURPOSE. SAID EXPRESS WARRANTIES SHALL NOT BE 
ENLARGED OR OTHERWISE AFFECTED BY RSA’S 
RENDERING OF TECHNICAL OR OTHER ADVICE OR 
SERVICE IN CONNECTION WITH THE PRODUCT.  

c) Limitation of Liability. RSA’S LIABILITY IN CONTRACT, 
TORT, OR OTHERWISE ARISING OUT OF OR IN 
CONNECTION WITH ANY SERVICES, PRODUCTS, OR ANY 
OUTPUT OF ANY PRODUCTS OR ANY SALES OR LICENSE 
AGREEMENT WITH YOU SHALL NOT EXCEED THE AMOUNT 
PAID BY YOU TO RSA IN MAINTENANCE SUPPORT FEES 
FOR THE PRIOR TWELVE (12) MONTH PERIOD. IN NO 
EVENT SHALL RSA BE LIABLE FOR ANY SPECIAL, 
INCIDENTAL, TORT, OR CONSEQUENTIAL DAMAGES 
(INCLUDING ANY DAMAGES RESULTING FROM LOSS OF 
USE, LOSS OF DATA, LOSS OF PROFITS OR LOSS OF 
BUSINESS) ARISING OUT OF OR IN CONNECTION WITH 
THE PERFORMANCE OF THE PRODUCTS OR RSA’S 
PERFORMANCE OF SERVICES, EVEN IF RSA HAS BEEN 
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.  

6. Force Majeure. In the event that either party is prevented 
from performing any of its non-monetary obligations under 
this SHMA due to any cause beyond its reasonable control, 
the affected party's performance shall be excused and the 
time for performance shall be extended for the period of 
delay due to such occurrence.  

7. Governing Law and Jurisdiction. This SHMA shall be 
construed, and the relations of the parties shall be 
determined, in accordance with the laws of the 
Commonwealth of Massachusetts in the United States, as 
such laws apply to contracts between residents of 
Massachusetts. Neither the United Nations Treaty for 
International Sale of Goods nor the Uniform Computer 
Information Transactions Act (“UCITA”) shall govern this 
Agreement. All disputes arising under this Agreement shall 
be brought in the District Court of the Commonwealth of 
Massachusetts in Middlesex County or the Federal District 
Court of Eastern Massachusetts as permitted by law.  

8. Entire Agreement. This SHMA constitutes the entire 
agreement between the parties regarding the subject hereof 
and supersedes all prior or contemporaneous agreements, 
understandings, and communications, whether written or 
oral. This SHMA may only be amended by you with a written 
document signed by both parties. The terms on any Order  

9. Agreement or similar document will have no effect. 
Miscellaneous. You may not delegate any duties nor 
assign any rights hereunder without our prior written 
consent and any such attempted delegation or assignment 
shall be deemed void absent consent from us. In the event 
that any provision contained herein shall be held by a court 
of competent jurisdiction to be invalid, illegal, or 
unenforceable in any respect, the validity, legality, and 
enforceability of the remaining provisions contained herein 
shall not in any way be affected or impaired thereby. The 
failure by either party to enforce, or the waiver by either 
party of a breach of any provision contained herein shall not 
constitute a waiver of any other breach or of such provision. 
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Preface 
The RSA Event Explorer Mac OS X (Intel) Installation Guide contains information on installing the Event 
Explorer application on a Macintosh. 

Audience 
This guide is for anyone who needs to install Event Explorer on a Macintosh Client. 

Documentation Set 
The Event Explorer documentation set consists of the following: 

Documentation Description 

Mac OS X (Intel) Installation 
Guide 

Instructions on installing the Event Explorer application on a 
Macintosh. 

Online Help Contains all of the information that you need to set up and use 
Event Explorer. 

Conventions 

This guide uses the following conventions: 

Item Formatting 

Literals (exact values that the user 
must type) 

Bold font. 

Example: Type New Report. 

Variables (adjustable values that 
the user must type) 

Bold, italicized font. 

Example: Type user-name. 

Fields, buttons, menu items, 
and so forth 

Bold font. 
Example: Type New Report in the Description field on the 
Report Setup window. 

Keys (on the keyboard) Bold font. 
Example: Press Enter. 
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Contact RSA 
Contact RSA at: 

200 Lowder Brook Drive 
Suite 2000 
Westwood, MA 02090 
U.S.A. 

Telephone:  781.375.9000 

Fax:  781.375.9100 

World Wide Web: http://www.rsa.com/node.aspx?id=3170  

Sales 
You can purchase enVision directly from our dedicated team of sales professionals or through our North 
American and international resellers. Call us at 781.375.9000 or send us an email at nic-sales@rsa.com. 

Technical Support 
Technical support is available during business hours via telephone at 800.995.5095 (Option #4 from the 
menu). 

You can also send email to the support team at nic-support@rsa.com. 

Go to https://knowledge.rsasecurity.com and log on to RSA SecurCare Online to:  

• review the Support Knowledge Base for troubleshooting, tips, FAQs, and so forth. 

• download all product documentation. 

Revision Tracker 

Revision 
Number 

Date Revision 

1 3/28/08 Replaced  the enVision Requirements section under Requirements for Using 
Event Explorer to enVision 3.5.2 or Later.  
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Chapter 1. RSA® Event Explorer 
The RSA® Event Explorer application is an advanced analysis tool for real-time and historical data. Event 
Explorer benefits include: 

• Real-time data-mining for compliance and security forensics: The unique customer-driven 
interface is designed to provide access to all the data. 

• Interactive user monitoring: Analysts can zoom from an enterprise-wide user view to single-user 
tracking so they can analyze user monitoring, access control and privileged user monitoring. 

• Detailed application and system insight: Event Explorer provides business operations insight 
through real-time application analysis. 

Event Explorer is a client-server application. You install Event Explorer on your client and establish a 
connection to one or more application servers (for multiple appliance sites, this is the A-SRV) running the 
RSA enVision™ application. You must add at least one application server to Event Explorer for each NIC 
Domain. All communication and event message data transfer between Event Explorer and enVision is from 
the Database Server (D-SRV). See the enVision online Help for complete information on setting up and 
using enVision on sites and NIC Domains and on the A-SRV and D-SRV appliances. 
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Chapter 2. Requirements for Using Event 
Explorer 

This section includes the requirements to use Event Explorer. 

enVision 3.5.2 or Later 
Event Explorer 3.5.2 is compatible only with enVision appliance sites running enVision 3.5.1 or later. 

enVision is a feature-rich compliance and security application that: 

• allows you to automatically capture and analyze log information from your network, security, 
application, operating and storage environments.  

• has the LogSmart Internet Protocol Database (IPDB) which provides the only architecture proven 
to automatically collect and protect all the data from any network device without filtering or 
agents. 

• gives you a true picture of how your network is being used, and by whom.  

• lets you independently monitor your network to verify security policies, generate alerts for 
possible compliance breaches and analyze and report on network performance. 

• is tightly coupled with the underlying appliance operating system and hardware and together they 
comprise a highly scalable platform that provides guaranteed levels of performance.  

License Requirements 
To meet the Event Explorer licensing requirements, you must have: 

• a valid enVision license key. 

See License Key in the enVision online Help for information on the enVision license key. 

• a valid Event Explorer license.  

See Display License Information in the enVision online Help for information on displaying the 
current License information. 

• enough user licenses available for each user to log on.  

Event Explorer allows up to 15 licensed users to log on per A-SRV based on the Event Explorer 
license you purchased. 

To purchase enVision and Event Explorer licenses contact the Sales team at RSA. 
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User Requirements 
To log in to enVision from Event Explorer: 

• You must be set up as a user in enVision. The user account must be Enabled. See Users in the 
enVision online Help for information on enVision users. 

• Your enVision user account must have access permissions set for Event Explorer. In enVision, the 
administrator sets Event Explorer permissions for each user and/or user group on the Manage 
Event Explorer Permissions window. See Event Explorer Permissions in the enVision online Help 
for information on setting up Event Explorer users. 

• You must have site access permission for the site on the application server (A-SRV) to which you 
want to establish a connection. See Site Login Permissions in the enVision online Help for 
information on setting site login permissions. 

Important An administrator can force a log out for an Event Explorer user from within the enVision 
application. For more information see the enVision online Help topic Force User Log Out. 

Important When you are logged in to Event Explorer, you are not constrained by the enVision Automatic 
timeout option. Event Explorer does not disconnect users when they are idle for any amount of time. See 
Exit from Event Explorer for information on exiting Event Explorer. 

Client Requirements 
The minimum Macintosh client configuration for Event Explorer is as follows: 

OS OS X 10.4 

Browser Mozilla Firefox 

Java Plug-In J2SE version 1.5.0 06 

Processor Intel 

RAM Minimum: 2 GB RAM 

Network Minimum: 100baseTX  

Display Resolution Minimum: 1024x768 at 16 bit color  
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Port Requirements 
To use Event Explorer, you must be able to connect the HTTP 8080/HTTPS 8443 port on each Application 
Server (A-SRV) and connect to the TCP 2010 port on each Database Server (D-SRV) as follows: 

On the enVision Appliance... Item Port(s) 

Service that 
Opens/Closes the 
port(s) 

Port Direction On Appliance 
Type 
(For Multiple 
Appliance Sites 
Only) 

Event Explorer 
connection to A-
SRV 

HTTP 8080 
HTTPS 8443 

NIC Web Server 
Service 

Inbound and 
Outbound 

A-SRV 

Event Explorer 
connection to D-
SRV 

TCP 2010 NIC Server 
Service 

Inbound and 
Outbound 

D-SRV 

Event Explorer 
connection to NIC 
App Server service 

TCP 1098, 1099, 
3873 and 4444 

NIC App Server 
Service 

Inbound and 
Outbound 

A-SRV 

See the enVision online Help for information on the NIC Web Server and NIC Server services. 

Note: The D-SRV port 2010 traffic is not encrypted. 



Requirements for Using Event Explorer 

2-4 RSA Event Explorer 3.5.x for Mac OS X (Intel) Installation Guide 

 



 

RSA Event Explorer 3.5.x for Mac OS X (Intel) Installation Guide 3-1 

Chapter 3. Installing Event Explorer 
You can install and use Event Explorer on a MAC. 

Event Explorer 3.5.2 is compatible only with enVision appliance sites running enVision 3.5.1 or later. 

You must have a valid Event Explorer license to use Event Explorer. To purchase Event Explorer licenses, 
contact the sales team at RSA. 

Note: Before you upgrade Event Explorer, make a note of the devices you have selected (checked) for each 
connection.  The upgrade program may deselect (uncheck) some of these devices. 

To install Event Explorer: 

1. Download Event Explorer: 

a. Go to the https://knowledge.rsasecurity.com web site and log on to RSA SecurCare 
Online. 

b. Click Downloads Software Upgrades in the left menu pane. 

c. Click RSA enVision™ Platform in the RSA Software Upgrades page in the right pane.  

d. Click Event Explorer Releases listed under RSA enVision™ Platform Downloads in 
the right pane. 

e. Click on View Release to right of the release you want to download (that is, 3.5.2) RSA 
enVision™ Platform Event Explorer. 

RSA SecurCare Online displays a section for Windows and Mac OS X (Intel). 

f. Click on Get File to the right of Software Update under Mac OS X (Intel). 

The system prompts you for a directory into which you want to download the file. 

2. Copy the RSA Event Explorer 3502bnnnn.dmg downloadable file to your machine. (See 
Requirements for Using Event Explorer.) 

3. Double-click the RSA Event Explorer 3502bnnnn.dmg icon on your desktop. 

The system: 

a. Creates an RSA Event Explorer mounted drive icon on your desktop. 

b. Opens the RSA Event Explorer mounted drive and displays an Event Explorer folder 
contained within the mounted drive.  

If the system does not open the RSA Event Explorer mounted drive, open it. 

4. Drag and drop the Event Explorer folder into your Applications folder. 
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5. Right-click the RSA Event Explorer mounted drive icon on your desktop and select Eject “RSA 
Event Explorer”. 

The system removes the RSA Event Explorer mounted drive icon from your desktop. 

Note: The default memory deployment setting for Event Explorer is 1400m.  The installer does not check 
the memory of the box.  If the user requires a lower setting then the eventexplorer.ini file will require 
manual editing.  Change the -Xmx1400m setting to a new value and save the changes. 

Note: Apple maintains its own Java JRE which is ported from the Sun Java JRE.  For Event Explorer to 
work properly, J2SE 5.0 (1.5.0) must be installed on the Mac.  This JRE should automatically be installed 
via automatic updates for OS X 10.4.  If for some reason JRE is not installed, you can download it from the 
Apple web site.  To verify the installed version, open the Applications Utilities Java folders to see if 
J2SE 5.0 is listed. 

After Installation, Event Explorer files are in the following locations: 

• Application files are under \Applications\Event Explorer. 

• User Config files are under \user-short-name\EventExplorer\Event Explorer. 

• The eventexplorer.ini file is under the Event Explorer application package. 

To view this file, right-click the Event Explorer icon located under \Applications\Event Explorer 
and select Show Package Contents\. The eventexplorer.ini file is located under the 
Contents\MacOS directory that displays in a new popup window. 

Uninstall 
 To uninstall Event Explorer, drag the following folders to the trash can: 

a. \Applications\Event Explorer folder to remove the application files. 

b. \user-short-name\EventExplorer\ to remove the user files.  
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Chapter 4. Logging in to Event Explorer 
Important To log in to Event Explorer you must be set up as an Event Explorer user in enVision, and there 
must be sufficient Event Explorer user licenses available. See Event Explorer Permissions in the enVision 
online Help for information on setting up Event Explorer users. See Display License Information in the 
enVision online Help for information on displaying the current License information. 

To log in: 

1. Click the Applications folder and select Event Explorer. 

2. Right-click the Event Explorer icon and select Make Alias. 

3. Drag Event Explorer alias on to your desktop. 

4. Double-click the Event Explorer alias icon on your desktop.  

The system displays the Login window. 

5. Proceed as follows on the Login window: 

If the application server from 
which you want to receive 
events in Event Explorer is... 

Then... 

In the list Select the check box next to each application server from 
which you want to receive events in Event Explorer. 

Not in the list 1. Add the application server to the list. 

a. Click Add. 

The Login program displays a new line, with 
the NIC Application Server field containing 
http://sitename-as1:8080/. 

b. Replace the sitename-as1 with the host name or 
IP address of the application server. 8080 is the 
port through which you access enVision. For 
example, http://nevada:8080. 

c. If you use a secure port to access enVision 

i. Change http to https. 

ii. Change 8080 to 8443. 

2. Select the check box next to each application server 
from which you want to receive events in Event 
Explorer. 
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6. Type your enVision logon username and password in the Username and Password fields for each 
server you selected in step 2. 

7. Click Log In. 

The Login program begins the authentication process, authenticating the selected application 
server(s) with the user name(s) and password(s) and the user(s) device access permissions (set in 
enVision). The program displays a progress bar that illustrates the progress of the log in for each 
application server. 

When you log in to a server, you may experience a delay from the moment you click Log In until 
system closes the Login window. The system displays the following transition states in a progress 
bar during the Login process: 

If the progress bar is... The system... 
Empty 

 

Is contacting the server and authenticating the username. 

Populated with only one hash 

  

Has authenticated the username and is compiling the 
device and message category information on the server for 
the authenticated username. 

Partially full of hashes 

 

Is reading and parsing the server metadata. 

Completely full of hashes 

 

Has completely parsed the metadata and is loading it into 
Event Explorer for use by connections. 

Displays any server compatibility errors encountered 
during this stage of the log in. 

After the Login program successfully completes the authentication, it displays the Event Explorer 
window. 
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Chapter 5. Setting Up Event Explorer 
To set up Event Explorer, you must: 

1. Add one application server to Event Explorer for each NIC Domain. 

These are the enVision servers from which you want to receive events in Event Explorer. 

2. Establish a connection to determine: 

• what event data you want to send to Event Explorer. 

• the time frame of this data. 

• how large of an event buffer you want to keep within Event Explorer for analysis. 

3. Set up display methods to define what information to display and how it should be displayed 
within Event Explorer. 

See the Event Explorer online Help for information on setting up and using Event Explorer. 
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Chapter 6. Exiting Event Explorer 
To exit from Event Explorer: 

1. On the Menu bar, select Event Explorer. 

2. Select Quit Event Explorer. 
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