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Eric Lam, Fraud and 
Risk Intelligence, APJ, RSA, 
a computer and network security 
company, talks about fraud becoming 
sophisticated in digital era and how 
criminals are using social media 
platforms to pull the con.

“Social media is 
expanding the 
attack surface for 
cybercriminals”

 How big an issue is fraud in digital age?
 Fraud is a serious issue for banks and corporations, and it 

will continue to grow with the increase in digital commerce 
and proliferation of mobile devices. This is expanding the 
attack surface for cybercriminals and providing the oppor-
tunity to wage attacks on the less-protected mobile channel.  
The dominant global trends that corporations must take 
note of are:

• Though cyberattack of any kind can never grow old, 
phishing attack is identified every minute. In 2015, phishing 
cost businesses in India $91 million.

• Ransomware and cyber extortion are a huge digital 
threats, and most businesses are not prepared to deal with 
such categories of attacks.

• Mobile fraud is growing at an unprecedented rate. In 
fact, mobile fraud is growing faster than mobile transac-
tions. In 2015, RSA saw a 45 per cent increase in transac-
tions originating from a mobile device, but the growth in 
mobile cyber frauds was much higher, with 61 per cent of all 
fraud attempts coming from the mobile channel.

 How is social media responsible for fuelling digital 
fraud?

 Social media has contributed to the problem of fraud by 
offering cybercriminals a platform for communicating. RSA 
recently studied this phenomenon, and found more than 

500 fraud-related 
groups with nearly a quar-
ter million members operating openly 
on social media. More than 60 per cent of these 
groups are found on Facebook alone. In particular, over 40 
per cent of fraud group members identified on Facebook 
originate in India and other regions of Southeast Asia, 
according to RSA report Hiding in Plain Sight.

 How are corporates dealing with the issue of fraud 
or mitigating fraud risk?

 Cybercriminals are able to evolve and change their tactics 
so rapidly that it is hard for organisations to keep pace. Tech-
nologies such as web behavioural analytics and risk-based 
authentication, combined with biometrics, are critical to a 
layered fraud defence strategy. Recommendations for a lay-
ered fraud defence include:

• Strong authentication, which when combined with biomet-
rics, provides a robust security foundation and reassurance to a 
customer that their online account  and transactions are secure.

• Behaviour analytics is important to understand your 
users and identify outliers. Behaviour analytics provides 
long-term levers to manage risk and cannot be easily reverse 
engineered by attackers.

• Understand the endpoint that is device intelligence, can 
provide low hanging fruits in terms of removing false posi-
tives, risk segmentation and identifying known threats.

• Know your enemy with threat intelligence that provides 
benefits in the short (e.g. compromised accounts) and long 
term (e.g. what other markets are seeing). To best mitigate 
risk, however, we need to understand both the problem and 
the adversary. 
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