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Member funds and personal information 
kept safe with anti-fraud solution

AT-A-GLANCE

Key Requirements 

 –  Dedicated anti-fraud cybercrime 
operation to protect credit union 
members’ data from phishing and 
Trojan attacks

 –  Ability to track and retrieve 
fraudulently obtained information 

Solution

 –  Deployed anti-phishing and anti-
Trojan services to protect members 
from having their information 
compromised 

 –  Both services supported by anti-
fraud center, providing forensics 
on fraud attempts 

Results

 –  Phishing attempts neutralized in  
as few as 20 minutes, often before 
going live

 –  Successful Trojan attacks 
significantly reduced

 –  Compromised data quickly tracked 
and retrieved, enabling SECU to 
alert members about potential 
fraud threats

State Employees’ Credit Union (SECU) is a non-profit financial cooperative 
owned by its members. SECU has been providing the employees of the 
state of North Carolina and their families with consumer financial services 
for over 70 years. Currently serving more than 1.6 million members, SECU 
provides services through 226 branch offices, over 1,000 ATMs, 24x7 call 
centers, and a website: www.ncsecu.org.

KEY REQUIREMENTS 

Serving 1.6 million state employees across North Carolina, SECU needs to ensure the 

security of members’ personal and account information. Members want to be confident 

that their hard-earned savings are safe from fraud.  

SECU needed an anti-Trojan service to protect members from Trojans located on their own 

personal computers without having to degrade the user experience of the credit union’s 

secure websites. With malicious online activity against the financial industry increasing, 

SECU also found that its members were being targeted by phishers from outside the  

U.S. The volume of attacks and the fact that they were being made in a foreign language 

meant that the organization was unable to combat them effectively, lacking the expertise 

and global contacts to identify their source.

SECU needed a service that would combat phishing attacks quickly, no matter where they 

originated. It required real-time fraud/threat detection with minimal impact to user experience. 

“We had to make sure these attacks were not impacting our members,” explains Rick 

Rhoads, Senior Vice President, E-Services, State Employees’ Credit Union. “They rely on 

us to keep their money safe, so we take any attempts at fraud very seriously.”

“ The RSA® FraudAction™ anti-fraud solution is able to identify 
malicious attacks when they are in development and neutralize 
many of them before they go live, so our members are rarely 
affected. These accelerated results have persuaded us that it  
is the best proactive solution on the market today.”

RICK RHOADS, SENIOR VICE-PRESIDENT, E-SERVICES, STATE EMPLOYEES’ CREDIT UNION
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SOLUTION

After five days fighting a particularly aggressive phishing attack, SECU accepted an offer 

from RSA to apply its RSA FraudAction anti-fraud service to identifying the source and 

combating it. 

“Within twenty minutes, RSA had managed to bring down the attack,” says Rhoads.  

“You can’t ask for a better proof of concept than that!”

The organization therefore decided to deploy the solution permanently in order to 

continue benefiting from this level of protection from phishing attacks. The 24x7 

monitoring and detection with real-time alerts, reporting, and forensics meant that 

a number of attempted attacks over the next few months were brought down within 

hours, many while they were still at the development stage.

“Like any sort of software developer, phishers need to test their programs before they 

deploy them fully,” Rhoads explains. “The solution is able to identify malicious attacks 

when they are at this initial stage and neutralize them before they go live, so our 

members are never affected. Without it, we would have only found out about new 

phishing attempts when our members alerted us to them. These accelerated results have 

persuaded us that the RSA FraudAction anti-fraud service is the best proactive solution 

on the market today.”

The RSA FraudAction service is powered by the RSA Anti-Fraud Command Center (AFCC), 

whose team of analysts do continuous research and forensics work to stop online 

criminals. Eager to extend this support from focusing just on phishing attacks to other 

common types of fraud, SECU expanded its solution to cover Trojan attacks as well.

RESULTS

“We’re seeing a huge benefit from using the RSA FraudAction anti-Trojan service, which 

has reduced successful attacks in line with the expectations set by the anti-phishing 

service,” says Rhoads. 

Besides stopping new attacks, of key importance to SECU is the ability to capture any 

compromised data and prevent its sale on the worldwide underground market. Its security 

team previously had limited success attempting such monitoring and prevention efforts.  

“The RSA AFCC has the global reach and expertise to infiltrate these underground markets 

and ensure our members’ data does not get sold to third parties for further illegal use,” 

Rhoads adds.

This enhanced visibility of fraud attempts lets SECU add further value for its members by 

notifying them when their data has been compromised – be it their SECU account details 

or those of any other financial institution.

Rhoads concludes: “Fraudsters are constantly inventing new ways to obtain personal 

data from consumers but we’ve been very impressed with RSA’s proactive approach to 

staying ahead of the threats. We expect that RSA will continue to evolve solutions to 

counter emerging threats and, in doing so, to add value for us and our members.”

“ Fraudsters are constantly 
inventing new ways to breach 
organizations’ data defenses. 
We’ve been very impressed 
with RSA’s proactive approach 
to staying ahead of the threats. 
We expect that RSA will 
continue to evolve solutions 
to counter emerging threats 
and, in doing so, to add value 
for us and our members.”

RICK RHOADS, SENIOR VICE PRESIDENT, 
E-SERVICES, STATE EMPLOYEES’ CREDIT UNION


