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Phishing protection safeguards customers and 
strengthens security strategy of large U.S. bank

AT-A-GLANCE

Key Requirements

 –  Protect online retail and 
commercial customers from 
growing security attacks

 –  Accurate, real-time fraud/threat 
detection and dedicated anti-fraud 
cybercrime operation 

 –  Provide extra protection for 
business-to-business customers 
and technical staff logging in 
remotely

Solution

 –  Deploy a managed security service 
which monitors in real time and 
identifies the source of phishing 
attacks

 –  Provide business-to-business 
customers and technical employees 
with hardware tokens that deliver 
two-factor authentication

Results

 –  Reduction in online attacks due 
to complete 24x7 fraud protection

 –  Ability to close down criminal 
web sites almost immediately

 –  Secured customer online access 
with two-factor authentication

This large U.S.-based bank provides its retail and commercial customers 
with a wide range of services. Many of its retail customers are considered 
to be affluent and the bank develops services specifically for them. It is 
over 100 years old and has a considerable presence in the states in 
which it operates. 

KEY REQUIREMENTS

In line with industry trends, several years ago this large U.S.-based bank noted a 

relatively sharp increase in the number of phishing attacks that were being targeted at 

customers using its online service. Initially these attacks focused on retail customers 

but they soon began spreading to commercial businesses. 

Some of these customers suffered financial losses. As a result the bank began a 

widespread education process to inform its customers about phishing attacks, how 

to identify them, and how to avoid becoming a victim.

Prior to this upsurge in phishing attacks, the bank had utilized its own technical expertise 

to counter them. However, as the attacks accelerated in scale and volume, the bank 

wanted to add a technological component to its customer-education initiative.

In short, it wanted to introduce a technology solution that would identify phishing 

attacks, provide around-the-clock monitoring, and provide real-time alerts. This required 

real-time fraud/threat detection with minimal impact to user experience, easy-to-use 

tools for forensic analysis, and a 24x7 dedicated anti-fraud cybercrime operation. 

“ With RSA® FraudAction™ and RSA SecurID® we have been able to 
offer our customers the best protection against a multitude of 
online attacks and in the process have accelerated our brand  
as a bank to be trusted.”

ONLINE INFORMATION SECURITY MANAGER, LARGE U.S. BANK 
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SOLUTION

After reviewing vendors of technology for managing online security threats, the bank 

selected RSA FraudAction, a solution offered by RSA, The Security Division of EMC.

This technology service is designed to stop and prevent phishing, pharming, and Trojan 

attacks that occur in the online channel. Offered as an outsourced, managed service,  

it enables organizations to minimize resource investment while deploying a solution 

quickly.

RSA FraudAction offers complete fraud protection and includes 24x7 monitoring and 

detection, real-time alerts and reporting, forensics and countermeasures, and site 

blocking and shut down. 

At the core of the service is RSA’s exclusive Anti-Fraud Command Center (AFCC). An 

experienced team of fraud analysts works to shut down fraudulent sites, deploy 

countermeasures, and conduct extensive forensic work to stop online criminals  

and prevent future attacks.

With the deployment of RSA FraudAction, the bank immediately experienced a drop in 

phishing and similar attacks.

Prior to the implementation, the bank had tremendous difficulties closing down web  

sites used to launch phishing attacks. For example, when it contacted the ISP about  

one insidious phishing attack launched from a Texas-based web site, it was told it  

would take a week to close it down. 

However, RSA FraudAction enabled it to shut down a similar, overseas web site within 

1.22 hours.  Shutting down overseas web sites for the bank had previously been next 

to impossible. 

Because the RSA technology was so successful, the bank adopted RSA SecurID for its 

business-to-business customers that use online banking. The two-factor authentication 

solution is based on something a user knows, such as a password or a PIN, and 

something they have, that is an authenticator.

RESULTS

The bank’s early use of the anti-fraud system was widely recognized as cutting-edge, 

bringing the company praise from Javelin Research and Strategy, a leading provider of 

quantitative financial-services research.

The bank’s Online Information Security Manager said: “RSA FraudAction, followed by RSA 

SecurID, has clearly strengthened our security posture and today we are well protected 

against all forms of phishing, pharming, and Trojan attacks. At the same time, we have 

also strengthened our brand and today have a reputation for good customer security.”

A Senior Product Manager at the bank added: “We have a safe and secure security 

solution that provides satisfaction and peace of mind to our customers and protects 

us from a multiplying universe of online attacks.”

“ The RSA technology is 
extremely cost-effective and, 
in terms of a reduction in the 
potential losses to phishing, 
pharming, and other types of 
online attack, provides a 
compelling return on 
investment.”

SENIOR PRODUCT MANAGER, LARGE U.S. BANK


