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AT-A-GLANCE

Key Requirements

 –  Take a proactive approach to 
identifying and defending against  
fraud attacks against online-
banking customers

 –  Implement automated incident- and 
threat-management processes to 
increase speed of response

Solution

 –  RSA FraudAction service provides 
broad visibility into external threats 
and intelligence on targeted attacks

 –  24x7 team provides anti-phishing, 
anti-Trojan, and threat intelligence

Results

 –  Customers impressed by depth  
and speed of anti-fraud protection, 
leading to increased loyalty

 –  Phishing attacks can now be 
resolved in just 30 minutes,  
with complex manual processes 
eliminated

 –  Trusted fraud analysts provide 
regular, detailed insight into 
current and emerging threats

This global financial-services organization provides specialized, private-
banking products and services to around 100,000 customers. Its services 
cover areas such as property, investments, capital markets, and asset 
management. Its customer base is its biggest asset, and offering strong 
protection to these customers is of paramount importance – both to retain 
and grow business, and to protect its reputation for high-quality service.

KEY REQUIREMENTS

As a leading provider of financial services to high-value customers, this organization 

cannot compromise on either the quality of its services or the level of protection it  

offers. When it noticed an increase in phishing attacks against some of its competitors’ 

online-banking platforms, it wanted to take a proactive approach to making sure its  

own platform was robust enough to withstand such threats to its own customers.

“We wanted to ensure our online banking customers were protected from any illegitimate 

attempts to access their funds or account details,” explains the organization’s Group 

Information Security Officer (GISO). “However, we wanted the additional assurance that in 

the event of any attacks being made, we could take them down as quickly as possible.”

The organization realized that its existing anti-phishing measures were too dependent on 

manual processes to be effective against a major attack. “We’d need to manually look up 

the location of the ISP from which any attack originated and then identify the correct 

resource within the ISP to assist in shutting down the malicious site, which took up 

precious time,” the GISO comments. “We needed a stringent anti-phishing solution 

that also incorporated a high level of automation for rapid response.”

“ The bad guys are becoming more sophisticated, and online 
banking is a prime target. Defending our customers against 
increasingly complex and organized attacks would need a 
massive in-house resource. By working with RSA, we can  
depend on a trusted expert team with global visibility of  
the current fraud landscape, and its likely evolution.”
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SOLUTION

After considering a number of anti-phishing solutions, the company chose the RSA 

FraudAction service from RSA – The Security Division of EMC. Implemented as a service, 

it is hosted by RSA and supported by analysts at the RSA Anti-Fraud Command Center 

(AFCC). FraudAction offered the organization complete protection against phishing 

attacks – including 24x7 monitoring and detection, real-time alerts and reporting, 

forensics and countermeasures, and site blocking and shutdown.

“We selected RSA due to its number one position in the market for this type of solution,” says 

the GISO. “On top of that, we found that the FraudAction service offered the best insight into 

current and emerging threats as well as the fastest response and take-down rate.”

Having relied on the anti-phishing capabilities of RSA FraudAction for a number of years, 

the organization opted to expand its use of the service by integrating the anti-Trojan 

solution to protect its online channel. This service is designed to help organizations 

prepare for an attack before it occurs, respond to an attack when one takes place, and 

minimize the threat by attempting to recover stolen credentials.

“With the anti-phishing and anti-Trojan services in place, we’re protecting our customers 

on two fronts,” the GISO observes. “As well as making sure their accounts are safe from 

fraudulent sites and email communications, we can help them identify if their own 

devices may have been infected. The RSA FraudAction team is able to alert us when any 

client or account details have been compromised and can let the customer know, advise 

them on how to make their system more secure, and clean up any infections.”

RESULTS

Introducing RSA’s fraud-prevention model to deepen the security of its online-banking 

platform has driven improvements in a number of areas. 

“We’ve seen customer loyalty improve among those who have been contacted through 

our anti-Trojan service,” says the GISO. “The benefit they gain by identifying and 

neutralizing a Trojan on their device – which is probably tracking their credentials for  

any other online-banking or retail accounts – extends far beyond their account with us. 

They’re impressed and often surprised that we are able to offer them this advanced  

level of security.”

The organization’s ability to respond to phishing attacks is now much faster and more 

efficient. “An offending site can now be located and taken down in as little as 30 minutes 

– compared to the time-consuming manual process each threat represented before,”  

the GISO comments.

He concludes: “The bad guys are always going to be out there, and online banking is  

a prime target. Defending our customers against increasingly complex and organized 

attacks would need a massive in-house resource. By working with RSA, we can rely on  

a trusted expert team with global visibility of the current fraud landscape, and its likely 

evolution, that enables us to keep our customers, their data, and their savings out of 

harm’s way.”

“ An offending site can now be 
located and taken down in 
just 30 minutes – compared 
to the time-consuming 
manual process each threat 
represented before.”
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